














TABLE 7.2

Summary of 34 NSL-Related IOB Violations Reported to the IOB by the

FBI OGC (2006)

Number of
Category of 10B Violations ‘l;::;)l:trlt:?lsto
the I0B
Improper Authorization (FBI Error)
Issuing ECPA NSL without obtaining required Special Agent in Charge 1
authorization to extend preliminary investigation after 6 months
Issuing Right to Financial Privacy Act (RFPA) NSL without obtaining 1
required Headquarters authorization to extend preliminary investigation
after 1 year
Serving ECPA NSLs before preliminary investigation was properly 1
reauthorized by Special Agent in Charge
Improper Request (FBI Error)
Issuing ECPA NSL to an Internet service provider in a manner that was 1
deemed an improper request under pertinent NSL statute
Unauthorized Investigative Activity During Lapse
in Investigation After NSL Was Properly Issued (FBI Error)
Obtaining and analyzing RFPA records without obtaining required FBI 1
Headquarters authorization to extend preliminary investigation after
1 year!3?
Unauthorized Collection (FBI Error)
Obtaining ECPA telephone subscriber information not relevant to an 3
authorized national security investigation
Obtaining ECPA telephone toll billing information not relevant to an 10
authorized national security investigation
Obtaining ECPA e-mail subscriber information not relevant to an authorized 1
national security investigation '
Obtaining ECPA electronic communication transactional records not 1
relevant to an authorized national security investigation
Total FBI Errors 20140

139 In November 2007, the FBI OGC advised the OIG that it intends to issue a
corrected adjudication memorandum stating that this violation is not reportable to the 10B.

140 The four possible NSL-related intelligence violations in Table 7.2 that are

categorized as improper authorizations and improper requests also resulted in

unauthorized collections. However, we did not “double count” these matters by including

them in the “unauthorized collection” category.
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Number of
Category of 10B Violations XL‘;::EZ:;S“
the I0B
Unauthorized Collection (Initial Third Party Error)14!
Obtaining ECPA telephone subscriber information not relevant to an 2
authorized national security investigation
Obtaining ECPA telephone toll billing information not relevant to an 4
authorized national security investigation
Obtaining ECPA telephone toll billing information outside the time frame 2
requested in the NSL
Obtaining subject line or full content in response to an electronic 3
communication transactional record ECPA NSL
Obtaining ECPA e-mail subscriber information not relevant to an authorized 1
national security investigation
Obtaining RFPA financial records not relevant to authorized national 2
security investigation
Total Initial Third Party Errors 14
Total Number of Violations 34
Reported by the FBI OGC to the I0B

Nature of IOB Violations: The 34 intelligence violations reported by the
FBI to the IOB in 2006 involved the following categories of violations.

¢ In three matters NSLs were signed by appropriate field officials
but the underlying investigations had not been approved or
extended by the appropriate Headquarters or field supervisors.

e In one matter an NSL was served on an Internet service provider
(ISP) in a manner that that was deemed an improper request
under the pertinent NSL statute.

141 As noted previously, “unauthorized collections” is a phrase used by the FBI and
the OIG to describe several circumstances in which the FBI receives information in
response to NSLs that was not requested or was mistakenly requested. For example, many
unauthorized collections occur due to errors on the part of NSL recipients when they
provide more information than was requested (such as records for a longer period of time or
records on additional persons). The FBI sometimes also refers to these matters as “over
collections” or “overproductions.” We refer to these as “initial third party errors” because,
while the NSL recipient may initially have provided more information than requested, the
FBI may or may not have compounded the initial error by using or uploading the
information. Other unauthorized collections can result from FBI errors, such as when a
typographical error in the telephone number or e-mail address results in the acquisition of
data on the wrong person or e-mail address. When we present data on “unauthorized
collections” in this report we note whether the infraction occurred due to initial third party
error or FBI error.
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e In one matter the NSL was appropriately issued but the NSL
recipient provided the records after the preliminary
investigation had lapsed.

¢ In 29 matters the NSL recipient provided information that was
not requested in the NSL or provided information on the wrong
person due either to FBI typographical errors or initial errors by
the NSL recipients.142

Three of the 14 initial third party errors noted in Table 7.2 resulted in
the FBI's acquisition of either full e-mail content (two matters) or e-mail
subject line content (one matter) from ISPs in response to ECPA electronic
communication transactional record NSLs. In the two matters that resulted
in acquisition of full e-mail content, an ISP mistakenly provided on the same
disk the full message content of the e-mails for the requested account and
for the account of an associated subscriber in the same investigation whose
records had been requested in another NSL. On instruction from the FBI
OGC, the disk and paper copies of the records were sealed and sequestered
by the field division’s CDC, and a new NSL was issued. In response, the ISP
improperly sent the same full content information, which was thereafter
again sequestered.

In the matter involving acquisition of e-mail subject line content, the
ISP included the subject field for each e-mail transaction along with the
e-mail header information for the requested 2-year time period. The NSL
specifically directed that the ISP not include subject fields in its response.
The FBI OGC directed that the information that exceeded the scope of the
NSL be sealed and sequestered and await further direction from the FBI
OGC.

Status of Investigative Subject and Target of NSL: We also attempted
to determine whether the subject of the investigation in these 34 matters

was a U.S. person and if the investigative subject was the same as the target
of the NSL.143

142 Of the 15 unauthorized collections resulting from FBI errors, 12 were due to
typographical errors, 2 were due to inadvertent misidentification of telephone numbers, and
1 was due to a computer software mistake.

143 50 U.S.C. § 1801(i) defines a “United States Person” as:

a citizen of the United States, an alien lawfully admitted for permanent

residence . . ., an unincorporated association a substantial number of members of
which are citizens of the United States or aliens lawfully admitted for permanent
residence, or a corporation which is incorporated in the United States . . . ."

On June 1, 2007, the FBI OGC issued comprehensive guidance that reiterated
earlier guidance instructing agents to identify in NSL approval documents the status of
(Cont'd.)
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e In 25 of the 34 matters, the subject of the investigation was a
U.S. person, in 8 matters the subject was a non-U.S. person,
and in 1 matter the status of the subject could not be
determined.

e In 27 of the matters, the NSLs sought information about the
subject of the underlying national security investigation, 3 NSLs
sought information on a person other than the subject, 1 NSL
sought information on both the subject and a non-subject; and
3 NSL targets could not be determined.

Timeliness of Reporting: We determined that 19 of the 34 possible
intelligence violations reported to the IOB (56 percent) were reported
within 14 days of discovery to the FBI OGC in accordance with FBI policy.
However, 12 (35 percent) were not reported in a timely fashion.14¢ Seven
of these 12 took between 17 and 46 days to report and 5 took between
145 and 418 days. In two of these five matters, the agents did not realize
the matters were reportable as possible intelligence violations until they
attended NSL training a year after the violations occurred.!45 In the
other three, no reason was given for the delay in reporting. We could
not determine how long it took to report the remaining 3 of the 34
violations.

persons associated with all NSL requests. See National Security Law Policy and Training
Unit, Federal Bureau of Investigation, electronic communication to all divisions,
Comprehensive Guidance on National Security Letters, June 1, 2007, at 13, which we
described in detail in Chapter Two of this report.

144 This compares with 6 of the 26 possible intelligence violations (23 percent)
reported in 2003 through 2005 that were not reported to the FBI OGC within 14 days of
discovery, described in our first NSL report. See NSL I, 74.

145 In both matters, the agents made typographical errors in the NSLs and
discovered the errors when they received the records from the NSL recipients.
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CHART 7.2
Timeliness of 34 FBI Field Reports to the FBI OGC of Possible
NSL-Related IOB Violations Reported to the IOB (2006)
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Source: FBI

We also calculated the time it took for FBI personnel to identify
possible intelligence violations. From our examination of reports to the FBI
OGC, we determined that 26 of the 34 violations were discovered within
approximately 2 months of the occurrence. Five of the possible intelligence
violations were discovered between approximately 2 months and 8 months
after they occurred. In one instance, discovery was delayed because the
case agent mistakenly believed the underlying preliminary investigation had
been extended. In the second case, discovery did not occur until the data
was being uploaded into an FBI database. In the third, the case was
reassigned and the violation not discovered until the new case agent took
over. In the two remaining cases, field reports to the FBI OGC did not
specify reasons for the delay. We could not determine how long it took for
FBI personnel to discover the remaining three possible violations.

Remedial Actions: Twenty-nine of the 34 possible NSL-related
intelligence violations reported to the IOB in 2006 involved unauthorized
collections. We examined the 29 matters to determine whether case agents
handled the unauthorized information in conformity with FBI guidance. FBI
field and FBI OGC documentation stated that the inappropriately obtained
records received in response to 20 of these 29 matters were sealed and
sequestered while they were awaiting final dispositions by the field offices or
further instructions from the NSLB. In field reports to the FBI OGC for the
remaining nine matters, documentation indicated that a variety of remedial
steps were taken: issuing a new NSL for the records; forwarding the
unauthorized material to FBI Headquarters for appropriate action; offering
the records back to the NSL recipient; removing telephone data from
Telephone Applications, the FBI’s principal database for storing telephone
records, and from other FBI records; and destroying the records.
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Twenty-one of the 29 matters reported to the FBI OGC involving
unauthorized collections resulted in the FBI's acquisition of telephone
subscriber or toll billing records. We examined the field reports to the FBI
OGC to determine whether the inappropriately obtained data was uploaded
into FBI databases. While 17 of the 21 reports stated that the information
was not uploaded, we found that field reports for 4 matters did not address
the issue.

B. OIG Analysis Regarding Possible NSL-Related IOB Violations
Reported to the IOB

As we found in our first NSL report, the severity of the possible
intelligence violations reported to the IOB varied. We believe the most
serious were those in which the FBI obtained full e-mail content. In 2 of the
14 instances in which the unauthorized collection was initially attributable
to third party errors, the FBI received full content e-mail information.146
Among the 15 matters in which the FBI collected unauthorized information
due to FBI error, 10 were due to typographical errors or misidentification of
telephone numbers that resulted in the FBI collecting telephone toll records
on the wrong person.

Our examination of the 34 possible NSL-related intelligence violations
reported by the FBI to the IOB in 2006 did not evidence deliberate or
intentional violations of NSL statutes, Attorney General Guidelines, or
internal FBI policy. Although the majority of the possible intelligence
violations — 20 of 34, or 59 percent — arose from FBI errors, most were a
consequence of errors in the telephone number listed in the NSL. In all but
one instance, the FBI would have been entitled to obtain the information
under the NSL statutes had it followed the requirements of those statutes,
Attorney General Guidelines, and internal FBI policies. In one matter, the
case agent modified the standard language used for requesting information
pursuant to the ECPA NSL statute by requesting publicly available content
information. The FBI OGC concluded that the alteration of the ECPA NSL
statutory language to request and obtain the information was beyond the
scope of the ECPA. The FBI OGC concluded that the matter should be
reported to the IOB because the ECPA “does not have a ‘catch-all’ authority,
nor does it allow for content as requested in the NSL.”

However, although the 14 unauthorized collections were reported to
the IOB, the FBI OGC has not yet adjudicated whether case agents

146 According to FBI records, FBI personnel did not compound the third party errors
in either of these matters.
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compounded the errors by using the inappropriately provided information or
uploading it into FBI databases.147

C. Possible NSL-Related I0OB Violations Not Reported to the
IOB in 2006

In 2006, FBI field offices reported 50 possible intelligence violations to
the FBI OGC that were not reported to the IOB. Of these 50 that were not
reported to the IOB, 13 resulted from FBI errors and 38 resulted from initial
third party errors.148

Table 7.3 provides additional details on the nature and source of
these possible intelligence violations:

TABLE 7.3
Summary of 50 Possible NSL-Related IOB Violations
Not Reported to the I0B (2006)

Number of
Possible
Category of Possible IOB Violations Violations
Reported to
the FBI OGC
Unauthorized Investigative Activity
During Lapse in Investigation After NSL Properly Issued (FBI Error)
Reviewing records obtained from an ECPA NSL after the national security 1
investigation had lapsed
Requesting (but not issuing or serving) an NSL after the national security 1
investigation had lapsed
Allowing the national security investigations to lapse before records 3
sought in the NSLs were received
Allowing the national security investigations to lapse before analyzing 2
records obtained from RFPA or ECPA NSLs
Improper Request (FBI Error)
Issuing ECPA NSL without language regarding non-disclosure and 1
confidentiality requirements pursuant to the Patriot Reauthorization Act
Issuing ECPA NSLs based on an unauthorized collection 1

147 The FBI OGC has been adjudicating over 1,200 possible IOB violations reported
to it as a result of the three reviews the FBI conducted in response to the OIG’s first NSL
report. These reviews are described in Chapter Three of this report.

148 One of the 50 violations included both an initial third party error and a
subsequent FBI error.
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Number of

Possible
Category of Possible I0B Violations Violations
Reported to
the FBI OGC
Unauthorized Collection (FBI Error)
Obtaining ECPA telephone subscriber information not relevant to an 1
authorized national security investigation
Obtaining ECPA telephone toll information not relevant to an authorized 2
national security investigation
Unauthorized Dissemination (FBI Error)
Providing ECPA telephone subscriber and toll information to a third party 1
not authorized to receive such information
Total FBI Errors 13
Unauthorized Collection (Initial Third Party Error)
Obtaining ECPA telephone subscriber information not relevant to an 1
authorized national security investigation
Obtaining ECPA telephone subscriber information outside the time frame 2
or not requested in the NSL
Obtaining ECPA telephone toll information not relevant to an authorized 12
national security investigation
Obtaining ECPA telephone toll information outside the time frame or not 4
requested in the NSL
Obtaining ECPA telephone toll information when subscriber information 1
was requested and obtaining toll records outside the time frame requested
Obtaining subject line or full content in response to ECPA electronic 6
communication transactional records NSL
Obtaining ECPA electronic communication transactional records outside 4
the time frame or not requested in the NSL
Obtaining RFPA financial records not relevant to an authorized national 3
security investigation
Obtaining FCRAv full credit information in response to a FCRAu NSL in a 4
counterintelligence investigation
Obtaining electronic communication transactional records in response to 1
a preservation letter (not an NSL)
Total Initial Third Party Errors 38
Total Number of Possible NSL-Related Violations Reported 51149

to the FBI OGC and Not Reported to IOB

We determined that 30 of the 50 possible intelligence violations that
were not reported to the IOB (60 percent) were reported to the FBI OGC
within 14 days of discovery in accordance with FBI policy. We could not
determine how long it took to report 4 of the 50 possible intelligence
violations. However, the remaining 16 possible intelligence violations

149 One matter included both an unauthorized collection error by the NSL recipient and

a subsequent improper request error by the FBI. Both errors are reflected in Table 7.3.
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(32 percent) were not reported to the FBI OGC in a timely fashion. Eight of
these 16 took between 16 and 51 days to report, and 8 took between 71 and
268 days to report.

In 12 of the 16 matters that were not reported on a timely basis, no
reason was given for the delay in reporting. In 3 of the 16, the reason for
the delay was that the case agents did not realize the matters were
reportable as possible intelligence violations until they were informed later
or until they attended NSL training.!5° In the final instance, the case agent
stated that he could not ask about the possible intelligence violation until
the CDC returned to the office.

D. OIG Analysis of Possible NSL-Related IOB Violations Not
Reported to the IOB

Similar to possible intelligence violations reported to the IOB in 2006,
the matters not reported to the IOB in 2006 varied in seriousness. Among
the three possible intelligence violations not reported to the IOB in which
the FBI collected information not associated with an investigation due to FBI
errors, two were matters in which the FBI in good faith requested telephone
records on persons they believed were associated with the telephone
numbers. However, after the records were received, the case agent
discovered that the two sources had provided the wrong numbers. The
third possible intelligence violation was the result of a mistranslation of a
foreign name. In 6 of the 38 instances in which the unauthorized collection
initially was attributable to third party errors, the NSL recipients sent the
FBI subject line or full content e-mail information, which is prohibited by
the ECPA NSL statute. In three matters the NSL recipients sent the FBI
information well beyond the time frame requested in the NSL, which
resulted in collection of records 1 year, 3 years, and 4 years outside the
requested time frame.

In our examination of FBI OGC decisions that resulted in
determinations not to report possible intelligence violations to the IOB, we
agreed with the FBI OGC’s reasoning for not reporting 44 of the 50 matters.
Among the six other matters, we identified four FBI OGC decisions in which
the rationale for not reporting the possible intelligence violation to the IOB
was inconsistent with prior FBI OGC decisions and two FBI OGC decisions
that were unpersuasive. Three of these possible intelligence violations were
attributable to FBI error, two resulted from third party errors, and one
involved both a third party error and an FBI error.

150 In each of these three instances, the NSL recipient provided records not
requested in the NSL, which the case agents discovered when they received the records
from the NSL recipient.
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We concluded that the FBI OGC’s decision not to report the following
four matters to the IOB was inconsistent with other FBI OGC decisions in
2006 that involved similar facts. The four matters were:

e two third party errors in which properly served NSLs for ECPA
telephone subscriber and electronic communication
transactional records resulted in the acquisition of records
outside the time period requested (in one instance resulting in
the acquisition of records 4 years prior to the initial date noted
in the NSL);15! and

e two FBI errors in which the records obtained from properly
issued NSLs (ECPA and another statute not identified) were
received and analyzed prior to an authorized extension of the
investigation.

For each of these four possible intelligence violations, the OIG found at least
one nearly identical matter that the FBI OGC decided to report to the IOB in
2006.152 The FBI OGC decision memoranda did not identify any facts or
circumstances that distinguished these matters from similar matters that
the FBI reported to the IOB in 2006.

We also identified two other matters that we believe should have been
reported to the IOB under the applicable reporting standard:

151 Although, as noted above, third party errors did not have to be reported to the
I0B from November 13, 2006, to August 1, 2007. The two possible intelligence violations
involving third party errors were adjudicated prior to those dates (October 3, 2006, and
October 7, 2006). Therefore, we believe both of these should have been reported to the IOB
in accordance with applicable standards at the time. The FBI OGC advised the OIG in
December 2007 that it is re-evaluating these two opinions in accordance with the IOB’s
November 13, 2006, letter and the August 1, 2007, directive. Under the new standard, one
of these two matters would be reportable to the I0OB because the FBI compounded the
error, and the FBI OGC told us that it will issue a corrected opinion.

152 Sjmilar matters that were reported to the IOB included receiving records outside
the time period requested and analyzing records prior to a required extension of the
investigation. In November 2007, FBI OGC officials advised the OIG that it reconsidered
one of its prior decisions to report a violation to the IOB that the OIG used to contrast FBI
OGC decisions not to report similar matters to the IOB. The FBI OGC stated that it had
erroneously analyzed and reported a matter to the IOB in which investigative activity
(specifically, analyzing records) was performed after the preliminary investigation had
expired. In contrast to the reasoning of a June 2006 decision, the FBI OGC reasoned that
investigative activity undertaken after the expiration of a preliminary investigation is
permissible if that activity is permissible under a threat assessment pursuant to the
Attorney General's NSI Guidelines. FBI OGC officials told us that they consider the NSL-
derived information to be FBI records because the field office had received the records in
response to a properly issued NSL. The FBI OGC’s rationale is reflected in the
November 30, 2006, guidance to NSLB attorneys.
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e improperly disseminating records to a communication service
provider received in response to an ECPA NSL seeking
telephone toll billing records; and

¢ using data obtained through an unauthorized collection to
improperly generate ECPA NSLs for telephone toll billing and
electronic communication subscriber records.

In the first matter, an FBI field office obtained ECPA telephone toll
billing records with the intent of sending the records to the field office that
issued the NSL. Instead, the FBI field office inadvertently disseminated the
records to another communication service provider rather than the field
office that initiated the NSL. Documentation of the incident states that the
communication service provider that received the records recognized the
error and contacted the original communication service provider, which
then contacted the FBI. The FBI OGC reasoned that improper
dissemination to a private communication service provider did not damage
national security and had no impact on the rights of the subscriber.

Although the dissemination was inadvertent and the communication
service provider did not further disseminate the information, we believe any
dissemination to a party not authorized to receive the records, absent the
consent of the person who the records concern or in specified emergency
situations, should be reported to the I0B.153 The ECPA states that the FBI
may disseminate information only as specified in the Attorney General's NSI
Guidelines. The Attorney General’s NSI Guidelines provide standards and
procedures for the sharing and dissemination of information obtained in
national security investigations. The dissemination that took place in this
matter was not among the specified types of dissemination permitted by the
Attorney General's NSI Guidelines, and the matter should have been
reported to the IOB.154

153 The Electronic Communications Privacy Act, 18 U.S.C.§ 2709(d), provides:

The Federal Bureau of Investigation may disseminate information and
records obtained under this section only as provided in guidelines approved
by the Attorney General for foreign intelligence collection and foreign
counterintelligence investigations conducted by the Federal Bureau of
Investigation, and, with respect to dissemination to an agency of the United
States, only if such information is clearly relevant to the authorized
responsibilities of such agency.

154 The Attorney General’'s NSI Guidelines provide:

a. Information may be disseminated with the consent of the person whom
the information concerns, or where necessary to protect life or property from
threatened force or violence, otherwise necessary for the safety or security of
persons or property or for the prevention of crime, or necessary to obtain
information for the conduct of a lawful investigation by the FBI.

(Cont'd.)
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In the second matter, the FBI properly served an NSL for electronic
communication (e-mail) subscriber records. In response, the NSL recipient
provided the subscriber records and, in addition, electronic communication
transactional records that were not requested in the NSL. Using
information contained in the records that were not requested in the NSL and
to which it therefore was not entitled, the FBI issued NSLs for ECPA
telephone toll billing and electronic communication subscriber records
(e-mail records) to two other NSL recipients. The first NSL recipient
responded that it had no information, and the second NSL recipient
furnished subscriber information. The FBI realized the error and issued two
new NSLs to cover the information provided in response to the NSLs based
on the inappropriately collected information. The field office reported the
unauthorized collection and the issuance of the NSLs to the FBI OGC.

However, in its decision memorandum the FBI OGC addressed only
the third party unauthorized collection, stating that the field office should
contact the ISP and ask whether unintentionally acquired information
should be returned or destroyed or, alternatively, issue a new NSL for the
electronic communication transactional records. The FBI OGC reasoned
that the original NSL was properly served, but that the provider furnished
records that were not requested. Yet, the FBI OGC decision did not address
the FBI's issuance of the two ECPA NSLs based on e-mail address
information that the FBI had not requested in the original NSL but that was
produced as a result of the NSL recipient’s error. Since the FBI was not
authorized to obtain the electronic communication transactional records in
response to the initial NSL, we believe that the FBI's use of these records to
generate additional NSLs should have been reported to the IOB as improper
requests. We also believe the FBI's issuance of the NSLs that were based on
the unauthorized information should also have been reported to the FBI
OGC and in turn to the IOB as improper requests because the FBI
compounded the third party error by using the information in its
investigation.155

b. Information that is publicly available or does not identify United States
persons may be disseminated for any lawful purpose.

c. Dissemination of information provided to the FBI by other Intelligence
Community agencies is subject to applicable agreements and
understandings with such agencies concerning the dissemination of such
information.

NSI Guidelines, § VII(B)(1).

155 The FBI improperly requested the two ECPA NSLs between March 2006 and
May 2006.

(Cont’d.)
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In addition to the matter described above, there were 37 other
possible intelligence violations for a total of 38 matters that involved
unauthorized collection due to third party errors in which the case agents
may have compounded the errors. As noted in the previous section on
possible intelligence violations reported to the I0B, the FBI OGC has not yet
determined whether case agents compounded the third party errors in these
38 unauthorized collections.

We also examined the remedial actions taken regarding the
unauthorized collections that took place in the matters that were not
reported to the IOB, similar to our examination of the unauthorized
collections that took place in the matters that were reported to the IOB. We
found that the field reports of unauthorized collections that were not
reported to the IOB did not consistently address whether telephone toll
billing records were uploaded into FBI databases. Of the 41 field reports of
unauthorized collections that were not reported to the I0B, 19 involved
receipt of telephone toll billing records. While 12 of these 19 reports
indicated that records were not uploaded into FBI databases, 7 of the
reports did not address whether information inappropriately obtained was
uploaded into FBI databases.156

E. Comparison of Possible NSL-Related 10B Violations Reported
to the FBI OGC in 2006 and from 2003 through 2005

To determine whether there were noteworthy trends in the reporting of
possible NSL-related intelligence violations to the FBI OGC from 2003
through 2006, we compared the 84 possible intelligence violations reported
to the FBI OGC in 2006 with the 26 possible violations reported to the FBI
OGC from 2003 through 2005, which we described in our first NSL
report.157 Table 7.4 compares the data in both periods.

As noted above, prior to August 1, 2007, the FBI OGC was not required to report to
the IOB instances in which the FBI compounded third party errors such as in this matter.
In light of the new reporting standard, the FBI OGC is in the process of reviewing previous
adjudications of matters involving third party errors to determine if the FBI compounded
these errors. In January 2008, the FBI OGC decided to “rewrite” its initial decision in this
matter, and the rewrite concluded that the matter was reportable to the IOB under the new
reporting standard because the agent had “inadvertently compounded the third party error
by issuing NSLs based on information derived from over-produced data.”

156 The FBI OGC November 16, 2006, guidance memorandum required that
improperly obtained information be sequestered pending the FBI OGC’s determination of
whether the material can be used.

157 See NSL 1, 70.

152



TABLE 7.4
Comparison of Possible NSL-Related I0B Violations Reported
to the FBI OGC (2003 through 2005 and 2006)

2003 through 2005 2006
Possible 10B Possible IOB
Violations Violations
Reported to the Reported to the
FBI OGC FBI OGC
Initial Possible Initial | Possible
Third Violations Third Violations
Category of Possible FBI Party Reported FBI Party Reported
I0B Violation Error Error to the IOB | Error Error to the I0OB
Improper authorization 3 0 3 3 0 3
Improper request 4 0 3 3 0 1
Unauthorized investigative 0 0 0 8 0 1
activity during lapse in
investigation
Unauthorized dissemination 0 0 0 1 0 0
Unauthorized collection 15 4 13 18 52 29
Total FBI or third party errors 22 4 19 33 52 34
Total Possible IOB Violations 26 19 85168 34

As shown in Table 7.4, the number of possible intelligence violations
reported to the FBI OGC rose dramatically in 2006 compared with matters
reported in 2003 through 2005, from 26 for the 3 years to 84 in 1 year

(2006). The data also shows a marked increase in matters reported

involving unauthorized collection.

Overall Number of Violations: The fact that the field reported to the
FBI OGC over three times the number of possible intelligence violations in
2006 that it reported for the 3-year period from 2003 through 2005 appears
primarily due to a significantly higher incidence of reported third party
errors involving unauthorized collection. It also is likely that case agents,
supervisors, and CDCs began to more closely scrutinize NSLs and NSL-
derived information when the OIG was conducting its first NSL review from
December 2005 until March 2007.

Nature of Violations: In 2006, the possible intelligence violations
resulting from unauthorized collections were similar to those we reported in
our first NSL report, but in 2006, a much higher number of these matters
were reported (19 in 2003 through 2005 compared with 70 in 2006). We
believe the higher incidence of such reports is attributable to the FBI's
closer scrutiny of records obtained in response to NSLs to verify that the

158 One matter included an initial third party error that resulted in both an
unauthorized collection, and an improper request by the FBI. Both possible intelligence
violations are reflected in Table 7.4.
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responsive data matched the NSL requests. We believe that this heightened
scrutiny of adherence to NSL authorities was likely attributable to the FBI's
appropriate response to the OIG’s first NSL review.

Source of Errors: The increase in the number of reported matters
involving third party errors was particularly striking. From 2003 through
2005, FBI errors accounted for 85 percent of the errors, while in 2006 FBI
errors accounted for only 39 percent of the errors. With regard to the
source of the errors in just the unauthorized collections, from 2003 through
2005, the FBI was responsible for 79 percent of unauthorized collections,
while in 2006 the FBI was responsible for only 27 percent of the
unauthorized collections. As noted above, this trend suggests that FBI
agents, their supervisors, and CDCs were scrutinizing NSLs and NSL-
derived information more closely in 2006 than in the past.

Matters Reported to the IOB: While FBI field personnel reported to the
FBI OGC in 2006 over three times the number of possible intelligence
violations that were reported from 2003 through 2005, the percentage of
matters reported to the IOB in 2006 was smaller. From 2003 through 2005,
the FBI reported 73 percent of possible intelligence violations to the IOB. In
2006, only 40 percent of the matters reported to the FBI OGC were reported
to the IOB. The lower percentage reported to the IOB in 2006 is attributable
to the significant number of matters involving unauthorized collections
resulting from initial third party errors that the FBI OGC adjudicated after
November 13, 2006. After November 13, 2006, under agreement with the
IOB, these matters were no longer required to be reported to the IOB.

However, following communications between the FBI OGC and the
IOB in August 2007, these matters are now reported to the IOB when the
FBI compounds the initial third party error by improperly utilizing the
unauthorized information or uploading the unauthorized information into
FBI databases. The FBI OGC instructed all CDCs to address whether the
initial third party errors were compounded by the FBI when reporting
possible intelligence violations to the FBI OGC. The NSLB Deputy General
Counsel also advised the IOB’s General Counsel that the FBI OGC would
review its previous decisions on possible intelligence violations arising from
third party errors to determine whether application of the August 2007
directive required further reporting to the IOB. The NSLB’s Deputy General
Counsel told the OIG that the FBI OGC will adjudicate these matters after
the FBI OGC has completed its adjudications of matters arising from the
FBI's three 2007 NSL reviews (described in Chapter Three of this report). In
light of the increased reporting of initial third party errors, we believe the
FBI must take aggressive steps to ensure that when it obtains information
not requested in NSLs discrepancies are promptly identified; that records
are sequestered, returned, or otherwise handled in conformity with the FBI
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OGC’s guidance; and that the FBI does not compound the error by using or
uploading the improperly provided information.

III. OIG Conclusions and Recommendations

FBI field reports of possible intelligence violations arising from the use
of NSLs in 2006 were similar to the reports we examined in our first NSL
report covering 2003 through 2005. While there was a notable increase in
reports of unauthorized collections in 2006, the percentage of reports of
possible intelligence violations attributable to FBI error decreased in 2006.
However, in August 2007 the IOB’s General Counsel notified the FBI that it
would require third party errors to be reported as possible intelligence
violations when the FBI compounds such third party errors by utilizing the
inappropriately provided information or uploading the information into FBI
databases.

We believe the overall increase in the reports of possible intelligence
violations may be explained in large part by the attention that our first NSL
review focused on the FBI's obligation to examine information obtained in
response to NSLs and report possible intelligence violations and to increased
scrutiny of NSLs and NSL-derived information by case agents, supervisors,
and CDCs.

As discussed in Chapter Two of this report, after the issuance of our
first NSL report in March 2007, the FBI and other Department components
took a variety of steps to promote compliance with NSL authorities. These
include mandatory training of FBI personnel on statutes and rules
governing the use of NSLs, as well as several reviews conducted by the FBI's
Inspection Division and the National Security Division in conjunction with
NSLB attorneys. The FBI also is incorporating technological improvements
designed to simplify the preparation of NSL documents and minimize errors
in generating these documents. While these efforts are ongoing, we
recommend that the FBI:

1. Periodically reinforce in training and guidance provided to case
agents and supervisors assigned to national security investigations the FBI
OGC directive to report on a timely basis to the FBI OGC possible
intelligence violations arising from the use of NSL authorities.

2. Require case agents and supervisors assigned to national security
investigations to specify in any reports to the FBI OGC the precise remedial
measures employed to handle any unauthorized information they obtain in
response to NSLs and to address whether the inappropriately provided
information was used or uploaded into FBI databases.
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3. Periodically provide case agents and supervisors assigned to
national security investigations with examples of common errors in the use
of NSLs, such as the examples used in the November 30, 2006, FBI OGC
guidance memorandum regarding possible NSL-related intelligence
violations.
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CHAPTER EIGHT:
CONCLUSIONS AND RECOMMENDATIONS

We believe the FBI and the Department have made significant
progress in implementing the recommendations from our first NSL report
and in adopting other corrective actions to address problems we identified
in the use of national security letters. We found that the FBI has devoted
significant time, energy, and resources toward ensuring that its field
managers and agents understand the seriousness of the FBI's
shortcomings in its use of NSLs and their responsibility for correcting
these deficiencies.

For example, the FBI Director and Deputy Director have underscored
the significance of the OIG’s findings with senior Headquarters officials,
Special Agents in Charge (SAC), and other personnel throughout the ranks
of the FBI; stressed that compliance with NSL authorities is a major priority;
and emphasized that personnel involved in drafting, reviewing, and
approving NSLs will be held accountable for infractions. The Deputy
Director and the General Counsel have reinforced these messages with
SACs and Chief Division Counsels (CDC). The FBI also has generated
comprehensive legal guidance on use of NSLs; provided mandatory NSL
training to SACs, Assistant Special Agents in Charge, Supervisory Special
Agents, Special Agents, Intelligence Analysts, and Headquarters personnel;
underscored the responsibility of CDCs in reviewing and approving NSLs
and of case agents in ensuring that NSLs do not generate unauthorized
records; and developed enhanced information technology tools that should
facilitate the preparation of NSLs, reduce or eliminate errors, and improve
the accuracy of congressional and public reporting on NSL usage. We
believe that these and other steps taken in the last year indicate that the
FBI is committed to addressing the problems we identified in our first NSL
report.

The FBI's efforts to promote better compliance with NSL authorities
also have been enhanced by other FBI initiatives and by the national
security reviews conducted by the National Security Division (NSD) and the
FBI. The FBI has also created a new Office of Integrity and Compliance
(OIC), modeled after private sector compliance programs, to ensure that
national security investigations and other FBI activities are conducted in a
manner consistent with appropriate laws, regulations, and policies. We
believe this office can perform a valuable function by providing a process for
identifying compliance requirements and risks, assessing existing control
mechanisms, and developing and implementing better controls to ensure
proper use of NSLs. However, we recommend that the FBI consider
providing the OIC with a larger permanent staffing level so that it can
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develop the skills, knowledge, and independence to lead or directly carry out
the critical elements of this new compliance program.

In addition to the FBI's efforts to address the OIG’s recommendations,
the Department’s NSD has implemented additional measures to promote
better compliance with NSL authorities and to address other issues raised
by our first report. For example, in 2007 the NSD began reviews to examine
whether the FBI is using various intelligence techniques, including NSLs, in
accordance with applicable laws, guidelines, and policies.

In this report, we also examined the FBI's 2007 field and
Headquarters NSL reviews, which confirmed that the types of deficiencies
identified in our first NSL report had occurred throughout the FBI from
2003 through 2006. The FBI's field review was important because it
covered a larger, statistically valid sample of NSLs and case files. The FBI
reviews confirmed similar types of possible intelligence violations in the
FBI's use of NSLs. However the FBI's field review found a higher overall
violation rate (9.43 percent) than the OIG found (7.5 percent) in the sample
we examined in our first NSL report.

However, we examined in detail the FBI's reviews and determined
that they did not capture all NSL violations in the files they reviewed and
therefore did not provide a fully accurate baseline from which to measure
future improvement in compliance with NSL authorities. For example,
during our re-examination of case files that FBI inspectors determined had
no intelligence violations in three field offices, we discovered 15 NSL-related
possible intelligence violations. In addition, because FBI inspectors were
unable to locate information provided in response to a significant number of
NSLs chosen for review in the FBI's random sample, the results of the FBI's
field review likely understated the rate of possible intelligence violations.

In its review, the FBI categorized most instances of unauthorized
collections as third party errors rather than as FBI errors. Yet, while the
initial mistake may have been attributable to NSL recipients who provided
more information than was requested in the NSLs, the FBI may have
compounded the recipients’ error by not taking appropriate steps to identify
the overproduction, sequester the information, and report the violation to
the FBI Office of the General Counsel (FBI OGC). We also noted that of the
557 identified possible intelligence violations that resulted initially from
third party errors, case agents self-reported only 4 (less than 1 percent).

Finally, as required by the Patriot Reauthorization Act, this OIG
review examined the FBI's use of national security letters in calendar year
2006.
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Our review found that the FBI's use of national security letter
requests in 2006 continued the upward trend we identified in our first NSL
report, which covered the period 2003 through 2005. In 2006, the FBI
issued 49,425 NSL requests, a 4.7 percent increase over NSL requests
issued in 2005. For the 4-year period, 2003 through 2006, the FBI issued a
total of 192,499 NSL requests.

Most NSL usage (about [J] percent of all NSL requests) in 2006
occurred during counterterrorism investigations (compared to [ percent in
2005). About i percent of all 2006 NSL requests were issued during
counterintelligence investigations, and less than ] percent of the requests
were generated during foreign computer intrusion cyber investigations. In
addition, the use of NSLs in FBI counterterrorism investigations increased
from approximately ] percent of investigations opened during 2003 to
approximately ] percent of the counterterrorism investigations opened
during 2006.

We also found that the percentage of NSL requests related to
investigations of “U.S. persons” increased in 2006 compared with the
corresponding percentage of such requests in 2005, from 53 percent to 57
percent. We also found that the percentage of NSL requests related to
investigations of non-U.S. persons decreased from approximately 47 percent
of all NSL requests issued in 2005 to approximately 43 percent of all NSL
requests issued in 2006.

With respect to the effectiveness of national security letters, FBI
Headquarters and field personnel reported that they continue to believe
national security letters are indispensable investigative tools that serve as
building blocks in many counterterrorism and counterintelligence
investigations. National security letters have various uses, including
obtaining evidence to support Foreign Intelligence Surveillance Act
applications for electronic surveillance, pen register/trap and trace devices,
or physical searches; developing communication or financial links between
subjects of FBI investigations and between those subjects and others;
providing evidence to initiate new investigations, expand investigations, or
enable agents to close investigations; providing investigative leads; and
corroborating information obtained by other investigative techniques. FBI
officials told us that information derived from NSLs was a significant factor
that contributed to the progress of major terrorism and espionage
investigations conducted in 2006.

In addition, as required by the Patriot Reauthorization Act, we
examined national security letters issued from March 10, 2006, through
December 31, 2006, to determine if they were issued without the
certification necessary to require the recipients to comply with potentially
applicable non-disclosure and confidentiality requirements. The vast
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majority of the NSLs and approval ECs we examined substantially complied
with the certification requirement and FBI policy. We believe this
compliance record was largely due to the prompt guidance the FBI OGC
issued on the date the Act was signed, the availability of new NSL forms on
its Intranet website, and periodic guidance FBI OGC attorneys provided to
the field as questions arose.

Our analysis showed that at least 97 percent of the NSLs we
examined in a random sample imposed the non-disclosure and
confidentiality obligations on recipients. The majority of the approval
memoranda supporting these NSLs asserted that disclosure of the NSLs
could prematurely reveal a national security investigation to the targets,
persons affiliated with the targets, or the investigative subjects. We found
that only 17 of 364 (5 percent) NSL approval memoranda in the random
sample contained perfunctory or conclusory justifications for invoking the
non-disclosure and confidentiality requirements. While the number of non-
compliant NSLs in our random sample was small, we are concerned that
some case agents and their supervisors did not follow FBI policy that
requires sufficient justification for imposing non-disclosure and
confidentiality requirements on NSL recipients.

A small number of NSLs and approval memoranda in our random
sample (8 of 375) also contained inconsistent recitals with respect to the
need for invoking the non-disclosure and confidentiality obligations, and
case agents and their supervisors, as well as CDCs, failed to identify and
correct these errors. FBI officials believe that a new NSL data system
implemented in 2007 will eliminate this and other data entry discrepancies.
However, apart from the random sample, we identified 8 (of the 11) blanket
NSLs issued by Counterterrorism Division officials in 2006 that did not
comply with the Patriot Reauthorization Act requirements respecting these
provisions. These eight NSLs included the pre-Patriot Reauthorization Act
language to the effect that the recipient was prohibited from disclosing that
the FBI had sought or obtained access to information or records under the
Electronic Communications Privacy Act. The senior Counterterrorism
Division officials who signed these NSLs failed to ensure that the NSLs
complied with statutory requirements and that the NSLs and related
documents were reviewed by FBI attorneys prior to signing.

As required by the Patriot Reauthorization Act, our review also
examined instances of improper or illegal use of national security letters in
2006. First, our review analyzed possible NSL-related intelligence violations
that the FBI was required to report to the President’s Intelligence Oversight
Board (IOB). We identified 84 possible intelligence violations involving the
use of national security letter authorities that were reported to the FBI OGC
from January 1, 2006, through December 31, 2006, of which 34 were
reported to the IOB. These 34 matters included the same types of
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intelligence violations reported to the IOB in 2003 through 2005, including
NSLs without proper authorization, improper requests, and unauthorized
collection of telephone or Internet e-mail records. Of these 34 intelligence
violations, 20 were the result of FBI errors, while 14 resulted initially from
mistakes by recipients of the national security letters. Of the 84 possible
intelligence violations involving the use of NSL authorities identified and
reported to the FBI OGC in 2006, the FBI received information it was not
entitled to receive in 14 matters. In one of the matters the FBI requested
information it was not entitled to under the applicable NSL statute. In the
other 13 matters, the FBI made proper requests but, due to third party
errors, obtained information it was not entitled to receive under the
pertinent NSL statutes.

In sum, despite the significant challenges facing the FBI to eliminate
fully shortcomings in its use of NSLs, we believe the FBI and the
Department have evidenced a commitment to correcting the problems we
found in our first NSL report and have made significant progress in
addressing the need to improve compliance in the FBI's use of NSLs. The
FBI's executive leadership, including the Director, Deputy Director, and
General Counsel, expressed their commitment to ensure that Headquarters
and field personnel understand the seriousness of the FBI's shortcomings in
its use of NSLs, the proper use of NSLs, and their individual responsibilities
for correcting the deficiencies.

However, because only 1 year has passed since the OIG’s first NSL
report was released and some measures are not fully implemented, we
believe it is too early to definitively state whether the new systems and
controls developed by the FBI and the Department will eliminate fully the
problems with NSLs that we identified. We believe the FBI must implement
all of our recommendations in the first NSL report, demonstrate sustained
commitment to the steps it has taken and committed to take to improve
compliance, implement additional recommendations described in this
second report, consider additional measures to enhance privacy protections
for NSL-derived information, and remain vigilant in holding FBI personnel
accountable for properly preparing and approving NSLs and for handling
responsive records appropriately.

As a result, in this report, we make 17 additional recommendations to
the FBI to further improve its oversight and use of national security letters.
We recommend that the FBI:

1. Create blank mandatory fields in the database supporting the NSL
data system for entering the U.S. person/non-U.S. person status of the
target of NSLs and for entering the number of NSL requests in order to
prevent inaccuracies that may otherwise result from the current default
settings.
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2. Implement measures to verify the accuracy of data entry into the
new NSL data system by including periodic reviews of a sample of NSLs in
the database to ensure that the training provided on data entry to the
support staff of the FBI OGC National Security Law Branch (NSLB), other
Headquarters divisions, and field personnel is successfully applied in
practice and has reduced or eliminated data entry errors. These periodic
reviews should also draw upon resources available from the FBI Inspection
Division and the FBI's new Office of Integrity and Compliance (OIC).

3. Implement measures to verify that data requested in NSLs is
checked against serialized source documents to verify that the data
extracted from the source document and used in the NSL (such as the
telephone number or e-mail address) is accurately recorded on the NSL and
the approval EC.

4. Regularly monitor the preparation of NSL-related documents and
the handling of NSL-derived information with periodic reviews and
inspections. This includes requiring that during quarterly file reviews,
squad supervisors conduct, at a minimum, spot checks of NSL-related
documents in investigative files to ensure adherence to NSL authorities,
Attorney General Guidelines, and internal FBI policies governing use of NSL
authorities.

5. Assign NSLB attorneys to participate in pertinent meetings of
operational and operational support units in the Counterterrorism and
Counterintelligence Divisions.

6. Consider increasing the staffing level of the OIC so that it can
develop the sufficient skills, knowledge, and independence to lead or directly
carry out critical elements of the OIC’s work.

7. Reinforce the distinction between the FBI's two NSL authorities
pursuant to the Fair Credit Reporting Act throughout all levels of the FBI's
National Security Branch at FBI Headquarters, in new agent training, in
advanced training provided to agents and supervisors assigned to
counterterrorism and counterintelligence programs, and in training
provided to Assistant Special Agents in Charge and Special Agents in
Charge.

8. Add procedures to include reviews of FCRA NSLs in
counterintelligence investigations in the FBI Inspection Division’s periodic
reviews and in the NSD’s national security reviews.

9. Reiterate in its continuing discussions with major credit reporting
agencies that the agencies should not provide consumer full credit reports
in response to FCRAu NSLs and should ensure that they provide only
requested information in response to all FCRA NSLs.
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10. Ensure that guidance and training continue to identify the
circumstances under which FCRA NSL matters must be reported to the FBI
OGC as possible intelligence violations.

11. Issue additional guidance addressing the filing and retention of
NSL-derived information that will improve the ability to locate NSL-derived
information. The guidance should require that all NSL-derived information
be appropriately documented, stored, easily identified, and readily available
for internal and external review.

12. Include in its routine case file reviews and the NSD’s national
security reviews an analysis of the FBI's compliance with requirements
governing the filing and retention of NSL-derived information.

13. Periodically reissue guidance and training materials reminding
case agents and supervisors assigned to national security investigations
that they must carefully examine the circumstances surrounding the
issuance of each NSL to determine whether there is adequate justification
for imposing non-disclosure and confidentiality requirements on the NSL
recipient.

14. Periodically reinforce in training and guidance provided to case
agents and supervisors assigned to national security investigations the FBI
OGC directive to timely report to the FBI OGC possible intelligence
violations arising from the use of NSL authorities.

15. Require case agents and supervisors assigned to national security
investigations to specify in any reports to the FBI OGC the precise remedial
measures employed to handle any unauthorized information they obtain in
response to NSLs and to address whether the inappropriately provided
information was used or uploaded into FBI databases.

16. Periodically provide case agents and supervisors assigned to
national security investigations with examples of common errors in the use
of NSLs, such as the examples used in the November 30, 2006, FBI OGC
guidance memorandum regarding possible NSL-related intelligence
violations.

We also recommend that the Department:

17. Direct that the NSL Working Group, with the FBI's and the NSD’s
participation, re-examine measures for (a) addressing the privacy interests
associated with NSL-derived information, including the benefits and
feasibility of labeling or tagging NSL-derived information, and (b) minimizing
the retention and dissemination of such information.
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Finally, our forthcoming report will describe in detail the FBI's use of
exigent letters, the issuance of 11 improper “blanket” NSLs and other
improper NSLs, and other improper requests for telephone records, and will
include additional recommendations. Therefore, the FBI should consider
the findings and recommendations in our forthcoming NSL report together
with the recommendations in this report in addressing measures to
continue to improve the FBI's compliance with NSL authorities.
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The Attorney General
Washington, D.C.

February 29, 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Fine:

Thank you for your report entitled “A Review of the FBI’s Use of National Security
Letters: Corrective Actions and Use in 2006.”

When you issued your report last year identifying concerns about the Federal Bureau of
Investigation’s use of national security letters during the years 2003-2005, Attorney General
Gonzales and Director Mueller directed that significant resources be dedicated to improving
oversight of this important national security tool. I appreciate your positive assessment of the
Department’s and the Bureau’s efforts in this area, including your conclusion that the Department
has made “significant progress” in implementing the recommendations outlined in your report.

In particular, I am pleased that your report highlights the Bureau’s important work in establishing
an Office of Integrity and Compliance and the significant efforts of the National Security
Division to create an Oversight Section within the Office of Intelligence, as well as their work to
jointly complete 15 national security reviews in FBI field offices and headquarters components in
2007. Your report also correctly emphasizes the need for sustained focus on the Bureau’s use of
national security letters, and the institutional changes the Department has put in place will help
ensure that we continue to devote sufficient resources to the oversight of our national security
investigations.

I appreciate your continued recognition that national security letters are an important
investigative tool, and that they have contributed to many counterterrorism and
counterintelligence investigations. As the substantial efforts of the past year should make clear,
the Department is committed to using this critical tool responsibly and in a manner consistent
with the law.

Again, my thanks to you and to your staff for your efforts in preparing this report.

- Michael B. Mukasey




UNCLASSIFIED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

MAR 0 7 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, N.W.
Washington, D.C, 20530

Dear Mr. Fine:

(U) Thank you for providing us a copy of your draft report dated February 14, 2008
titled, “A Review of the Federal Bureau of Investigation’s Use of National Security Letters:
Assessment of Corrective Actions and Examination of NSL Usage in 2006.” We have reviewed
your report and appreciate the opportunity to provide comment.

(U) As your report makes clear, National Security Letters are an invaluable tool the
Federal Bureau of Investigation (FBI) uses to obtain information in national security
investigations. We thank you for the extensive review your office has conducted, and look
forward to receiving the forthcoming additional recommendations. We believe your report
demonstrates the many improvements the FBI and Department of Justice have made to ensure
compliance with National Security Letter laws, and applicable guidelines and procedures. While
it is critical that our intelligence professionals have the authorities they need to detect and
prevent threats to the national security, it is equally imperative that these authorities be executed
with due care to the protection of civil liberties and with effective compliance and oversight
mechanisms in place.

Sincerely,

Me (on-olf

JM. McConnell

UNCLASSIFIED
A-2



U.S. Department of Justice

National Security Division

Washington, D.C. 20530

February 29, 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Fine:

Thank you for the opportunity to provide the views of the National Security Division on
your report entitled “A Review of the FBI’s Use of National Security Letters: Corrective Actions
and Use in 2006.”

As you know, following the issuance of your initial report identifying concerns about the
Federal Bureau of Investigation’s (FBI) use of national security letters (NSLs) in 2003—2005,
Attorney General Gonzales and Director Mueller directed the implementation of a series of
corrective actions, including implementation of all of the recommendations in your initial report.
In addition, the Attorney General directed the National Security Division (NSD) and the
Department’s Privacy and Civil Liberties Office to work with the FBI to implement these
corrective actions. These efforts were aimed at ensuring that the FBI uses NSLs in an
appropriate manner in compliance with all applicable laws and policy requirements.

This direction and the actions taken pursuant to it, as well as the continuing efforts of the
Department, demonstrate the commitment of senior Department leadership to addressing the
serious issues identified in your earlier report. As your report notes, the Department has made
significant progress and continues to devote significant energy, time, and resources to this effort.

For example, as your report states, the FBI has issued comprehensive guidance
concerning the proper use of NSLs and has conducted training in field offices across the country.
The FBI has also taken steps to improve the accuracy of its reporting of NSL statistics to
Congress by developing a new NSL tracking database that is now available across the FBL
Further, with respect to the use of so-called “exigent letters,” the FBI issued a Bureau-wide
directive prohibiting the use of the type of letters described in your reports. In addition, in March
2007, the FBI Director ordered a one-time review of ten percent of all national security cases in
the 56 FBI field offices and headquarters. This review was a substantial undertaking, requiring
the deployment of over 100 inspectors and the review of thousands of investigative files. F inally,
as you discuss in your report, the Attorney General requested the Department of Justice’s Chief
Privacy and Civil Liberties Officer and the Office of the DNI to convene a working group to
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examine how NSL-derived information is used and retained by the FBI. The working group has
made important progress in this area aimed at the protection of privacy and civil liberties, and the
Attorney General has directed the group to continue its efforts. As part of this process, the
working group will take into account the recommendations made in your new report.

I also want to highlight the progress of the Department’s significant new national security
oversight and compliance effort that was publicly announced in July 2007. This effort
encompasses substantial changes within the Department of Justice to improve the Department’s
controls over its national security activities. The effort includes the implementation of a
dedicated Oversight Section within NSD and the establishment of an Office of Integrity and
Compliance within the FBI. The oversight and compliance programs run by these offices are at
the forefront of the Department’s ongoing effort to ensure that national security investigations are
conducted in a manner consistent with our laws, regulations, and policies, including those
designed to protect the privacy and civil liberties of our citizens.

For the first time, DOJ attorneys have been given the clear mandate to examine all
aspects of the FBI’s national security program for compliance with law, regulations, and policies.
As part of this effort, the NSD is conducting regular National Security Investigation reviews at
FBI field offices and headquarters units, working with the helpful input of the FBI. These
reviews, which were developed in consultation with representatives of the Office of the Inspector
General, represent a substantial new level and type of oversight of national security
investigations by career Justice Department lawyers with years of intelligence experience. The
reviews are not limited to areas where shortcomings have already been identified; instead, they
are intended to enhance compliance across the national security investigative spectrum. NSD
completed 15 such reviews in 2007 and plans to conduct a similar number on an annual basis. In
addition, the Attorney General directed NSD to review all violations that the FBI refers to the
Intelligence Oversight Board (IOB) in order to identify recurring problems and to assess the
FBI’s response to such violations. NSD is reporting regularly to the Attorney General on its
review in this area.

The innovations and corrective actions described above reflect a new level of oversight
and an appreciation of the need for strong measures to improve compliance in our national
security investigations. We appreciate the very fine work that went into this NSL review, and we
look forward to working with you as we implement all of the recommendations in your report.
As your reports have noted, NSLs are an indispensible investigative tool and have contributed
significantly to many counterterrorism and counterintelligence investigations. We are committed
to using this critical tool in an appropriate manner that protects the privacy and civil liberties of
all Americans.

Sincerely,

Kenneth L. Wainstein
Assistant Attorney General
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U.S. Departme™ f Justice

Federal Bureau of Investigation

Office of the Director Washington, D.C. 20535

February 28, 2008

Honorable Glenn A. Fine

Inspector General

United States Department of Justice
Suite 4706

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Re: U.S. Department of Justice, Office of Inspector General
“A Review of the Federal Bureau of Investigation’s Use of National
Security Letters: Corrective Actions and Use in 2006”

Dear Mr. Fine:

The FBI appreciates this opportunity to respond to the findings and
recommendations made in the Office of the Inspector General’s (“OIG’s”) review of corrective
actions taken by the FBI in response to an OIG report published last year regarding the FBI’s
usage of National Security Letters (“NSLs”)(“NSL 1”) and your review of the FBI’s usage of
NSLs in 2006 (“NSL 2” or “Report”) as required by the USA PATRIOT Improvement and
Reauthorization Act of 2005 (“Patriot Reauthorization Act”). This letter conveys our response,
and I request that it be appended to the Report.

The Report begins with the first external review that has been conducted of the
extensive actions taken by the FBI following the publication of NSL 1 in March 2007 and notes
that FBI executive leadership has made correcting the problems identified in NSL 1 a “top
priority” (Report at 15). We appreciate the Report’s finding that by devoting “significant time,
energy and resources,” we have made “significant progress” in correcting the deficiencies
discussed in NSL 1 (/d. at 6). As detailed in the Report, these actions include policy changes,
increased mandatory training and the creation of a new NSL automated workflow system that
will help ensure compliance with laws, guidelines and policies and will improve the accuracy of
our Congressional reporting regarding NSL usage. In addition to the actions recommended in
NSL 1, we have conducted extensive internal reviews to ascertain fully the scope and nature of
our compliance problems and to guide corrective action. Moreover, we have — in what may be
unique within a federal government agency -- created a new Office of Integrity and Compliance
(“OIC”), which is modeled after private sector compliance programs. Further, in conjunction
with the Department of Justice (“DOQJ”)’s National Security Division (“NSD”), we have
instituted a program of systematic reviews of FBI national security investigations as a way both
to ensure compliance with statutory schemes like those that govern NSLs and to serve as a
warning system if there are other areas in which our compliance efforts can be strengthened.
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Honorable Glenn A. Fine

Although we have made substantial progress, we concur that we must -- and will -- sustain our
commitment to ensuring compliance with the laws and policies governing usage of NSLs.

In addition to providing a review of corrective actions taken in response to NSL 1,
the Report also responds to the Congressional mandate that the OIG examine the use of NSLs in
2006. We appreciate the Report recognizing “that the FBI’s use of NSLs in 2006 [discussed in
the Report] occurred before” NSL 1 and before extensive FBI corrective actions were
implemented (Report at 8). Therefore, it is “not surprising[]” that NSL 2 contains findings
similar to NSL 1 (/d.). NSLs remain an indispensable investigative tool that significantly
advance the progress of national security investigations, as the Report details in Chapter 5, and,
in almost all cases, potential errors or policy violations involving NSLs relate to information that
the FBI was lawfully entitled to obtain (Report at 137).

The Report also reviewed compliance with the non-disclosure and confidentiality
provisions of the Patriot Reauthorization Act and found that, thanks to prompt and recurring
guidance, the “vast majority” of sampled NSLs (97 percent) complied with the Act in imposing
non-disclosure and confidentiality obligations on NSL recipients (Report at 10).

As noted above, the FBI took very substantial corrective actions in the wake of
NSL 1, including policy changes, increased mandatory training and the deployment of an
automated workflow system for NSLs that is designed to facilitate compliance with statutes,
guidelines and policies and to improve the accuracy of the FBI’s Congressional reporting. Our
most significant actions are discussed below:

¢ Mandated that all information received in response to an NSL be reviewed prior to
uploading the information into FBI databases. Because all reviews of the FBI’s NSL
usage (i.e., those conducted by FBI and OIG) have found frequent examples of
overproduction of materials by NSL recipients, this policy change alone should result
in substantially fewer potential intelligence oversight board violations connected to
the use of NSLs.

* Prohibited the issuance of exigent letters, and issued clear policy, with audit trails, for
acquiring communications records in truly exigent circumstances.
Prohibited the issuance of NSLs solely from control files.
Mandated legal review of all NSLs either by attorneys in the Office of General
Counsel (OGC) or by Chief Division Counsel and clearly delineated the scope of that
review to include the predication for the NSL and the predication for the underlying
investigation.

¢ Established an Office of Integrity and Compliance to facilitate the efforts of executive
management to identify and mitigate significant areas of risk. The OIC has been
functioning for approximately one year and has demonstrated its value in focusing the
attention of executive management on aspects of the FBI’s operations and business
processes that pose compliance risks.

¢ In conjunction with DOJ, implemented a program for regular reviews of national
security investigations in FBI field offices and headquarters units, including but not
limited to compliance with NSL statutes, policies and procedures. Those reviews,
like the activities of the OIC, have proved valuable in uncovering policies and
procedures that pose compliance challenges.

.2.
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Following NSL 1, all NSL policies and required procedures were combined into a
single document that provides clear and comprehensive guidance to FBI employees who issue
and approve NSLs during national security investigations. Prior to its issuance, a draft of the
new “one-stop” policy document was briefed to Congressional staff and privacy groups and
many of their comments were incorporated into the final version of the policy. We also
instituted mandatory in-person NSL training and have developed further training that is available
on the FBI’s Virtual Academy.

We also developed and fully deployed enhanced information technology tools to
automate the NSL workflow, including accumulating the data necessary for Congressional
reporting. The system (called the NSL Subsystem) is programmed with drop down menus and
other user-friendly features to make the NSL process less time intensive for agents and analysts
while simultaneously increasing the accuracy of the process and decreasing the sort of human
errors noted by the OIG (e.g., failing to cite the appropriate statute in the Electronic
Communication (“EC”) requesting an NSL; inconsistency between the data requested in the EC
and that requested in the NSL). No NSL can now issue unless vital information is included such
as: the subject of the NSL, the predication for the NSL, the type of NSL, the recipient, and the
specific targets of the NSL. In other words, the automated system captures all the information
required for Congressional reporting before generating the NSL. In addition to improving the
accuracy of Congressional reporting, the system ensures that each NSL receives the required
legal review and each level of required supervisory review. Providing one database for
automated generation of NSLs also reduces the time consuming manual process for generating
the required documentation and ensures consistency between the documents reviewed and the
NSL actually issued. After a pilot project, the NSL Subsystem became operational in all FBI
field offices and Headquarters on January 1, 2008.

Finally, as suggested by the OIG in NSL 1, we issued comprehensive guidance to
assist our employees in effectuating the requirement that the FBI use, if possible, the “least
intrusive alternative” when conducting investigations. We believe this guidance will be valuable
in pointing employees to the sorts of considerations they should balance when deciding between
investigative alternatives that have differing levels of intrusiveness.

FBI’s Response to Specific Recommendations

Overview: the FBI agrees with all of the OIG’s recommendations in the Report and will
implement each recommendation as discussed below.

Recommendation #1: Create blank mandatory fields in the software supporting the NSL data
system for entering the U.S. person/non-U.S. person status of the target of NSLs and for entering
the number of NSL requests in order to prevent inaccuracies that may otherwise result from the
current default settings.

The FBI agrees with this recommendation: To improve the accuracy of NSL
Congressional reporting, the FBI will modify the NSL Subsystem to require the user to select
one of the U.S. person status options before an NSL may be approved.

-3
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Recommendation #2: Implement measures to verify the accuracy of data entry into the new
NSL data system by including periodic reviews of a sample of NSLs in the database to ensure
that the training provided on data entry to the support staff of the FBI OGC National Security
Law Branch, other Headquarters divisions, and field personnel is successfully applied in practice
and has reduced or eliminated data entry errors. These periodic reviews should also draw upon
resources available from the FBI Inspection Division and the FBI’s new Office of Integrity and
Compliance (OIC).

The FBI agrees with this recommendation: The FBI agrees that there should
be periodic spot checks to ensure that information is being properly reported and to make system
improvements where issues are identified. The FBI will utilize the resources of the Inspection
Division to conduct such periodic reviews and the resources of OIC to assist in managing the
policy and training changes indicated by the results of such reviews. In addition, it is important
to note that the data from which Congressional reports will be prepared will come solely from
data contained within the NSL Subsystem. Thus, NSL data will no longer be culled from ECs
and transferred manually to a standalone database (a process that generated many data entry
errors) but instead will be recorded automatically upon the creation of the NSL. As a result, the
data entry role of the support staff of the National Security Law Branch is greatly diminished,
and the process under the new system is designed to minimize the likelihood of data entry errors.

Recommendation #3: Implement measures to verify that data requested in NSLs is checked
against serialized source documents to verify that the data extracted from the source document
and used in the NSL (such as the telephone number or e-mail address) is accurately recorded on
the NSL and the approval EC.

The FBI agrees with this recommendation: Data such as a telephone numbers
or email addresses that are the basis for NSLs should be verified against authoritative documents.
Such an authoritative document will frequently, although not always, be a serialized document.
The FBI will continue to train and advise its employees regarding their duty to accurately
prepare NSLs and to verify critical data against authoritative documents to avoid clerical errors.

Recommendation #4: Regularly monitor the preparation of NSL-related documents and the
handling of NSL-derived information with periodic reviews and inspections. This includes
requiring that during quarterly file reviews, squad supervisors should conduct, at a minimum,
spot checks of NSL related documents in investigative files to ensure adherence to NSL
authorities, Attorney General Guidelines, and internal policies governing use of NSL authorities.

The FBI agrees with this recommendation: The FBI requires an examination of
NSL-related documents and return information during quarterly file reviews. Moreover, the
National Security Reviews conducted by DOJ-NSD and FBI-Office of General Counsel (“OGC”)
will help ensure adherence to laws, policies and procedures with respect to all investigative tools
in the national security area.

Recommendation #5: Assign NSLB attorneys to participate in pertinent meetings of operational
and operational support units in the Counterterrorism and Counterintelligence Divisions.
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The FBI agrees with this recommendation: NSLB will continue the well-
established practice of requiring attorneys to attend meetings of operational and operational
support units.

Recommendation #6: Consider increasing the staffing level of OIC so that it can develop the
sufficient skills, knowledge, and independence to lead or directly carry out critical elements of
the OIC’s work.

The FBI agrees with this recommendation: The mission of the OIC is to
develop, implement, and oversee a program that ensures that there are processes and procedures
in place that facilitate FBI compliance with both the letter and the spirit of all applicable laws,
regulations, rules and policies. The OIC will cultivate an environment committed to these
principles, serve as a focal point for the compliance program, and assist FBI management at all
levels in maintaining a culture where ethics and compliance are emphasized as paramount
considerations in decisions throughout the FBI.

OIC staff engages the leadership of the FBI in integrating the Integrity and
Compliance Program into all FBI operations, programs, and activities and promoting a culture of
ethical compliance throughout the FBI. The Office is responsible for establishing policy and
methodology for compliance standards, risk assessment, workflow, monitoring and auditing, as
well as establishing baseline standards for measuring the effectiveness of risk mitigation
measures. OIC's responsibilities also include working with the Inspection Division to develop
appropriate inspection protocols and procedures, tasking the Inspection Division with conducting
targeted audits as needed, and analyzing the results and recommending such actions as may be
necessary or appropriate to mitigate identified risks. OIC is also tasked with developing
effective and open channels for receiving reports, including anonymous reports, of potential
compliance risks; receiving, reviewing and analyzing data from a variety of sources to identify
compliance trends, problems, and best practices; delivering training on the Integrity and
Compliance Program; and supporting and facilitating the work of the Integrity and Compliance
Council and the Integrity and Compliance Executive Management Committees. OIC also
coordinates and manages the FBI Standards of Conduct and Ethics Program to include effecting
liaison with the Office of Government Ethics and the DOJ Ethics Office, the review of financial
disclosure reports, the initiation and maintenance of ethics education and training programs, and
the provision of ethics advice and counsel to individual officers and employees.

The OIC is making steady progress in each of these areas of responsibility, and
the office workload is increasing as the program matures. The OIC expects two additional
personnel to report in the near future -- one attorney and one Special Agent -- which will bring
the office up to its currently-authorized personnel complement. The FBI will continue to
evaluate OIC's personnel needs as the program evolves.

Recommendation #7: Reinforce the distinction between the FBI’s two NSL authorities pursuant
to the Fair Credit Reporting Act (FCRA) throughout all levels of the FBI’s National Security
Branch at FBI Headquarters, in new agent training, in advanced training provided to agents and
supervisors assigned to counterterrorism and counterintelligence programs, and in training
provided to Assistant Special Agents in Charge and Special Agents in Charge.
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The FBI agrees with this recommendation: The FBI will continue to train
employees involved in the issuance of NSLs on the distinction between FRCAv and FCRAu
NSLs. In addition, the new NSL subsystem will not allow a 1681v NSL to be issued from a
counterintelligence investigation further ensuring that agents do not use FCRA NSLs contrary to
the authorizing statute.

Recommendation #8: Add procedures to include reviews of FCRA NSLs in counterintelligence
investigations to the FBI Inspection Division’s periodic reviews and the National Security
Division’s national security reviews.

The FBI agrees with this recommendation: The Inspection Division is currently
undergoing a redesign of its inspection process and will incorporate a review of NSLs, to include
FCRA NSLs, in the new inspection protocol for NSB programs.

Recommendation #9: Clarify in its continuing discussions with major credit agencies that the
credit agencies should not provide consumer full credit reports in response to FCRAu NSLs and
should ensure that they provide only requested information in response to all FCRA NSLs.

The FBI agrees with this recommendation: The FBI continues to have
conversations with credit bureaus regarding responses to FCRA NSLs. The credit bureaus have
been asked to carefully review NSL requests and to provide only limited credit information in
response to a FCRA 1681u NSL request. The appropriate Chief Division Counsels will continue
to communicate with the credit bureaus regarding overproduction in response to NSLs. It is
important to note that our ability to work collegially with the credit bureaus on an attorney-to-
attorney basis has, in recent years, resulted in fewer overproductions by the credit bureaus.

Recommendation #10: Ensure that guidance and training continue to identify the circumstances
under which FCRA NSL matters must be reported to the FBI OGC as possible intelligence
violations. :

The FBI agrees with this recommendation: Current FBI training and policies
identify matters that must be reported to OGC as potential Intelligence Oversight Board (I0OB)
matters. Following receipt of a report identifying a potential IOB matter, OGC reviews the
conduct described in the report to determine whether the IOB must be notified of the reported
error. The FBI will continue to provide such training and will update guidance relating to IOB
matters as appropriate.

Recommendation #11: Issue additional guidance addressing the filing and retention of NSL-
derived information that will improve the ability to locate NSL-derived information. The
guidance should require all NSL-derived information be appropriately documented, stored, easily
identified, and readily available for internal and external audit.

The FBI agrees with this recommendation: FBI will coordinate any guidance
on filing and retention of NSL information with the NSL working group as it continues to
consider whether NSL-derived data should be tagged or labeled or otherwise subject to new rules
to limit retention or dissemination of NSL-derived data. In addition, the FBI now requires all
NSLs, NSL approving ECs, and records produced in response to an NSL to be maintained in a
“National Security Letter” subfile of the investigative file.
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Recommendation #12: Include in its 90-day case file reviews and the National Security
Division’s national security reviews an analysis of the FBI’s compliance with requirements
governing the filing and retention of NSL-derived information.

The FBI agrees with this recommendation: The FBI now requires supervisors
to, inter alia, examine compliance with requirements governing filing and retention of NSL-
derived information during regular quarterly file reviews. In addition, an analysis of compliance
with FBI requirements governing the filing and retention of NSL-derived information will occur
in connection with the National Security Reviews.

Recommendation #13: Periodically reissue guidance and training materials reminding case
agents and supervisors assigned to national security investigations that they must carefully
examine the circumstances surrounding the issuance of each NSL to determine whether there is
adequate justification for imposing non-disclosure and confidentiality requirements on the NSL
recipient.

The FBI agrees with this recommendation: The FBI will continue to issue
guidance and training materials as appropriate in order to remind employees involved in the
issuance of NSLs that the non-disclosure provision of an NSL is not automatic and that a non-
disclosure determination must be made for each NSL. In addition, the NSL Subsystem has a
banner reminding the user that the determination to impose a non-disclosure obligation must be
made on a case-by-case basis for each NSL.

Recommendation #14: Periodically reinforce training and guidance provided to case agents and
supervisors assigned to national security investigations the FBI OGC directive to timely report to
the FBI OGC possible intelligence violations arising from the use of NSL authorities.

The FBI agrees with this recommendation: Current FBI training and policies
identify matters that must be reported to OGC as potential IOB matters. Following receipt of a
report identifying a potential IOB matter, OGC reviews the conduct described in the report to
determine whether the reported error requires notification to the IOB. The FBI will continue to
provide training and update guidance relating to IOB matters as appropriate.

Recommendation #15: Require case agents and supervisors assigned to national security
investigations to specify in any reports to FBI OGC the precise remedial measures employed to
handle any unauthorized information they obtain in response to NSLs and to address whether the
inappropriately provided information was used or uploaded into FBI databases.

The FBI agrees with this recommendation: The FBI currently requires remedial
measures to be included in the electronic communication that reports to FBI OGC possible
intelligence violations. In future training and guidance, the FBI will continue to emphasize the
requirement that such remedial measures be included with the reporting EC.

Recommendation #16: Periodically provide case agents and supervisors assigned to national
security investigations with examples of common errors in the use of NSLs, such as the
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examples used in the November 30, 2006, FBI OGC guidance memorandum regarding possible
NSL-related intelligence violations.

The FBI agrees with this recommendation: The FBI will continue the practice
of incorporating anecdotal information regarding common errors in the use of NSLs in its NSL
and intelligence oversight board training. The FBI will update examples of common errors in
training as new issues arise. In addition, the FBI is hopeful that the NSL Subsystem will greatly
diminish the number of errors in the use and issuance of NSLs, many of which came from
inadvertent errors, routing mistakes and typographical errors.

Recommendation #17: Direct the NSL Working Group, with the FBI’s and the NSD’s
participation, to re-examine measures for (a) addressing the privacy interests associated with
NSL-derived information, including the benefits and feasibility of labeling or tagging NSL-
derived information, and (b) minimizing the retention and dissemination of such information.

The Department of Justice and FBI agree with this recommendation: The
Attorney General has directed the working group to continue its work.

Sincerely yours,

L Lt

Robert S. Mueller, I11
Director



U.S. Department of Justice

Office of the Deputy Attorney General

Chief Privacy and Civil Liberties Officer Washington, D.C. 20530
March 7, 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Fine:

Thank you for the opportunity to comment on behalf of the National Security Letter (NSL)
Working Group, on your report entitled “A Review of the FBI’s Use of National Security
Letters: Corrective Actions and Use in 2006.” We welcome the recommendation in your report
and are pleased that you consider the NSL Working Group an appropriate vehicle to continue to
examine and develop further safeguards for privacy and civil liberties.

The NSL Working Group worked with dedication and commitment over the past year to
strengthen safeguards for individuals’ privacy and civil liberties in connection with the FBI’s use
of NSLs. We believe that your recommendation, combined with the work that the group has
already done and will do going forward, will help achieve the goal we all share — to make certain
that the FBI is carrying out its vital national security mission under the rule of law and in a
manner that protects the privacy and civil liberties of Americans.

As you note in your report, the NSL Working Group analyzed additional protective measures
including new minimization procedures for the FBI. To do this, the group examined an array of
issues concerning the use, storage, and dissemination of NSL-derived information to include
consideration of tagging and labeling, potential retention periods for each category of NSL-
derived data, and the privacy concerns associated with the type of information collected.
Additionally, the group met with FBI operational, policy, and technology personnel to better
understand the operational and technical feasibility of different options. The group has also
received feedback from outside privacy advocates. As we move ahead and take on your
recommendation, we look forward to sharing with your office greater detail about the NSL
Working Group’s activities and progress.

Again, we appreciate your recommendation and commit that the NSL Working Group will
continue to address these important issues and keep your office informed. We look forward to
continuing this important effort to ensure that the FBI’s policies and procedures regarding the
use of NSLs safeguard privacy and civil liberties in a manner that is consistent with the FBI’s
critical mission to protect the Nation from threats to our national security.

/

Sincerely,

eth P. Mortensen
Acting Chief Privacy and Civil Liberties Officer
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