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RECOMMENDATIONS ISSUED BY THE OFFICE OF THE INSPECTOR
GENERAL THAT WERE NOT CLOSED AS OF JULY 31, 2020

The attached report contains information about recommendations from the Department
of Justice (DQJ) Office of the Inspector General's (OIG) audits, evaluations, reviews, and
other reports that the OIG had not closed as of July 31, 2020. To more accurately represent
the number of recommendations that have not been closed and the reports in which the
recommendations were made, such recommendations that the DOJ determined contain
information that is limited official use or classified will be indicated as follows: “[Description
omitted; DOJ has determined that this recommendation contains information that is
limited official use or classified.]” The DOJ may identify a recommendation as containing
limited official use or classified information if it determines, for example, that its disclosure
to unauthorized individuals could negatively impact law enforcement operations, sources,
or methods; expose operational vulnerabilities; or harm national security.

The status of each recommendation is subject to change due to the DOJ's ongoing efforts
to implement them, and the OIG's independent review of information about those efforts.
Specifically, a recommendation identified as not closed as of July 31, 2020, may now be
closed as a result of actions taken after that date. Although the Department may have
taken steps to implement the recommendations listed in this report, including by partially
remedying the questioned costs associated with a recommendation, a recommendation is
not considered closed until it has been fully implemented. Please note that the
Department has provided updates for certain recommendations prior to the date of this
report that are still under review by the OIG. In addition, the OIG sometimes issues
recommendations with multiple subparts in order to better track their implementation.
Therefore, the recommendations in the attached report list subparts as separate items.

The following categories are used to describe the status of the recommendations in the
report:

e Response Not Yet Due - The Department’s initial response to the recommendation
is not yet due.

e Resolved - The Department has agreed to implement the recommendation or has
proposed actions that will address the recommendation.

e Unresolved - The initial deadline for the Department’s response to the
recommendation has passed, and the Department has not agreed to implement the
recommendation or has not proposed actions that will address the
recommendation. The OIG may also convert a recommendation from “Resolved” to
“Unresolved” if it determines that the Department is not making sufficient progress
towards implementation.



e On Hold/Pending with OIG- The completion of the OIG's assessment of the status of
the recommendation is on hold or pending due to ongoing reviews or other factors.

The information in the following chart is derived from the attached report and includes
recommendations that are in the categories described above as of July 31, 2020.
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The OIG's assessment of the most significant recommendations that have not been closed
is included in our Semiannual Reports, which are available at
https://oig.justice.gov/semiannual/.



https://oig.justice.gov/semiannual/
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

1 |Audit of the United States Marshals Service's USMS 07/22/2020 1 Resolved |Modify the GEO and other detention contracts to specify
Contract Awarded to The GEO Group, Incorporated when invoice deductions should be taken for not achieving
to Operate the Robert A. Deyton Detention Facility, the staffing-related contract requirements.

Lovejoy, Georgia

2 |Audit of the United States Marshals Service's USMS 07/22/2020 2 Resolved |Develop and implement a process by which the COR
Contract Awarded to The GEO Group, Incorporated immediately notifies the CO of any performance failure
to Operate the Robert A. Deyton Detention Facility, and, when the CO determines a reduction in contract price
Lovejoy, Georgia is warranted, the COR prepares a reduction proposal

based on the CO's determination in accordance with the
Detention Services Contract Reduction Manual.

3 |Audit of the United States Marshals Service's USMS 07/22/2020 3 Resolved |Confirm that all of the outstanding proposed reduction
Contract Awarded to The GEO Group, Incorporated amounts have been corrected in accordance with the
to Operate the Robert A. Deyton Detention Facility, guidance in the Detention Services Contract Reduction
Lovejoy, Georgia Manual.

4 |Audit of the United States Marshals Service's USMS 07/22/2020 4 Resolved |Clarify the instructions in the Detention Services Contract
Contract Awarded to The GEO Group, Incorporated Reduction Manual and provide training to both the CORs
to Operate the Robert A. Deyton Detention Facility, and their supervisors on the procedures for calculating the
Lovejoy, Georgia reduction amounts in accordance with the guidance in the

Detention Services Contract Reduction Manual.

5 |Audit of the United States Marshals Service's USMS 07/22/2020 5 Resolved Evaluate how it can best ensure that excess commissary
Contract Awarded to The GEO Group, Incorporated funds are used to benefit detainees and that the funds do
to Operate the Robert A. Deyton Detention Facility, not accumulate unreasonably.

Lovejoy, Georgia

6 |Audit of the United States Marshals Service's USMS 07/22/2020 6 Resolved |Include in all of its detention contracts a legally-
Contract Awarded to The GEO Group, Incorporated appropriate mechanism by which, upon termination of
to Operate the Robert A. Deyton Detention Facility, each contract, excess commissary funds will be used in a
Lovejoy, Georgia manner that is solely for the benefit of detainees.

7 |Audit of the United States Marshals Service's USMS 07/22/2020 7 Resolved  |Ensure that GEO has properly trained all of its employees
Contract Awarded to The GEO Group, Incorporated involved in the transportation of detainees, completes all
to Operate the Robert A. Deyton Detention Facility, training required by 42 U.S.C. § 13726b and 28 CFR Part 97,
Lovejoy, Georgia and maintains complete training records including the

curriculum and student attendance records.
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Questioned costs represent gross amounts, and consequently costs that were questioned for more than one reason may appear in multiple recommendations. Please refer to the
schedule of dollar-related findings in the relevant report to identify net questioned costs.
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

8 |Audit of the United States Marshals Service's USMS 07/22/2020 8 Resolved Put in place adequate controls to ensure that employees
Contract Awarded to The GEO Group, Incorporated involved in detainee transportation at USMS contract
to Operate the Robert A. Deyton Detention Facility, detention facilities have completed the training required
Lovejoy, Georgia by federal law.

9 |Audit of the United States Marshals Service's USMS 07/22/2020 9 Resolved  |Evaluate bunk bed safety concerns at the 11 detention
Contract Awarded to The GEO Group, Incorporated facilities that do not have ladders.
to Operate the Robert A. Deyton Detention Facility,

Lovejoy, Georgia

10 |Audit of the United States Marshals Service's USMS 07/22/2020 10 Resolved |Create a standard or other requirement regarding the
Contract Awarded to The GEO Group, Incorporated appropriate use of ladders in contract facilities that
to Operate the Robert A. Deyton Detention Facility, contain bunk beds.

Lovejoy, Georgia

11 |Management Advisory Memorandum Concerning ALLDOQJ 07/13/2020 1 Resolved [Implement a Department-wide policy to ensure that all
the Department of Justice's Administration and Task Monitors are required to complete at least FAC-COR
Oversight of Contracts Level | training prior to being designated a Task Monitor in

accordance with OMB guidance.

12 |Management Advisory Memorandum Concerning ALLDOJ 07/13/2020 2 Resolved Develop policy or implement procedures to ensure that
the Department of Justice's Administration and contractor performance evaluations are completed,
Oversight of Contracts accurate, and entered into CPARS in a timely manner.

13 |Management Advisory Memorandum Concerning ALLDOJ 07/13/2020 3 Resolved Ensure all components update their contractor-related
the Department of Justice's Administration and monitoring policies and provide regular training to
Oversight of Contracts government contracting employees on how to maintain

appropriate, FAR-compliant relationships with contractor
personnel.

14 |Management Advisory Memorandum Concerning ALLDOJ 07/13/2020 4 Resolved |Consider including contract management in its enterprise-
the Department of Justice's Administration and level risk management prioritization.

Oversight of Contracts

15 |Audit of the Office of Justice Programs Victim oJpP 07/08/2020 1 Resolved  |Provide NJ DLPS with an appropriate level of technical
Assistance Grants Awarded to the New Jersey assistance to facilitate and enhance the process used by NJ
Department of Law and Public Safety, Trenton, New DLPS to effectively and efficiently award available funding
Jersey commensurate with the ongoing needs of NJ victims.

16 |Audit of the Office of Justice Programs Victim oJpP 07/08/2020 2 Resolved  |Ensure that NJ DLPS develops and implements policies and
Assistance Grants Awarded to the New Jersey procedures that facilitate the timely awarding of VOCA
Department of Law and Public Safety, Trenton, New funds.
lersey
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

17 |Audit of the Office of Justice Programs Victim oJpP 07/08/2020 3 Resolved  |Ensure NJ DLPS develops and implements policies and
Assistance Grants Awarded to the New Jersey procedures to monitor compliance with the priority area
Department of Law and Public Safety, Trenton, New funding requirement.
lersey

18 [Audit of the Office of Justice Programs Victim OJpP 07/08/2020 4 Resolved  |Ensure NJ DLPS develops and implements policies and
Assistance Grants Awarded to the New Jersey procedures that ensure annual performance reports are
Department of Law and Public Safety, Trenton, New complete and accurate, supported by verifiable data, and
Jersey periodically validated as part of its monitoring process.

19 |Audit of the Office of Justice Programs Victim oJp 07/08/2020 5 Resolved Ensure NJ DLPS develops an effective and efficient method
Assistance Grants Awarded to the New Jersey for testing subrecipient detailed cost summaries to
Department of Law and Public Safety, Trenton, New provide reasonable assurance the funds are in compliance
Jersey with laws, regulations, and provisions in the award.

20 |Audit of the Office of Justice Programs Victim OJP 07/08/2020 6 Resolved [Remedy $75,334 in unsupported subrecipient costs.
Assistance Grants Awarded to the New Jersey
Department of Law and Public Safety, Trenton, New
Jersey

21 |Audit of the Office of Justice Programs Victim oJp 07/08/2020 7 Resolved Ensure that NJ DLPS enhances its policies and procedures
Assistance Grants Awarded to the New Jersey to ensure that subrecipient site-visits are conducted in
Department of Law and Public Safety, Trenton, New accordance with VOCA Guidelines and its own procedures.
lersey

22 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 1 Resolved |Formalize a procedure to develop, verify, and disseminate
Income-Generating, Undercover Operations all required AGEO financial and performance reports to

Congress and the Attorney General, as outlined in the
authorizing statute, to bring it in compliance with the law.
In addition, these reports should provide appropriate
context for the statistics associated with AGEOs so that
direct and indirect accomplishments are clearly identified
and can be assessed separately.

23 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 2 Resolved Implement a process through which field offices establish
Income-Generating, Undercover Operations specific, actionable, and measurable goals for each AGEO

that are clearly presented to the Sensitive Activities Review
Committee (SARC).
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20
24 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 3 Resolved Implement a process through which the SARC documents
Income-Generating, Undercover Operations its robust examination of each AGEQ'’s duration, any
significant periods without undercover activity, and
accomplishment of goals.
25 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 4 Resolved  |Ensure that AGEO 6-month reauthorization requests are
Income-Generating, Undercover Operations submitted to the DAAG for review and approval, as
required by the Department.
26 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 5 Resolved |Develop a process for field offices to submit formal
Income-Generating, Undercover Operations requests for SARC evaluation and DAAG approval for any
change in either the direction or objectives of an approved
undercover operation, including the addition or removal of
high-level AGEO targets.
27 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 6 Resolved  |Evaluate DEA Analysis and Response Tracking System
Income-Generating, Undercover Operations (DARTS) to ensure that AGEO data is accurate, complete,
and consistent and determine the need for enhanced
investigative resources and oversight of AGEOs to leverage
DARTS information.
28 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 7 Resolved |Develop and execute a plan to strategically exploit
Income-Generating, Undercover Operations investigative information and evaluate connections
between and among AGEOs to identify additional
investigative targets (i.e., businesses and entities complicit
in Drug Trafficking Organization (DTO) money laundering
activities).
29 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 8 Resolved  |Ensure that DEA personnel sufficiently document the
Income-Generating, Undercover Operations actions and outcomes of significant AGEO-related
investigative actions, especially when these actions involve
a law enforcement partner.
30 [Audit of the Drug Enforcement Administration's DEA 06/16/2020 9 Resolved Formalize in policy additional vetting procedures and
Income-Generating, Undercover Operations oversight processes of Confidential Sources (CSs) used in
AGEOs.
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec. No.in Status as of Recommendation Description
OIG Report 7/31/20
31 [Audit of the Drug Enforcement Administration's DEA 06/16/2020 10 Resolved Enhance the requirements for reauthorization requests of
Income-Generating, Undercover Operations ongoing AGEOs to include transparency in the
identification of amounts laundered and specificity in the
reporting of seizures, including the relationship between
the funds laundered and the amounts identified as seized
(i.e., direct seizure, lead passed, foreign counterpart
sejzure)
32 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 11 Resolved Begin tracking investigative and legal outcomes of the
Income-Generating, Undercover Operations undercover activities performed during the authorized
operation, including the results of prosecution referrals
from investigative leads.
33 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 12 Resolved |Enhance the process related to transnational activity to
Income-Generating, Undercover Operations ensure it maintains adequate documentation of required
approvals.
34 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 13 Resolved  |Evaluate the resources devoted to administrative oversight
Income-Generating, Undercover Operations of investigations involving virtual currency and establish
policies setting firm internal controls, risk mitigation and
deconfliction techniques, and appropriate record keeping
practices.
35 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 14 Resolved |Update AGEO oversight procedures to review PGl activity
Income-Generating, Undercover Operations and confirm that PGl is not commingled, transferred, or
misappropriated. In addition, the DEA should implement
an internal control to ensure the use of PGl ceases when
AGEO authorization expires.
36 |Audit of the Drug Enforcement Administration's DEA 06/16/2020 15 Resolved |Implement the preventative and detective internal controls
Income-Generating, Undercover Operations over PGI (developing PGl spend plans, timely 90-day
reviews, and quarterly headquarters examination of
financial activity) as prescribed by the Department’s Risk
Mitigation Policy Memorandum, the AG FBI Undercover
Guidelines, and the Agents Manual
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec. No.in Status as of Recommendation Description
OIG Report 7/31/20
37 |Audit of the Drug Enforcement Administration's ODAG 06/16/2020 16 Resolved  |Formally determine whether the policies within the AG FBI
Income-Generating, Undercover Operations Undercover Guidelines apply, in their entirety or in specific
instances, to all DOJ law enforcement components; or if
the Department must issue new guidance to govern
undercover operations that are initiated by DOJ law
enforcement components outside of the FBI.
38 |Audit of the Drug Enforcement Administration's ODAG 06/16/2020 17 Resolved Ensure that the DEA's policies reflect necessary measures
Income-Generating, Undercover Operations and controls stipulated in applicable Department
undercover guidance.
39 |Audit of the Drug Enforcement Administration's ODAG 06/16/2020 18 Resolved |Evaluate and determine whether the 2006 DAAG
Income-Generating, Undercover Operations exemptions for Shelf and Border AGEOs, given
requirements in Department-wide guidance on
undercover operations, should remain and coordinate
with the DEA on the results.
40 |(Audit of the Drug Enforcement Administration's ODAG 06/16/2020 19 Resolved Determine whether the USAOs have implemented a
Income-Generating, Undercover Operations process for coordinating with other prosecutorial offices
when sensitive investigative activities, such as the DEA's
AGEOs, are likely to span jurisdictional boundaries, as
required by the Department Risk Mitigation Policy
Memorandum.
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41

DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

Report Title

Notification of Concerns Identified with the Federal

Bureau of Prisons’ Procurement of Food Products

(As of July 31, 2020)
Component Issued Date Rec.No.in Status as of
OIG Report 7/31/20
06/08/2020 1 Response Not
Yet Due

BOP

Recommendation Description

Develop a quality assurance plan applicable to all
institutions to mitigate the risk that a vendor could deliver
a substandard product to the BOP. The BOP should
consider including within this plan the following three-
pronged approach: a. consistent on-site visual, weight, and
other types of inspections before acceptance of delivery; b.
a structured system of random laboratory testing of food
products to ensure they meet USDA, U.S. Food and Drug
Administration (FDA), contractual, or other applicable
standards; and c. a requirement that with every food
delivery and/or related claim, vendors submit a written
certification that the products meet the contract
specifications and have been processed or produced in
accordance with USDA, FDA, or other regulatory standards,
as applicable.

42

Notification of Concerns Identified with the Federal

Bureau of Prisons’ Procurement of Food Products

BOP 06/08/2020 2 Response Not

Yet Due

Take measures to enforce the requirement that its
procurement officials report contractor performance and
quality issues through the Federal Awardee Performance
and Integrity System (FAPIIS) and the Contractor
Performance Assessment Reporting System (CPARS).

43

Notification of Concerns Identified with the Federal

Bureau of Prisons’ Procurement of Food Products

BOP 06/08/2020 3 Response Not

Yet Due

Take measures to enforce the requirement that
procurement officials’ pre-award due diligence includes
consulting FAPIIS, CPARS and any other appropriate
contractor performance databases for relevant
information about vendor responsibility.

44

Audit of the Executive Office for Immigration

Review's Fiscal Year 2019 Financial Management
Practices

EOIR 06/08/2020 1 Resolved

Work with JMD to: (a) develop a process to compile and
monitor the status of interpreter contract obligations and
(b) provide EOIR leadership, in coordination with its Office
of Administration, the tools to acquire and access to real-
time, accurate cost and spending estimates.
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https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-federal-bureau-prisons-procurement-food
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-federal-bureau-prisons-procurement-food
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-federal-bureau-prisons-procurement-food
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-federal-bureau-prisons-procurement-food
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-federal-bureau-prisons-procurement-food
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-federal-bureau-prisons-procurement-food
https://oig.justice.gov/sites/default/files/reports/a20068.pdf
https://oig.justice.gov/sites/default/files/reports/a20068.pdf
https://oig.justice.gov/sites/default/files/reports/a20068.pdf

DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

45 |Audit of the Office of Justice Programs Visions 21 oJpP 06/08/2020 1 Resolved  |Work with NNEDV to review the remaining unfinished
Grant to Advance the Use of Technology Awarded to tasks and confirm the feasibility of deploying the mobile
the National Network to End Domestic Violence, app within the award'’s performance period.
Washington, D.C.

46 |Audit of the Office of Justice Programs Visions 21 OJpP 06/08/2020 2 Resolved  |Work with NNEDV to implement policies and procedures
Grant to Advance the Use of Technology Awarded to for reporting to OVC performance metrics that are
the National Network to End Domestic Violence, supported with valid and auditable source documents,
Washington, D.C. such as for the number of technical assistance requests by

date completed, staff trained on technology
improvements, and participants completing technology
safety webinars.

47 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 2 Resolved  |Continue to deploy NESS to all NIBIN partners, and
and Explosives' Administration of the National evaluate how NESS could be used to track performance
Integrated Ballistic Information Network and Its Sole measures that demonstrate the success of the NIBIN
Source Contracts Awarded to Shearwater Systems, program and the program’s impact on ATF's overall
LLC mission.

48 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 3 Resolved Enhance its standardized lead report in NESS to include
and Explosives' Administration of the National solvability factors in order to provide consistent, valuable
Integrated Ballistic Information Network and Its Sole information to law enforcement that incorporates ATF
Source Contracts Awarded to Shearwater Systems, guidance.

LLC

49 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 4 Resolved  |Assess its current lead time minimums for clarity and
and Explosives' Administration of the National realism for such multi-year crime gun intelligence
Integrated Ballistic Information Network and Its Sole contracts; and formalize a procedure for its contracting
Source Contracts Awarded to Shearwater Systems, officials to notify program officials of expiring contracts in
LLC a timely manner.

50 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 5 Resolved |Reassess its needs and develop a comprehensive
and Explosives' Administration of the National acquisition plan that adequately addresses all significant
Integrated Ballistic Information Network and Its Sole acquisition considerations in FAR Subpart 7.105.

Source Contracts Awarded to Shearwater Systems,
LLC
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https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20069.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf

DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

51 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 6 Resolved Enhance its policies related to documenting assessments
and Explosives' Administration of the National of inherently governmental functions (and those closely
Integrated Ballistic Information Network and Its Sole associated with such functions) to include all FAR and DOJ
Source Contracts Awarded to Shearwater Systems, requirements, while allowing program and contracting
LLC officials to consider circumstances unique to each

acquisition.

52 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 7 Resolved  |Evaluate and update its policies and procedures to ensure
and Explosives' Administration of the National that its contract personnel: (1) create timely QASPs in
Integrated Ballistic Information Network and Its Sole conjunction with the SOW and (2) ensure that ATF
Source Contracts Awarded to Shearwater Systems, employees assisting with contract monitoring and thus
LLC serve as Government Technical Representatives know of

and receive appropriate training to effectuate their roles
and responsibilities.

53 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 9 Resolved |Develop policies and procedures that provide guidance on
and Explosives' Administration of the National how to prepare IGCEs with the adequate basis and
Integrated Ballistic Information Network and Its Sole rationale necessary to support the CO’s determination of
Source Contracts Awarded to Shearwater Systems, fair and reasonable pricing.

LLC

54 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 12 Resolved Develop procedures to ensure all contract workers
and Explosives' Administration of the National complete background investigations and sign non-
Integrated Ballistic Information Network and Its Sole disclosure agreements prior to working on a contract and
Source Contracts Awarded to Shearwater Systems, complete the required certifications and security trainings.
LLC

55 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 14 Unresolved |Remedy $10,982 in unallowable labor costs.
and Explosives' Administration of the National
Integrated Ballistic Information Network and Its Sole
Source Contracts Awarded to Shearwater Systems,

LLC

56 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 15 Resolved Enhance its policies and procedures related to invoice
and Explosives' Administration of the National review to ensure that it does not pay unallowable costs.
Integrated Ballistic Information Network and Its Sole
Source Contracts Awarded to Shearwater Systems,

LLC
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https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf

DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20
57 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 16 Resolved |Develop procedures to ensure contractors implement
and Explosives' Administration of the National appropriate quality control plans and procedures,
Integrated Ballistic Information Network and Its Sole including quality control program awareness and
Source Contracts Awarded to Shearwater Systems, associated training for contract personnel.
LLC
58 |Audit of the Bureau of Alcohol, Tobacco, Firearms ATF 06/03/2020 17 Resolved  |Develop policies or procedures to enhance its oversight of
and Explosives' Administration of the National contractor compliance with contract terms and conditions,
Integrated Ballistic Information Network and Its Sole including monitoring to ensure work is performed within
Source Contracts Awarded to Shearwater Systems, the scope of the contract, ATF approves key personnel
LLC changes, and required separation checklists and
procedures are completed.
59 |Audit of the Office of Justice Programs Cooperative oJp 05/26/2020 1 Resolved  |Coordinate with COVA to ensure that progress reports are
Agreements Awarded to the Colorado Organization accurate and fully supported.
for Victim Assistance, Denver, Colorado
60 |Audit of the Office of Justice Programs Cooperative OJpP 05/26/2020 2 Resolved |Coordinate with COVA to develop policies and procedures
Agreements Awarded to the Colorado Organization to ensure it adheres to all special conditions of the awards.
for Victim Assistance, Denver, Colorado
61 |Audit of the Office of Justice Programs Cooperative oJp 05/26/2020 3 Resolved  |Coordinate with COVA to ensure it develops and
Agreements Awarded to the Colorado Organization implements new policies and procedures that include
for Victim Assistance, Denver, Colorado specific language regarding separation of duties,
procurement, verifying that its vendors are not debarred
or suspended from doing business with the federal
government, approving and paying expenditures,
matching costs, indirect costs, and performance
measurement and outcome assessment
62 |Audit of the Office of Justice Programs Cooperative OJpP 05/26/2020 4 Resolved [Coordinate with COVA to ensure that all personnel costs
Agreements Awarded to the Colorado Organization charged to the awards are based on actual time and effort.
for Victim Assistance, Denver, Colorado
63 |Audit of the Office of Justice Programs Cooperative oJp 05/26/2020 5 Resolved Ensure that COVA include all award-related expenditures
Agreements Awarded to the Colorado Organization in its general ledgers for the awards.
for Victim Assistance, Denver, Colorado
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https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
https://oig.justice.gov/sites/default/files/reports/a20067.pdf
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https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf
https://oig.justice.gov/sites/default/files/reports/a20066.pdf

DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

64 |Audit of the Office of Justice Programs Cooperative oJp 05/26/2020 6 Resolved Remedy the $7,373 in unallowable questioned costs
Agreements Awarded to the Colorado Organization related to the $5,840 in unallowable personnel costs and
for Victim Assistance, Denver, Colorado $1,533 in unallowable other direct costs.

65 |Audit of the Office of Justice Programs Cooperative OJpP 05/26/2020 7 Resolved  [Remedy the $207,953 in unsupported questioned costs
Agreements Awarded to the Colorado Organization related to the $12,418 in unsupported personnel costs and
for Victim Assistance, Denver, Colorado $195,535 in unsupported other direct costs.

66 |Audit of the Office of Justice Programs Cooperative oJp 05/26/2020 8 Resolved Remedy the $2,788 in unallowable matching funds.
Agreements Awarded to the Colorado Organization
for Victim Assistance, Denver, Colorado

67 |Audit of the Office of Justice Programs Cooperative OJpP 05/26/2020 9 Resolved  [Remedy the $259,827 in unsupported matching costs.
Agreements Awarded to the Colorado Organization
for Victim Assistance, Denver, Colorado

68 |Audit of the Office of Justice Programs Cooperative oJpP 05/26/2020 10 Resolved |Coordinate with COVA to ensure it meets its matching
Agreements Awarded to the Colorado Organization requirements, tracks all matching transactions on its
for Victim Assistance, Denver, Colorado general ledgers, and implements new policies and

procedures to ensure matching costs are properly
supported.

69 |Audit of the Office of Justice Programs Cooperative oJP 05/26/2020 11 Resolved Coordinate with COVA to ensure it submits accurate FFRs.
Agreements Awarded to the Colorado Organization
for Victim Assistance, Denver, Colorado

70 |Audit of the Federal Bureau of Prisons’ Information BOP 05/18/2020 1 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

71 |Audit of the Federal Bureau of Prisons’ Information BOP 05/18/2020 2 Resolved |[Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019
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https://oig.justice.gov/sites/default/files/reports/a20066.pdf
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https://www.oversight.gov/sites/default/files/oig-reports/a20063.pdf
https://www.oversight.gov/sites/default/files/oig-reports/a20063.pdf
https://www.oversight.gov/sites/default/files/oig-reports/a20063.pdf
https://www.oversight.gov/sites/default/files/oig-reports/a20063.pdf
https://www.oversight.gov/sites/default/files/oig-reports/a20063.pdf
https://www.oversight.gov/sites/default/files/oig-reports/a20063.pdf
https://www.oversight.gov/sites/default/files/oig-reports/a20063.pdf

DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

72 |Audit of the Federal Bureau of Prisons’ Sentry BOP 05/18/2020 1 Resolved |[Description omitted; DOJ has determined that this
System Pursuant to the Federal Information Security recommendation contains information that is limited
Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

73 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 1 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

74 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 2 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

75 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 3 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

76 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 4 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

77 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 5 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

78 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 6 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

79 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 7 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019

80 [Audit of the Office of Justice Programs' Information oJP 05/04/2020 8 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]

Fiscal Year 2019
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

81 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 9 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

82 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 10 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

83 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 11 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

84 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 12 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

85 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 13 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

86 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 14 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

87 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 15 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

88 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 16 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

89 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 17 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

90 [Audit of the Office of Justice Programs' Information oJP 05/04/2020 18 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

91 |Audit of the Office of Justice Programs' Information oJp 05/04/2020 19 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

92 |Audit of the Office of Justice Programs' Information oJP 05/04/2020 20 Resolved [Description omitted; DOJ has determined that this
Security Program Pursuant to the Federal recommendation contains information that is limited
Information Security Modernization Act of 2014 official use or classified.]
Fiscal Year 2019

93 |Audit of the Office of Justice Programs' Denial of oJp 05/04/2020 1 Resolved [Description omitted; DOJ has determined that this
Federal Benefits and Defense Procurement Fraud recommendation contains information that is limited
Debarment Clearinghouse System Pursuant to the official use or classified.]
Federal Information Security Modernization Act of
2014 Fiscal Year 2019

94 |Audit of the Office of Justice Programs' Denial of oJp 05/04/2020 2 Resolved [Description omitted; DOJ has determined that this
Federal Benefits and Defense Procurement Fraud recommendation contains information that is limited
Debarment Clearinghouse System Pursuant to the official use or classified.]
Federal Information Security Modernization Act of
2014 Fiscal Year 2019

95 |Audit of the Office of Justice Programs' Denial of oJp 05/04/2020 3 Resolved [Description omitted; DOJ has determined that this
Federal Benefits and Defense Procurement Fraud recommendation contains information that is limited
Debarment Clearinghouse System Pursuant to the official use or classified.]
Federal Information Security Modernization Act of
2014 Fiscal Year 2019

96 |Audit of the Office of Justice Programs' Denial of oJp 05/04/2020 4 Resolved [Description omitted; DOJ has determined that this
Federal Benefits and Defense Procurement Fraud recommendation contains information that is limited
Debarment Clearinghouse System Pursuant to the official use or classified.]
Federal Information Security Modernization Act of
2014 Fiscal Year 2019

97 |Audit of the Justice Management Division's JMD 04/28/2020 1 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED
(As of July 31, 2020)

# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

98 |Audit of the Justice Management Division's JMD 04/28/2020 2 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

99 |Audit of the Justice Management Division's JMD 04/28/2020 3 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

100 |Audit of the Justice Management Division's JMD 04/28/2020 4 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

101 |Audit of the Justice Management Division's JMD 04/28/2020 5 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

102 |Audit of the Justice Management Division's JMD 04/28/2020 6 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

103 |Audit of the Justice Management Division's JMD 04/28/2020 7 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

104 |Audit of the Justice Management Division's JMD 04/28/2020 8 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

105 |Audit of the Justice Management Division's JMD 04/28/2020 9 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]
2014 Fiscal Year 2019

106 |Audit of the Justice Management Division's JMD 04/28/2020 10 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

107 |Audit of the Superfund Activities in the Environment ENRD 04/28/2020 1 Resolved Remedy $164,087 in questioned costs.
and Natural Resources Division for FIscal Year 2018

108 |Audit of the Superfund Activities in the Environment ENRD 04/28/2020 2 Resolved |Instruct those who designate cases in each section on how
and Natural Resources Division for FIscal Year 2018 to dentify Superfund case criteria.

109 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 1 Resolved |Develop an implementable strategy that ensures that the
Western New York Regional Computer Forensics WNYRCFL receives its accreditation within 3 years.
Laboratory - Buffalo, New York

110 |Audit of the Federal Bureau of Investigation's FBI 03/31/2020 1 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

111 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 2 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

112 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 3 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

113 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 4 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

114 |Audit of the Federal Bureau of Investigation's FBI 03/31/2020 5 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

115 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 6 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED
(As of July 31, 2020)

# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

116 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 7 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

117 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 8 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

118 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 9 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

119 |Audit of the Federal Bureau of Investigation’s FBI 03/31/2020 10 On [Description omitted; DOJ has determined that this
Information Security Program Pursuant to the Hold/Pending |recommendation contains information that is limited
Federal Information Security Modernization Act of with OIG official use or classified.]

2014 Fiscal Year 2019

120 |Audit of the Federal Bureau of Investigation’s Legacy FBI 03/31/2020 1 On [Description omitted; DOJ has determined that this
Pocatello Data Center Pursuant to the Federal Hold/Pending [recommendation contains information that is limited
Information Security Modernization Act of 2014 with OIG official use or classified.]

Fiscal Year 2019

121 |Audit of the Office on Violence Against Women ovw 03/31/2020 1 Resolved  |Require that Safe Havens officials implement policies and
Justice for Families Program Grant Awarded to the procedures to support performance and activities
Arlington County Supervised Visitation and Safe contained in each progress report with valid and auditable
Exchange Program, Arlington, Virginia source documents, as required by the DOJ Grants Financial

Guide.

122 |Audit of the Office on Violence Against Women ovw 03/31/2020 2 Resolved |Coordinate with Safe Havens officials to implement
Justice for Families Program Grant Awarded to the policies for how it allocates employee salaries and fringe
Arlington County Supervised Visitation and Safe benefits to Federal awards.

Exchange Program, Arlington, Virginia
123 |Audit of the Office on Violence Against Women ovw 03/31/2020 3 Resolved  |Work with Safe Havens to implement policies and

Justice for Families Program Grant Awarded to the

Arlington County Supervised Visitation and Safe
Exchange Program, Arlington, Virginia

procedures to guide subrecipient site visits and verify
invoiced time charges, to include the dates of the
performance of services.
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20
124 |Audit of the Office on Violence Against Women ovw 03/31/2020 4 Resolved |Coordinate with Safe Havens officials to implement an
Justice for Families Program Grant Awarded to the effective, consistent drawdown policy that complies with
Arlington County Supervised Visitation and Safe the DOJ Grants Financial Guide.
Exchange Program, Arlington, Virginia
125 |Audit of the Office of Justice Programs Cooperative OJpP 03/30/2020 1 Resolved |Coordinate with RST to ensure that progress reports are
Agreements Awarded to Refugee Services of Texas, accurate and fully supported.
Inc. Dallas, Texas
126 |Audit of the Office of Justice Programs Cooperative OJpP 03/30/2020 2 Resolved |Coordinate with RST to develop policies and procedures to
Agreements Awarded to Refugee Services of Texas, ensure it adheres to all special conditions of the awards.
Inc. Dallas, Texas
127 |Audit of the Office of Justice Programs Cooperative OJpP 03/30/2020 3 Resolved |Coordinate with RST to develop and implement new
Agreements Awarded to Refugee Services of Texas, policies and procedures that include specific language
Inc. Dallas, Texas regarding matching costs, contract award and
management, subrecipient award and management, and
performance measurement and outcome assessment.
128 |Audit of the Office of Justice Programs Cooperative oJp 03/30/2020 4 Resolved Remedy the $24,969 in unallowable questioned costs
Agreements Awarded to Refugee Services of Texas, related to the $10,702 in unallowable personnel costs,
Inc. Dallas, Texas $9,689 in unallowable contractor and consultant costs, and
$4,578 in unallowable other direct costs.
129 |Audit of the Office of Justice Programs Cooperative OJpP 03/30/2020 5 Resolved  |Remedy the $26,392 in unsupported questioned costs
Agreements Awarded to Refugee Services of Texas, related to the $7,285 in unsupported personnel costs,
Inc. Dallas, Texas $10,855 in unsupported contractor and consultant costs,
and $8,252 in unsupported other direct costs.
130 |Audit of the Office of Justice Programs Cooperative oJp 03/30/2020 6 Resolved  |Coordinate with RST to ensure that it maintains adequate
Agreements Awarded to Refugee Services of Texas, documentation to support contractor costs charged to the
Inc. Dallas, Texas awards, including current contract agreements for all
contractors and consultants and detailed invoices, as well
as ensuring that contractors and consultants are only paid
for services rendered.
131 |Audit of the Office of Justice Programs Cooperative OJpP 03/30/2020 7 Resolved [Coordinate with RST to ensure it adequately monitors its
Agreements Awarded to Refugee Services of Texas, award subrecipients.
Inc. Dallas, Texas
132 |Audit of the Office of Justice Programs Cooperative oJpP 03/30/2020 8 Resolved Remedy the remaining $248,973 of the $256,975 in
Agreements Awarded to Refugee Services of Texas, unsupported matching costs.
Inc. Dallas, Texas
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED
(As of July 31, 2020)

# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

133 |Audit of the Office of Justice Programs Cooperative oJpP 03/30/2020 9 Resolved |Coordinate with RST to ensure it meets its matching
Agreements Awarded to Refugee Services of Texas, requirements, tracks all matching transactions on its
Inc. Dallas, Texas general ledgers, and implements new policies and

procedures to ensure matching costs are properly
supported.

134 |Audit of the Office of Justice Programs Cooperative oJP 03/30/2020 10 Resolved Coordinate with RST to ensure that it submits accurate
Agreements Awarded to Refugee Services of Texas, FFRs.

Inc. Dallas, Texas

135 |Management Advisory Memorandum for the FBI 03/30/2020 1 On Institute a requirement that it, in coordination with NSD,
Director of the Federal Bureau of Investigation Hold/Pending |systematically and regularly examine the results of past
Regarding the Execution of Woods Procedures for with OIG and future accuracy reviews to identify patterns or trends
Applications Filed with the Foreign Intelligence in identified errors so that the FBI can enhance training to
Surveillance Court Relating to U.S. Persons improve agents’ performance in completing the Woods

Procedures, or improve policies to help ensure the
accuracy of FISA applications.

136 [Management Advisory Memorandum for the FBI 03/30/2020 2 On Perform a physical inventory to ensure that Woods Files
Director of the Federal Bureau of Investigation Hold/Pending |exist for every FISA application submitted to the FISCin all
Regarding the Execution of Woods Procedures for with OIG pending investigations.

Applications Filed with the Foreign Intelligence
Surveillance Court Relating to U.S. Persons

137 |Audit of the United States Marshals Service's USMS 03/25/2020 1 Resolved Remedy the $508,720 in unsupported overtime costs.
Administration of Joint Law Enforcement Operation
Funds

138 |Audit of the United States Marshals Service's USMS 03/25/2020 2 Resolved |Strengthen its monitoring of task forces by establishing a
Administration of Joint Law Enforcement Operation schedule sufficient to ensure that each task force is
Funds periodically reviewed within reasonable timeframes for

compliance with JLEO requirements.

139 |Audit of the United States Marshals Service's USMS 03/25/2020 3 Resolved  |Share with all task forces any information developed

Administration of Joint Law Enforcement Operation

Funds

during its monitoring assessments—such as best practices
or issues of common concern—that could assist the task
forces in ensuring compliance with JLEO requirements.
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec. No.in Status as of Recommendation Description
OIG Report 7/31/20

140 |Audit of the United States Marshals Service's USMS 03/25/2020 4 Resolved Develop a policy that handwritten changes to timesheets
Administration of Joint Law Enforcement Operation must identify who made the change, when the change was
Funds made, and for what purpose.

141 |Audit of the United States Marshals Service's USMS 03/25/2020 5 Resolved  |Provide task forces with implementation guidance
Administration of Joint Law Enforcement Operation specifying the circumstances under which overtime rates
Funds may be reimbursed at greater than one and a half times

the base hourly rate.

142 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 1 Resolved Work with the Department to determine: (a) an accurate
of Inmate Communications to Prevent Radicalization population of international and domestic terrorists

incarcerated at, or in transit to, its institutions; and (b)
determine whether any existing and previously
unmonitored communications, such as emails or recorded
telephone calls, should be reviewed.

143 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 2 Resolved  |Assess which of its institutions do not conduct arrival
of Inmate Communications to Prevent Radicalization interviews and determine whether BOP policy should

require these interviews to potentially help identify
terrorist and other high-risk inmates.

144 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 3 Resolved  |Explore all available and alternative processes, including
of Inmate Communications to Prevent Radicalization routine NCIC checks, with the Department for screening

incoming inmates for terrorist connections, and
implement policy and procedures as appropriate.

145 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 4 Resolved  |Work with the Department to develop a complete universe
of Inmate Communications to Prevent Radicalization of previously unidentified terrorist inmates and obtain

information from the Department that will help the BOP
determine if the 46 released inmates we identified meet its
definition of a terrorist. If any of them do, then we
recommend that the BOP add them to its historical list of
formerly incarcerated terrorists to make it accurate and
notify the FBI of their release.
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(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20
146 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 5 Resolved  |Review the quality of the telephone monitoring equipment
of Inmate Communications to Prevent Radicalization at institutions requiring FBI monitoring of inmates under a
SAM directive, and work with the FBI to make
improvements to ensure effective monitoring can be
conducted with the equipment at each of those
institutions.
147 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 6 Resolved  |Assess the sound quality in BOP visiting rooms utilized by
of Inmate Communications to Prevent Radicalization terrorist inmates subject to SAM directives and improve
the microphones in any identified facilities with
inadequate equipment so that the FBI can effectively
perform its monitoring as required under the SAM
directive and the BOP can perform similar monitoring of
its terrorist and other high-risk inmates.
148 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 7 Resolved  [Work with the Department to establish procedures to
of Inmate Communications to Prevent Radicalization prevent terrorist inmates from viewing discovery materials
in the presence of other inmates and consider additional
steps to minimize the risk that discovery material
containing radical or harmful content can be
inappropriately shared with other inmates.
149 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 8 Resolved  [Establish a standard that will help ensure general
of Inmate Communications to Prevent Radicalization population emails are monitored in a consistent manner
and establish a policy that allows staff to forward for
translation general population emails in accordance with
this standard.
150 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 9 Resolved  [Eliminate the automatic delivery of email to high-risk
of Inmate Communications to Prevent Radicalization inmates.
151 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 10 Resolved  [Review and implement policy and procedures to ensure
of Inmate Communications to Prevent Radicalization that BOP staff are providing appropriate attention to the
communications they are required to monitor.
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OIG Report 7/31/20
152 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 11 Resolved |Create a more thorough and useful national list of key
of Inmate Communications to Prevent Radicalization words, assess available technology that could assist in
identifying concerning email communications, and develop
a mechanism in TRULINCS to automatically notify staff of
any emails that require closer scrutiny.
153 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 12 Resolved Establish controls that mitigate the risk of inmates
of Inmate Communications to Prevent Radicalization communicating with unknown and un-vetted parties and
take steps, including the utilization of available
technological features as found in TRULINCS, to reduce the
risk of mass emails being received by high-risk inmates,
including terrorist inmates.
154 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 13 Resolved  [Establish a TRUFONE control that allows the system to
of Inmate Communications to Prevent Radicalization alert BOP management of any calls that were not
completely monitored.
155 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 14 Resolved  [Reassess its TRUFONE controls and take steps to prevent
of Inmate Communications to Prevent Radicalization terrorist and other high-risk inmates from communicating
with unknown and unapproved contacts.
156 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 15 Resolved Review cellblock conversation monitoring policy,
of Inmate Communications to Prevent Radicalization procedures, and capabilities to determine whether and
how improvements can be made to achieve security goals,
including improvement of audio monitoring systems.
157 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 16 Resolved  |Revisit its social communication monitoring policy for high-
of Inmate Communications to Prevent Radicalization risk inmates, including terrorist inmates, to better ensure
that all visits between terrorist inmates and their visitors
are sufficiently monitored.
158 |Audit of the Federal Bureau of Prisons’ Monitoring BOP 03/24/2020 17 Resolved  |Establish timelines for staff to nominate terrorist inmates
of Inmate Communications to Prevent Radicalization for inclusion on the Posted Picture File and for Wardens to
approve or deny the nominations.
159 |Audit of the Federal Bureau of Prisons’ Monitoring ODAG 03/24/2020 18 Resolved [Determine whether the BOP should conduct an inventory
of Inmate Communications to Prevent Radicalization of the books and publications found in the cells of all
terrorist inmates and provide it to the FBI for review.
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160 |Audit of the Federal Bureau of Prisons’ Monitoring ODAG 03/24/2020 19 Resolved  |Develop a mechanism to notify the BOP of all terrorists in
of Inmate Communications to Prevent Radicalization its custody, including those whose convictions are under a

sealed U.S. court order.

161 |Review of the Office of Justice Programs’ Corrective oJp 03/24/2020 1 Resolved Periodically evaluate the timeliness and circumstances of
Actions to Address Dollar-Related Audit grantees producing supporting documentation to remedy
Recommendations questioned costs and implement guidance or policy and

proactive measures to better ensure grantees maintain
proper and contemporaneous support for grant
expenditures.

162 |Review of the Office of Justice Programs’ Corrective OJpP 03/24/2020 2 Resolved  |Establish and communicate to each grant recipient time
Actions to Address Dollar-Related Audit limits for providing requested supporting documentation
Recommendations depending on the complexity of the audit findings.

163 [Review of the Office of Justice Programs’ Corrective oJpP 03/24/2020 3 Resolved  |Evaluate the risks posed by the proportion of unallowable
Actions to Address Dollar-Related Audit questioned costs OJP retroactively approves, determine
Recommendations enhancements to its enforcement practices for

unallowable questioned costs identified in audits and
reviews, and periodically review grant terms for which OJP
routinely approves deviations through Grant Adjustment
Notices and retroactive approvals and identify strategies
that better ensure grant recipients are spending grant
funds for allowable purposes.

164 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 1 Resolved  |Ensure all firearms in its custody are properly entered into
Controls over Weapons, Munitions, and Explosives the appropriate property management system.

165 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 2 Resolved  |Ensure all firearms in its inventory have a designated
Controls over Weapons, Munitions, and Explosives property custodian, in accordance with policy.

166 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 3 Resolved  |Ensures that complete documentation of lost and stolen
Controls over Weapons, Munitions, and Explosives FBI firearms is maintained, including all pertinent

information such as the firearm make, model, and serial
number.

167 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 4 Resolved  |Ensure that the status of all lost or stolen firearms that are

Controls over Weapons, Munitions, and Explosives

subsequently recovered is accurately reflected in AMS.
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168 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 5 Resolved |Amend its policy for tracking ammunition to require that
Controls over Weapons, Munitions, and Explosives all rounds of each type of ammunition be tracked using
handwritten logs that detail the date, caliber, quantity in or
out, purpose of the ammunition transaction, and
remaining balance; and require all ammunition tracking
logs to be retained for at least 3 years.
169 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 6 Resolved Revise its current policy to require its offices to conduct a
Controls over Weapons, Munitions, and Explosives complete inventory of all ammunition on hand on an
annual basis to ensure all recorded ammunition inventory
balances are accurate, and to retain those records for at
least 3 vears.
170 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 7 Resolved  |Establish policy requiring that less lethal munitions and
Controls over Weapons, Munitions, and Explosives diversionary devices must be stored in a secure area, with
access limited to designated personnel.
171 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 8 Resolved  |Establish policy for tracking less lethal munitions and
Controls over Weapons, Munitions, and Explosives diversionary devices that requires all quantities of each
type of less lethal munition and diversionary device to be
tracked using handwritten logs that detail the date,
quantity in or out, purpose of the transaction, and
remaining balance; and require all less lethal munition and
diversionary device tracking logs to be retained for at least
3 vears
172 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 9 Resolved  |Require its offices to conduct a complete physical
Controls over Weapons, Munitions, and Explosives inventory of all less lethal munitions and diversionary
devices on an annual basis and retain those records for at
least 3 years.
173 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 10 Resolved  |Amend its policy requiring all quantities of each type of
Controls over Weapons, Munitions, and Explosives explosive material be tracked by its SABTs using
handwritten logs that detail the date, quantity in or out,
purpose of the transaction, and remaining balance; and
retain all explosives tracking records for at least 3 years.
174 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 11 Resolved |Require its offices to conduct a complete physical
Controls over Weapons, Munitions, and Explosives inventory of all explosives on an annual basis and retain
those records for at least 3 years.
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175 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 12 Resolved  |Amend its policy to require Evidence Control Technicians

Controls over Weapons, Munitions, and Explosives to obtain and upload a notification of destruction from the
FTU prior to marking the firearm evidence as disposed in
SENTINEL, and require the firearm evidence disposal date
in SENTINEL to reflect the date the firearm is destroyed.

176 |Audit of the Federal Bureau of Investigation's FBI 03/23/2020 13 Resolved  |Require proof of delivery to be maintained in SENTINEL for
Controls over Weapons, Munitions, and Explosives firearms evidence shipped to the FTU for disposal.

177 |Audit of the Office of Justice Programs Victim OJP 03/17/2020 3 Resolved  |Work with the WCVCP to remedy the remaining $469,799
Compensation Grants Awarded to the Wyoming of the $495,799 in excess grant funds awarded for FYs
Office of the Attorney General, Cheyenne, Wyoming 2015 through 2017 grants.

178 |Audit of the Office of Justice Programs Victim oJpP 03/17/2020 4 Resolved  |Work with the WCVCP to remedy the remaining $9,351 of
Compensation Grants Awarded to the Wyoming the $326,201 in funds to be put to better use for the FYs
Office of the Attorney General, Cheyenne, Wyoming 2016 through 2019 grants.

179 |Audit of the Office of Justice Programs Victim OJP 03/17/2020 6 Resolved  |Work with the WCVCP to strengthen its current policies
Compensation Grants Awarded to the Wyoming and procedures to ensure it obtains all necessary
Office of the Attorney General, Cheyenne, Wyoming documentation to support any lost wage amount paid.

180 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 1 Resolved [Description omitted; DOJ has determined that this
National Central Bureau’s Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]

Security Modernization Act of 2014 Fiscal Year 2019

181 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 2 Resolved [Description omitted; DOJ has determined that this
National Central Bureau’s Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]

Security Modernization Act of 2014 Fiscal Year 2019

182 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 3 Resolved [Description omitted; DOJ has determined that this
National Central Bureau’s Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]

Security Modernization Act of 2014 Fiscal Year 2019
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

183 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 4 Resolved [Description omitted; DOJ has determined that this
National Central Bureau's Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]
Security Modernization Act of 2014 Fiscal Year 2019

184 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 5 Resolved [Description omitted; DOJ has determined that this
National Central Bureau's Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]
Security Modernization Act of 2014 Fiscal Year 2019

185 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 6 Resolved [Description omitted; DOJ has determined that this
National Central Bureau's Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]
Security Modernization Act of 2014 Fiscal Year 2019

186 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 7 Resolved [Description omitted; DOJ has determined that this
National Central Bureau's Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]
Security Modernization Act of 2014 Fiscal Year 2019

187 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 9 Resolved [Description omitted; DOJ has determined that this
National Central Bureau's Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]
Security Modernization Act of 2014 Fiscal Year 2019

188 |Audit of the INTERPOL Washington, United States USNCB 03/16/2020 11 Resolved [Description omitted; DOJ has determined that this
National Central Bureau's Information Security recommendation contains information that is limited
Program Pursuant to the Federal Information official use or classified.]
Security Modernization Act of 2014 Fiscal Year 2019

189 [Management Advisory Memorandum of Concerns ODAG 3/10/2020 1 Resolved |Consider these differing policies governing supervisor-
Identified in the Handling of Supervisor-Subordinate subordinate relationships and determine whether to adopt
Relationships Across DOJ Components a consistent policy across all Department components.
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DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

190 [Management Advisory Memorandum of Concerns ODAG 3/10/2020 2 Resolved  |Assess whether a subordinate should be required to
Identified in the Handling of Supervisor-Subordinate report a romantic or intimate relationship with his or her
Relationships Across DOJ Components supervisor.

191 |Management Advisory Memorandum of Concerns ODAG 3/10/2020 3 Resolved |If the Department concludes that a subordinate should be
Identified in the Handling of Supervisor-Subordinate required to report a romantic or intimate relationship with
Relationships Across DO] Components his or her supervisor, the Department should consider: a.

Alternate mechanisms for that reporting, such as reporting
outside the subordinate's chain of command, b. What
penalties, if any, should flow from a failure to report; and c.
Whether the penalty for a supervisor's failure to report a
romantic or intimate relationship should be more severe
than the penalty, if any, for a subordinate's failure to
report the same relationship.

192 |Audit of the Tax Division's Information Security TAX 03/04/2020 1 Resolved [Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

193 |Audit of the Tax Division's Information Security TAX 03/04/2020 2 Resolved |[Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

194 |Audit of the Tax Division's Information Security TAX 03/04/2020 3 Resolved [Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

195 |Audit of the Tax Division's Information Security TAX 03/04/2020 4 Resolved  |[Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

196 |Audit of the Tax Division's Information Security TAX 03/04/2020 5 Resolved [Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

Page 27


https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-handling-supervisor-subordinate
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-handling-supervisor-subordinate
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-handling-supervisor-subordinate
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-handling-supervisor-subordinate
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-handling-supervisor-subordinate
https://oig.justice.gov/reports/management-advisory-memorandum-concerns-identified-handling-supervisor-subordinate
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf
https://oig.justice.gov/sites/default/files/reports/a20032_0.pdf

DEPARTMENT OF JUSTICE OFFICE OF THE INSPECTOR GENERAL - RECOMMENDATIONS NOT CLOSED

(As of July 31, 2020)
# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

197 |Audit of the Tax Division's Information Security TAX 03/04/2020 6 Resolved |[Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

198 |Audit of the Tax Division's Information Security TAX 03/04/2020 7 Resolved [Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

199 |Audit of the Tax Division's Information Security TAX 03/04/2020 8 Resolved |[Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

200 |Audit of the Tax Division's Information Security TAX 03/04/2020 9 Resolved [Description omitted; DOJ has determined that this
Program Pursuant to the Federal Information recommendation contains information that is limited
Security Modernization Act of 2014 Fiscal Year 2019 official use or classified.]

201 |Audit of the Federal Bureau of Investigation's Efforts FBI 03/03/2020 1 Resolved Identify and document lessons learned from the Deputy
to Identify Homegrown Violent Extremists through Director's Closed Guardian Review and disseminate the
Counterterrorism Assessments results to senior headquarters and field office leadership

to help ensure the underlying problems related to
procedures, implementation, and oversight of this
endeavor do not occur in future large-scale internal
reviews and initiatives.

202 |Audit of the Federal Bureau of Investigation's Efforts FBI 03/03/2020 2 Resolved  |Assess the legal, policy, and civil liberties issues implicated
to Identify Homegrown Violent Extremists through by the FBI's Office of General Counsel (OGC) guidance
Counterterrorism Assessments related to database checks during the Deputy Director's

Closed Guardian Review, as well as Counterterrorism
Division (CTD) and field offices' execution of the review in
contrast to this guidance, and determine what, if any,
follow-up action is necessary. If the FBI's OGC guidance
was required by policy, determine whether it may be
appropriate and consistent with applicable law to amend
FBI policy to permit follow-up inquiries of closed
assessments in certain circumstances.
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# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

203 |Audit of the Federal Bureau of Investigation's Efforts FBI 03/03/2020 3 Resolved  |Review the use of TECS alerts in Guardian assessments
to Identify Homegrown Violent Extremists through and provide clear guidance to CTD and field offices about
Counterterrorism Assessments when such use is appropriate.

204 |Audit of the Federal Bureau of Investigation's Efforts FBI 03/03/2020 4 Resolved  |Ensure field offices are fully aware of when to seek certain
to Identify Homegrown Violent Extremists through forms of legal process in connection with Guardian
Counterterrorism Assessments assessments and collaborate with CTD to discuss their

coordination with USAOs and other options for obtaining
records.

205 |Audit of the Federal Bureau of Investigation's Efforts FBI 03/03/2020 5 Resolved  |In conjunction with the efforts to address
to Identify Homegrown Violent Extremists through Recommendation Number 2, examine current field office
Counterterrorism Assessments initiatives that provide an ongoing mechanism to revisit

subjects of closed assessments and investigations. This
examination should identify any legal, policy, and civil
liberties implications so that a decision can be made as to
whether all FBI field offices should undertake similar
initiatives.

206 |Audit of the Federal Bureau of Investigation's Efforts FBI 03/03/2020 6 Resolved  |Review existing guidance for processing and systematically
to Identify Homegrown Violent Extremists through categorizing, assigning, and assessing threats and
Counterterrorism Assessments suspicious activities in the Guardian system that are

related to counterterrorism threat-to-life incidents, and
develop any additional policies and procedures required.
Once completed, ensure that this information is
disseminated to the Criminal Investigative Division (CID)
for review and deploy cross-training between CTD and CID
for appropriately conducting assessments of threats-to-
life.

207 |Audit of the Federal Bureau of Investigation's Efforts FBI 03/03/2020 7 Resolved |Develop and implement a comprehensive strategy for
to Identify Homegrown Violent Extremists through assessing and mitigating threats with subjects who have
Counterterrorism Assessments mental health concerns, which incorporates a requirement

for field offices to establish a plan to utilize the resources
and legal techniques specific to their area of responsibility
to address this emerging threat, and deploy a training
module to provide subject mitigation techniques when
dealing with individuals suffering from mental health
problems.
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# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20

208 |Natification of Concerns Identified with the Federal BOP 03/02/2020 1 On Provide component personnel with training to carry out
Bureau of Prisons’ Compliance with Department of Hold/Pending |their assigned information system security-related duties
Justice Requirements on the Use and Monitoring of with OIG  |and responsibilities, including specific training on how to
Computers, Cybersecurity, and Records Retention use BOP-issued Samsung mobile devices in compliance

with these duties and responsibilities.

209 |Natification of Concerns Identified with the Federal BOP 03/02/2020 2 On Refer to the “personal container” on the BOP-issued
Bureau of Prisons’ Compliance with Department of Hold/Pending |Samsung mobile phone as the “unsecured container,” or
Justice Requirements on the Use and Monitoring of with OIG  |“unsecured section” of the phone.

Computers, Cybersecurity, and Records Retention

210 [Natification of Concerns Identified with the Federal BOP 03/02/2020 3 On Develop a component-specific ROB agreement that
Bureau of Prisons’ Compliance with Department of Hold/Pending |incorporates all the provisions of DOJ's general ROB.
Justice Requirements on the Use and Monitoring of with OIG
Computers, Cybersecurity, and Records Retention

211 [Natification of Concerns Identified with the Federal BOP 03/02/2020 4 On Incorporate a warning banner that appears on the lock
Bureau of Prisons’ Compliance with Department of Hold/Pending |screen of its mobile devices, advising users that activities
Justice Requirements on the Use and Monitoring of with OIG conducted on the device, including on the “unsecured
Computers, Cybersecurity, and Records Retention container,” are subject to monitoring and review and that

users have no expectation of privacy in any
communications conducted on the device.

212 [Review of the Federal Bureau of Prisons' ODAG 02/20/2020 1 Resolved |In consultation with the appropriate Department

Pharmaceutical Drug Costs and Procurement

components and other federal stakeholders: formally
assess the risks and benefits of seeking to obtain Big 4
pricing for pharmaceutical purchases, as well as the
authority to cap reimbursement for outside medical care
at the Medicare rate, for the Department and all of its
components, and, if warranted by the assessments,
develop a plan to obtain such pricing and/or authority,
including timeframes and assignments of responsibility for
pursuing the plan.
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# Report Title Component Issued Date Rec.No.in Status as of Recommendation Description
OIG Report 7/31/20
213 |Review of the Federal Bureau of Prisons' BOP 02/20/2020 2 Resolved Establish and issue to institutions purchasing guidelines to
Pharmaceutical Drug Costs and Procurement help identify the lowest price drugs when Pharmaceutical
Prime Vendor Program drugs are out of stock or
unavailable, and consider including the drug purchasing
hierarchy in the Health Services Program Review
Guidelines for Pharmacv Services.
214 |Review of the Federal Bureau of Prisons' BOP 02/20/2020 3 Resolved  |Ensure that institutions follow federal procurement
Pharmaceutical Drug Costs and Procurement regulations to compete all drug purchases equal to or
greater than the micro-purchase threshold.
215 [Review of the Federal Bureau of Prisons' BOP 02/20/2020 4 Resolved  |Ensure that institutions’ compliance with cost-efficient
Pharmaceutical Drug Costs and Procurement drug procurement practices is monitored through
program review.
216 |Review of the Federal Bureau of Prisons' BOP 02/20/2020 5 Resolved  |Ensure that institutions track and report to the Central
Pharmaceutical Drug Costs and Procurement Office all of their drug purchases, particularly those from
non-prime vendor sources, and capture details such as
source, purchase date, quantity, and price.
217 |Review of the Federal Bureau of Prisons' BOP 02/20/2020 6 Resolved  |Require that institutions place orders for out-of-stock
Pharmaceutical Drug Costs and Procurement drugs through the prime vendor, or otherwise implement
a method for notifying the prime vendor when needed
drugs are unavailable that also ensures that the BOP is
receiving all credits to which it is contractually entitled.
218 [Review of the Federal Bureau of Prisons' BOP 02/20/2020 7 Resolved  |Assess the costs and benefits of the programs that are on
Pharmaceutical Drug Costs and Procurement hold or limited due to resources, including pharmacy
clinics, Central Fill and Distribution, and the BOP Mail
Order Pharmacy, and determine whether expansion or
initiation of these programs would be helpful to control
long-term costs.
219 [Review of the Federal Bureau of Prisons' BOP 02/20/2020 8 Resolved |Complete and implement the Hepatitis C dashboard that
Pharmaceutical Drug Costs and Procurement will allow the BOP to accurately track and report Hepatitis
C testing, diagnoses, priority levels, and treatment, and
require institutions to maintain it.
220 |Review of the Federal Bureau of Prisons' BOP 02/20/2020 9 Resolved  |Assess the costs and benefits of requiring institutions to
Pharmaceutical Drug Costs and Procurement implement universal, voluntary opt-out Hepatitis C testing,
and determine whether implementing this policy would be
appropriate.
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221 |Review of the U.S. Department of Justice's ODAG 02/11/2020 1 Resolved  |Establish in policy or guidance the mission, role, and
Preparedness to Respond to Critical Incidents Under functions of the Senior Federal Law Enforcement Official,
Emergency Support Function 13 including qualifications, the appropriate components from

which to select the official, and how a Senior Federal Law
Enforcement Official coordinates with the ESF-13 program
during a critical incident response.

222 [Review of the U.S. Department of Justice's ODAG 02/11/2020 2 Resolved  |Ensure that the Senior Federal Law Enforcement Official
Preparedness to Respond to Critical Incidents Under cadre participates in National Level Exercises, when
Emergency Support Function 13 applicable, and ESF-13 Table Top Exercises.

223 [Review of the U.S. Department of Justice's ODAG 02/11/2020 3 Resolved  |Reevaluate ESF-13's funding process and operational
Preparedness to Respond to Critical Incidents Under requirements to determine appropriate funding
Emergency Support Function 13 mechanisms and cost sharing.

224 |Review of the U.S. Department of Justice's ODAG 02/11/2020 4 Resolved Reevaluate ESF-13's staffing to determine appropriate
Preparedness to Respond to Critical Incidents Under permanent staffing requirements and responsibilities.
Emergency Support Function 13

225 [Review of the U.S. Department of Justice's ATF 02/11/2020 6 Resolved  |Ensure that Federal Law Enforcement Officers are
Preparedness to Respond to Critical Incidents Under provided with legal guidance about how to respond to
Emergency Support Function 13 violations of state or local law when carrying out their ESF-

13 mission within a disaster area, and identify a point of
contact for Federal Law Enforcement Officers to consult
for additional legal guidance during deployments.

226 |Review of the U.S. Department of Justice's ATF 02/11/2020 7 Resolved |Develop a comprehensive training program that outlines
Preparedness to Respond to Critical Incidents Under ESF-13's functions and addresses operational control and
Emergency Support Function 13 misconceptions to assist future ESF-13 team leaders in

preparing for and executing ESF-13 missions.

227 |Management Advisory Memorandum of Concerns BOP 02/10/2020 1 Response Not |Consider how best to immediately reinforce BOP reporting
Identified in the Federal Bureau of Prisons Time- Yet Due requirements to management and staff agency-wide.
Sensitive Reporting Process

228 [Management Advisory Memorandum of Concerns BOP 02/10/2020 2 Response Not |Take appropriate steps to address any reporting

Identified in the Federal Bureau of Prisons Time-

Sensitive Reporting Process

Yet Due

requirement violations.
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229 |Procedural Reform Recommendation for the BOP 01/24/2020 1 Resolved |Take steps to ensure that its contractors and any grantees
Federal Bureau of Prisons on Ensuring That are aware of the whistleblower protections that federal law
Contractor and Grantee Employees Are Notified of provides for employees of federal contractors and
Whistleblower Rights and Remedies grantees. Specifically, the BOP should ensure that its

contractors, subcontractors, and grantees inform their
employees in writing of the rights and remedies provided
by § 4712, as required by the law and the FAR.

230 |Procedural Reform Recommendation for the BOP 01/24/2020 2 Resolved |Take steps to ensure that its contractors and any grantees
Federal Bureau of Prisons on Ensuring That take appropriate actions to conform their internal policies
Contractor and Grantee Employees Are Notified of to federal law.

Whistleblower Rights and Remedies

231 |Audit of the Office on Violence Against Women ovw 01/21/2020 1 Resolved  |Verify that Life Span enhances its performance data

Grant Awarded to Life Span, Chicago, lllinois collection and reporting methodology for progress reports
and adequately tracks data related to the intended goals
and objectives of the grant.

232 |Audit of the Office on Violence Against Women ovw 01/21/2020 2 Resolved  |Ensure Life Span has implemented and disseminated new
Grant Awarded to Life Span, Chicago, lllinois policies and procedures documenting the Deputy

Executive Director's grant related responsibilities, which
includes the designation of back-up personnel.

233 |Audit of the Office on Violence Against Women ovw 01/21/2020 3 Resolved Ensure that Life Span’s changes in time and effort and cost
Grant Awarded to Life Span, Chicago, lllinois allocation methodology associated with the senior

attorney assigned to the grant is appropriate and
acceptable.

234 |Audit of the Office on Violence Against Women ovw 01/21/2020 4 Resolved |[Remedy $9,371 in unallowable costs related to salary
Grant Awarded to Life Span, Chicago, lllinois expenses, pension-related fringe benefits, and advanced

drawdowns.

235 |Audit of the Office on Violence Against Women ovw 01/21/2020 5 Resolved |Coordinate with Life Span to ensure that its rent allocation
Grant Awarded to Life Span, Chicago, lllinois costs are appropriate, allowable, and supported.

236 |Audit of the Office on Violence Against Women ovw 01/21/2020 6 Resolved  |Ensure that Life Span enhances its process to verify that all
Grant Awarded to Life Span, Chicago, lllinois expenses identified in the accounting system are allocated

correctly to the grant prior to drawing down funds.

237 |Audit of the Office on Violence Against Women ovw 01/21/2020 7 Resolved Ensure that Life Span enhances its policies and procedures
Grant Awarded to Life Span, Chicago, lllinois for preparing and submitting FFRs.
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238 |Audit of the Assets Forfeiture Fund and Seized Asset JMD 12/17/2019 1 On Document the specific requirements for the supervisory
Deposit Fund Annual Financial Statements Fiscal Hold/Pending [review of the AFF/SADF financial statements, which should
Year 2019 with OIG include critically reviewing the financial statement
amounts and disclosures to ensure they agree to the
relevant crosswalks or other supporting documentation
and are properly presented. (Updated)
239 |Audit of the Assets Forfeiture Fund and Seized Asset JMD 12/17/2019 2 On Implement effective risk assessment controls to identify,
Deposit Fund Annual Financial Statements Fiscal Hold/Pending |analyze, and respond to risks related to new financial
Year 2019 with OIG reporting requirements. When new financial statement
requirements are implemented, management should
provide adequate training and allocate appropriate
resources to ensure the new requirements are properly
implemented in accordance with the applicable financial
reporting requirements. (New)
240 |Audit of the U.S. Department of Justice Annual ALLDOJ 12/17/2019 1 On Assess reconciliation, financial reporting review, and other
Financial Statements Fiscal Year 2019 Hold/Pending [monitoring controls, and identify those areas where
with OIG component management could increase the rigor and
precision of those controls. (Updated)
241 |Audit of the U.S. Department of Justice Annual ALLDO]J 12/17/2019 3 On Enhance controls over conversion activities to ensure
Financial Statements Fiscal Year 2019 Hold/Pending |converted information in Unified Financial Management
with OIG  |System (UFMS) has the necessary attributes and
indicators. (New)
242 |Audit of the U.S. Department of Justice Annual ALLDOJ 12/17/2019 4 On Revise its training processes associated with the
Financial Statements Fiscal Year 2019 Hold/Pending [implementation of new accounting standards. (New)
with OIG
243 |Review of Four FISA Applications and Other Aspects FBI 12/09/2019 3 Response Not |Develop protocols and guidelines for staffing and
of the FBI's Crossfire Hurricane Investigation Yet Due administrating any future sensitive investigative matters
from FBl Headquarters.
244 |Review of Four FISA Applications and Other Aspects FBI 12/09/2019 4 Response Not |Address the problems with the administration and
of the FBI's Crossfire Hurricane Investigation Yet Due assessment of CHSs identified in the report. (see items 4a.
through 4f. on pages 415 and 416)
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245 |Review of Four FISA Applications and Other Aspects FBI 12/09/2019 6 Response Not [Ensure that appropriate training on DIOG § 4 is provided
of the FBI's Crossfire Hurricane Investigation Yet Due to emphasize the constitutional implications of certain
monitoring situations and to ensure that agents account
for these concerns, both in the tasking of CHSs and in the
way they document interactions with and tasking of CHSs.
246 |Review of Four FISA Applications and Other Aspects FBI 12/09/2019 7 Response Not |Establish a policy regarding the use of defensive and
of the FBI's Crossfire Hurricane Investigation Yet Due transition briefings for investigative purposes, including
the factors to be considered and approval by senior
leaders at the FBI with notice to a senior Department
official, such as the Deputy Attorney General.
247 |Review of Four FISA Applications and Other Aspects OPR 12/09/2019 8 Response Not [Review our findings related to the conduct of Department
of the FBI's Crossfire Hurricane Investigation Yet Due attorney Bruce Ohr for any action it deems appropriate.
Ohr's current supervisors in the Department's Criminal
Division should also review OIG's findings related to Ohr's
performance for any action they deem appropriate.
248 |Review of Four FISA Applications and Other Aspects FBI 12/09/2019 9 Response Not |Review the performance of all employees who had
of the FBI's Crossfire Hurricane Investigation Yet Due responsibility for the preparation, Woods review, or
approval of the FISA applications, as well as the managers,
supervisors, and senior officials in the chain of command
of the Carter Page investigation, for any action deemed
appropriate
249 [Review of Four FISA Applications and Other Aspects FBI 12/09/2019 1a Response Not |Ensure that adequate procedures are in place for the
of the FBI's Crossfire Hurricane Investigation Yet Due Office of Intelligence (Ol) to obtain all relevant and
accurate information, including access to Confidential
Human Source (CHS) information, needed to prepare FISA
applications and renewal applications. This effort should
include revising items 1a. through 1d. on page 415 of
report.
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250 [Review of Four FISA Applications and Other Aspects ODAG 12/09/2019 b Response Not |Ensure that adequate procedures are in place for the
of the FBI's Crossfire Hurricane Investigation Yet Due Office of Intelligence (Ol) to obtain all relevant and
accurate information, including access to Confidential
Human Source (CHS) information, needed to prepare FISA
applications and renewal applications. This effort should
include revising items 1a. through 1d. on page 415 of the
report.
251 |Review of Four FISA Applications and Other Aspects FBI 12/09/2019 2a Response Not |Evaluate which types of Sensitive Investigative Matters
of the FBI's Crossfire Hurricane Investigation Yet Due (SIM) require advance notification to a senior Department
official, such as the Deputy Attorney General, in addition to
the notifications currently required for SIMs, especially for
case openings that implicate core First Amendment activity
and raise policy considerations or heighten enterprise risk,
and establish implementing policies and guidance, as
necessary.
252 |Review of Four FISA Applications and Other Aspects ODAG 12/09/2019 2b Response Not |Evaluate which types of Sensitive Investigative Matters
of the FBI's Crossfire Hurricane Investigation Yet Due (SIM) require advance notification to a senior Department
official, such as the Deputy Attorney General, in addition to
the notifications currently required for SIMs, especially for
case openings that implicate core First Amendment activity
and raise policy considerations or heighten enterprise risk,
and establish implementing policies and guidance, as
necessary.
253 |Review of Four FISA Applications and Other Aspects FBI 12/09/2019 5a Response Not [Clarify the terms in their policies. (Refer to 5a. and 5b. on
of the FBI's Crossfire Hurricane Investigation Yet Due page 416 of the report for terms listed)
254 |Review of Four FISA Applications and Other Aspects ODAG 12/09/2019 5b Response Not [Clarify the terms in their policies. (Refer to 5a. and 5b. on
of the FBI's Crossfire Hurricane Investigation Yet Due page 416 of the report for terms listed)
255 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 1 Resolved Ensure that the DI designs, implements, and adheres to

Management of its Confidential Human Source
Validation Processes

validation policies and procedures for its long-term CHSs
that comply with the AG Guidelines, or coordinate with the
Department to seek revisions to the AG Guidelines, as
necessary.
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256 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 2 Resolved |Dedicate sufficient and appropriately trained personnel to
Management of its Confidential Human Source ensure that long-term CHS validations, including
Validation Processes backlogged long-term CHS validations, are conducted in

accordance with the requirements of the AG Guidelines.

257 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 3 Resolved |Coordinate with the Department and update, as necessary,
Management of its Confidential Human Source its long-term CHS validation report to ensure that it
Validation Processes addresses the appropriate scope of review and

memorializes any validation personnel's conclusions or
recommendations.

258 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 5 Resolved |Develop and implement an automated workflow in Delta
Management of its Confidential Human Source to ensure that all handling agents request and document
Validation Processes SAC approval or disapproval for the continued handling of

CHSs in excess of 5 years.

259 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 6 Resolved |Update its Policy Guide to formally incorporate its
Management of its Confidential Human Source Validation Manual in accordance with the IPO Policy
Validation Processes Directive to ensure current validation processes and

procedures are in compliance with AG Guidelines
requirements.

260 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 7 Resolved  |Ensure all validation process roles and responsibilities are
Management of its Confidential Human Source defined and field office personnel receive adequate
Validation Processes training on the validation processes.

261 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 8 Resolved  |Reengineer its process for CHS validation to ensure that
Management of its Confidential Human Source the CHSs with the greatest risk factors are selected, that
Validation Processes those selections are independently assessed by

headquarters, and that continued CHS use determinations
receive appropriate headquarters scrutiny.

262 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 9 Resolved  |Ensure that headquarters validation personnel document
Management of its Confidential Human Source their analyses, conclusions, and recommendations in
Validation Processes validation reports.
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263 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 10 Resolved |Update its Validation Manual to ensure that its annual CHS
Management of its Confidential Human Source review process is accurately documented and review and
Validation Processes update its annual CHS report to ensure that it sufficiently

addresses CHS risks, provide field offices guidance on the
updates, and stress to field offices the important of the
annual CHS report in the FBI's validation process.

264 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 11 Resolved |Develop and implement a policy that clearly informs FBI
Management of its Confidential Human Source personnel of the acceptable platforms for communicating
Validation Processes with CHSs and provide training to its workforce on the

policy.

265 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 13 Resolved |Take actions to mitigate its gaps in CHS coverage by
Management of its Confidential Human Source prioritizing the development of its new threat intelligence
Validation Processes and CHS coverage system and ensure that the policies and

procedures for its use are documented and accompanied
by detailed training on the new system.

266 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 14 Resolved  |Consult with all proposed stakeholders that will be
Management of its Confidential Human Source responsible for providing data to the new system, identify
Validation Processes any other data integrity issues, and document the policies

and procedures for ongoing data quality monitoring of its
new threat intelligence and CHS coverage system.

267 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 15 Resolved |Coordinate to ensure the composition of the HSRC is
Management of its Confidential Human Source sufficient and appropriate and includes the requisite skills
Validation Processes and knowledge to approve the continued use of FBI's long-

term CHSs and seek revisions to the AG Guidelines, as
necessary, to memorialize any changes in the composition.

268 |Audit of the Federal Bureau of Investigation’s FBI 11/18/2019 16 Resolved |Coordinate to consider establishing additional HSRCs or
Management of its Confidential Human Source increasing the frequency of the HSRC meetings until the
Validation Processes backlog of CHSs awaiting HSRC approval for continued use

is eliminated.
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269 |Audit of the U.S. Department of Justice's Fiscal Year ALLDOJ 11/06/2019 2 On Establish control activities to ensure sufficient field lengths,
2019 Compliance with the Digital Accountability and Hold/Pending |as permitted by the DAIMS, are used for the consolidated
Transparency Act of 2014 with OIG  [files, and perform additional edit checks in the

consolidation process to ensure that data from the
component files are accurately and completely captured in
the consolidated files. (New)

270 |Audit of the U.S. Department of Justice's Fiscal Year ALLDOQJ 11/06/2019 5 On Instruct Department contracting officers and grant officials
2019 Compliance with the Digital Accountability and Hold/Pending |on the definitions of the data elements and their proper
Transparency Act of 2014 with OIG recording in FPDS-NG and FABS and emphasize the

importance of accurately inputting data into FPDS-NG and
FABS. (New)

271 |Management Advisory Memorandum of Concerns oJpP 10/31/2019 1 Resolved Conduct an examination of the total amount of RISS
Identified in the Office of Justice Programs Regional funding provided to the RDA by the six RISS Centers since
Information Sharing Systems Grants its inception, as well as an examination of how the RISS

funds provided to the RDA were used since it was
established. OJP should also consider requiring the RISS
Centers to stop funding the RDA.

272 |Audit of the Office on Violence Against Women ovw 10/30/2019 1 Resolved  |Work with Fairfax County to evaluate, establish, and report
Grants to Encourage Arrest Policies and quantifiable deliverables and milestones for each of the
Enforcement of Protection Orders Awarded to the objectives of Grant Number 2017-WE-AX-0046.

Fairfax County Domestic Violence Action Center,
Fairfax, Virginia

273 |Audit of the Office on Violence Against Women ovw 10/30/2019 2 Resolved |Coordinate with Fairfax County to ensure that progress
Grants to Encourage Arrest Policies and reports are accurate and fully supported.

Enforcement of Protection Orders Awarded to the
Fairfax County Domestic Violence Action Center,
Fairfax, Virginia

274 |Review of the Drug Enforcement Administration's DEA 09/30/2019 1 Resolved |Develop a national prescription opioid enforcement
Regulatory and Enforcement Efforts to Control the strategy that encompasses the work of all DEA field
Diversion of Opioids divisions tasked with combating the diversion of controlled

substances, and establish performance metrics to
measure the strategy's progress.

275 |Review of the Drug Enforcement Administration's DEA 09/30/2019 3 Resolved |Implement electronic prescribing for all controlled
Regulatory and Enforcement Efforts to Control the substance prescriptions.

Diversion of Opioids
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OIG Report 7/31/20

276 |Review of the Drug Enforcement Administration's DEA 09/30/2019 4 Resolved  |Require that all suspicious orders reports be sent to DEA
Regulatory and Enforcement Efforts to Control the headquarters.

Diversion of Opioids

277 |Review of the Drug Enforcement Administration's DEA 09/30/2019 5 Resolved |Take steps to ensure that DEA diversion control personnel
Regulatory and Enforcement Efforts to Control the responsible for adjudicating registrant reapplications are
Diversion of Opioids fully informed of the applicants’ history resulting in a prior

registration being revoked by DEA, surrendering a prior
registration for cause, losing a state medical license, or
other conduct which may threaten the public health and
safety by improving information provided to such
personnel about the standards to apply in making
decisions on such applications.

278 |Review of the Drug Enforcement Administration's DEA 09/30/2019 7 Resolved  |Revive a drug abuse warning network to identify emerging
Regulatory and Enforcement Efforts to Control the drug abuse trends and new drug analogues and respond
Diversion of Opioids to these threats in a timely manner.

279 |Review of the Drug Enforcement Administration's ODAG 09/30/2019 8 Resolved |Make efforts to enlist state and local partners to provide
Regulatory and Enforcement Efforts to Control the DEA with consistent access to state-run Prescription Drug
Diversion of Opioids Monitoring Programs.

280 |Review of the Drug Enforcement Administration's ODAG 09/30/2019 9 Resolved |Consider expanding the Opioid Fraud and Abuse Detection
Regulatory and Enforcement Efforts to Control the Unit pilot to additional U.S. Attorney’s Offices and
Diversion of Opioids increasing the number of federal prosecutors dedicated to

prosecuting opioid-related cases.

281 |Audit of the Office of Justice Programs Bureau of oJpP 09/27/2019 1 Resolved  |Provide additional oversight and assistance to the MPD to
Justice Assistance National Crime Gun Intelligence ensure that the award goals and objectives are adequately
Center Initiative Grant Awarded to the Milwaukee achieved for the 2016 CGIC award. Moreover, with the
Police Department, Milwaukee, Wisconsin MPD's current award nearing completion, OJP should also

evaluate whether the full amount of remaining funds
under this award is needed. Finally, OJP should ensure
that the MPD implements policies and procedures that
appropriately plan for project milestones for future
awards.
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282 |Audit of the Office of Justice Programs Bureau of oJp 09/27/2019 2 Resolved Require the MPD to implement policies and procedures to
Justice Assistance National Crime Gun Intelligence ensure that the MPD maintains valid and auditable source
Center Initiative Grant Awarded to the Milwaukee documentation to support performance measures
Police Department, Milwaukee, Wisconsin reported in the semi-annual progress reports.

283 |Audit of the Office of Justice Programs Bureau of oJp 09/27/2019 3 Resolved Require the MPD to enhance its existing policy to ensure
Justice Assistance National Crime Gun Intelligence that award funds are only paid to recipients that are
Center Initiative Grant Awarded to the Milwaukee eligible to receive federal funding, which includes
Police Department, Milwaukee, Wisconsin individuals and subrecipients. This policy should also

require that review of the System for Award Management
(SAM) is completed for each award on a regular basis.

284 |Audit of the Office of Justice Programs Bureau of oJpP 09/27/2019 4 Resolved  |Review the subrecipient arrangement between the MPD,
Justice Assistance National Crime Gun Intelligence its first-tier subrecipient, and the second-tier academic
Center Initiative Grant Awarded to the Milwaukee partner to identify areas to improve efficiencies and
Police Department, Milwaukee, Wisconsin effectiveness in meeting required award objectives for the

2016 CGIC award. This should include determining if
administrative and overhead costs should be reallocated
and ensuring that each subrecipient is responsible for
distinct and measurable deliverables. In addition, we
recommend that OJP ensure that the MPD has appropriate
policies and procedures for establishing and structuring
subrecipient agreements under future awards.

285 |Audit of the Office of Justice Programs Bureau of OJpP 09/27/2019 5 Resolved  |Require the MPD to implement policies and procedures to

Justice Assistance National Crime Gun Intelligence

Center Initiative Grant Awarded to the Milwaukee

Police Department, Milwaukee, Wisconsin

ensure that the MPD’s subrecipient agreements contain
the proper elements required by the DOJ Grants Financial
Guide.
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286 |Audit of the Office of Justice Programs Bureau of oJpP 09/27/2019 6 Resolved  |Require the MPD to enhance existing policies and
Justice Assistance National Crime Gun Intelligence procedures to ensure that the MPD conducts adequate
Center Initiative Grant Awarded to the Milwaukee oversight and monitoring of its subrecipients, as outlined
Police Department, Milwaukee, Wisconsin in the DOJ Grants Financial Guide. This includes ensuring

that these policies are distributed to the appropriate MPD
personnel, and that those personnel are properly trained
on the policy.

287 |Audit of the Office of Justice Programs Bureau of oJp 09/27/2019 7 Resolved Remedy $89,412 in unsupported subrecipient costs.
Justice Assistance National Crime Gun Intelligence
Center Initiative Grant Awarded to the Milwaukee
Police Department, Milwaukee, Wisconsin

288 |Audit of the Office of Justice Programs oJpP 09/27/2019 2 Resolved  |Ensure CFSD implements and adheres to written policies
Comprehensive School Safety Initiative Grant and procedures for payroll that require grant-funded
Awarded to Central Falls School District, Central employees to document actual time worked using time
Falls, Rhode Island and effort reports or periodic certifications that are

approved by a supervisory official with firsthand
knowledge of the emplovee's work.

289 |Audit of the Office of Justice Programs OJP 09/27/2019 3 Resolved |Remedy $113,654 in unsupported fringe benefit costs that
Comprehensive School Safety Initiative Grant were not adequately supported with time and effort
Awarded to Central Falls School District, Central reports or periodic certifications.

Falls, Rhode Island

290 |Audit of the Office of Justice Programs oJpP 09/27/2019 3 Resolved  |Remedy $256,012 in unsupported personnel costs that
Comprehensive School Safety Initiative Grant were not adequately supported with time and effort
Awarded to Central Falls School District, Central reports or periodic certifications.

Falls, Rhode Island

291 |Audit of the Office of Justice Programs OJpP 09/27/2019 4 Resolved  |Ensure CFSD implements and adheres to written
Comprehensive School Safety Initiative Grant procurement policies and procedures at the district level
Awarded to Central Falls School District, Central that are in compliance with RI State Procurement
Falls, Rhode Island Regulations and federal criteria to ensure a fair and

transparent procurement process that results in prices
that are reasonable and supported
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292 |Audit of the Office of Justice Programs oJpP 09/27/2019 6 Resolved  |Ensure CFSD implements and adheres to policies and
Comprehensive School Safety Initiative Grant procedures that require consultant costs to be adequately
Awarded to Central Falls School District, Central supported with time and effort reports that demonstrate
Falls, Rhode Island actual hours worked on grant activities.

293 |Audit of the Office of Justice Programs oJpP 09/27/2019 7 Resolved  |Ensure CFSD implements and adheres to its recently
Comprehensive School Safety Initiative Grant developed written subrecipient monitoring policies and
Awarded to Central Falls School District, Central procedures.

Falls, Rhode Island

294 |Audit of the Office of Justice Programs OJpP 09/27/2019 8 Resolved  |Ensure CFSD implements and adheres to written policies
Comprehensive School Safety Initiative Grant and procedures for budget management that require
Awarded to Central Falls School District, Central CFSD to periodically compare its grant costs to the grant
Falls, Rhode Island budget to ensure all grant funds are spent within

approved budget categories.

295 |Audit of the Office of Justice Programs OJpP 09/27/2019 9 Resolved  |Ensure CFSD updates its written policies and procedures
Comprehensive School Safety Initiative Grant for grant drawdowns to include effective controls to
Awarded to Central Falls School District, Central ensure any drawdowns taken in advance are detected and
Falls, Rhode Island returned after 10 days if unspent.

296 |Audit of the Office of Justice Programs oJpP 09/27/2019 10 Resolved  |Ensure CFSD implements and adheres to written policies
Comprehensive School Safety Initiative Grant and procedures for financial reporting that require CFSD
Awarded to Central Falls School District, Central to periodically reconcile cumulative reported amounts with
Falls, Rhode Island grant costs recorded in CFSD's accounting system and

review its financial reports for accuracy.

297 |Audit of the Office of Justice Programs OJP 09/27/2019 5a Resolved [Remedy $1,434,081 in unsupported contractual costs that
Comprehensive School Safety Initiative Grant lacked an adequate justification of price demonstrating the
Awarded to Central Falls School District, Central costs were reasonable.

Falls, Rhode Island

298 |Audit of the Office of Justice Programs oJpP 09/27/2019 5b Resolved |Remedy $166,334 in unsupported contractual costs that
Comprehensive School Safety Initiative Grant lacked adequate documentation demonstrating the
Awarded to Central Falls School District, Central procurement was conducted in compliance with Rl State
Falls, Rhode Island Procurement Regulations.

299 |Audit of the Office of Justice Programs OJP 09/27/2019 5¢c Resolved  [Remedy $447,490 in unsupported consultant costs that
Comprehensive School Safety Initiative Grant were not adequately supported with time and effort
Awarded to Central Falls School District, Central reports.

Falls, Rhode Island
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