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EXECUTIVE SUMMARY

In May 2004, the Federal Bureau of Investigation (FBI) arrested
Brandon Mayfield, an Oregon attorney, as a material witness in an
investigation of the terrorist attacks on commuter trains in Madrid, Spain, in
March 2004. Mayfield had been identified by the FBI Laboratory as the source
of a fingerprint found on a bag of detonators in Madrid that was connected to
the attacks. Approximately two weeks after Mayfield was arrested, the Spanish
National Police (SNP) informed the FBI that it had identified an Algerian
national as the source of the fingerprint on the bag. After the FBI Laboratory
examined the fingerprints of the Algerian, it withdrew its identification of
Mayfield and he was released from custody.

As a result of these events, the Office of the Inspector General (OIG)
initiated an investigation into the misidentification, investigation, and detention
of Mayfield. We sought to determine the causes of the misidentification and to
assess the FBI Laboratory’s responses to the error. We also examined whether
the FBI used the USA PATRIOT Act (Patriot Act) in connection with the
investigation of Mayfield, whether the FBI targeted Mayfield because of his
Muslim religion, and whether the FBI’s representations to the United States
District Court in support of the requests for a material witness warrant and
search warrants were accurate. In addition, we examined Mayfield’s conditions
of confinement and whether they were consistent with the material witness
statute.

I Background

On March 11, 2004, terrorists detonated bombs on several commuter
trains in Madrid, Spain, killing approximately 200 people and injuring more
than 1,400 others. The SNP recovered fingerprints on a bag of detonators
connected with the attacks and transmitted them to INTERPOL with a request
that the FBI Laboratory provide assistance in identifying the fingerprints. On
March 19, the FBI Laboratory’s Latent Print Units (LPU) identified a United
States citizen, Brandon Mayfield, as the source of one of the fingerprints on the
bag, referred to as Latent Fingerprint Number 17 (LFP 17). Mayfield’s
fingerprints had been initially retrieved, along with others, as a potential match
to LFP 17 based on a computerized search of millions of fingerprints in FBI
databases. This automated search by the FBI’s Integrated Automated
Fingerprint Identification System (IAFIS) generated a list of 20 candidate prints
from the FBI’s Criminal Master File. An FBI examiner then began side-by-side
comparisons of LFP 17 and the potential matches, one of which was Mayfield’s
fingerprint. Following a detailed comparison of LFP 17 and Mayfield’s known
fingerprint, the examiner concluded that Mayfield was the source of LFP 17.



This conclusion was verified by a second LPU examiner and reviewed by a Unit
Chief in the LPU, who concurred with the identification.

As a result of this identification, the FBI immediately opened an intensive
investigation of Mayfield, including 24-hour surveillance. The FBI determined
that Mayfield was an attorney in Portland, Oregon. The FBI also learned,
among other things, that Mayfield was a Muslim who had married an Egyptian
immigrant, had represented a convicted terrorist in a child custody dispute in
Portland, and had contacts with suspected terrorists. However, the FBI’s
investigation did not turn up any information specifically linking Mayfield to
the Madrid train attacks.

As part of the investigation, the FBI obtained authority to conduct covert
electronic surveillance and physical searches of Mayfield pursuant to the
Foreign Intelligence Surveillance Act of 1978 (FISA).! The FBI’s electronic
surveillance of Mayfield began on and included, among other things,
monitoring . The FBI also conducted FISA-authorized
searches of Ma¥field’s law office on , and of the Mayfield residence on

On April 13, the FBI learned that the SNP Laboratory’s examination of
Mayfield’s fingerprints had yielded a “negativo” (negative) result. The FBI
therefore dispatched an examiner to meet with the SNP in Madrid on April 21
to explain the basis of the FBI’s identification of LFP 17 as belonging to
Mayfield. At the end of that meeting, the SNP Laboratory representatives said
they would reexamine Mayfield’s fingerprints and LFP 17 in light of the FBI’s
presentation.

In early May, the FBI began receiving media inquiries about a possible
American suspect in the Madrid bombings case. The FBI became concerned
that its investigation of Mayfield would become publicly known and that
Mayfield might flee or destroy evidence. As a result, on May 6 the FBI and
Department of Justice (DOJ) attorneys applied to the United States District
Court in Oregon for a warrant to detain Mayfield as a “material witness”

I FISA provides for the use of, among other things, covert electronic surveillance and
physical searches to gather foreign intelligence information. To obtain FISA authorization to
conduct covert surveillance and searches, the government must submit a written application to
a special court, the Foreign Intelligence Surveillance Court (FISA Court), which has the
authority to grant or deny the application. The written application must establish, among
other things, probable cause for the FISA Court to find that the target of the surveillance and
searches is either a foreign power or an agent of a foreign power, and that a significant purpose
of the surveillance and searches is to obtain foreign intelligence information. A foreign power is
defined broadly to include any group engaged in international terrorism.



pursuant to 18 U.S.C. § 3144.2 The FBI and DOJ also applied to the Court for
criminal search warrants for Mayfield’s home and office. The FBI submitted
affidavits to the Court in support of these requests. On the basis of the
representations in these affidavits, the Court issued the material witness
warrant and the criminal search warrants.

The FBI arrested Mayfield on May 6 and executed the search warrants
that same day, seizing evidence from his home and office. When Mayfield was
brought before the Court on May 6, he denied that the fingerprint on the
detonator bag was his and said he had no idea how it got there. The Court
denied Mayfield’s request to be released to home detention and he was
incarcerated at the Multnomah County Detention Center (MCDC) in Portland,
Oregon.

On May 17, the Court appointed an independent expert to review the
FBTI’s fingerprint identification. On May 19, the independent expert concurred
with the FBI’s identification of LFP 17 as being Mayfield’s fingerprint.

However, on the same day, May 19, the SNP informed the FBI that it had
positively identified LFP 17 as the fingerprint of a different person, an Algerian
national named Ouhnane Daoud. At the request of the Portland prosecutors,
the Court released Mayfield to home detention on May 20. After reviewing
Daoud’s prints, the FBI Laboratory withdrew its identification of Mayfield on
May 24, and the government dismissed the material witness proceeding.

The FBI initially provided a variety of explanations for the fingerprint
misidentification, including the poor quality of the digital image of LFP 17, lack
of access to the original fingerprint on the bag of detonators, and the similarity
of LFP 17 to Mayfield’s fingerprint.

After the FBI withdrew its identification, it convened a 2-day session with
an International Panel of fingerprint experts to determine how the examination
of LFP 17 failed and to make recommendations for changes in FBI fingerprint
procedures. The Panel met at the FBI Laboratory in June 2004, and was
provided information about the Mayfield case. Several panelists concluded that
the initial examiner failed to conduct a complete analysis of LFP 17 before
conducting the IAFIS search, which in turn caused him to disregard important
differences in appearance between LFP 17 and Mayfield’s known prints.

Several panelists cited overconfidence in the power of IAFIS and the pressure of

working on a high-profile case as contributing to the error. Some panelists

2 Pursuant to 18 U.S.C. § 3144, a court may order the arrest of a person if it appears
that the testimony ot the person is material to a criminal proceeding, and it is shown that it
may become “impracticable to secure the presence of the person by subpoena.”



stated that the verification was “tainted” by knowledge of the initial examiner’s
conclusion. The panelists made recommendations for changes in the FBI
Laboratory, including expanded documentation requirements and modified
verification procedures.

On July 16, the FBI Laboratory issued a formal report identifying Daoud
as the source of LFP 17.

In October 2004, attorneys for Mayfield filed a civil action against the
FBI, DOJ, and several individuals. The complaint includes claims for violations
of Mayfield’s civil rights, violations of the Privacy Act, and violations of the
United States Constitution in connection with the FBI’s investigation and
arrest of Mayfield.

IL. The Methodology of the OIG Investigation

The OIG’s investigation examined the conduct of the FBI in the Mayfield
case. The specific objectives of the CIG’s investigation were: (1) to determine
the causes of the fingerprint misidentification; (2) to assess the Laboratory’s
responses to the error and, if appropriate, to make additional recommendations
for changes in Laboratory procedures to prevent future errors of this type; (3) to
determine whether the FBI unfairly targeted Mayfield in the fingerprint
identification or in the ensuing investigation because of his religion; (4) to
assess the FBI's conduct in the investigation and arrest of Mayfield; (5) to
assess the FBI’s conduct in making certain representations to the United
States District Court in support of the requests for a material witness warrant
and search warrants; and (6) to assess the conditions under which Mayfield
was confined prior to his release.

The OIG’s investigation was conducted by a team of attorneys and a
program analyst. The OIG interviewed approximately 70 individuals, including
personnel from the DOJ Counterterrorism Section (CTS), the DOJ Office of
Intelligence Policy and Review (OIPR), the FBI Laboratory, and the FBI
Counterterrorism Division (CTD). In Portland, Oregon, the OIG interviewed
personnel from the Portland Division of the FBI, the United States Attorney’s
Office (U.S. Attorney’s Office), the United States Marshals Service (USMS), the
Multnomah County Sheriff’s Office (MCSO), and the Multnomah County
Detention Center (MCDC). The OIG also interviewed four officials of the SNP by
telephone. In addition, the OIG interviewed two members of the International
Panel of fingerprint experts convened by the FBI Laboratory, as well as the
Executive Director of American Society of Crime Laboratory Directors/
Laboratory Accreditation Board (ASCLD/LAB), the organization responsible for
accrediting the FBI Laboratory. Mayfield’s attorneys declined the OIG’s request
to interview Mayfield.



In addition, the OIG reviewed thousands of pages of documents
generated by the FBI, DOJ, the U.S. Attorney’s Office, the USMS, and the
MCDC pertaining to the fingerprint identification and the investigation, arrest,
and detention of Mayfield. This documentation included e-mails, internal
memoranda and reports, notes, briefing materials, policy and procedural
manuals, timelines, and investigative records, as well as pleadings, transcripts,
and orders from court proceedings.

In evaluating the causes of the fingerprint misidentification, the OIG
consulted with three distinguished latent fingerprint examiners outside the FBI
Laboratory: John D. “Dusty” Clark, formerly of the California Department of
Justice and currently with the Western Identification Network; Michael R.
Grimm, a Forensic Supervisor with the Virginia State Police; and John R.
Vanderkolk, Regional Laboratory Manager for the Indiana State Police. These
expert consultants were selected for their achievements and reputations within
the latent fingerprint community and for the diversity of viewpoints that they
have expressed within the latent fingerprint discipline.

In addition to the OIG’s review, the DOJ Office of Professional
Responsibility (OPR) also conducted an investigation into aspects of the
Mayfield case that involved the conduct of Department attorneys. Initially, the
OIG intended to investigate the entire Mayfield matter, including the conduct of
DOJ attorneys working with the FBI. We believed that one DOJ oversight
entity should investigate the matter, and we also concluded that the OIG had
Jjurisdiction under Section 1001 of the Patriot Act to investigate allegations of
civil rights or civil liberties abuse made against all DOJ employees, including
DOJ attorneys. However, OPR disagreed, stating that it has the authority
generally to investigate allegations involving the professional conduct of DOJ
attorneys. Eventually, the Deputy Attorney General decided that OPR would
investigate the conduct of DOJ attorneys in the Mayfield case and the OIG
would investigate the actions of the FBI.

As aresult, OPR (rather than the OIG) evaluated DOJ attorneys’ conduct
in the Mayfield case, such as the decision to obtain a material witness warrant
and the accuracy and sufficiency of the evidence presented by attorneys in
support of the warrant. In addition, OPR examined representations made by
DOJ attorneys in connection with their request that Mayfield be held in
custody and the decision by DOJ attorneys to include certain information
about Mayfield in court pleadings.

III. Organization of the OIG Report

The OIG’s Report is divided into seven chapters. Chapter One provides
an introduction to the report, including the methodology of the OIG’s



investigation. Chapter Two sets forth a detailed chronology of events regarding
Mayfield’s fingerprint identification, investigation, arrest, detention, and
subsequent release. Chapter Three provides background information regarding
fingerprint identification issues, including a description of the operations of the
FBI’s LPU and an overview of the latent fingerprint examination process utilized
by the Laboratory.

Chapter Four contains the OIG’s substantive review of the causes of the
erroneous fingerprint identification. Chapter Five presents a review of the
Laboratory’s responses to the error, including various reforms underway in the
LPU, and additional OIG recommendations for the FBI Laboratory.

Chapter Six evaluates the conduct of the FBI with respect to its
investigation and arrest of Mayfield. It addresses the issue of whether Mayfield
was improperly targeted because of his religion, examines the FBI’s use of FISA
and the Patriot Act in the investigation, and assesses representations made by
the FBI in affidavits submitted in support of the requests for a material witness
warrant and criminal search warrants. Chapter Six also examines Mayfield’s
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conditions of confinement. Chapter Seven summarizes the OIG’s conclusions.

IV. OIG Assessment of the Causes of the Misidentification

In this section of the Executive Summary, we discuss the OIG’s
assessment of the causes of the FBI Laboratory’s misidentification of LFP 17.

A, The Primary Causes of the Error

The OIG found several factors that caused the FBI’s misidentification of
the fingerprint. The unusual similarity between LFP 17 and Mayfield’s known
fingerprint was a major factor in the misidentification that confused three
experienced FBI examiners and a court-appointed expert. However, we
concluded that the examiners committed errors in the examination procedure,
and that the misidentification could have been prevented through a more
rigorous application of several principles of latent fingerprint identification.

1. The unusual similarity of the prints

In identifying Mayfield as the source of LFP 17, the FBI examiners relied
in significant part on the relationship of “minutiae” or “points” within the
prints. These points are places where individual ridges in the fingerprint end
(“ending ridges”) or split (“bifurcations”). Ten of the points in LFP 17 that were
used to identify Mayfield were also later used by different FBI examiners to



identify Daoud as the source of the print. These 10 features in LFP 17 formed
a constellation of points that was generally consistent with the constellation of
points in the known fingerprints of both Mayfield and Daoud. The unusual
similarity is reflected in the relative location of the points, the orientation of the
ridges coming into the points, and the number of intervening ridges between
the points. Although the OIG found no systematic study of the rarity of such
an event, anecdotal reports suggest that this degree of similarity between prints
from two different people is an extremely unusual circumstance.

Despite the unusual similarity in the relationship between points on the
Mayfield and Daoud prints, however, Mayfield and Daoud did not have
identical fingerprints. In several instances, a bifurcation in one print
corresponded to an ending ridge in the other. There were also other subtle but
important differences between the prints in the positioning of the features. But
the unusual similarity in position and ridge counts was a critical factor that
misled four examiners and contributed to their overlooking other important
differences between LFP 17 and Mayfield’s fingerprint.

In addition, the Mayfield case iliustrates a particular hazard of the IAFIS
computer program. [AFIS is designed to find candidate fingerprints having the
most minutiae arrangements similar to the encoded minutiae from the latent
print. These candidates should include the correct match of the print (if it is in
the FBI database), but will also include the closest possible non-matches. In
this case, the true source of the print was not in the IAFIS database, but the
computer found an unusually close non-match. The enormous size of the
IAFIS database and the power of the IAFIS program can find a confusingly
similar candidate print. The Mayfield case demonstrates the need for
particular care in conducting latent fingerprint examinations involving IAFIS
candidates because of the elevated danger of encountering a close non-match.

2. Bias from the known prints of Mayfield

The unusual similarity of the Mayfield and Daoud fingerprints was not
the sole cause of the misidentification. The OIG found that a significant cause
of the misidentification was that the LPU examiners’ interpretation of some
features in LFP 17 was adjusted or influenced by reasoning “backward” from
features that were visible in the known prints of Mayfield. This bias is
sometimes referred to as “circular reasoning,” and is an important pitfall to be
avoided. Having found as many as 10 points of unusual similarity, the FBI
examiners began to “find” additional features in LFP 17 that were not really
there, but rather were suggested to the examiners by features in the Mayfield
prints. As a result of this process, murky or ambiguous details in LFP 17 were
erroneously identified as points of similarity with Mayfield’s prints.



3. Faulty reliance on extremely tiny (Level 3) details

The OIG also found that the FBI examiners gave significant weight to the
purported agreement between extremely tiny details in LFP 17 and Mayfield’s
fingerprint. These details, including shapes interpreted as individual pores,
incipient dots between ridges, and ridge edges, are known as “Level 3” details.
Because Level 3 details are so small, the appearance of such details in
fingerprints is highly variable, even between different fingerprints made by the
same finger. As a result, the reliability of Level 3 details is the subject of some
controversy within the latent fingerprint community.

The OIG found that none of the purported Level 3 features in LFP 17
used to identify Mayfield corresponded to features in the known prints of the
true donor (Daoud). Thus, unlike the case with larger details, the examiners
were not confused by any unusual similarity in Level 3 details on the fingers of
Mayfield and Daoud. Rather, they apparently misinterpreted distortions in LFP
17 as real features corresponding to Level 3 details seen in Mayfield’s known
fingerprints.

There were several indications available to FBI examiners at the time of
the identification that the purported Level 3 similarities did not provide reliable
support for the identification. Although several different examples of Mayfield’s
known fingerprints were available to the FBI, some of the details that the FBI
examiners considered to be important were only visible on one version of those
fingerprints, suggesting the possibility that these details were not reliable
characteristics for identification. In addition, the examiners involved in the
identification appear to have relied on selected Level 3 similarities, while
dismissing or discounting other apparent Level 3 details, such as pores, ridge
edge shapes, and small between-ridge details in LFP 17, that were not in
agreement with the known Mayfield fingerprints. Several other examiners
interviewed by the OIG questioned whether the clarity of LFP 17 was sufficient
to support any reliance on Level 3 details. The OIG concluded that the
examiners’ reliance on Level 3 details in this case was misplaced and
contributed to the erroneous identification.

4, Inadequate explanations for differences in appearance

FBI fingerprint examiners are governed by the “one discrepancy rule” in
which a single difference in appearance between a latent print and a known
fingerprint must preclude an identification unless the examiner has a valid
explanation for the difference. Latent fingerprint identifications are subject to a
standard of 100 percent certainty. Implicit in this standard is the requirement
that the examiner have equivalent certainty in the validity of each explanation
for each difference in appearance between prints.



The OIG found that the available information did not support this degree
of certainty for the explanations that the examiners adopted for several
differences in appearance between LFP 17 and Mayfield’s fingerprint. For
example, the FBI recognized that the entire upper left portion of LFP 17 did not
correspond with Mayfield’s fingerprint. The examiners explained this difference
as being the result of a separate touch, possibly by a different finger or a
different person. This explanation required the examiners to accept an
extraordinary set of coincidences. The OIG found that the support for this
explanation was, at best, contradictory. Although there was a gap in the
fingerprint separating the upper left portion from the rest of the print, the ridge
flow was consistent across the gap, suggesting a single touch. Most of the “red
flags” that would typically indicate a second touch were not present in LFP 17.
Deposition pressure was consistent in both parts of the print, indicating that
both areas were part of a single print. In light of this conflicting information,
the FBI examiners should not have found sulfficient certainty in the “double
touch” explanation to support an identification.

There were several other differences between LFP 17 and Mayfield’s
known fingerprint. Although the explanations that the examiners gave for each
difference were individually plausible, they cumulatively required too many
rationalizations to support an identification with the requisite certainty. The
OIG concluded that the FBI examiners did not apply a sufficiently stringent
standard for their explanations and thereby failed to appropriately apply the
“one discrepancy rule.”

S. Failure to assess the poor quality of similarities

The OIG also found that the FBI examiners failed to give adequate
consideration to the incomplete nature of the agreement in points between
LFP 17 and Mayfield’s fingerprint. As previously described, there was a
constellation of as many as 10 points in LFP 17 that bore an unusual similarity
to points in the Mayfield fingerprint. However, the limited clarity of LFP 17
prevented the examiners from making an accurate determination of the type of
many of these points (that is, whether they were ending ridges or bifurcations).
The OIG found that many of the points utilized by the FBI to support the
identification suffered from this shortcoming (ambiguity as to feature type), and
that accordingly the “quality” of the agreement was inadequate to support the
conclusion of identification.

6. Failure to reexamine LFP 17 following the April 13
Negativo Report

The FBI Laboratory missed an opportunity to catch its error when the
SNP informed the FBI on April 13 that it had reached a “negativo” (negative)
conclusion with respect to matching LFP 17 to Mayfield’s fingerprints. At that



time, the FBI Laboratory did not adequately explore the possibility that it had
erred in identifying Mayfield. Moreover, the FBI examiners did not attempt to
determine the basis of the SNP’s doubts before reiterating that they were
“absolutely confident” in the identification on April 15, a full week before the
FBI Laboratory met with the SNP. We believe that the FBI Laboratory’s
overconfidence in the skill and superiority of its examiners prevented it from
taking the “April 13 Negativo Report” as seriously as it should have. A better
response to a conflicting determination by another forensic laboratory would
have been first to determine the complete basis for the other laboratory’s
disagreement before committing anew to the validity of the original
determination, and also to arrange for a fresh examination of the relevant
prints by a new examiner who had not previously committed himself to a
particular conclusion. The FBI Laboratory took neither of these steps.

B. OIG Assessment of Other Potential Sources of Error

The OIG evaluated three additional factors that potentially caused the
FBI’s erroneous identification. While we can not definitively state that these
factors were sources of the Mayfield error, they create sufficient potential for
other erroneous identifications to merit discussion in this report and
recommendations for changes in the FBI Laboratory.

First, the OIG examined whether the standard used by the FBI
Laboratory for declaring an identification contributed to the error. The FBI
Laboratory employs the “Ridgeology Standard” for identification, which does
not require the agreement of a predetermined minimum number of
characteristics (sometimes referred to as a “Numerical Standard”), but rather
emphasizes the expert examiner’s assessment of the quality of agreement as
well as the quantity. The OIG concluded that the error would not necessarily
have been avoided by the application of a Numerical Standard. The examiners
believed that they had found at least 15 “points” in LFP 17 in agreement with
Mayfield’s fingerprint, which would have satisfied the 12-point threshold
advocated by many proponents of a Numerical Standard, and the threshold
used in several other countries (including Spain). The methodological errors
committed by the examiners - such as applying circular reasoning and failing
to apply the “one discrepancy rule” with adequate rigor — could lead to an
erroneous identification under either the Ridgeology Standard or a Numerical
Standard. However, we agree with the Laboratory’s decision following discovery
of the error to research and develop more objective standards for fingerprint
identification.

Second, the OIG examined whether the FBI’s verification procedures
contributed to the error. FBI procedures require that every identification be
verified by a second examiner. However, under procedures in place at the time
of the Mayfield identification, the verifier was aware that an identification had
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already been made by a prior FBI examiner at the time he was requested to
conduct the verification. Critics of this procedure assert that it may contribute
to the expectation that the second examiner will concur with his colleague. It
was difficult for the OIG to assess whether the FBI’s verification procedures
contributed to the Mayfield error, primarily because the retired examiner who
verified the Mayfield identification declined to be interviewed for this
investigation, and because he was not required to document the features or
mental processes that led to his conclusion. Yet, the OIG found it significant
that the court-appointed expert reached the same conclusion regarding the
identification. The pressures that might cause an FBI examiner to hesitate to
dispute a colleague’s identification should not have impacted the independent
expert’s impartiality. Thus, the OIG did not find compelling evidence that the
FBI’s verification procedures introduced a bias that prevented or discouraged
the official verifier from challenging the identification in this case. The OIG
believes, however, that the existing Laboratory procedures could be improved
to assure that verifications involve complete and independent examinations
and provide a more stringent safeguard against erroneous identifications.

3 TN ~AnrngidaeaA
Th1rd, the OIG considered

he pressure of working on a
high-profile terrorism case was a significant contributing cause of the error in
this case. We found no evidence to support this conclusion. FBI examiners
work on many high-profile cases without committing such errors. In addition,
the examiners were unable to identify most of the latent fingerprints submitted
by the SNP as part of its investigation of the Madrid bombings, and the
pressure to identify LFP 17 was no greater than the pressure to identify the
other prints. The OIG did find, however, that the FBI Laboratory’s stated
criteria for reporting an “inconclusive” result from a latent fingerprint
examination could result in implicit pressure on the examiner to make an
identification in a difficult comparison in a case involving a particularly
heinous crime, and the OIG recommends that the FBI take several specific
steps to reduce any such pressure in the future.

C. The Role of Mayfield’s Religion in the Identification

The OIG also investigated whether the FBI fingerprint examiners were
aware of and improperly influenced by knowledge of Mayfield’s religion when
they made the identification of LFP 17. We determined that the FBI examiners
were not aware of Mayfield’s religion at the time they concluded Mayfield was
the source of LFP 17. The records available to the examiners did not reveal his
religion, his marriage to an Egyptian immigrant, or his representation of other
Muslims as an attorney. The OIG found no evidence that the FBI Laboratory
had knowledge of Mayfield’s religion until the FBI Portland Division learned
this fact in the early stages of the field investigation, after the identification had
been made and verified by the FBl Laboratory.
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However, whether Mayfield’s religion was a factor in the Laboratory’s
failure to revisit its identification and discover the error in the weeks following
the initial identification is a more difficult question. By the time the SNP
issued the April 13 Negativo Report, the Laboratory examiners had become
aware of information about Mayfield obtained in the course of the Portland
Division’s investigation, including the fact that Mayfield had acted as an
attorney for a convicted terrorist, had contacts with suspected terrorists, and
was a Muslim. One of the examiners candidly admitted that if the person
identified had been someone without these characteristics, like the “Maytag
Repairman,” the Laboratory might have revisited the identification with more
skepticism and caught the error.

The OIG concluded that Mayfield’s religion was not the sole or primary
cause of the FBI’s failure to question the original misidentification and catch its
error. The primary factors were the similarity of the prints and the
Laboratory’s overconfidence in the superiority of its examiners. However, we
believe that Mayfield’s representation of a convicted terrorist and other facts
developed during the field investigation, including his Muslim religion, also
likely contributed to the examiners’ failure to sufficiently reconsider the
identification after legitimate questions about it were raised.

D. Explanations Found by the OIG Not To Have Contributed to
the Error

The OIG found that several explanations for the error proposed by
various sources, including FBI Laboratory spokespersons, were not persuasive.

First, the OIG reviewed the FBI’s initial claim that the FBI’s lack of
access to the original evidence on which LFP 17 was deposited was a cause of
the error. The FBI examiners made the identification of Mayfield based on a
digital photograph provided by the SNP, and the examiners did not have access
to the original bag with the fingerprint. Some FBI examiners suggested that
this lack of access prevented the FBI from determining, from the positioning of
several fingerprints on the evidence, that LFP 17 was made by a right middle
finger, not by a left index finger (the Mayfield digit to which it was erroneously
matched). Although the positioning of the prints on the evidence certainly
suggested the possibility that LFP 17 was made by a right middle finger, that
finger was not the only plausible digit. The OIG reviewed the evidence and
concluded that, contrary to the FBI’s claims, having access to the bag would
not necessarily have prevented the LPU from misidentifying Mayfield.

FBI spokespersons also offered another explanation immediately after the

error was discovered: that the FBI was working with a degraded or distorted
third-generation digital image of LFP 17 provided by the SNP. The OIG found
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that although there was a modest improvement in clarity in the photographic
image of LFP 17 that the SNP eventually made available to the FBI, the quality
of the digital image initially supplied to the FBI did not cause the error.

We also examined the suggestion made by Laboratory spokespersons
that the initial examiner should have determined that LFP 17 was not “of
value” for identification because there were many lines of separation or
demarcation in the fingerprint creating interruptions to ridge flow. The OIG
found that this explanation was inconsistent with the Laboratory’s subsequent
determination that the fingerprint was in fact suitable for comparison and
could be identified as being made by Daoud. The OIG concluded that the
purported interruptions to ridge flow within LFP 17 were not a cause of the
erroneous identification.

We also considered the suggestion by some members of the International
Panel that the FBI examiners were misled by an excessive faith in the IAFIS
technology. The OIG did not find this explanation to be persuasive. The FBI
examiners were aware that many IAFIS searches do not result in
identifications, and the initial examiner conducted IAFIS searches of at least
seven other latent fingerprints submitted by the SNP without declaring an
identification. IAFIS did not suggest a single candidate to the FBI examiners; it
generated a list of candidate fingerprints from which the initial examiner found
Mayfield.

V. OIG Assessment of the FBI Laboratory’s Responses to the Error

Following discovery of the misidentification, the FBI Laboratory initiated
several actions, including: (1) an internal review of LPU policies and
procedures, (2) a review of prior IAFIS identifications from digital prints, (3) a
monthly review of prisoners scheduled for capital punishment who may have
been convicted or sentenced based on an FBI fingerprint identification, and
(4) corrective action with respect to the examiners involved in the Mayfield
misidentification.

The OIG concluded that these are significant steps, and we concur with
many of the reforms that the Laboratory has adopted, particularly with respect
to the development of more objective criteria for declaring an identification,
revision of the Standard Operating Procedures (SOPs) to provide greater detail
and more specific procedures, and establishment of meaningful minimum
documentation requirements for identifications. These reforms will result in
significant modifications of practices in the LPU of the FBI Laboratory that we
believe will help prevent future errors.
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However, we found that the actions proposed by the Laboratory were not
fully responsive to the issues raised by the Mayfield misidentification and that
additional or more specific modifications to Laboratory practices should be
adopted. Accordingly, the OIG made additional recommendations. These
include recommendations that the Laboratory develop criteria for the use of
Level 3 details to support identifications, clarify the “one discrepancy rule” to
assure that it is applied in a manner consistent with the level of certainty
claimed for latent fingerprint identifications, require documentation of features
observed in the latent fingerprint before the comparison phase to help prevent
circular reasoning, adopt alternate procedures for blind verifications, review
prior cases in which the identification of a criminal suspect was made on the
basis of only one latent fingerprint searched through IAFIS, and require more
meaningful and independent documentation of the causes of errors as part of
the Laboratory’s corrective action procedures.

VI. Analysis of the Investigation, Arrest, and Confinement of Mayfield

The OIG also reviewed the FBI’s conduct in the investigation and arres
of Mayfield that followed the FBI Laboratory’s identification of him as the
source of LFP 17. This portion of our review included an examination of
whether the FBI used the Patriot Act in connection with the investigation and
an assessment of the role of Mayfield’s religion in the FBI’s field investigation.
We also examined the accuracy and completeness of the FBI’s representations
in affidavits filed in support of the material witness and criminal search
warrants. Finally, we examined the effect of media leaks on Mayfield’s arrest
and issues related to his conditions of confinement.

+
L

A, Effect of the Patriot Act on the Mayfield Investigation

In the following sections, we summarize the OIG analysis of the Patriot
Act provisions that may have had an impact on the Mayfield investigation. We
concluded that the Patriot Act amendments to FISA did not affect either the
government’s decision to seek FISA search and surveillance authority in the
Mayfield case or the scope of information the government collected about
Mayfield pursuant to FISA. We found that the FBI likely would have sought
and been able to obtain FISA authorization for the searches and surveillance
even without the Patriot Act amendments to FISA. We also found that,
contrary to public speculation after Mayfield’s arrest, the FBI did not use
certain provisions of the Patriot Act in the Mayfield case. However, the Patriot
Act did affect the sharing of information about Mayfield with law enforcement
agents and intelligence agents and the amount of information that the
government collected through the use of National Security Letters (NSLs).
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1. Sections 218 and 504 of the Patriot Act

As mentioned previously, the FBI obtained authority to conduct covert
surveillance and searches of Mayfield pursuant to FISA. To obtain FISA
authority, the government must submit an application to the FISA Court
certifying that a significant purpose of the requested surveillance and searches
is to gather foreign intelligence information. The application must also
establish probable cause for the FISA Court to find that the target of the
requested surveillance and searches is either a foreign power or an agent of a
foreign power. A foreign power is defined broadly to include any group engaged
in international terrorism.

Prior to the Patriot Act amendments, FISA required the government to
certify that “the purpose” of the requested surveillance was to gather foreign
intelligence information. In assessing such requests, the Department of
Justice and courts applied the “primary purpose” test. This allowed the use of
FISA-derived information in a criminal case only if the primary purpose of the
FISA surveillance or search was to gather foreign intelligence information

1 iim al Samceo
rather than tc conduct a criminal investigation.

Beginning in the 1980s, the Department of Justice developed procedures
that limited the circumstances under which information from intelligence
investigations could be shared with criminal prosecutors and criminal law
enforcement personnel. As a result, a “wall” developed between Department
intelligence personnel and criminal personnel that limited information sharing.
In addition, while pre-Patriot Act FISA-derived information could be shared
freely with intelligence agencies such as the Central Intelligence Agency (CIA)
and the National Security Agency, that same information could not be shared
with criminal law enforcement officials without consultation and approval from
senior officials in the Department of Justice.

Section 218 of the Patriot Act amended FISA to replace the phrase “the
purpose” with the phrase “a significant purpose.” Accordingly, the government
can now obtain a FISA warrant by showing that the collection of foreign
intelligence information is a “significant purpose” of the investigation, rather
than the primary purpose as under the previous standard. In addition, Section
504 of the Patriot Act amended FISA to specify that intelligence investigators
conducting FISA surveillance or searches may consult with criminal

investigators to coordinate efforts to investigate or protect against international
terrorism.

To determine if the Patriot Act affected the course of the Mayfield

investigation, the OIG examined whether the government, prior to the Patriot
Act, would have sought FISA authority to conduct covert searches and
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surveillance of Mayfield, and whether FISA authority could have been obtained
under the more rigorous pre-Patriot Act primary purpose standard.

Based on our interviews and review of the evidence known to the FBI
when it made the decision to seek emergency FISA authority, we concluded
that the government likely would have proceeded with a FISA application even
before the Patriot Act. Witnesses from the FBI and DOJ who worked on the
Mayfield matter and had both pre-Patriot Act and post-Patriot Act experience
stated that even before the Patriot Act, the government would have treated the
Mayfield matter at the outset primarily as an intelligence case rather than a
criminal case. All of the witnesses stated that the primary purpose at the
outset of the Mayfield investigation was to collect foreign intelligence
information and that the prospect of criminal prosecution of Mayfield was
incidental. In addition, some of the witnesses expressed doubts that the
government could have obtained the electronic surveillance information it
sought had it attempted to use traditional criminal investigative methods.

We concluded that the Patriot Act did not affect the government’s
decision to pursue FISA search and surveillance authority in this matter.
Further, we believe that the government could have met the more stringent
primary purpose standard that existed prior to enactment of the Patriot Act.

However, we found that the Patriot Act did affect the government’s
dissemination of intelligence information about Mayfield. By dismantling the
“wall” between criminal and intelligence investigators, the Patriot Act allowed
the government to freely share intelligence information about Mayfield gathered
in the FISA surveillance and searches with prosecutors and other criminal law
-enforcement officials. In addition, Section 203 of the Patriot Act allowed the
government to share grand jury information with the intelligence community,
some of which could not have been obtained and shared through intelligence
methods prior to the Patriot Act.

2. National Security Letters
We found that Section 505 of the Patriot Act also affected the amount of

information the government collected through the use of NSLs in the Mayfield
investigation. The FBI issued ll NSLs in the Mayfield case requesting

. Section 505 of
the Patriot Act relaxed the certification requirements for issuing NSLs to allow
issuance upon a showing that the information sought is “relevant” to an
authorized investigation to protect against international terrorism, rather than
requiring specific and articulable facts that the information sought pertained to
an agent of a foreign power. Based on our review, we concluded that the FBI



may not have been able to meet the requisite certification under the more
rigorous pre-Patriot Act standard to issue some of the NSLs in the Mayfield
case.

”~

3. Other Patriot Act provisions

The OIG found that, contrary to some public speculation about the
Mayfield case, certain other Patriot Act provisions either were not used in or
had no significant effect on the Mayfield investigation. For example, Section
213 of the Patriot Act authorizes delayed notification of the execution of
criminal search warrants, which are sometimes referred to as “sneak and peek”
searches. We found that there were no such searches conducted in the
Mayfield investigation. The covert searches that were conducted of Mayfield’s
home and office before his arrest were all conducted pursuant to a FISA
warrant, not pursuant to criminal search warrants. After his arrest, the
searches were based on overt criminal search warrants and the Patriot Act was
not implicated in those searches. :

Another provision of the Patriot ACt Section 206, amended FISA to allow
the government to seek multi-point or “roving” wiretaps. & T
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206 of the Patrlot Act had no impact on the Mayﬁeld 1nvest1gat1on
4. Conclusion regarding the impact of Patriot Act
amendments on the Mayfield investigation

In sum, the OIG concluded that the Patriot Act amendments to FISA did
not affect the government’s decision to seek FISA authority in the Mayfield case
and did not affect the scope of information the government collected about
Mayfield pursuant to the FISA surveillance and searches. We also found that
the FBI did not use certain provisions of the Patriot Act in the Mayfield case,
such as those relating to delayed notification searches. Moreover, the evidence
indicated that, even prior to the Patriot Act, the FBI would likely have sought
and been able to obtain identical FISA authorization for the searches and
surveillance of Mayfield that it conducted.

However, the Patriot Act did permit a significant amount of information
about Mayfield to be shared with a wide variety of law enforcement agents and
intelligence agents that could not have been shared prior to the Patriot Act. By
dismantling the wall between intelligence and criminal investigations, the
Patriot Act allowed the government to freely share intelligence information
about Mayfield gathered in the FISA surveillance and searches with
prosecutors and other criminal law enforcement officials. The Patriot Act also
allowed the government to share grand jury information with the intelligence
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community that could not previously have been shared. In addition, the
Patriot Act affected the amount of information the government collected
through use of NSLs in the Mayfield investigation by relaxing the certification
requirements for issuing NSLs.

We did not find any evidence that the FBI misused any of the provisions
of the Patriot Act in conducting its investigation of Mayfield. However, the
increased information sharing allowed by the Patriot Act amplified the
consequences of the FBI’s fingerprint misidentification in the Mayfield case.

B. The Role of Mayfield’s Religion in the Investigation

The OIG evaluated whether Mayfield’s religion improperly influenced the
FBI’s actions in the field investigation and arrest of Mayfield. As discussed
previously, the OIG concluded that the FBI did not initiate its investigation of
Mayfield because of his religion. The FBI Laboratory examiners did not know
Mayfield’s religion when they made the initial fingerprint identification.
Similarly, when the Laboratory’s fingerprint identification was communicated
to the FBI CTD and the Portland Division, neither entity knew about Mayfield’s
religion. The FBI first learned of Mayfield’s religion only after it had opened a
full field investigation of Mayfield to gather all intelligence available on him.
Thus, we concluded that Mayfield’s religion played no role in the FBI’s decision
to initiate a full field investigation of Mayfield.

In addition, we concluded that the field investigation of Mayfield was not
improperly influenced by the FBI’s knowledge of Mayfield’s religion. Some
government witnesses acknowledged, however, that Mayfield’s religion was a
factor in the investigation. The FBI learned that the SNP believed the Madrid
bombings had been carried out by radical Muslims. Thus, several DOJ and
FBI witnesses stated that they expected to discover in investigating the case
that the suspects would be Muslim. For example, a Portland Assistant United
States Attorney (AUSA) called Mayfield’s religious beliefs a “mildly corroborating
factor.” Other FBI witnesses said Mayfield’s religion was not a factor in the
investigation, but that his contacts with other suspected terrorists were.

We concluded that the FBI’s field investigation of Mayfield was initiated
because of and largely driven by the identification of his fingerprint on evidence
associated with the train bombings, not by his religious beliefs. We believe the
FBI would have sought covert search and surveillance authority irrespective of
Mayfield’s religion. Moreover, we did not find evidence suggesting that the
investigation was prolonged because Mayfield is a Muslim.

In our view, the FBI’s field investigation appropriately sought information

about a subject who had been positively identified by the FBI Laboratory as
having left a fingerprint on a bag of detonators found in Madrid. When the FBI
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Laboratory continued to declare that the fingerprint was Mayfield’s, we do not
believe it was unreasonable for FBI agents to aggressively pursue this
investigation.

C. The FBI’s Participation in the Preparation of the Material
Witness and Criminal Search Warrants

Several FBI agents, a Laboratory Supervisory Fingerprint Specialist, and
the FBI's Legal Attaché in Madrid participated in the preparation or review of
the affidavits submitted to the United States District Court in support of the
material witness and criminal search warrants. We examined the accuracy
and supportability of representations made in these affidavits.3

We found that the affidavits contained several inaccuracies that reflected
a regrettable lack of attention to detail. In addition, we found the wording of
the affidavits to be troubling in several respects. In particular, the affidavits
provided an’ambiguous description of the April 21 meeting between the FBI
and the SNP, which apparently led the judge to believe that the SNP had agreed
with the FBI’s flingerprint identification. In fact, the SNP had only agreed to
conduct a reexamination of LFP 17. Finally, we believe the material witness
warrant affidavit contained an unfounded inference concerning the likelihood
of the existence of false travel documents regarding Mayfield.

D. The Role of Media Leaks in the Arrest of Mayfield

The FBI discovered in early May 2004 that several media outlets had
inquired about an American suspect in the Madrid bombings. This information
:caused the FBI, in conjunction with the DOJ CTS and the Portland U.S.
Attorney’s Office, to obtain a material witness and criminal search warrants on
May 6. The media leak disrupted the FBI’s investigative plan, which had called
for the FBI to finish its intelligence gathering and analytical work concerning
Mayfield near the end of May. The FBI then intended to approach Mayfield in
early June and attempt to interview him voluntarily, but not necessarily arrest
him.

We found insufficient evidence to conclude that anyone in either the FBI
or the DOJ caused or contributed to the leak of information about Mayfield in

3 The Portland U.S. Attorney’s Office participated in the drafting, editing, and approval
of the final versions of the affidavits. The DOJ CTS reviewed the affidavits (for legal sufficiency)
and made a recommendation to the Deputy Assistant Attorney General and Assistant Attorney
General of the Criminal Division regarding the final versions of the affidavits. The Deputy
Assistant Attorney General and the Assistant Attorney General were involved in the review and
approval of the final versions of the affidavits. As noted previously, DOJ OPR evaluated the
conduct of DOJ attorneys in this case.
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order to facilitate his arrest. Further, we did not find sufficient evidence to
determine who leaked this information about Mayfield to the media.

E. The Conditions of Mayfield’s Confinement

After Mayfield was arrested on the material witness warrant and the
Court denied his request to be released to home detention, the USMS assigned
Mayfield to be confined at the MCDC. From May 6 until May 12, he was
housed in the administrative segregation unit where he was kept in his cell for
up to 22 hours per day. On May 12, the MCDC moved Mayfield to the less
restrictive protective custody unit, where he was still housed in a solitary cell
but was permitted more recreation time outside his cell.

We found that Mayfield’s conditions of confinement did not violate the
material witness statute. We also did not find evidence that Mayfield was
mistreated during his confinement. We found that he was housed under
conditions that were consistent with the normal practices of the USMS and the
MCDC for criminal defendants and material witnesses.

However, the OIG found that the MCDC failed to communicate important
information about Mayfield to appropriate prison personnel, including the
instruction to keep him separated from other prisoners for his own safety and
the fact that he had been booked under an alias to protect grand jury secrecy.
These failures resulted in an inadvertent disclosure of the alias to the media
and an unnecessary confrontation between Mayfield and a correctional officer
who did not know who he was and confronted Mayfield about his true identity.

F. Recommendations

As a result of our investigation, we provided a series of recommendations
to the FBI to address the problems we found in the Mayfield case. While we did
not find any intentional misconduct by FBI employees, either in the Laboratory
or by those conducting the FBI field investigation, we did find performance
issues by various FBI employees. Most significantly, we found a series of
systemic issues, particularly in the FBI Laboratory, that helped cause the
errors in the Mayfield case. While the FBI Laboratory has taken significant
steps to address these issues, we made a series of additional recommendations
to the FBI to address the Laboratory issues raised by the Mayfield
misidentification. We believe our recommendations, if fully adopted, can help
prevent similar errors in the future.
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CHAPTER ONE
INTRODUCTION

I. Background

This report sets forth the results of an investigation by the Office of the
Inspector General (OIG) into the misidentification, investigation, arrest, and
detention of Brandon Bieri Mayfield, an Oregon attorney. Mayfield was
arrested on a material witness warrant in connection with the terrorist attack
that took place on March 11, 2004, on commuter trains in Madrid, Spain. On
March 19, Mayfield was identified by the Federal Bureau of Investigation (FBI)
Laboratory Division as the source of a fingerprint found on evidence from the
Madrid attack recovered by the Spanish National Police (SNP). The FBI
immediately initiated an intensive investigation of Mayfield, including 24-hour
surveillance. Among other things, the FBI learned that Mayfield was a Muslim
and had represented a convicted Muslim terrorist in a child custody dispute.
On May 6, after receiving media inquiries about an American suspect in the
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Madrid case, the FBI arrested Mayfield on the material witness warrant.

On May 19, however, the SNP informed the FBI that it had identified an
Algerian national, Ouhnane Daoud, as the source of the fingerprint. After
receiving Daoud’s prints, the FBI Laboratory withdrew its original identification
.and the FBI apologized to Mayfield and his family. Mayfield was released from

detention on May 20 and the material witness proceeding against him was
formally dismissed on May 24.

The OIG initiated this investigation on June 16, 2004, approximately
three weeks after news of the FBI Laboratory’s erroneous identification of
Mayfield became public.# The objectives of the OIG’s review were: (1) to
determine the causes of the fingerprint misidentification and to assess the FBI
Laboratory’s conduct in the matter; (2) to assess the Laboratory’s responses to

1t

the error and, if appropriate, to make additional recommendations for changes
in Laboratory procedures to prevent future errors of this type; (3) to determine
whether the FBI unfairly targeted Mayfield in the fingerprint identification or in
the ensuing investigation because of his religion; (4) to assess the FBI’s
conduct in the investigation and arrest of Mayfield; (5) to assess the FBI’s
conduct in making certain representations to the United States District Court
in support of the request for a material witness warrant and search warrants;
and (6) to assess the conditions under which Mayfield was confined prior to his
release.

4 After the OIG opened the investigation on its own initiative, several members of
Congress also requested that the OIG investigate the Mayfield case.
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In addition to the OIG’s review, the Department of Justice (DOJ) Office of
Professional Responsibility (OPR) also conducted an investigation into aspects
of the Mayfield case that involved the conduct of Department attorneys.
Initially, the OIG intended to review the entire Mayfield matter in its
investigation. We believed that one DOJ oversight entity should investigate the
matter. We also concluded that the OIG had jurisdiction under Section 1001 of
the USA PATRIOT Act (Patriot Act) to investigate allegations of civil rights or
civil liberties abuse made against all DOJ employees, including DOJ attorneys.
However, OPR disagreed, stating that it has the authority generally to
investigate allegations involving the professional conduct of DOJ attorneys.
Eventually, the Deputy Attorney General decided that OPR would investigate
the conduct of DOJ attorneys in the Mayfield case and the OIG would
investigate the actions of the FBI.

As a result, OPR (rather than the OIG) evaluated DOJ attorneys’ conduct
in the Mayfield case, such as the decision to obtain a material witness warrant
and the accuracy and sufficiency of the evidence presented by attorneys in
support of the warrant. In addition, OPR examined representations made by
DQJ attorneys in connection with their request that Mayfield be held in
custody and the decision by DOJ attorneys to include certain information
about Mayfield in court pleadings.

The OIG conducted its investigation of the FBI’s conduct in coordination
with the OPR investigation, although the two offices’ findings were developed
separately.

II. Methodology of this Review

In the course of our review, the OIG interviewed over 70 individuals. In
Washington, D.C., the OIG interviewed personnel from the DOJ
Counterterrorism Section (CTS), the DOJ Office of Intelligence Policy and
Review (OIPR), and the FBI Counterterrorism Division (CTD). OIG investigators
toured the FBI Laboratory Latent Print Units (LPU) located in Quantico,
Virginia, and interviewed Laboratory and LPU management and staff, including
the LPU fingerprint examiners directly involved in the misidentification.5 The
OIG also obtained a written explanation of the misidentification from Kenneth
Moses, the court-appointed fingerprint expert who also verified the
identification.

5 John T. Massey, the fingerprint examiner who verified the Mayfield identification, was
an FBI contractor at the time, but his contract has since expired. Massey declined to be
interviewed for this investigation. Massey cited the pendency of legal action by Mayfield
against him personally as the reason for declining to be interviewed for this investigation.
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OIG investigators traveled to Portland, Oregon to interview personnel
from the FBI Portland Division, the United States Attorney’s Office (U.S.
Attorney’s Office), the United States Marshals Service (USMS), the Multnomah
County Sheriff’s Office (MCSO), and the Multnomah County Detention Center
(MCDC) who were directly involved in the investigation, arrest, and detention of
Mayfield. Additionally, the OIG toured the MCDC where Mayfield was detained
for two weeks.

The OIG sought to interview Brandon Mayfield regarding this matter, but
Mayfield’s attorneys declined this request. Therefore, the OIG reviewed
numerous press accounts describing Mayfield’s statements regarding the
investigation and the conditions of his confinement.

The OIG obtained and reviewed thousands of pages of documents
generated by DOJ, the FBI, and the U.S. Attorney’s Office pertaining to the
fingerprint identification and the investigation and arrest of Mayfield. This
documentation included e-mails, internal memoranda and reports, notes,
briefing materials, policy and procedural manuals, timelines, and investigative
records, as well as pleadings, transcripts, and orders from court proceedings.
While in Portland, the OIG reviewed court records, U.S. Attorney’s Office
documents, and documents seized by the FBI during searches of Mayfield’s
office and residence. OIG investigators also reviewed USMS and MCDC records
pertaining to Mayfield’s detention, including Mayfield’s prisoner file, MCDC
daily shift logs, internal memoranda, and prisoner tracking system logs.

We also interviewed four officials of the SNP by telephone, including the
former director and deputy director of the SNP Laboratory, the commissioner of
the unit responsible for processing and identifying fingerprints, and the crime
scene investigations division section chief, all of whom were either present at
one or more meetings with the FBI to discuss the fingerprint identification or
who had subsequent contacts with the FBI on the matter.

In addition, the OIG reviewed the unpublished individual reports of all
eight members of an International Panel convened by the FBI in June 2004 to
review the fingerprint analysis performed by the FBI Laboratory and to make
recommendations to help prevent future errors. The OIG also conducted
interviews of two of the panelists who provided information on the panel’s
review process and explained their assessments of the reasons for the
fingerprint error.

The OIG also interviewed the Executive Director of the American Society
of Crime Laboratory Directors/Laboratory Accreditation Board (ASCLD/LAB),
the organization responsible for accrediting the FBI Laboratory, to ascertain the
accrediting process and to determine the organization’s policy and procedures
for addressing situations where an accredited laboratory has made a significant
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error. ASCLD/LAB also provided a copy of an October 2004 report of an
interim inspection it conducted of the FBI Laboratory in response to the
Mayfield fingerprint misidentification.

In April 2005, the FBI Laboratory provided the OIG with a copy of
detailed reports prepared by seven separate Latent Review Teams asked by the
Laboratory to perform a comprehensive internal review of LPU policies and
procedures. The OIG reviewed and analyzed the Latent Review Teams’
recommendations to assess their responsiveness to the causes of the Mayfield
error.

The OIG recruited the following recognized experts in latent fingerprint
identification to provide expert input and guidance on latent fingerprint
examination issues:

(1)  John Dustin “Dusty” Clark, a latent fingerprint examiner formerly with
the California Department of Justice and now employed by the Western
Identification Network. Clark has been certified by the International
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Working Group for Friction Ridge Analysis, Study, and Technology
(SWGFAST), an organization of latent fingerprint examiners from many
laboratories that establishes guidelines for the discipline. He has
provided expert identification testimony on over 280 occasions. In
addition to providing his expertise to the OIG’s investigation, Clark
prepared many of the graphic illustrations of the fingerprint comparisons
used in this report.

(2)  Michael R. Grimm, Forensic Science Supervisor, Western Laboratory,
Division of Forensic Science, Virginia State Police. Grimm has been a
latent fingerprint examiner for 30 years and has qualified to testify as a
latent print expert more than 250 times. He is certified by the IAI and
has served on the IAI Certification Board. He is also a member of
SWGFAST.

(3)  John R. Vanderkolk, Regional Laboratory Manager, Indiana State Police.
Vanderkolk is a practicing latent fingerprint examiner, an Editorial Board
Member of the Journal of Forensic Identification, and a member of
SWGFAST. He has published several articles regarding latent fingerprint
examination and has conducted latent fingerprint training on numerous
occasions.

These experts were selected for their reputations within the latent fingerprint
community and for the diversity of views they have expressed in various
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debates within the discipline about issues the OIG believed were implicated by
the Mayfield misidentification.6

Iii. Organization of the OIG Report

This report is divided into seven chapters. In the remainder of this
chapter, we briefly identify the various law enforcement organizations that are
relevant to this report. Chapter Two sets forth a detailed chronology of events
regarding the fingerprint identification, investigation, arrest, detention, and
subsequent release of Mayfield. Chapter Three provides background
information regarding fingerprint identification issues, including a description
of the FBI Laboratory LPU and an overview of the latent fingerprint
examination process utilized by the LPU. Chapter Four contains the OIG’s
substantive review of the causes of the erroneous fingerprint identification.
Chapter Five presents a review of the Laboratory’s responses to the error,
including various reforms under way in the LPU, and additional
recommendations for consideration by the Laboratory.

Chapter Six evaluates the conduct of the FBI with respect to the
investigation and arrest of Mayfield. It addresses the issue of whether Mayfield
was improperly targeted because of his religion, examines the FBI’s use of the
Foreign Intelligence Surveillance Act of 1978 (FISA) and the Patriot Act in the
investigation, and assesses representations made by the FBI in seeking a
material witness warrant and criminal search warrants. It also sets forth the
OIG’s assessment of the conditions of Mayfield’s confinement. Chapter Seven
presents a summary of the OIG’s conclusions.

IV. Description of Organizations Involved in the Mayfieild Matter

Several federal and international law enforcement organizations and
components participated in the investigation, arrest, and detention of Mayfield.
Background information regarding those organizations and components of
particular relevance to the OIG’s investigation is provided here.

The FBI Laboratory provides forensic and technical services to federal,
state, and local law enforcement agencies, and occasionally to foreign police
departments. The Laboratory analyzes crime scene evidence, provides expert

6 It should be emphasized that although the OIG’s conclusions were informed by
opinions and information provided by these consultants, the conclusions are the OIG’s alone,
are based on all of the information obtained by the OIG, and should not be attributed to the
consultants except where specifically stated in this report. The OIG is extremely grateful for
the assistance provided by Messrs. Clark, Grimm, and Vanderkolk.
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witness testimony, and assists domestic and international law enforcement
agencies in large-scale investigations and disasters. Among the components of
the Laboratory are the Latent Print Units (LPU), which conduct latent
fingerprint examinations.” The LPU identified Mayfield as the source of the
fingerprint found in Spain. More detailed information regarding the Laboratory
and the LPU is provided below in Chapter Three.

The FBI’s CTD is responsible for investigating and dismantling terrorist
cells and operatives within the United States and worldwide. The CTD is
divided into branches, sections, and units, each of which focuses on a different
aspect of terrorism. The Investigative Operations Branch of the CTD supports,
coordinates, and manages terrorism-related investigations. It is made up of
four sections, one of which is the International Terrorism Operations Section I
(ITOS I). ITOS I 1is responsible for FBI international counterterrorism
operations related to al Qaeda and Sunni extremist groups. In March 2004,
ITOS I encompassed five geographical units — four Continental United States
(CONUS) Units and the Extraterritorial Unit (ETIU). CONUS 4 had
geographical responsibility for the Portland, Oregon area. The ETIU serves as a

. , o
liaison with the FRI’s T °gal Attachés in other countries.®

The FBI’s Legal Attaché (referred to in this report as the Madrid Legat) in
Madrid acts as a liaison between the FBI and law enforcement agencies in
Spain and several other countries, and has responsibility for coordinating all
FBI investigations in those countries.

The FBI has 56 separate Field Offices located across the United States.
The Portland, Oregon Division of the FBI (Portland Division) was the Field
Office primarily responsible for the field investigation of Mayfield. The Portland
Division worked closely with the U.S. Attorney’s Office for the District of
Oregon, which is responsible for prosecuting federal cases in Oregon.

DOJ CTS supports law enforcement efforts in combating international
and domestic terrorism. The CTS supported and monitored the efforts of the
Oregon U.S. Attorney’s Office and worked closely with the FBI’s CTD in the
Mayfield investigation. The DOJ OIPR is responsible for the preparation and
filing of all applications for electronic surveillance and physical searches under
FISA.

7 Although there were three Latent Print Units within the Laboratory at the time of the
Mayfield identification, the FBI sometimes referred to the units collectively in the singular as
the LPU. The OIG will follow that convention in this report.

8 Appendix A to this report contains an organizational chart for the CTD and other
selected organizations involved in the Mayfield matter as of the time of the Mayfield
identification.
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The USMS takes custody of those individuals arrested or detained by
some federal agencies, including the FBI. This requires housing and
transporting the prisoners from the time they are brought into federal custody
until they are either sentenced, acquitted, or otherwise released. If sentenced,
the USMS transports them to designated prison facilities. Seventy-five percent
of the prisoners in USMS custody are detained in state, local, and private
facilities under contract to the USMS; the remainder are housed in Federal
Bureau of Prisons facilities.

The MCDC, located in Portland, Oregon, is one of the 1,300 detention
facilities under contract with the USMS to house federal prisoners under USMS
custody. Mayfield was detained in the MCDC.

The SNP is the national police force of the Government of Spain. Like the
FBI, the SNP has its own forensic laboratory. The SNP was responsible for
investigating the March 11 Madrid train bombings.

INTERPOL is the world’s largest international police organization, with
182 member countries. INTERPOL facilitates cross-border police cooperation
by providing a global police communication system and a range of criminal
databases and analytical services. INTERPOL facilitated initial
communications between the SNP and the FBI Laboratory regarding the

fingerprint that was identified as belonging to Mayfield.
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FIGURE 1

Timeline of Major Events

Explosions on conmmuter trains in
Madrid kill nearly 200 people.

The SNP issues a report
concluding that its comparison of
Mayfield's prints was “negative.”

Media inquiries begin

regarding a possible
American suspect in the
Madrid train bombings.

Kenneth Moses, a court-appointed
latent fingerprint examiner, testifies
that Mayfield is the source of LFP 17.

S 8 R

‘The FBI LPU identifies Mayfield as the

source of a fingerprint (LFP 17) recovered by
the SNP. The FBI opens an investigation of
Mayfield, including 24-hour surveillance.

FBI LPU Unit Chief Wieners meets with
SNP representatives in Madrid to discuss
the FBI's identification of Mayfield.

" The US Attorney’s Office seeks a material
witness warrant and search warrants based
on the LPU's identification of Mayfield as
the source of LFP 17. Judge Jones issues
the warrants and Mayfield is arrested and
his home and office are searched.

The SNP informs the FBI that it has
identified Daoud as the source of LFP
17 and of another fingerprint (LFP 20).

Judge Jones releases
Mayfield to home detention.

e : RS :
After an overnight re-examination,
the FBI LPU declares LFP 17 to be
of “no value” for identification.

FBI representatives meet with the SNP

in Madrid for a third time, to discuss
the SNP's identification of Daoud.
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FBI LPU representatives meet with the
SNP in Madrid, and obtain high quality
copies of Daoud’s known fingerprints.

g SRR A SR
Judge Jones dismisses the
material witness proceeding.
The FBI apologizes to Mayfield.

The FBI LPU issues a report
identifying Daoud as the
source of LFP 17 and LFP 20.




CHAPTER TWO
CHRONOLOGY OF EVENTS RELATED TO THE MAYFIELD CASE

In this chapter, the OIG provides a detailed chronology of events in the
Mayfield matter. A timeline of major events is provided in Figure 1.

I. Pre-Arrest Events

A. The Madrid Train Bombings and the Recovery of Latent
Fingerprints 17 and 20

On March 11, 2004, terrorists detonated a series of devastating bombs
on several commuter trains in Madrid, Spain. The explosions killed
approximately 200 individuals and injured more than 1,400 others, including
3 United States citizens.

On the day of the attacks, Spanish law enforcement officials located a
stolen van near one of the train stations serviced by the commuter trains.
Eyewitnesses interviewed by the Spanish National Police (SNP) reported seeing
three individuals handling backpacks next to the van before heading toward
the train station. During a search of the van, the SNP recovered a blue plastic
bag containing several detonators and remnants of explosives. The SNP
determined that the detonators and explosives were similar to those recovered
from an unexploded bomb found at one of the March 11 bomb sites.

The SNP processed the blue plastic bag for fingerprints. Although
numerous fingerprints were found on the plastic bag, the SNP determined that
only two of the fingerprints were of sufficient quality to be useful for
identification. These were designated as Latent Fingerprint Number 17
(LFP 17) and Latent Fingerprint Number 20 (LFP 20).° The SNP also recovered
additional fingerprints from the van and from other objects found inside the
van.

B. The Identification of Latent Fingerprint 17 by the FBI

In an effort to obtain international assistance with identifying potential
suspects in the March 11 attacks, the SNP forwarded digital images of
fingerprints recovered from its investigation to INTERPOL.

On Saturday, March 13, 2004, INTERPOL Madrid submitted digital
images of 14 latent fingerprints recovered during the investigation of the

9 The term “latent” refers to fingerprints left on evidence, as distinguished from “inked”
or “known” fingerprints collected intentionally.
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Madrid train bombings to INTERPOL Washington, including LFP 17 and LFP
20. INTERPOL Washington forwarded the images by e-mail to the FBI
Laboratory the same day. The only information provided about the images in
the initial INTERPOL communication forwarded to the FBI was that they had
been recovered in connection with the Madrid train bombings. The
communication requested that the Laboratory inform INTERPOL Washington of
its results, implicitly requesting the Laboratory to attempt to identify the

prints.

Michael Wieners, one of three Unit Chiefs in the FBI Laboratory Latent
Print Units (LPU), reported to work that Saturday to respond to this
high-priority request. He requested assistance from Terry Green, a supervisor
in the LPU. Wieners told the OIG that he selected Green in part because Green
had extensive experience and strong skills in conducting computer searches of
latent fingerprints using the FBI’s Integrated Automated Fingerprint
Identification System (IAFIS). IAFIS is an automated system that permits
computer searches of FBI databases containing the fingerprints of over 47
million individuals.

Green and Wieners quickly determined that the images from INTERPOL
were of low resolution and lacked a scale showing the size of the prints. They
attempted IAFIS searches of the images but did not make any identifications.
Wieners called the FBI’s Supervisory Special Agent (SSA) assigned to
INTERPOL Washington to request that the SNP resubmit the latent prints in
higher resolution images, with a scale. Wieners told the SSA that without
these enhancements, IAFIS results would be unreliable.

On Sunday, March 14, the Laboratory received higher resolution images
from Spain, including LFP 17 and LFP 20, with a scale. Green “coded” the
prints he found to be suitable for further examination (including LFP 17) by
marking selected features on each latent print to permit the computer to
compare the print with millions of known prints in the IAFIS databases.

On Monday, March 15, Green searched three databases in IAFIS: a
Criminal Master File (containing fingerprints from criminal arrests); a Civil File
(containing fingerprints taken in a non-criminal context, such as for military
service or government employment); and a Special Latent Cognizant File
(containing fingerprints of suspected terrorists).

The IAFIS searches generated separate lists of up to 20 candidate
fingerprints for each latent print and each database searched. The program
also generated a “score” for each candidate print indicating the degree of
similarity detected by the computer. Depending on the database being
searched, IAFIS identifies the top 10 to 20 highest scoring candidate
fingerprints. The candidate print that receives the highest score from the
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computer may not be the true match, which is why the system generates a list
of candidate prints rather than just the highest-scoring candidate. The final
identification decision is made by the examiner, not by the computer.

On Tuesday, March 16, Green began his comparisons of the latent prints
from Spain with the IAFIS candidates. Green made the comparisons on the
computer screen and with high resolution printouts of the digital images that
he was able to generate in the LPU. According to LPU documents, Green
conducted comparisons of LFP 17 to the candidate prints that IAFIS listed from
the Civil File and the Special Latent Cognizant File, but did not find a match.

Green also compared LFP 17 to candidate prints from the Criminal
Master File. Green told the OIG that during his comparison he began to think
he had a match for LFP 17 with one of the candidate prints generated from this
search. The computer had scored this candidate fourth-highest on a list of 20.
Green asked Wieners to view the images side by side on the computer screen.
Green told the OIG that Wieners said the comparison looked good. Wieners
likewise told the OIG that he recalled saying words to the effect that Green was
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Green completed his examination and reached the conclusion that LFP
17 was made by the same source as the fourth candidate print on the list
generated by IAFIS from the Criminal Master File. Green told the OIG that,
consistent with established LPU practices, he then terminated his comparison
of LFP 17 with the other candidate prints on the IAFIS-generated list. Green
stated that at the time of the identification decision, he did not know anything
-about the person whose print he had matched other than the FBI identification
number and the fact that the print was from the subject’s left index finger. The
candidate lists generated by IAFIS did not indicate any of the candidates’
names, and the OIG did not find any records suggesting that the Laboratory
had additional information about the individual at that time.

Green told the OIG that after making the identification he used the FBI
identification number for the candidate print to access FBI identification
records in order to determine whether other versions of the candidate’s known
prints were available. The identification record revealed the name of the
subject, Brandon Bieri Mayfield. It also showed that Mayfield’s fingerprints
were in the Criminal Master File as the result of a 1985 arrest for burglary of
an automobile (Wwhen Mayfield was a teenager), and that the charge had been
dismissed.
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The identification record indicated that Mayfield’s fingerprints also were
recorded in 1989 in connection with Mayfield’s service in the United States
Army.10 Nothing on the FBI identification record indicated Mayfield’s religion,
occupation, current address, or marital status. There was no alias indicating
an Arabic or Muslim name. Green told the OIG that none of the information on
the printout affected his identification decision in any way.

Green did not find matches for any of the other latent fingerprints
submitted by the SNP, including LFP 20. Green did determine that Mayfield
was not the source of any of these other latent fingerprints.

On March 16, after reaching his conclusion that Mayfield was the source
of LFP 17, Green ordered Mayfield’s original civil and criminal inked 10-print
cards, which are maintained by the FBI’s Criminal Justice Information Services
Division (CJIS). Green told the OIG that it was routine procedure to retrieve
the original inked prints for comparison with the latent print. He said that
when he reviewed these originals within the next few days and compared them
with LFP 17, he felt they confirmed his prior determination.

On March 16, Unit Chief Wieners telephoned the SSA assigned to
INTERPOL Washington to request that the original evidence (the bag on which
LFP 17 was deposited) be obtained from Spain “due to a comparison with a
possible person of interest.” LPU examiners told us that they generally prefer
to work with the original fingerprint if it is available, but it is not unusual for
the LPU to examine photographs of latent fingerprints submitted by outside
agencies. Wieners stated that he did not expect that the SNP would comply
with his request for the original evidence because most law enforcement
agencies will not surrender control over evidence of this nature and
importance. Wieners also requested information from the SNP about the
substrate (the surface on which the print was deposited) and the processing
technique used to develop the print.

Pursuant to the FBI Laboratory requirement that any fingerprint
identification be “verified” by a second examiner, Wieners asked John T.
Massey to examine LFP 17 and the Mayfield known prints.!! Massey is a
retired FBI latent fingerprint examiner with 35 years of experience who was
providing services to the LPU on a contract basis. Wieners told the OIG that he

10 The inked prints taken during Mayfield’s military service were not contained in the
IAFIS Civil File, which precluded the computer from retrieving those prints as a possible
match. The FBI began including civil prints in the IAFIS databases subsequent to the time
that Mayfield’s Army prints were taken in 1989, and did not retroactively enter older civil
prints.

11 As noted in Chapter One, Massey declined to provide an interview to the OIG in
connection with this investigation.
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selected Massey because of Massey’s skill and extensive experience. Wieners
stated that Massey waited to see Mayfield’s original inked prints from CJIS
before making his decision, which Wieners considered to be a routine and
prudent step. According to Wieners, Massey did not tell him about any
particular problems or concerns in the comparison. On Friday, March 19,
Massey formally verified the identification of Mayfield as the source of LFP 17.

Wieners stated that after Massey verified the identification, Wieners
discussed the examination with Green and Massey. At this stage, however,
Wieners had not performed his own complete and independent examination of
LFP 17 and Mayfield’s known print. Wieners told the OIG he recalled
discussing with Green and Massey the fact that there were some differences in
appearance between LFP 17 and the Mayfield known prints. Wieners told the
OIG that he saw the differences and was satisfied that Green and Massey had
reasonable explanations for them. In particular, the upper left portion of LFP
17 contained distinct features that could not be matched to the known
Mayfield prints, and Wieners told the OIG that this area gave him “heartburn
from the get-go.” Green told Wieners that he had concluded that this area was
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the result of a separate touch, made by a different person or by a different part

of Mayfield’s finger. Wieners told us that he concurred with Green’s
explanation.

At least two other examiners in the LPU also looked at the comparison
between LFP 17 and Mayfield’s prints shortly after Green made the
identification. The first examiner told the OIG he was not acting as an official
examiner or verifier, and stated that he could not recall who asked him to
.cconduct an informal examination of the prints. He told the OIG that he noticed
both similarities and dissimilarities in the comparison. He stated that he had
problems with the clarity of the latent image and that he decided the
comparison was too difficult to complete in the time he had available.

The other examiner stated that Green asked him to look at the print
because he (the other examiner) was the program manager in major incident
cases, and because Green was proud of the identification. This examiner told
the OIG he also noticed both similarities and dissimilarities in the prints. He
told the OIG he was concerned about several dissimilarities, including the
upper left portion of the latent print, which had several clear details that did
not match the Mayfield known prints. He stated that he did not consider the
upper left part of the print to be a separate touch. He also stated that he did
not have enough time to study the prints, so he returned them to Green. This
examiner told the OIG he might have briefly expressed some concerns about
the identification in a passing conversation with Green.
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On March 19, Wieners called the SSA at INTERPOL Washington to advise
him that the Laboratory had identified Mayfield as the source of LFP 17. On
March 20, Green finalized the written report formalizing the identification.

Later on March 20, another LPU Unit Chief performed a “peer review”
and “administrative review” of the report to confirm that it was properly
formatted and contained the information required under applicable LPU
procedures. The third LPU Unit Chief told the OIG that these reviews did not
involve a substantive evaluation of the basis for Green’s conclusion that
Mayfield was the source of LFP 17.

On March 21, INTERPOL Madrid provided INTERPOL Washington with a
description of the blue plastic bag and an explanation of the processing method
used to develop and photograph LFP 17. This information was translated and
submitted to the Counterterrorism Division (CTD) at FBI Headquarters on
March 22. This information was apparently provided in response to the
request originally made by Wieners to INTERPOL Washington on March 16 for
information about the substrate and the processing method. Wieners and
Green both stated they did not recall receiving this information in the LPU at
that time, and the information was not included in the files made available to
the OIG by the FBI Laboratory. It appears that the CTD did not forward this
information to the Laboratory.

By March 23, the CTD also had obtained at least one photograph of the
blue plastic bag containing detonators that showed multiple prints on the bag.
Again, there is no evidence that the CTD forwarded this photograph to the
Laboratory at the time. Green stated that one to three weeks after making the
identification he learned that the print was made on a plastic bag, but this
information was not useful because it did not specify the type of plastic.
Wieners told the OIG that the first time he saw a photograph of the bag was in
mid-April, at FBI Headquarters in Washington, D.C.12

C. Initiation of the FBI Investigation of Mayfield

1. Notification of the Mayfield identification to the FBI’s
CTD and Portland Division

Shortly after noon on March 19, 2004, the SSA at INTERPOL Washington
sent an e-mail to the FBI CTD which stated that, with regard to the Madrid
bombings investigation, the FBI LPU had “confirmed that one of the latents is a

12 Some examiners suggested to the OIG that if the Laboratory had known about the
relative positioning of LFP 17 and other latent fingerprints on the plastic bag, it might not have
made the erroneous identification. We address this issue in Chapter Five of this report.
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match to U.S. citizen Brandon Bieri MAYFIELD.” The e-mail referenced
Mayfield’s date of birth and social security number, stated that Mayfield had
served in the military from 1985 through 1994, and stated that he possibly
resided in the Portland, Oregon area. FBI documents indicate that this
information was obtained by a ChoicePoint search of Mayfield’s name.13 The
e-mail contained no other information about Mayfield.

Arthur Cummings, the Section Chief of International Terrorism
Operations Section I (ITOS I) at FBI Headquarters, told the OIG that he received
word of the Mayfield identification on March 19.14 Cummings said that he was
initially concerned that Mayfield might be part of a “second wave” of terrorist
attacks. He said he ordered a “full-court press” on Mayfield, meaning that he
authorized the use of every lawful investigative tool on Mayfield, including
24-hour surveillance.

An SSA in Continental United States 4 (CONUS 4), the CTD unit with
geographical responsibility for Portland, Oregon, said he first learned of the
Mayfield identification during the afternoon of March 19. (We refer to this
agemnt as the CONUS 4 SSA.) The CONUS 4 SSA told us that all he knew at
that point was Mayfield’s name and that he lived in Portland. He said
CONUS 4 ran Mayfield’s name through various databases and located

Mayfield’s last known address in Portland.

After reading the e-mail from INTERPOL Washington, an analyst in
CONUS 4 (referred to in this report as the CONUS 4 analyst) passed along the
information in an e-mail to the FBI Portland Division. Responsibility for the
Mayfield investigation was assigned to one of the International Terrorism
squads in the Portland Division, headed by an SSA (referred to in this report as
the Portland SSA). The CONUS 4 analyst said she 'then checked FBI databases
to see if the FBI had any investigations related to Mayfield. She said she found
no FBI investigations directly related to Mayfield, but when she conducted a
in FBI databases, she found that several

made I

-4 to other suspected terrorists.

13 ChoicePoint is a commercial provider of identification and credential verification
services to businesses and government.

14 For simplicity, all titles used in this report refer to the position of the person at the
time of the event being discussed. In many cases, the individuals are now in different
positions.
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2. Initiation of the field investigation of Mayfield by the
Portland Division

The Portland SSA told the OIG that the March 19 e-mail from the
CONUS 4 analyst contained everything she knew about Mayfield at the time.
The Portland SSA said she gave copies of the e-mail to two Special Agents (SAs)
who were members of her squad and told them to find out everything they
could about Mayfield. The SAs were subsequently designated as the lead case
agents (referred to in this report as Lead Case Agent 1 and Lead Case Agent 2)
for the Portland Division field investigation of Mayfield. The Portland SSA said
she also notified Robert Jordan, the Portland Division Special Agent in Charge
(SAC), and the Assistant Special Agent in Charge (ASAC), of the identification of
Mayfield. She said that at the time the Portland Division knew Mayfield’s
fingerprint was associated with the Madrid bombings but did not know where
the fingerprint was found.

Lead Case Agent 1 told the OIG he was able to locate current addresses
for Mayfield’s home and office on March 19. The Portland SSA said that later
that afternoon the Portiand Division . to confirm that Mayfield
was in his office. The FBI began 24-hour surveillance of Mayfield that
afternoon.

The Portland SSA said that the Portland Division also ran Mayfleld%

}.She also sa1d that somemembers of the “Portland Seven” had attended this
-mosque. 16

15 As discussed in greater detail in Section I.C.3 of this chapter, after the FBI learned of
the Mayfield fingerprint identification, it sought authorization to conduct covert surveillance
and searches of Mayfield pursuant to the Foreign Intelligence Surveillance Act of 1978 (FISA).
In a written application later submitted in support of the request for FISA authorlt to conduct
the covert surveillance and searches, : :

16 The “Portland Seven” matter involved the federal prosecution in Oregon of seven
individuals, six of whom had allegedly plotted to travel to Afghanistan and engage in combat
against the United States armed forces on behalf of the Taliban and al Qaeda. To date, six of
the seven have pled guilty to various charges stemming from their actions, such as conspiracy
to levy war against the United States and money 1aunder1ng, and have been sentenced A
seventh individual charged in the case was killed in Pakistan.
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7 ThePortlandSSA sald thatwhen the learned thatMaﬁeld“ - ” i

, | that Mayfield
attended the Bilal mosque, another mosque in the Portiand area that was also
attended by members of the Portland Seven. Thus, according to the Portland
SSA and FBI documents, the FBI first learned that Mayfield was a Muslim after
the FBI had been notified of the FBI LPU identification of Mayfield and had
initiated the field investigation.

Witnesses and documents reflect that by the end of Friday, March 19,
the FBI had Mayfield under 24-hour physical surveillance and identified
Mayfield’s home and business addresses and telephone numbers. The FBI also
learned that Mayfield was a lawyer with his own law practice, that he served in
the military from 1985-1994, and that there was no evidence that he had
recently traveled abroad.l” In addition, the FBI learned that Mayfield was a
Muslim, was married to a naturalized United States citizen born in Egypt, and
‘had three children. The government also began issuing numerous grand jury
subpoenas.

On Saturday, March 20, the FBI learned from a database of court filings
that Mayfield had previously represented Jeffrey Leon Battle, who was a
- member of the Portland Seven, in a child custody dispute. Battle pleaded
guilty in October 2003 to conspiracy to levy war against the United States and
was subsequently sentenced to an 18-year prison term.

On March 20, Mayfield was placed on the State Department’s Visa
Lookout list and in the Department of Homeland Security’s Treasu

17 The Portland SSA told us that sometime during the first week of the investigation,

the FBI learned that Mayfield’s law practice consisted largely of immigration and domestic
relations matters.
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3. Authorization for covert electronic surveillance and
physical searches

ITOS I Section Chief Cummings said that once he learned about the
Mayfield fingerprint identification, he ordered agents in ITOS I to seek
emergency authorization from the Attorney General to conduct covert
surveillance and physical searches concerning Mayfield pursuant to FISA. The
ITOS I Assistant Section Chief said he notified the Department of Justice (DOJ)
Office of Intelligence Policy and Review (OIPR) of a forthcoming request to the
Attorney General for emergency FISA authorization. The ITOS I Assistant
Section Chief also said that the CONUS 4 SSA and the CONUS 4 analyst, with
input from the Portland Division, were responsible for providing OIPR with
justification for the emergency FISA authorization request.

FISA provides for the use of, among other things, covert electronic
surveillance and physical searches to gather foreign intelligence information.
To obtain FISA authorization to conduct covert surveillance and searches, DOJ
OIPR must submit a written application to a special court, the Foreign
Intelligence Surveillance Court (FISA Court), which has the authority to grant
or deny the application. The written application must establish, among other
things, probable cause for the FISA Court to find that the target of the
surveillance and searches is either a foreign power or an agent of a foreign
power, and that a significant purpose of the surveillance and searches is to
obtain foreign intelligence information. A foreign power is defined broadly to
include any group engaged in international terrorism. The written application
must also include a declaration or affidavit from the FBI establishing the facts
justifying the authorization for a FISA warrant. If the Attorney General (or
Deputy Attorney General) determines that an emergency situation exists and
that there is a factual basis for the issuance of a FISA warrant, the Attorney
General (or Deputy Attorney Generalj may authorize electronic surveillance or a
physical search without prior approval from the FISA Court, provided that the
FISA Court is notified of the emergency authorization and a written FISA
application is submitted to the FISA Court within 72 hours.

The CONUS 4 SSA said that sometime during the day on || R, he
made an oral presentation to an OIPR attorney in support of the request for
emer
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An OIPR attorney (referred to in this report as the OIPR Attorney) said he
received the emergency FISA request. Another attorney from OIPR
subsequently made an oral presentation to the Attorney General or Deputy
Attorney General in support of the emergency FISA ap plication. The emerg

. 0000 Iee—— O]PR 1mmed1ately notlfled the FISA
Court of the emergency FISA authorization.

Subsequently, as required by emergency FISA procedures, OIPR
submitted a written FISA application to the FISA Court on i} :
The OIPR Attorney prepared the written FISA apphcatlon and the CONUS 4
SSA served as the declarant. The written FISA application and declaration
stated that there was probable cause to believe that was a foreign
power, that Mayfield was an agent of [, that the facilities and places at
which electronic surveillance would be directed were being used by Mayfield,
and that the premises to be searched contained foreign intelligence
information. In support of these assertions, the declaration set forth the

background of § _

In addition to the authorization requested in the emergency FISA
application, the written FISA application requested authorization to conduct

hysical searches of Mayfield’s home and office and _
_18 The FISA Court approved the FISA application

18 Accordini to the Portland SSA, the FBI never _
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on Il and issued several orders authorizing the requested FISA
warrants.!9 The FISA warrants were set to expire in 90 days.

4. Early concerns about a leak

ITOS I Section Chief Cummings told the OIG that because information
regarding the FBI's identification of Mayfield had been channeled through
INTERPOL, he realized it would be disseminated to other government agencies,
and he became concerned that the identification of Mayfield would become
public. Cummings said he immediately called a high-ranking official at the
State Department to restrict the dissemination of information regarding the
investigation.

The Portland SSA said that by either Friday afternoon or Friday evening
on March 19, the Portland Division had discussed with the U.S. Attorney’s
Office for the District of Oregon a contingency plan in case Mayfield tried to
flee. According to the Portland SSA, the U.S. Attorney’s Office suggested using
a material witness warrant to detain Mayfield.20 The Portland SSA said that
the next day, she, Karin Immergut (the U.S. Attorney for the District of
Oregon), and two Assistant U.S. Attorneys (referred to in this report as AUSA 1
and AUSA 2) participated in a conference call with FBI SAC Jordan to discuss
contingencies in the event that Mayfield tried to flee. AUSA 2 began drafting a
material witness warrant for the arrest of Mayfield and criminal search
warrants for Mayfield’s home and office.?! The Portland SSA said they also
discussed the possibility of a leak regarding the FBI’s interest in Mayfield and
viewed the material witness warrant as a means of dealing with the possibility
of Mayfield fleeing or a leak. The Portland SSA, who was the coordinator for
the Joint Terrorism Task Force (JTTF) in Portland, also said she was instructed
to restrict the information flow concerning the Mayfield investigation. Based on
this, she said she advised all members of her squad, including JTTF personnel,
to restrict the information flow to those who were working on the case.

20 Pursuant to 18 U.S.C. § 3144, a court may order the arrest of a person if it appears
that the testimony of the person is material to a criminal proceeding, and it is shown that it
may become “impracticable to secure the presence of the person by subpoena.”

21 Criminal search warrants are different than the FISA-authorized search warrants
referred to previously in this report. FISA-authorized search warrants permit the government
to conduct covert searches to gather foreign intelligence information without providing
immediate notice to the target of the search. Criminal search warrants permit the government
to conduct overt searches to gather evidence of a crime. The target of a criminal search is
usually provided with immediate notice of the search.
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Specifically, JTTF members were told not to provide information to their
respective agencies and that briefings regarding the investigation would be
conducted at Headquarters level.

Also on March 22, SAC Jordan sent an e-mail to Gary Bald, the Assistant
Director for the CTD, alerting him to the Portland Division’s contingency
planning. Jordan stated that because Mayfield’s identity and potential
connection to the Madrid bombings was known to INTERPOL and other
agencies, there was an increased danger of a media leak.

Bald told the OIG that on March 21 and 22, he learned of inquiries about
Mayfield made by the Secret Service, the Department of Homeland Security,
and other law enforcement agencies who were members of the Portland JTTF.
Bald said the FBI's biggest concern was that it did not know if Mayfield was
part of a second wave of terrorist attacks planned for the United States. Bald
said he was also afraid that if information about Mayfield became public,
Mayfield might disappear.

Bald stated that as a result of these inquiries, he teilephoned contacts at
other law enforcement agencies to try to restrict the flow of information
concerning Mayfield, and asked Cummings to do the same. Furthermore, on
March 25, Bald traveled to Spain to meet with the SNP to address the FBI’s
concerns that information in the Mayfield matter not be divulged to the
international community. Bald said that concerns about potential leaks began
to drive the pace of the investigation.

On March 27, David Nahmias, the Deputy Assistant Attorney General of
the Criminal Division, authorized the execution of the material witness warrant
relating to Mayfield in “truly exigent circumstances.” Nahmias told the OIG he
was referring to a possible situation in which the FBI’s interest in Mayfield
became public and he tried to flee.

D. The FBI Laboratory’s Response to Initial Concerns of the SNP

Early on Monday, March 22, the Madrid Legat in Madrid reported in an
e-mail to the CTD that the SNP “expressed some concern about the
identification of Mayfield through the latent print. . . . They just want to be
absolutely sure, as this is so out of character for the subjects they are dealing
with.” The Madrid Legat told the OIG that at this stage, the SNP’s concerns
reflected amazement that an American’s fingerprint would show up on the
evidence, given that the other suspects were local Moroccans. The FBI had not
yet provided the SNP with Mayfield’s known prints for comparison to LFP 17.
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In an e-mail sent later that morning, an SSA from the Extraterritorial
Unit (ETIU) requested that the Laboratory prepare “a product like a court room
exhibit showing the known prints with the points of comparison to the latents”
in order to respond to the SNP’s concerns. He also requested “good copies of
the known prints to share with the Spanish.” Green responded by providing
digital copies of Mayfield’s criminal and civil prints to ETIU that same day.22
Later that day, March 22, Green sent ETIU charted enlargements of the
identification (the March 22 Charted Enlargements) showing 15 numbered
similarities along with several additional “Level 3” details (tiny features such as
pores and incipient dots) circled in both prints. The March 22 Charted
Enlargements are reproduced below as Figure 2A (showing the charted features
on LFP 17) and Figure 2B (showing the corresponding features on Mayfield’s
inked fingerprint). Because the official March 20 FBI Laboratory Report of the
identification contains no description of the features or similarities on which
the Laboratory’s conclusion was based, Figures 2A and 2B provide the earliest
written record of the basis of the FBI’s identification.

E. Course of the Investigation from Late March until Mid-April
1. The FISA search of Mayfield’s office

The FBI began making preparations to conduct covert searches of
Mayfield’s office and residence as soon as the FISA Court granted the FISA
application. In a document dated === thc Portland Division formall

requested the assistance of the I
_, to gain covert entry into Mayfield’s office and

residence.

22 The LPU provided photographic copies of the known fingerprints of Mayfield to ETIU
on March 30, and these were apparently delivered to the SNP on April 2.

_
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of Mayfield’s office occurred on §

The Portland SSA said that the search team included two FBI agents who
were also attorneys and that their role was to review documents
client privilege.?* The search team also included T i
who photographed selected documents. FBI records 1ndlcate that
approximately documents were photographed during the search. Two
Computer Analysis Response Team examiners from Portland also participated
in the search and mirrored (copied) the hard drives of the two computers in the

The Portland SSA told the OIG that the search was very successful and
the team “was out safel .” .She also sa1d that she beheved that Ma f1eld was
unaware of the search, — —

The Portland SSA said that the initial review of the documents
photographed in Mayfield’s office revealed no obvious explanation as to how
Mayfield’s fingerprint got on the bag of detonators.

2.
o

On |, Portland Division FBI agents began rev1ew1ng the

documents photographed during the il h The review

of those documents was completed b

24 The procedures the FBI followed concerning the handling of privileged documents
are discussed in Chapter Six.
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Also, by [N, documents that were marked as potentially privileged were
reviewed by an FBI “taint agent.”25

The examination of the computer hard drives from Mayfield’s office took
significantly longer. Witnesses told us that “a good initial review” of the hard
drives was completed by | T T T

. O I ([1C
FBI searched the trash (“a trash pull”) at the complex where Mayfield’s office
was located, searching for pertinent information and plastic bags similar to the
one on which LFP 17 was found. Nothing pertinent was found during this

search. The FBI also planned to conduct a trash pull at the Mayfield residence

on M but decided not to do so because of concerns the agents would be
discovered. |

25 The Portland SSA told us that the taint agent was a Portland Division FBI agent who
was otherwise minimally involved in the Mayfield investigation. She said the taint agent’s sole
purpose was to review documents seized from Mayfield’s office for possible attorney-client
privilege. The Portland SSA said that at one point she felt that the taint agent had marked too
many documents as privileged, and thus directed an AUSA to assist in reviewing the
documents. This second review, by the AUSA, was completed over the weekend of
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Cund uct a FISA

FBI postponed the FISA home search until G,

e [l F1SA search of Mayfield’s residence

The Portland SSA said that after this search, the agents conducting

surveillance of Mayfield noted that he began
At the time, FBI witnesses told the OIG that the FBI did not make the

connection (as they would later) that Mayfield was suspicious. She said they
thought he was .
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4. The _ FISA search of Mayfield’s residence

According to the Portland SSA, the FBI wanted to attempt another FISA
search of the Mayfield residence on I, but *

™Y

r, She said the FBI planned another FISA search of the home for

27 In connection with their investigation of the Madrid bombings, SNP investigators
collected DNA samples from items inside a vehicle which they believed had been occupied by

people associated with the bombings. Accordingly, the FBI wanted to obtain DNA samples
from Maiﬁeld to comﬁare them to those collected in Siain. —
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" In addition, the search
team photographed several documents. The search team did not find any
evidence of obvious connection to the Madrid bombings.

The Portland SSA said that after the search was compieted, the
returned to the Portland Division office and began planning ﬁ

She said that they then learned

that there were problems with the search.

2 In newspaper articles after her husband was arrested, Mona Mayfield indicated that
there were other things that had aroused her suspicions concerning a covert entry in her
(continued)
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The Portland SSA said she advised her supervisors of these problems.
She said that Jordan decided they would not conduct any additional covert
ihisical searches because of the Maytields’ suspicions, and also because of

F. The April 13 Negativo Report

On April 13, the Madrid Legat met with an SNP official with responsibility
for terrorism investigations. According to a memorandum dated April 14 and
approved by the Madrid Legat, the official advised him that the SNP fingerprint
examiners had reached an “inconclusive finding” with respect to whether LFP
17 was made by Mayfield. The same memorandum reports that on April 14,
the Madrid Legat told the official that he had consulted with the FBI Laboratory
and that the FBI “maintains the integrity of the identification” of Mayfield and
was willing to send fingerprint examiners to Madrid to explain its identification.
Later on April 14, the Madrid Legat obtained a copy of the written report from
another member of the SNP. The report stated that the result of the SNP’s
examination was “negativo” (negative). It will be referred to as the April 13
Negativo Report.

The April 13 Negativo Report was prepared in the form of an official letter
from the Forensic Science Division of the SNP to the Spanish National High
Court. The FBI translated the April 13 Negativo Report as follows:

SUBJECT: ANALYSIS AND COMPARISON OF FINGERPRINTS

In response to your document of reference, in which you
requested the analysis and comparison of three deca-dactylar
[ten-print] cards belonging to BRANDON BIERI MAYFIELD, from
the FBI Laboratory in the United States, we inform you that the
Special Proceedings Sections performed the appropriate studies of
the above mentioned, with the latent prints discovered during the
different crime scene inspections carried out as a result of the
11 March, 2004 terrorist attacks investigations, as well as the
deca-dactylar cards of the varied suspects that were given to this
Police Precinct. The result was NEGATIVE. We also report that
the fingerprints have been entered in our Automatic Dactylar

System for their respective study regarding matters connected to

house. Mona Mayfield stated that she saw footprints in the carpeting and that some blinds in
the home were not in their usual position.
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