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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
~ 400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

June 26,2009

MEMORANDUM FOR SECRETARY OF DEFENSE

SUBJECT: (U)Report on Review of the President’s Surveillance Program

Report No.: 09-INTEL-08 (U)

(U) We are providing this report for your information. This report fulfills the
DoD Inspector General’s fequirement pursuait to Section 301 of Public Law 110-
261, the Foreign Intelligence Surveillance: Act (FISA) Amendments Act of 2008
(the Act). This report, along with reports prepared by the Inspectors General of
the Department of Justice (Dol), the Office of the Director of National Intelligence
(DNI), Central Intelligence Agency (CIA), the National Security Agency (NSA),
will be summarized in a comprehensive report as required by the Act.

(ESHSTEW/SH/O1 ) Results. The OSD role in the establishment and
implementation of the PSP was limited, with the burden of program execution
residing with the NSA.. We détermined that there were six OSD officials with
access to the PSP. These individuals had limited involvement, and did not make
any additional tasking decisions beyond those directed for NSA implementation.
We are aware of no othér OSD involvement in the PSP,

(U) Background. The Act requires the IGs of the DoJ, DNI, NSA, the DoD, and
any other element of the intelligence community that participated in the
President’s Surveillance Program (PSP)', to complete a comprehensive review of,
with respect to the oversight authority and responsibility of each such 1G:
o All facts necessary to describe establishment, implementation, product
and use of the product in the program
o Access to legal reviews and access to information about the Program
o Communications and participation of individuals/entities related to the
Program

! (U) The President’s Surveillance Pragram is defined in the Act as the intelligence activity involving
communications that was zuthorized by the President during the period beginning on September 11, 2001,
and ending on January 17, 2007, including the program referred to by the President in a radio address on
December 17, 2005 (commonly known as the Terrorist Surveillance Program).




o Interaction with the F areign Intelligence Surveillance Court:and
o Any-othier matters idéntified by the IGs:

: Scope and Methodology. We conducted this review
to exarmne the invo lvement of the Office of the Secretary of Defense (OSD),
Department of Defense (DoD), in the establishment and implementation of the
President’s Surveillance Program (PSP). We interviewed current and former
officials within OSD that had access to the PSP, We withdrew ourrequest to
mtervlew Secretary of Defense Gates because he was p10v1ded access to the PSP
after thc program cnded The iormel Deputy Secretary of Defense Dr WOlfOWltZ

w1thm 08D andNSA related to OSD’S mvolvement in the PSP We also
reviewed documentation at Do¥ related to the PSP,

(U) ThelGs of the DolJ, DD, DNI, NSA, and CIA issued an interim report.on
September 10, 2008, In the interim report, the DoD IG stated that he would
examine the involvemient of the Office of the Secretary of Defense (OSD) in the
establishment and implementation of the PSP. The NSA, as-an agency within
DoD: perfmmed the requirements of the PSP. Assuch; the NSA 1G'is conducting
a review of NSA involvement with the PSP separate froth this metmoranduum
repott.

SHS T WHHSTHOGHNE Implementatmn and ]Estabhshment of the PSP.
The OSD access to the PSP was limited to six individuals.” Those md1v1duals arg
Secretaty of Defense Robert Gates; former Secretary of Defense Donald
Rumsfeld; former Deputy Secretary of Defénse Paul Wolfowitz, Under Secretary
of Defense for Intelligence (USD(I)) James Clapper®; former USD(I) Stephen
Cambone; and Principal Deputy General Counsel Daniel Dell “Orto.

T)-The PSP was an extremely sensitive counterterrorisim
program focused on detectmg and preventing terrorist attacks within the United
States. The PSP was authorized by the President every 30 to 45 days and was
initially directed against international terrorism after March 2004, the PSP
focused specifically against al-Qaeda and its affiliates. The Director of Central
Intelligence (DCI), and later the DNI, would prepare-a Threat Assessment

? (ESHSTEWHIHOE/ATR) Seorstary Gates and Under Secretary Clapper wers provnded acoess to the PSP
-after the PSP was Lransferred to Foreign Tntelligence Surveillance Court supervision,

[N 0




Memorandum, which validated the current threat to the United States. The
Secretary of Defense would review and §ign the Threat Assessment Memorandum.
On three occasions, Dr. Wolfewitz, the former Deputy Secretary of Defense,
sugned the Thredt Assessment Memorarida in the Secretary’s.absence. On two
occasions, Dr. Cambone, the former USD(Y), signed the Threat Assessment
Memoranda when Secretary Rumsfeld and Dr. Wolfowitz were unavailable,

€ y Once the Threat Assessment Memorandum was signed,
T.he Presxdent would then sign a Presidential Authorization with the Threat
Memorandum attached. The President would task the Secretaty of Defense to
émploy DoD resources to. execute the requirements set forth in the Presideritial
Authorization, The Attorney General, or his designee, would cemty the
Presidential Authorization for form and legality. The Secretary of Defénse would
then direct the actions authorized by the Presidential Authorization to the NSA. for
implementation. On ene occasion, Dr. Wolfowitz, the former Deputy: Sectetary of
Defense, directed the Director of NSA to:implement the Presidential

Aunthorization, in the Secretary’s absence. ‘On a sepatate pccasion, Dr. Cambone,
the former USD(D), directed the Director of NSA to implement the Presidential
Aythorization.

'(TS‘#SHIN‘FT Interaction with the Foreign Intelhgence Surveillance Court. Dr..
Wolfowitz also.executed two deélarations fo the U.S. Forei ‘n Intelhgence
Survelllance Court The first, executed or

Intelllgen(,e Surveﬂ]ancc Court on I uly 14, : ..
T/ ) Dr. Wolfowitz’s second declaration was executed on ,
: | That declaratip ade in response to the Foreign Intelligence '
Surveillance Court’s wcmler requiring the Government to submit a

declaratlon from the Deputy Sccretar_y of Defense discussing NSA’ Vlolauous of

- _ In that declaration, Dr Wolfothz stated the
cucumstances suiroun ng unauthorized collection that occurred, the disposition
of information collected without authorization, steps NSA took to remedy the

violation, and measures NSA implemented to prevent recurrence of such
violations.
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SHNE CIA Participation in the
President’s Surveillance Program

(1) EXECUTIVE SUMMARY

—{S/ANES- Title 1T of the Foreign Intelligence Surveillance Act (FISA) Amendments
Act of 2008 requires the Inspectors General (IGs) of the elements of the Intelligerice
Commmumity (IC) that participated in the President’s Surveillance Program (PSP) to
conduct a comprehensive review of the program. The results of our review of CIA
participation in the PSP are presented in this report, and will be included in the
comprehensive report required to be provided to the a_ppropriatc committees of Congress
by 10 July 2009.

, W SHHoeARr-The CIA prepared the threat assessment memorandums
that were used to support Presidential authorization.and periodic reauthorizations of thc
PSP. The tlireat assessment memorandums were prepared by personnel from the CTA
iach of the
memotandums fo d on the current threat situation and did not p dean
assessment of the PSP's utility inaddressing previously reported threats. The threat
assessment memorandums were signed by the Director of Central Intelligence (DCI)
and forwarded to fhe Secretary of Defense to be co=signed. Responsibi'lity for drafting
the thireat assessment meinorandums was transferred to the-ncwly'«éstablished‘ Terrorist
Threat Tntegration Center in May 2003 and retained by TTIC's successor organization,
NCTC (the Natiorial Counterterrorisi Cenfer). The DCI continued to sign the threat
assessment memorandunis through 15- April 2005. Siibsequent memorandums were
signed by the Directorof Natjonal Intelligence.

CIA analysts and targeters, as PSP consumers, tasked
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belief: among seriior IC and CIA ofﬂcmls that thc process f01 obtammg FISA
authonzatton was too.cumbersome and time consuming to address the current threat.
Cutrent and for.tner CIA officials emphasized the increased timeliness, flexibility, and
dccess provided by the PSP as compared to the process for obtaining a warrant under
FISA.

=W NE)- The CIA did not implement procedures to assess the

usefulness of the product of the PSP and. did not 1outmely document whether particular

PSP repomng had contnbuted to successful counterterrorism operatLons CIA officials
: ; sth v :

PSP reporting. Consequently, there is no means to comprehensively track how PSP
information was used. CIA officials were able to provide only limited information on
how program reporting contributed to successful operations, and therefore, we were
unable to independently draw any conclusion on the overall usefulness of the program
to CIA.




rindered the CIA inmaking full use of the capabilities of
: at told us.that too few CIA personne] at the working level:
wers read into the PSP

: officials told vs that CIA analysts-and targeting officers
who were réad in had too many competing priorities and too many other available
information sources and analytic tools—many: of which were more easily accessed and.
timely—to fully utilize the PSP. CIA officers also told us that the PSP would have
been mots fiilly utilized if analysts and targeting officers had obtained a better
understanditig of the program's capabilities. Many CTA officers noted that there was
insufficient training and legal guidance concerning the program's capabilities and the
use of PSP-derived information. The factors that hindered the CIA in making full use
of the PSP might have been mitigated if the CIA had designated an individual at an
appropriate level of managerial authority, who possessed knowlsdge of both the PSP
and CIA counterterrorist activities, to be responsible and a¢countable for overseeing
CIA participation in the program.

{ESHSTEYHY "y There is no indication that persormel from the CIA
Office of General Counsel or other CTA components were involved in preparing the
legal memorandums suppotting the PSP that were praduced by the Department of
Tustice, Office of Legal Counsel (OLE). CIA OGC persontiel had very limited access
to these memorandums,

{SATE)- Senior CIA officials participated in meetings with a New York Times
editar and reporter and senior Administration officials concerning anarticle the
newspaper was Preparmg concerning the PSP.
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(U) BACKGROUND

(U) Origin and Scope of the Review

(U) Title HI of the Foreign Intelligence Surveillance Act Amendments Act of
2008, which was sigred inte:law on 10 July 2008, requires the IGs of the. elements of
the Intelligence Community that participated in the PSP to conduct a comprehensive
review of the program.} The review required to be conducted underthe Act isto
examine:

(A) all of the facts necessary to describe the establishment,
implementation, product, -and use of the product of the Program;

(B) accessto legal reviews.of the program and access to information
about the Program;

(C) comuunications with, and participation of, individuals and
entities in the private sector related to the Program;

(D) interaction with the Foreign Intelligence Surveillance Court and
transition to court orders related to the Program; and

(E) any other matters identified by any such Inspector General that
would enable that Inspector General to complete a review of the
Program, with respect to such Department or element.

: SO The interim report required under the Act was submitted
to. the committees of Congress prescribed in the Act on 10 September2008. That
teport described the scope of the work to be conducted by each of the participating 1Gs,
which include the Inspectors General of the Department of Justice, the Office of the
Director of National Intelligence, the National Security Agency, the Department of
Defense, and the CIA. Our review of CIA participation in the PSP examined CIA's :

o Role in preparing the threat assessments and legal certifications
supporting periodic reauthorization of the PSP.

o Role in identifying targets for the PSP.

| (5#A¥) The President’s Surveillance Program is defined in the Act as the intelligence aclivity involving
communications that was authorized by thé President during the period beginning on 11 September 2001, and
ending on 17 January 2007, including the program referred to by the President in a radio address on

17 Decermber 2005 (commonly known as the Terrorist Surveillance Program). The classified name for the
President’s Swrveillance Program is “STELLARWIND.”
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report dIld will be mclucled it the comprchenswe ﬁual report 1equ1red to. be provided
to thie appropriate commiittees of Congress by 10 July 2009,

(V) The President’s Surveillance Program

} According to former Director of the NSA and former
D]recter of the CIA (DCIA) Michael V. Hayden, initial discussions:concering the
activities that would become the PSP occurred less than two weeks after
the:11 September 2001 terrorist attacks in a meeting between DCI George J. Tenet and
Vice President Richard B. Cheney, Although Hayden did not attend the meeting, he
was told by Tenet that Cheney asked if the Intelligence Community was doing
;everythlng possﬂ:le to prevent another terrorlst attaclc In resnonse Tenet desm ibed -

Cheney then aslced if there was more that NSA could do

'Tlns led to dlscuss‘,lo’ns between Cheney, Hayden, Cheney's legal counsel

David S. Addington, and senior NSA officials. It wasdetermined that the NSA. had the
capability to collect additional wire communications that could enhance the IC's
counterterrorism efforts, but that new authority was needed to employ the capability.
The determination led to the authorization of the PSP by President George W. Bush on
4 Qctober 2001.

The PSP was hitended to help preverit additional
‘lerroust attacks agamst the US Homeland. Although the authorized collection
aclivities changcd over the life of the program, in general, the program authorized the
NSA to-acquire content and/or metadata concerning telephore-and e-mail
communications for which there were reasonable grounds to believe that at least one of
the participants in the communication was located outside the US and that a party to




collection activities conducted under the PSP were brought under F oreign Intelligence
Surveillance Cotitt oversight in stages between July 2004 and January 2007.2

the corinunication was affiliated with a group engaged in infernational terrorism. The

(TSHSTE EANE) Under the PSP, the NSA collected three sets ofdata.
The first set included the content of individually targeted telephone and e-mail
communications. The-second set-consisted of telephone dialing information—the date,

time, and duration of calls; the tele; Jone riumber of the caller; and the aumber
call—collected in bulk e : -

e e':th_’ird»data
-mail transactional data--f8 i

(U) REVIEW RESULTS

{SHNF) ClA Participation'in the:
Pr sident's Surveillance Program

2 {U) The Foreign Intelligence Surveillance Act of 1978 establishied the Forcign Intelligence Surveillatice Court
to.oversee requests Tor supveillance warrats by féderal agencies apdinst suspected foreign intélligence agents
inside the US. '
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-appraisals of the current terronst threat, foc ‘ ‘
aiid to docurnent those appraisals in a memorandum Initjally, the analysts who
prepared the threat assessments w

CIA Prepared.
the Threat Assessment Memorandums.
Supportmg Authorization of the
President’s Surveillance Program

The CIA initially prepared the threat assessment
memorandums that were used to support Presidential authorization and penodw

reauthorizations.of the PSP, The memorandums.dociimented the eurrent threat to the

US homeland and to US interests abroad from 4l-Qa’ida and affiliated terrorist
organizations, The first threat assessment memorandum—The Continuing Near-Teiin
Thieat from Usama Bin Ladin—was signed by DCI Tenet on 4 October 2001.3
Subsequent threat assessment memorandums were: prepaled every 30to 60 days to
correspond with the President's reauthorizations:of the PSP.

: =ANE) The DCI Chief of” Staff IohnH Moseman, was the CIA
focal pomt for preparmg the threat assessmentmemoraudunw. According to
Moseman, he dirécted thej - . | toprepare objeclive

threats to the-homeland,

- read into the PSP and did not know hew the
threat assessments would be used. analysts drew upon all sources of intelligence
in preparing their threat assessments. Each of the memorandums focused on the
current threat situation and did not provide an assessment of the PSP's utility in
addressing previously reported threats.

I{SANEy The title of the threat assessment memorandums was changed to The Global War Against Terrorism in
Tune 2002.




P OHSTEWHSHOEAH Aﬁftcl_completed its portion of the memorandums;
tlie DCI’s Chief of Staff added a paragraph at the end of the memorandums stating that
the individuals-and organizations involved in global terrorism (and discussed in the:
memorandums) possessed the capability and intention to undertake further terrorist
attacks within the US. Moseman recalled that the paragraph was provided to him
initially by either White House Counsel Alberto R. Gonzales or Addington, The
paragraph recommended that the President authorize: the Secretary of Defense to
employ within the US the capabilities of the Department of Defense, including but not
limited to NSA’s signals intelligence capabilities, to collect foreign intelligence by
electronic surveillance, The paragraph also described the types of comnunication and
data that would be collected and the circumstances under which they could be
collected.# The draft threat assessmentine orandums were then reviewed by Office of
General Counsel attorneys assigned t“and Acting General Counsel (Senior
Deputy General Counsel) John A. Rizzo. Rizzo told us that the draft memorandums
were generally sufficient, but that there were occasions when, based on his experience
with previous memorandums, he thought that draft memorandums contained
insufficient threat information or did not present a comy elling case for reauthorization
of the PSP. In such instances, Rizzo would request tha provide additional
available threat information or make revisions to the draft memorandums.

FSHSTEWH ) The threat assessment memorandums were then signed
by DCI Tenet and forwarded to the Secretary of Defense to be co-signed. Tenet signed
most of the threat memorandums prepared during his tenure as DCI. Onthe few
occasions when he was unavailable, the Deputy Director of Central Intelligence
(DDCL), John E. McLaughlin, signed the memorandums on behalf of Tenet.
McLaughlin also signed the memorandums in the capacity of Acting DCI in August
and September 2004, In November 2004, Porter J. Goss became DCI and assumed
responsibility for signing the memorandums. There were 1o occasions when the bCl
or Acting DCI withheld his signature from the threat assessment memorandum, After
they were signed by the Secretary of Defense, the memorandums were reviewed by the
Attorney General and delivered to the White House to be attached to the PSP
reauthorization memorandums signed by the President.

: : Respgasibility for drafting the threat assessment
memorandums was transferred fron . ({0 the newly established Terrorist Threat
Integration Center in May 2003. This responsibility was retained by TTIC's successor
organization, NCTC. The DCI continued to sign the threat assessment memorandums

4(U) ExhibitB presents the conclusion and recommendation paragraph included in the threat assessment
memorandum dated 10 January 2005, Similar language was included in each of the memorandums,
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(UIFBHO) Senior CIA Officials Believe
That the President's Surveillance Program
Filled an Intelligence Gap

NF) Former Directors Hayden and Goss, former Acting
Dlrector McLaughhn, and other senior CIA officials we interviewed told us that the
PSP addressed 2 gap in intelligence collection. Following the terrorist attacks on

officials that the process for obtaining FISA authorization was too cumbersome and
time consuming to address the current threat.
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(UIIPGHQ) The CIA Did Not Assess
the Effectiveness of the
President's Surveillance Program

The CIA did not implement procedures to assess:the:
usefulness of ths product of the PSP and did not routmely documeént whether particular
‘PSP repcrtmg had contubuted to: successful c,ounterterrorlsm operatlons CIA ofﬁcmls,
reportifig from other mtelhgence sources consequently, 1t 18 dlfﬁcult to atlnbute the:
success o partlouhr countertenonsm operatlons exoluswely to the PSP In a May

prog1 am was an addltlonal resource fo enhance thc CIA’S understandm
networks and to help 1dent1fy potcntlal thlcats to the homeland Other




w Counterterrorism Successes Supported
by the Presndent‘s Surveillance Program

_(S/ANEy Despite the fact that CIA officials we interviewed did not; prowde -much
specific information on PSP-derived countertertorism successes; some: key
countertertorism operations supported by the: PSP were cited in briefings presented by
CTA officials. In'March 2004, the CIA provided 4 series of three briefings-at the White
House to:senior Administration officials and Congresswnal leaders. These briefings

mcluded operational details concerning the PSP as well as examples of program
briefed SSCI members and staff on

of the PSP,
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—{SiiNF) Several Factors Hindered CIA
Utilization of the President’s Surveillance Program

+S/HNE) Several factors hindered the CIA in making full use of the capabilities of
the PSP. Maity CIA officials told us that too few CIA personnel at the working level
were read into the PSP, At the program's inception, a disproportionate number of the

32



officers who were read into the PSP had too many competing:
other information:sources and analytic tools available to the:

[officials:also told us that much of the PSP reporting was vague or
withont context, which led.analysts and targeting officers to rely more heavily on other
information sources and analytic tools, which were more easily aceessed and timely
than the PSP.

{SUNEY CIA officers also told us that the PSP would have been more fully
utilized if analysts and targeting officers had obtained a better understanding of the
program's capabilities. There wasno formal training on the use of the PSP beyond the
initial read in to'the program. Many CIA officers we interviewed said that the
riction trovided in the read-in briefing was.not sufficient and that they were

-

~S#A¥E). The factors that hindered the CIA in making full use of the PSP might
have been mitigated if the CIA had designated an individual at an appropriate level of
managerial authority, who possessed knowledge of both the PSP and CIA

33



(U) ‘CIA Had Limited Accsss.
to Legal Reviews of the
President's Surveillance Program

/ NFY There is no indication that persorinel from the CIA
C)fﬁce of General Counsel or other CTA components were involved in preparing the
legal memorandums supporting the PSP that were produced by the Department of
Tistice, Office of Legal Counsel (OLC). At the time of the: initial authorization of the
PSP (4 Octaber 2001), Robert M. McNamara, Jr. was: the CIA General Counsel. There:
is 1io record that McNamara was ever readinto PSP, and he retired from the CIA oni

15 November 2001. Acting General Counsel John Rizzo was read into the program on
21 December 2001, but, at that time, he was not provided access to the OLC legal
opinions: Rizzo told us that by workmg through Addmgton, with whom Rizzo was.
acquainted, he eventually was allowed to read the OLC legal memorandums at
Addington's-office in July 2004,

Scott W. Muiller becaime the CIA General Counsel on

24 October 2002 Although NSA records do not indicate that Muller was read into
PSP, during our interview with Muiller, he acknowledged having been read into the
program and having read the OLC legal memorandums.supporting the prograny. After
Jack L. Goldsmith became the Assistant Attorney General for the Office 6f Legal
Couinsel in October 2003, the OLC undertook a reassessment of the legal rationale for
the PSP Mullel recounted dlscussmns with Deputy Attomey General James B Corey

managers we ‘interviewed said that although theywere conemed that the PSP ope1 ate
within legal authorities, they belieyed that it was important to continue CIA




: p,art;ic_j:ipation‘]i‘n the program because CIA analysts and targeters had told them that the.
program was a useful counterterrorism tool.

-{SHNF) CIA Officials Sought to
Delay Exposure of the President's
Surveillance Program by the New York Times

~(S/NE) In October 2004, James Risen, a reporter for The New York Times,
contacted the CIA Office of Public Affairs seeking an interview with DCI Goss
conéeming an article the newspaper was planning on the PSP, Senior officials from
the CIA, NSA, Office of the Vice President, and the Office of the Secretary of Defense
et to- discuiss a response. On 20 October 2004, DDCI McLaughlin-and DCI Chief of
Staff Moseman met with the Washington, DC editor. of The New York Times, Philip
Teubman, and Risen. According to a memorandum for the record prepared by
Moseman, McLaughlin did not provide any details regarding the PSP or comment on.
the legal basis for the prograin, but he stressed that publication of the article would
ex;poSe’, and po ntially compromise, effective ‘»counterterrorism tools.

Risen agreed to hold the article and publish it only when it became apparent that other
news organizations were preparing their own stories on the PSP. On 16 December
2005, The New York Times published its first article on the PSP: "Bush Lets U.S. Spy
ori Callers Without Courts.” On 17 December 2005, President Bush publicly
confirmed in a radio address the existence of the disclosed portion of the PSP.
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Exhibit A

(U) Wethodology

 (U/FEBO) During our review, we conducted 50 interviews of current and former
CTA personnel who had been involved with the President’s Surveillance Program
(PSP). Among the senior CIA officials we interviewed were former Director of the
National Security Agency (NSA) and former Director of the CIA (DCIA)
Michael V. Hayden, former Director of Central Intelligence (DCI) and former DCIA
Porter J. Goss, and former Acting DCI John E. MeLaughlin. We contacted former DCI
George . Tenet for an 'interv,iew; Tenet suggested that we first }inte_ryiew his former
Chief of Staff, Tohn H. Mosetman, and then contact him if we still had a need to
interview himn. Following:our interview with Moseman, we contacted Tenet’s office
several times to request an interview, but he did not return our telephone calls.
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Exhibit B

(8) Threat Assessment Memorandum Concluding Paragraph

[Excerpt from the Global War Against Terrovism memorandum dated 10 January 2005.]

TSHSTEWSHOCANE) Based on the information available to me from allsources,
ineluding the information in this document, it is my estimate that those involved in global
terrorism possess both the capability and the intention to-undertake Further tervorists.attacks.
‘within the. United States, that; if not detected and prevented, will cause mass: deaths, mass
injuries, and massive destruction of property, and may place at risk the continuity of the United
States. Government, Accordingly, I recommend that, in-accordance. with the Constitution, you
authorize the Secretary of Defense, for the purpose of detection and prevention of terrorist acts
within the United States, to employ within the United States the capabilities of the Départment of
Defense, includidg but niot limited to the signals inteligence capabilities of the National Security
Agency, to collect foreign intelligence by electronic surveillance, if such electronic surveillance
1s iritended to:

(a) acquire-a communication (including but not limited to a wire communication
carried into or out of the United States by cable) for which, based on the factual and
practical considerations of everyday life on which reasonable and prudent persons act,
thiere-are reasonable grourids to beligve such communication originated or terminated
outside the United States and a parly to such communication is 2 group engaged in
international terrorism, or activities in preparation therefor, or any agent of such a group,
provided that such group is-dl Qa'ida, is a group affiliated with al Q2'ida, or is another
group that you determine for this purpose is in armed conilict with the United States and
poses & threat of hostile action within the United States;

(b) acquire; with respect to a telephony communication, telecommunications dialing-
type data, but not the contenits of the commiunication, when (i) at least one party to such
communication is outside the United States, (ii) no party to such communication is known to
be a citizen of the United States, or (iii) based on the factual and practical considerations of
everyday life on which reasonable and prudent persons act, there are specific and articulable
facts giving reason to believe that such communication relates to international tefrorism, or
activities in preparation therefor; or

(c) collect, with respect to a non-telephony communication, header/ router/ addressing-
type information, but not the contents of the communication, when, based on the factual and
practical considerations of everyday life on which reasonable and prudent persons act, there
are specific and articulable facts giving reason to believe that a party to such communication is
a group engaged in international terrorism, or activities in preparation therefor, or any agent of
such a group, provided that such group is al Qa'ida, is a group affiliated with al Qa'ida, or is
another group that you determine for this purpose is in armed conflict with the United States
and poses a threat of hostile action within the United States.
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Exhibit D

(U) Review Team

(UIFOTO This report was prepared by the Operations Division, Audit Staff,

Officé-of Inspector General.
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(U) Review of the President’s Surveillance Program
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(U) OFFICE OF THE INSPECTOR GENERAL
(U) Chartered by the Director, NSA/Chief,'CSS, the Office of the Inspector General (OIG)

conducts inspections, audits, and investigations. Its mission is to ensure the integrity, efficiency,

and effectiveness of NSA/CSS operatlons to provide intelligence oversight; to protect against
fraud, waste, and mismanagement of resources; and to ensure that NS A/CSS activities are
conducted in compliance with the Constitution, laws, executive orders, tegulations, and

directives. The OIG also serves as ombudsman, assisting all NSA/CSS employees and affiliates,

civilian and military.

(U) INSPECTIONS
(U) The inspection function conducts management and program evaluations in the form of
organizational and functional reviews; undertaken either.as part of the OIG’s annual plan or by
management request. The inspection team’s findings are designed to yield accurate and up-to-

date information on the effectiveness and efficiency of entities-and programs, along with an
 assessment of compliance with laws and regulations; the recommendations for corrections or

improvements are subject to followup. The inspection office also partners with the Inspectors
General of the Service Cryptologic Elements to conduct joint inspections of the consolidated

cryptologic facilities.

(U) AUDITS

(U) The internal audit function is designed to provide an independent assessment of programs
and organizations. Performance audits evaluate the economy and efficiency of an entity or
program, as well as whether program objectives are being met and operations are in compliance
with regulations, Financial audits determine the accuracy of an entity’s financial statements. All

gudits are conducted in accordance with standards established by the Compiroller General of the

United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) THE OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste and mismanagement. Investigations
and Special Inquiries may be undertaken as a result or irregularities that surface during an
inspection or audit; or at the initiative of the Inspector General.
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TO: DISTRIBUTION

SUE‘UECT: {U} Review of President's Surveillance Program (ST-00-0002) —
INFORMATION MEMORANDUINM

1. [t/ AFEHET This report summarizes our review of the Presidend’s
Surveiltance Program, as mandated by the Forefgn niteltigence Surveillanice
Act Amernadiitents Act ol 2008,

2. (U ARSHE) For additional information, please cantact my ollice on
3(r1-688-6666. \We appreclale the cowlesy snd cooperalion extended to our
stalt throughout the review.
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ES/SH 7 FiFor over a decade before the terrorist attacks
on 11 September 2001, NSA tised its SIGINT authorities to
provide information in response to Intelligence Community
reqiiirements on terrorism targets. In late September 2001,
when the Vice President asked the Director:of Central
Intelligence what more NSA could do with additional
authority, NSA’s Director identified impediments to

enhancing SIGINT collection under existing authorities. He
said that in most instances NSA could not collect
commurnications on a wire in the United States without a
court order. Asaresult, NSA’s ability to quickly collect and
report on a large volume of communications from foreign
countries to the United States was impeded by the time-
consuming court order approval process. Attempting to
obtain court orders for foreign telephone
numbérs and Internet addresses was impractical for
collecting terrorist communications with speed and agility.

HSTE : NF) Counsel to the Vice President
drafted the 4 October 9001 Authorization that established
the President’s Surveillance Program (PSP), under which NSA
could routinely collect on a wire, for counterterrorism
purposes, foreign communications originating or terminating
in the United States. Under the PSP, NSA did not target
commurnications with both ends in the United States,.
although somié of these communications were incidentally
collected.

{TSHSTLW//SHHOE{NF) The PSP gave NSA a capability to

was. that this SIGINT coverage provided confidence that
someone was looking at the seam between foreign and
dorhestic intelligence domains to detect and prevent attacks
i the United States.
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(T877STEW77SI/ /OC/NF) Knowledge of the Program was:
strictly limited at the express dirgction of the White House,
and NSA’s Director needed Whitée House approval to inform
members of Congress about Program. activity. Between

25 October 2001 and 17 January 2007, General Michael V.
Hayden angd Lietitenant General Keith B. Alexander
coﬁducteclijﬂ)SP briefings for members of Congress and
staff,

/ ‘ NSA activity conducted under the
PSP Was authonzed by Foreign Intelligence Surveillance
Court. (FISC) orders by 17 J ariuary 2007, when NSA stopped
operating under PSP authority. The NSA, Office of the.
Inspector General (O1G) detected no intentional misuse of
Propram authonty

(U) HIGHLIGHTS

() PSP establishment, implementation, and product

: ; ' > /NE) NSA began PSP operations ofl
6 October 2001 Although the Director of NSA was
“comfortable” exercising the new authority and believed that

it -was lawful, he realized that itCWbe contreversial.

Under the PSP, NSA issued over reports. This included
reports based on collected metadata, which was
efined in the Authorization as “header/router/addressing-
type information including telecommunications dialing-type
data, but not the contents of the communication.” It also
Jncludedmeports based on domestic content collection,
which includes words spoken ina telephone conversatzon or
sent in an e-mail{{9JE ’ :

ST NF) NSA's PSP products, all of which.
were sent to CIA and FBI, were intended for intelligence
purposes to develop investigative. Ieads and were not to be
useéd for judicial purposes. L




and NSAhad no
e effectiveness of PSP

(U} Access to legal reviews and program information

{E/4/20)-NSA's General Cournisel and Inspector General were
not permitted to read the 2001 DoJ, Office of Legal Counsel
opiriion on the PSP, but they were given access to draft 2004
Office of Legal Counsel opinions. Knowledge of the PSP was
strietly controlled by the White House. Between 4 October
2001 and 17 January 2007, people were cleared for
decess to PSP information.

o (U) NSA-FISC interaction and transition to court orders

SHFSTEW &/NE-NSA’s PSP-related interaction with
the FISC was primarily briefings to presiding judges,
beginning in January 2002, Interaction increased when NSA
and the DoJ began to transition PSP activities to FISC orders.
After parts of the program had been publicly revealed in
December 2005, all members of the FISC were briefed. NSA’s
PSP authorized collection of bulk Internet metadata,
telephony business records, and the content of
corimunications transitioned to FISC orders on 14 July
5004, 24 May 2006, and 10 January 2007, respectively.

(U) Program oversight at NSA

G/} NSA’s Office of General Counsel and Signals
Intelligence Directorate provided oversight of NSA PSP
activities from October 2001 to January 2007. NSA OIG
oversight began after the IG was cleared for PSP information
in August 2002.
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(SHMNE) For years before the 11 September 2001 terrorist aftacks in the
United States, NSA had been using its authorities to focusthe United
States Signals Intelligence (SIGINT)-System on foreign intelligence
targets, including terrorism, in response to Intelligence Community
requiroments. After the attacks, NSA adjusted SIGINT collection, in
accordance with its authorities, to counter the terrorist threat within the
United States. In late September, the Vice President.asked the Director of
Central Intelligence (DCI) if NSA could do more to prevent another attack.
NSA's Director responded by describing impediments to SIGINT collection
of ferrorist-related communications to the Vice President. Counsel to the-
Vice President used the information about impediments to draft the
Presidential Authorization that established the PSP.

(U) SIGINT Efforts against Terrorists before 11 September 2001

te//2F)-For over a decade before terrorists attacked the
United Statesiin September 2001, NSA was ‘applying SIGINT
assets against terrorist targets in response to Intelligerice
Comimunity requiremerits. The Signals Intelligenice
Directorate (SID) Counterterroxisin {CT) Product Line led
these efforts in accordance with SIGINT authorities, which
defined what NSA could and could not do against SIGINT
targets.

(U) Authorized SIGINT activity in September 2001

(U) NSA was authorized by Executive Order (E.O.) 12333,
United States Intelligence Activities, 4 December 1981, as
amended, to collect, process, and disseminate SIGINT
information for foreign intelligence and counterintelligence
purposes in accordance with DCI guidance and to support
the conduct of military operations under the guidance of the
Secretary of Defense. NSA and other Intelligence Community
agencies were required by E.O, 12333 to conduct intelligence
activities in accordance with U.S, law and other E.O. 12333
provisions.

(U) Both DoD regulation and NSA/Central Security Service
(CSS) policy implemented NSA’s authorities under E.O.
12333 and specified procedures governing activities that
affect U. S. persons (DoD Regulation 5240.1-R, Decenmber
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1982, Frocediires Governing the Activities of DoD) Intelligence
Components that Affect United States Persons and NSA/CSS
Policy 1-23, 11 March 2004, Procedures Governing NSA/CGSS
Activiies that Affect U. S. Persons).

~ASHSH-HH The policy of the U.S. SIGINT System is to
collect, retain, and disseminate only forelgn communications,
which, in September 2001, were defined in NSA’s legal
compliance procedures (described below) as' communications:
having at least one communicant outside the United States
or entu'ely among foreign powers or between a. foreign power
and officers or employees of a foreign power. All other
communications were considered domestic.communications.
NSA cotild not collect cornmunications from a wire in the
United States without a court order unless they-originated
and terminated outside the United States.

—HS/SLAANEL N 2001, NSA’s authority to collect foreign
communications included the Director of NSA's: authonty to

approve targeting communications with one comm
the United States. if technical devices (such asfl
| could be-employed to limit-acq
communications to those in which the. ta:get is-a non—U S..
person located outsmle the: Umted States =

-—fs—/-fS{“HNF}-NSA’s Director coulcl exercise . this. authouty,
except when the collection was otherwise regulated, for
example undér FISA for commuinications collécted from a
wire in the United: States.

(U) NSA safeguards to protect U.S. persons’ Constitutional
rights ’

(U) The Fourth Amendment to the U.S. Constitution protects
all U.S. persons anywhere in the world and all persons within
the United States from unreasonable searches and seizures
by any person or agency acting on behalf of the U.S.
Government.! United States Signals Intelligence Directive
(USSID) SP0018, Legal Compliance and Minimization

-éG#-}FP) USSID SP001S defines a 1).S. person as a citizen of the United States, an alien lavifully- admitted for
penmaneit residence in the ‘United States, unincorporated groups or associations a substantial number of the
members of whith constitute cittier offhe first two groups, or corporations incorporated in the United States,
ingluding U.S. flag non-governmental aireraft or-vessels, but not including those entities opeuly acknowledged
by a foreign government to be directed and controiled by them.




Procedures, 27-July 1993, prescribes policies and
minimization procedures and assigns responsibilities to
ensure that United States SIGINT Systemn missions arid
activities are condtuicted in a manner that safeguards U.S.
persons’ Constitutional rights. (See Appendix G.)

-{S77ST/RF-During the course of normial operations, NSA
personnel sometimes inadvertently encounter information to,
fromm, or abot U.S. persons. When that happens, they must
apply standard minimization procedures approved by the
Attorney General in accordance with E.O. 12333 and defined
in USSID SP0018. These procedures implement the
constitutional principle of reasonableness by giving different
categories of individuals and entities different levels of
protection. They ensure that U.S. person information is
minimized during collection, processing, dissemination, and
retention:of SIGINT by, for example, strictly controlling
collection with a high risk of encountering U.S. persen
jtiformation and focusing all reporting solely on the activities
of foreign entities and persons and their agents.

(U) NSA Director Used Existing Authorities to Enhance SIGINT
Collection after Terrorist Attacks

TOP SECRET//STLW, COMINT/ORCONMNOEGRN
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—(SHAE)-In Oval Difice Meeting, BCl Explained NSA Director’s

Decision to Expand Operations under Existing SIGINT Authorities

(U/ AFe86) General Hayden recalled that in late September
2001, he told Mr. Tenet about NSA actions under E.O. 12333
to counter the terrorist threat. Mr. Tenet shared that
information with the White House in an Oval Office meeting.

(U/:/FOUS} We did not interview Mr. Tenet or White House

s

personnel during this review. We asked the White House to
provide documentation of meetings at which General Hayden
or NSA employees discussed the PSP or the Terrorist
Surveillance Program with the President, Vice President, or
White House personnel, but we did not receive a response
before this report was published. Therefore, information
about the sequence of events leading up to the establishment
of the PSP comes from interviews of NSA personnel.

(U) Vice President Asked What Other Authorities NSA Needed
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~{SH#NF-NSA Options to Impiove SIGINT Collection Could Not Fill
Intelligence Gaps on Terrorist Targets

~{S/4{NE}General Hayden said that, in his professional
judgment, NSA could not get the needed collection using the
FISA. The process for obtaining court orders was slow, and it
involved extensive coordination and separate legal and policy
reviews by several agencies. Although an emergency
authorization provision permitted 72 hours of surveillance
without a court order, it did not allow the government to
undertake surveillance immediately. Rather, the Attormey
General had to ensure that emergency surveillance would




satisfy the standards articulated in the FISA and be

. ) Under its authorlues NSA had no other options
for the tlmely collection of communications of suspected
terrorists when one end of those communications was in the
United States and the communications could only be
collected from a wire or cable in the United States.

(U/FeU6) NSA Director Described to the Vice President the Impediments
to Improved SIGIN: T Collection against Terrorist Targets

HESHIHANFY According to NSA OGC, Dol.has since agreed with NSA that simply processing
comnilinications metadata‘in this manner does not constitute electronic surveillance under the FISA.
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(U/ /FoHQ) After two additional meetings, the Vice President
asked General Hayden to work with his Counsel, David
Addington. Because early discussions: about expanding NSA
authority were not documented, we do not have records of
attendees or: spec1ﬁc topics discussed at General Hayden’s
meetings with White House represernitatives.




. (V) THE PRESIDENTIAL AUTHORIZATIONS

{F - } Between 4 October 2001 and

8 December 2006 President George W. Bush signed

43 Authp.r;z_atlons_ two modifications, and one document
described as The authorizations were
based on the President’s determination that after the
11:September 2001 terrorist attacks in the United States, an
extraordinary emergency existed for national defense
purposes. The Authorization documents contained the terms
under which NSA executed special Presidential authority and
were titled Presidential Authorization for Specified Electronic
Survelllance Activities during a Limited Period to Detect and
Prevent Acts of Terrorism withir the United States. They were
addressed to the Secretary of Defense.
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{5 W iF) The authoerizations changed over
hme ﬁrqt elumnatmg the possibility that the Authority could
be interpreted to permit collection of communications with
both ends in the United States and addifig an additional
‘giralifi cauon that metadata could be collected for

N ) Starting in March 2004, the

g! ent several adJustments related to._

anderstoo a_nd melemented by NSA and that they applied
t past and futu.re actlvltles Al—Qa ida (also spelledaléat;)-

£ : b3
g

(TS//STLW /ST /OGN The definition of “terrorist groups”
W1th1n the authontles ‘was also refiried, and, for a limited

SrSHSUMEY Moladala, as defined by the Authorization, is “header/router/addressing-type information,
mcludmg telecommunioatins.dialingslype data, butnot the contents of the communication.”
’(U) See Appendix’'B forinformation abaul the types of collection permitted.




TSI SHLOENF)-According to General Hayden, the
Authorization, for the most part, did not change the
communications that NSA could collect, but did change the
locatiorni from which the Aeency could collect them by
permitting collection e e 0 jted.
: : that authorization;

(V) NSA Discussions about the Lawfulness of the Authorization

‘ NE} NSA leaders believed that they could lawfully
carry out the President’s authorizations. However, they also
recognized that the Program would be controversial and
politically sensitive. This section describes how key NSA
leaders—the Director, the NSA General Counsel, Deputy
General Counsel, and Associate General Counsel for
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Operanons—concluded that the Prg ogram was legally
defensible.

(U) Director of NSA

Generals. Hayden:and Alexander stated that
they beheved the Authorization was lawful.

{U) General Hayden

-(%SHSH—/NF-) When asked how he had decided to execute an;
Authorization that-some would consider legally and politically
conhtroversial, General Hayden said that NSA’s highest
ranking lawyers had advised him, collectively and
individually, that the Program was lawful under the
President’s Article Il powers. He said that three factors
influenced his decision to 1mp1ernent the Authority. First,
NSA would do exactly what the Authorization stated and “not
one electron or photon more.” ‘Second, the Program was
simply an expansion of existing NSA collection activities.
Third, the periodic renewal-of the Authorization would ensure
‘that the threat contintied to Justhy the Program.

; General Hayder: said that as time passed, he-
determmed that the Prograim was-still needed. Specifically;
heand NSA’s Deputy Director reviewed the DCI threat
meinorandum for each reauthorization and judged that the
threats continued to justify the Program.

P8/ SEHHHHY General Hayden said that no-one at NSA
expressed concerns to him or the NSA 1G that the
Authoerization was not lawful. Most importantly, General
Hayden said that ho orie outside NSA asserted that he should
stop the Program. He. occasionally heard concerns from
meimbers. of Congress, but he sensed general support for the
Prograrm from those he briefed outside NSA. He emphasized
that he did not just "flip through slides" during briefirigs. He
wanted to ensure that attendees understood the Program;
consequently, briefings lasted as long as the attendees
warnted.

(U) General Alexander

’ When Lieutenant General Keith B.
Alexander becamnie NSA/ CSS Dlrector in m1d~2005 some. of




reviewed its initial opinion and determined that the ‘
remaining three types of collection were legally supportable,

(L)) NSA Office of General Counsel

L ISEHHANE) After the Authorization was signed on
4 October 2001, NSA’s highest ranking attorneys, the NSA
General Counsel and Deputy General Counsel, as well as the
Associate General Counsel for Operations, orally advised
General Hayden that the Authorization was legal

(U):General Counsel

{PS/+SH-NF) After having received the: Authorization ot

4 October 2001, General Hayden asked NSA General Counsel
Robert Deitz if it was lawful. Mr, Deitz said that General
Hayden understood that the Attorney General had already
certified its legality by signing the Authorization, but General
Hayden wanted Mr. Deitz’s view. Mr. Deitz said that on

5 Qctober he told General Hayden that he believed the.
Authorization to be lawful, He added that he emphasized to
General Hayden that if this: issue were before the Supreme
Court, it would likely rule, although not unanimously, that
ttie' Authorization was legal.

(U) Associate General Counsel for Operations

_ + On 5 October 2001, the General Counsel
consulted the Associate Gerieral Counsel for Operations at
his home by :secure telephone. The Associate General
Counsel for Operations was responsible for all legal matters
related to NSA SIGINT activities: According to the General
Counsel, he had not yet been authorized to tell the Associate
General Counsel about the PSP, so he “talked around” it and
did not divulge details. The Associate General Counsel was
given enough information to assess the lawfulness of the
concept described, but records show that he was not officially
cleared for the PSP until 11 Octaber 2001. On Tuesday,

9 October, he told Mr. Deitz that he believed the
Authorization was lawful, and he began planning for its
implementation.

(U) Deputy General Counsel

_ The Deputy General Caunsel was cleared for
the PSP on 11 October 2001. He reviewed the Authorization
with: Mr. Deitz and the Associate General Couinsel for
Operations and also concluded that it was lawful.
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(U) Discusslons on Legality

F-0GC attorneys said that their discussions
about the Program s lawfulness took inte account the severity
‘of the 11 September attacks and the fear that foreign persons
were. iri the United States planning attacks. ‘The NSA
attorneys conelided that the Authorization wag lawful.
Given the following factors; the General Counsel said the
Authorization was constitutional and-did not viclate FISA

{S—/—;‘N-F'} FISA was not 4 realistic means of addressing
the terrorist threat inside the United States because
the process lacked speed and agility.

o (U//EOYS) The Authorization was a temporary 30-day
grant of authority..

o (U//EQYS) The statute allowed such an exception, or;.
to the-extent that it did not, it was unconstitutional.

The NSA attorneys determined that the
President could issue the Authorization through his authority
under Article II of the Constitution to perform warrantless
electronic surveillance for foreign intelligence purposes
outside and inside the United States. This conclusion, they
said, was supported by the concurring opinion in
Youngstoiwn Sheet & Tube Co. v. Sawyer, 343 U.5. 579
(1952), and appellate cases.?

~ES//SLL/NE) The Congressional Authorization of Use of
Military Force and the canon- of constitutional avoidance,
which requires a court to attempt to interpret issues so as to
avoid constitutional questions, cemernted OGC’s belief that
the President’s interpretation of Article Il authority had legal
merit.

8(t) United States v. Truong Dinh Hung, 629 F.2d 908 (4™ Cir, 1980); United States v Buck, 548 F.2d 871 "
Cir. 1977); Zweiboir v. Mitchell, 516 F.2d 594 (DC Cir. 1975); United States v. Brown 434 E.2d 418 (5" Cir.
1973), cert. denied, 415-U.8. 960 (1974); United States v. Butenks, 494 F.2d 593 (3" Cir. 1974), cert. denied,

419 U.S. 881 (1974).

TOP SECRET/SEL YALCOMI NT/ORCON/NOEQRN
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{8t/ 11F) The Associate General Counsel for Operations
described his position:

ATS/4SLE) Does Congress have the authority to
limit Presidential Article 11 authority in foreign
intelligence collection? Given the threat, this was.a
perfect storm of events—3,000 people killed,
airplanes and buildings destroyed by foreign
terrorists; an attack in the United States by &
foreign terrorist orgarization. No one kriew where

tHe terrorists:were or if there were.more terrorists;

arid NSA had a collection capability unable to
fianction because with the FISA, you cannot get

e | FISA orders needed to cover what you

‘needed covered at that time to look for the

......

terrorists. You go to the President and tell him
that there is a statute that prevents you from doing
something from a collection standpoint that may
prote_ct'the'United-States from a future attack and
that while the'country is in danger, I have to
‘adhere with a statute and can't get the amount of
warrants I need. Any president is going to say
thére has got to be a way to da this — a federal law-
cari't let me stand here and watch the country go
down the tubes. Does the President have to abide
by'a statute depriving him of his authority and
watch the country go down the tubes? Given the
casé law of five different circuits with the Supreme
Court denying certiorari in two cases, there was
goad basis for. deciding this.

(ES/#SL//H) NSA OGC attorneys said that they did ot
prepare a formal written legal opinion because it was not
necessary. The Attorney General had already certified the
legality of the Program, and General Hayden had not asked
for a written legal opinion. The attorneys also said that they
did riot have time to prepare a written legal opinion given the
pace of operations.

. NF}. After having concluded that the Authorization
was lawful, NSA attorneys believed it was important to
ensure.that NSA’s implementation of the Program complied
with the Authorization, that processes were well documented,
and that strict controls and due diligence were embedded
into the execution of the Program. Recognizing that the legal
basis of the Program might become controversial, they said
that they wanted to ensure that NSA's execution of the
Authority would withstand scrutiny.
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SHSTEWHSIHOSANFINSA PSP operations began on 6 October 2001
and ended.on 17 January 2007 and involved the collection, analysis, and
reporting of two types: of information; metadata and content. NSA
assumed that the:PSP was temporary and did not immediately formalize
processes-and procedures for operations, which were quickly set up fo
provide SIGINT on terrorist targets. As the Authorization continued to be
renewed, NSA implemented special procedures to ensure that selectors
used for metadata analysis and domestic selectors tasked for content
collection were linked to al-Qa'ida, its associates, or international terrorism
and that related decisions were documented. NSA did not target
communications with both ends.in the United States under PSP authority,
although some of these communications were incidentally collected, and
the OIG found nosintentional violations of the Authorization. Over the life
of the Program, NSA issued more than-products based on PSP
data. According fo senior NSA leaders, the vaiue of the PSP was that
SIGINT coverage provided confidence that someone was looking at the
seam between the foreign and domestic intelligence domains to detect
and prevent attacks in the Unlted States.

(V) NSA Begins PSP Operations

/A3%F} On 4 October 2001, General Hayden received the
initial Authorizatien and informed the SIGINT Director and
other key personnel.
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—CFSHSHANF Authorization Renewed

{S//NF} NSA leaders assumed the PSP would be temporary,
so they did not establish processes and procedures for a
long-term program, and they had plans to cease operations if
the Authorization was not renewed. However, the President
continued to renew the Authorization, and General Hayden
stated that the DCI threat memoranda accompanying each
renewal continued to justify the Program.

e
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(U) FISA Authority Still not an Option in 2002

-In: January 2002, senior NSA leaders still
1er the FISA court order process nor the

_ITSHSHNF):NSA’S First Attempt to Obtain FISA Authority or-~
Failed. '

" In September 2002 NSA atternpted to obtain




} The request was prompted by a CT Product
mber, who explained that technical problems
FISC orders

Line staff me
délayed NSA's receipt of e-mail ¢ollected throu
hat the FBI had, obtained. [ -

. . Tri one case, an
terrorist agents of interest to

(U) NSA Structure for PSP Operation
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{UI[FEL6) NSA Organizational Structure for PSP Activity

November 2004
_ Director
[ [ ‘Deputy Director
|
Inspector] | General'| i
General | [Counsel.| 1 - e e
: 4 Signals Intelligence:
BN | Directorate SID Oversight &
:_ 4 " (SID) Cnmplmncu
i I i
j 1 1
| | l
Customer I ! Analysis &
Relationships : ‘Pg—bd{lcﬁon Bata Acquisition
s 1 . .
-
|
i i
{
. : FA TN
'STLW Program i '
Manager CT Product gf;:l‘:‘zgs for
(S0 Program X " domeslic
Managerfor.CT arloelera
Speclal Brojects) s
; zllon af
e ¢ontentand
P S_P' Dperation 5 Anu\ysln anq mpurt[ng: metadala.

(W) Chain of Command

——(-SHN—F-) NSA’s Directorand Deputy Director exercised senior
operational control and authority over the Program.

According to NSA's Deputy Director, Génerdl Hayden handled

“downtown” and the Deputy Director managed everything
within NSA. The SIGINT Director at the start of the Program
stated that once she was confident that the Program had

appropriate checks and halances, she left direct management

to the Director, Deputy Director, and the OGC. She noted
‘thét General Hayden took personal responsibility for the
Program and managed it carefully. By 2004, specific roles
related to collection, analysis, and reporting had been

delegated to the SIGINT Director, who delegated management

responsibilities to the Program Manager and mission
execution responsibilities to the Chief of the CT Product Line
and subordinate leaders.




(U) Coordination with FBI

HSTEWSE /NT On 24 January 2003, NSA, SID,
and the FBI agreed to detad FBI personnel working under
NSA SIGINT authorities to SID*
Under the agreement, detailees assisted wi
related SIGINT metadata analysis, identified and
disseminated terrorlsm*related SIGINT mforma’uon meeting

g
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—FSHSHNFEY Minimization Procedures and Additional Gontrols on PSP
Operations'

{PSHSTEW/1SHOE1NF) Management emphasized that the
minimization rules required under non-PSP authorities also
applied to PSP. The Authorization specifically directed NSA
to “minimize the information collected concerning American
citizens, to the extent consistent with the effective

(1)) Intemal control, or management control, comprises the plens, methods, and procedures used to meet
imissions, goals, and objectives. It provides reasonable assurance that an entity is effective and efficient in its
operations, reliable in its reporting, and compliant with applicable laws and regulations.

80



accomplishment of the mission of detection and prevention of
acts of terrorism within the United States.” NSA c:omphed by
applying USSID SP0018 minimization procedm es. For
example, and as described in the following sections:

o When analysts encountered U.S. person information,
they handled it in accordance: with minimization
guidance, which included reporting violations or
incidents.

» Dissemination of U.S. person information was
mirimized by requiring pre-release verification that the
information was related to countertecforism and
necessary to understand the foreign intelligence or
assess its importance:.

—&/LNE) In addition, as PSP operations:stabilized and the
Authorization continued to be renewed, NSA management
designed pracesses and pmcedures to implement the
Program effectively while ensuring compliance with the
Authorization and protecting U.S. ‘person information. By
April 2004, formal procedures were in place, many of which
wete more stringent than those used for non-PSP SIGINT
operations. Ore analyst commented that the PSP “had more
doéumentation than anything else [she] had éver been
involved with,” Examples of controls, some of which will be
explained in more detail in the following sections of this
report, include:

o (FS{SEEWS/SIOCINF Approvals—Shift

Coordinators approved foreign and domestic target
selectors for metadata analysis. The Chief or Deputy
of CT Product Line Chief or the Program Manager
approved domestic selectors for content collection
under the PSP,

o (ESAASTLW//SH//OC/NE) Documentation—RFIs,
leads, tasked domesuc selectors and tippers were
tracked inthe g ¢ Uustifications for

contact chammg were 1c,corded and justification
packages and approvals for tasking domestic selectors
for content collection were formally documented.
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77 Momtormngtatlstxcs on content
taslnng and. reportv. were maintained and reviewed by
‘SID, Oversight and Compliance by 2003, ACT
Product Line employee stated: . . [Njowhere else did
NSA have to report.on selectors ancl how many
selectors were rolled off [detasked] and why.”

o (U//FEHYE)0OGE involvement—Personnel working
under BSP authonty noted that they had a-continuous
dialogue with the OGC on what was permissible tnder
the Authorization. The Associate General Counsel for
Operatxons confirmed that the OGC “was:involved with

the operations people day in and day out.”

) (U / FFEBerDue Diligence Meetings—The PSP Program.
Manager chaired due-diligence meetings attended by
operatxonal 01G, and OGC personnel, They discussed
0IG and OGC reviews: and Program challenges,
processes,. procedures, and dociimentation.

) PSP Operations: Metadata

ﬂ. ) The Authorization defines.
‘ metadata” as "headcr/ router/ addressing type information,
including telecommunications dialing:type data; ‘but not the
contents of the ¢ommunication.” For example, e-mail
message metadata includes the sender'and recipient e=mail
addre es, : cloes rot mchlde the subject line or the text of
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) Standards for Conducting Metadata Analysis

NF) During an OIG review in 2006, the Associate
Geneéral Cotnsel for Operations described OGC's standards
for complying with the terms of the Authorization when
conducting nietadata enalysis and contact chaining.

?) To conduct contact chaining under the PSP,
the Authorlzatmn required that NSA meet one of the following
coniditions; 1)t least one party to the communication had
to be outside the United States, 2) no party to the
communication ¢ould be known to be a U.S. citizen, or 3)
based. on the factual and practical considerations of everyday
life-on which reasonable and prudent persons act, there were
specific and articulable facts giving reason to beheve that the
comrnumcatlon relates to international terrorism or activities
in preparatlon therefor. The Associate General Counsel for
Operatmns said that OGC's guidance was more stringent
than the Atithorization in that the OGC always required that
the: third condition be met before:contact chaining began.
Analysts were required to establish a lirik with designated:
groups related to international terrorism, al-Qa’ida; or-al-
O#’ida affiliates.1*

{S/4/NB) The Assdciate General Counsel for Operations said
that: estabhshmg a link to intermational terrorist groups or al-
0a'ida and its affiliates met the Authorization's requirement
that all activities conducted under the PSP be for the purpose
of detecting and preventing terrorist acts within the United
States. He explained that because the President had.
determined that specified international terrorist groups and
al-Qa'ida preserited a threat within the United States,
regardless of where members were located, linking a target
selector te such groups established that the collection was for

“(U) Smith v, Maryland, 442-U.,8. 735, 742 (1979).

METSHSENE) Tn March and. April 2004 atithorization language for bulk and Internet metadata and content
narrowed from “jnternational terrorisim, or-activitics in preparation therefor,” to Al-Qa'ida, a group affiliaterd
with Al-Qa*idn, os another group- that ihe President deterrnined was in armed conflict with the United Stites
and posed a threat-of hostile'action within the United States.




the purpose of detectior and prevention of terrorist acts
within the United States..

$8/-+SH/NE). In 2005 Program memorandum, NSA OGC:
defined the NSA standard for establishing a link to al-Qa’ida
urnder the PSP, NSA could target selectors when “based on
the factual and practical considerations of everyday life on
which reasonable and prudent persons act, there are
reasonable grounds to believe a party to such communication -
is an agent of al-Qa'ida, or a group affiliated with al-Qa’ida.”

B+ o M-Facts giving rise to
“reasonable grounds for belief” means relisble facts
in'NSA’s possession, either derived from its signals
intelligence activity, or facts provided to NSA by
another governmerit departmerit or agency, or facts:
reliably in the public record (e.g., & newspaper
article). Whatever the source of information, the
key is that NSA is basing its determination on
articulable facts, not on bare assertions made by
someone €lse. We need evidence, rather than
¢onclusions. Thus:a mere statement that person X
i§ amember of al Qaeda, without more

information, will not suffice as a justification fog
chaining or for content tasking. I[nstead we need to
know what facts have led NSA, or another agency,
or the press, étc., to that conclhasion. Focus on the
facts and-determine whether they lead to a
conclusion, rather than accepting someone else’s
conclusion. If you dop’t have enough facts to make
a determination, ask for them.

PSS 85 ¥E) In addition, the
standard does not require certain knowledge, or
even necessarily a better than 50/50 chance that
the user of a phorne or e-mail is a member of al
Qaeéda or an affiliated organization. It requires
otily that a reasonable and prudent person
exercising good judgment would conclude that
there are grounds for believing the thing to be
proved. It is not mere hunch or mere suspicion,
nor is it proof beyond a reasonable doubt or even &
preponderance of the evidence; rather, the
standard requires some degree of concrete and
articulable evidence or information on which to
base a conclusion.

(U):Approvals for Metadata Analysis

85



2o

prowded in the RET or lead, analysts could search NSA and
Intelhgence Community databases.and chain under non-PSP
authorities to find additional facts to substantiate the link.

all alert hst selectms that rmght have generate c
chainiing. One individual, the equivalent of a shiit
coordinator; managed and monitored the alert process.

TS ‘When NSA personnel identified erroneous
metadata collection; usually caused by technical collection
system problems or inappropriate application of the
Authorization, mirimization procedures required them to
report the violation or incident through appropriate channels
and to delete the collection from all NSA databases. Early in
the Program, NSA reported three violations in which the
Authorization was not properly applied and took measures to
correct them.

o ATS/ASTLWL/SL/QC/NE) In

" chamed on numbers assomated w1t1 ,

Iri this- case the target was frelgn but there was rio
link to terrorism.




) 1+ R

chained on a domestic.telephione pumbet.provided by
the FBI that 'was related to '
investigation. Tn this case, the target posed a terrorist
threat inside the United States, butthere was no
known link to international terrorism.

o IS4/ 'Q"T‘T‘ ML/ SHAOCHNE) In, - NSA chained
on metadata based on &
provided by FBI related

While the gglec ere associated ‘infernational
terrorism, did not pose a threat of terrorist

attacks inside the United States,

-£FSHSIINE) Bulk Metadata Needed for Effective Contact
Chaining

Effective contact chaining requires.

obtained a daily average of approximatel
telephony metadata records and an estimate
Internet metadata records. Metadata obtained under PSP
authorities was stored in a protected database, to which only
cleared and trained personnel were given access: NSA
analysts were able to access and chain through metadata
records, but they could view only records associated with an
approved foréign intelligence target. This was a small
fraction of the metadata available. For example, in August
2006, NSA estimated that only 0.000025 percent or one in
every four million archived bulk telephony records was
expected to be viewed by trained SIGINT analysts.!>

1E) This estimate was presented in the August 2006 application for the Business Records Order, the
FISC Oider that permitted NSA’s collection of call detail records. Although this estimate applies (o collection
and atialysis-of teléphony metadata conducted under the Business Records Order, the same processes and
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{FSHEHME) PSP Operations: Content

e ... . PSrcontenl
 operations involved three separate activities: tasking selectors.
for content collection, collecting the contentof
communications associated with tasked selectors, and
analyzing the content collected, To comply with the
Authorization, NSA management combined standard
minimization procedures and specia‘ﬂy designed procedures
to task domestic selectors, collect the resulting
comimunications, and analyze and report the foreign
intelligence they contained. Over the life.of the Program, NSA
tasked approximately QI8 | foreign and domestic selectors
for content collection,

—FSHSHNF) Tasking Selectors for Content Collection

PR/ FSTEEWFSHHOCHNE) "Taskin g" is the direct levying of
SIGINT callection requirements on designated collectors.
Analysts must task selectors to obtain a target’s
commurications.
TS/ 8TE W/ SHFOENF Under the PSP, B, ,(b)(".g) '
"Before NSA personnel tasked target selectors for PSP conternit
collection, the Authorization required that target selectors
comply with two criteria. First, they had to determine that
“hased on the factual and practical considerations of
everyday life on which reasonable and prudent persons act,
there ate reasonable grounds to believe a party to sueh
communication is an agent of al Qa'ida, or a group affiliated
with al-Qa‘ida,” as described in guidance issued by OGC iri
2005. Second, the purpose of the collection’had to be the
prevention and detection of terrorist attacks in the United
States. The OGC provided the same guidance for tasking
selectors for content collection as it had for contact ehaining.
Specifically, because the President had determined that al-
Qa’ida presented a threat within the United States, regardless
of where its members were located, linking a target seléctor to
designated international terrorist groups or al-Qa’ida and its
affiliates, established that the collection was for the purpose
of detection and prevention of terrorist acts within the United
States,

techniques were used under the PSP, making this a reasonable comparison. This estimate was based on data
available in-August 2006 and cannot be-feplicated




~{TSHSHNFY Approvals to Task Domestic Selectors for Content
‘Collection:

—{rsf/SLL/NENSA analysts determined whether foreign
seleetors met the Authorization criteria and tasked them
without further approval. However, because NSA leadership
considéred se_lﬁétors iocated in the United States to be

extremely sensitive, the associated tasking process required

_extra documenta , reviews, and approvals than foreign

'6(1J) From 2005 to 2007, SID, Analysis and Production leadership titles changed. The Primary Production
Cenler Manager became the primary approval authority for tasking packages. '
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TSH#SHANE): Most Selectors Tasked for Content Collection Were
Foreign.

™ In 2008, NSA reported to a

, domestic telephone numbers
and-domestic Internet addresses were tasked for PSP
content collection from October 2001 to January 2007.
Domestic selectors were located in the United States and
associated with al-Qa’ida or international terrorism and were
not necessarily used by U.S. citizens. Irpa 2008 Atforney
General Certification, NSA reported Wforeign
telephone numbers and in excess of foreign Internet
addresses had been targeted from October 2001 through
December 2006, which spasis all but one month of the
Program. NSA could not precisely estimate the number of




foreign Internet addresses targeted because the tools used by
analysts before September 2005 did not accurately account
forthe number of iridividual addresses targeted.

~{TSHSHINF) In 2006, the OIG Found that Justifications for
Tasking Domestic Selectors Met Authorization Criteria.

SAHSTE _ [E)}-During a 2006 review, the OIG
fouind that all items in-a randomly selected sample of tasked
domestic selectors met Authorization criteria. Based on a
statistically valid sampling methodology, the OIG was ablé to
conclude with 95 percent confidence that 95 percent or more
of domestic selectors tasked for PSP content collection could
‘be linked to al-Qa‘ida, its associates, or initernational terrorist
threats inside the United States. Justification packages for
all sample items tested were supported by one or more of the
following types of information:

s Information associated with or obtained 'through FBI
investigations.
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; j7In 2005, the OIG found that the largely manual
proccss to task and detask selectors for-confegt collectiornt
was unrehable. Spe01ﬁcally, the OIG foun errors when
comiparing trecords of domestic telephone numbers and
Internet identifiers approved for PSP content collection as of
November 2004 with those actually on collection. The errors
¢onsisted of selectors that had net been removed from
collection after being detasked, had not been put on
collection after having been approved, had been put on
collection because of a typogra _h1cal error, or had not been
accurately recorded in thefl ' .| In response
to-the OIG finding, managemerit took immediate steps to
correct tlhie errors and set up a process to reconcile approved
tasked selectors with selectors actually on collection.

&) Collecting the Content of Communications

U/ }ECUG) Collection refers to the process of obtaining
éommunications after selectors associated with intelligence
targets are tasked for collection at designated sites. Data
collécted under the PSP was stored in protected partitions in
NSA databases. Access to the partitions was restricted to
PSP-cleared personnel.

—{FS/fSHNE)The Authorization required that a collected
communiéation originate or tcrmlnate outside the United.
Stat NSA did not intentionaliy. nesti

Hons-under the PSP,

and the CTF Product Line to
ensure that collected data was as mtendedand authorized.
According to PSP DIo - '

“Its purpose was to collec
However, management stated that:

’I‘here» are po re

guarantee that no {domestic] ce ill Be collected.
Issues of this kind inevitably arise from time to
time in other SIGINT operations, as foreseen by
Executive Order 12333, and are thus not peculiar
to [the PSP].




SN ‘The Program Management Office ideritified four ways
that NSA might have unintentionally collected non-target
data;

o Atarget.could have been correctly tasked using valid

selectors, but, in addition to collecting the desired

target communications, non-target communications:
~were inadvertently collected.

o  Avalid target selector could have generated target-
specific collection that ultimately proved the target not
to be related to al-Qa’ida.

o Atechnical, human, or procedural error in the target
jdentification or tasking pr-oc’es's,cou'ld have resulted in
unintentional collection of communications not related
to al-Qa’ida.

o Technical collection system problems could have
resulted in uninteritional collection of non-al-Qafida
related targets, éven wheri all steps-in the target
identification and tasking process had been properly
executed.

NF-Over the life of the Program, NSA reported
ncidents of unintentiorial collection .of domestic
communications amn incidents in which the wrong
selector had been tasked, - (See Appendix F for details.) In
those cases, persoiinel followed USSID SP0018 procedures.
and were given detailed instructions to report the violations
or incidents, adjust tasking, and delete collection records
from NSA and other databases.

~(FSHSHAYF) Analyzing the Content of Collected Communications

e _LINE)-Analysis of content collected under the PSP
involved the same practices and techniques used in non-PSP
operations. One NSA manager des ribed the PSP as “just one
_more tool in the analysts’ tool kit.” & -

commurications were then transcribed, If necessary, and

processed to make them useful for intelligence analysis and
reporting. Analysis included tiot only listening to or reading
the contents of a communication, but drawing on target

‘ knowledge, coordinating and collaborating with other

{ gnalysts; and integrating collateral information, metadata,
and information from databasés.and published intelligenice

.@1@
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reports to determine whether the comminications included
foreign intelligence that was timnely, unigue, actionable, and

(UIFFEE A serialized report is a formatted intelligence product produced pursuant to USSID CR 1400 that
lias & reference serial number, contains foreign intelligence information derived from SIGINT, and goes to

approved.users of intelligence.
TS VST i NSA issuedlifadditional reports between 17 January 2007 and December 2008

that were bised on an‘\alyéié of data previously collected under PSP authority.




Matadata Analysis Reports (Tippers)

- & - O SA retained documentation of
‘theanalysis, supporting customer request or lead
information, and a description of the link to terrorism for
tippers based on PSP collection. Documentation of analysis
was not retained nunless a tipper was written.
Counterterrorism personnel updated information in a
computer tracking systemn to reflect the disposition of all
metadata analysis requests. From October 2001 through
January 2007, NSA issued tippers to FBI and CIA:

o tippers were based on Internet metadata analysis.

o -'tippers were based on telephony metadata
analysis when telephone numbers had only direct
contact (one degree of separation) with a known
terrorist as defined by the Authorization.

bl,
b3,
b7E

bl,
b3,
b7E

bl,
b3,
b7E
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o -tlppers were based on more detailed telephony b1, b3, b7E
meétadata analysis that included contacts with two
degrees of separation from khnewn. térrorists.

ippers were based on telephony and Internet
metadata analysis.

—{FSHSHNE) Contént Reports

bl, b3,
b7E

(UIIF&Uﬁ)Protectionlof U.S. Person Information in Reporting

-«(”ES#SWNF) Before sending PSP reports to customiers, NSA
removed unnecessary U.S. person information, as required
by minimization procedures in USSID SPG018. The CT
Product Line reviewed PSP reports to ensure that they had
been written in accordance with these procedures. SID’s
Oversight and Compliance office then reviewed PSP reports
containinig U.S. person information. Oversight and
Compliance personnel reviewed U.S. person information in
reports, determined if it was necessary to understarid the
foreign intelligence in the reports, and submitted
recommendations for the inclusion of U.S, person
information to SID, Chief of Information Sharing Services for
final approval. For example, if an individual’s name was not
necessary to understand the foreign intelligence in the report,
the name was deleted or changed to “a U.S. person.”
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{TS//SL/JNE) Oversight and Compliarice did not review.
tippers based on metadata analysis. When NSA began to

issue tippérs based on the content.of ‘¢ommunications, SID-

adapted its procédures for the dissemination of U.S. person:
information. Additional Oversight and. Compliance personnel
were cleared for the Program to assi t with reviews. They
gave PSP and other terrorism reporting priority for review
over other Agency reporting.

(U) Use of SIGINT Product

-customers for PSE

This iriformation is provided only for intelligence
purposes itk an effort to-develop potential
investigative leads. It cannot be used. in court
proceedings, subpoenas, or for-other legal or
judicial purposes..

Ue) Value of the PSP

FFEH-NF} Referring to portions of the PSP in 2005,
General Hayden said there were probably no communications
more important to NSA efforts to defend the nation than
those involving al-Qa'ida; NSA collected communications
when one end was inside the United States and one énd was
associated with al=Qa'ida or international terrorism in order
to detect and prevent attacks inside the United States.
General Hayden stated that “the program in this regard has
been successful.” During the May 2006 Senate hearing on
his nomination to be CIA Director, General Hayden said that,
had the PSP been in place before the September 2001
attacks, hijackers Khalid Almihdhar and Nawaf Alhazmi
almost certainly would have been identified and located.

{ESHSEH-NF In May 2009, General Hayden told us that the
value of the Program was in knowing that NSA SIGINT
activities under the PSP covered an important “quadrant”
(terrorist communications between foreign countries and the
United States). This coverage provided confidence that there
were “not additional terrorist cells in the United States.”
NSA’s Deputy Director, who was the SID Deputy Director for
Analysis and Production on 11 September 2001, echoed
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General Hayden’s.comment: “The value of the PSP was in the
confidence it provided that sereone was locking at the seam
between the foreign and domestic intelligence domains.”

-S4 SL/NE) - The former SID Deputy D1rector for Data
Acqulsltlon sald that the pos iHilit

nder cited SIGINT reporting onf & R .
as the most important. SIGINT succes of the PSP bl, b3, b6,
NSA anal sis of PSP metadata =1 b7C, b7E

- - = i General
exander said, “probably saved more lives” than any other

) From an operational standpoint, the PSP
enabled NSA to:

o Support customers

o Provide SIGINT that contributed to customers’
investigative work

(U//FOH0) Support to Customers

numbers do not account for requests subnutted before NSA
began to use an automated tracking system in April 2002.

ion _obtained under PSP
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and FBL In the early days of the Program, the FBI said that
the large number of tippers from NSA was causing therm
uhtiecessary work because-agernts treated each tipperas a
leéad requiring action. General Hayden said that NSA's
intention was that SIGINT information be added to FBI's
knowledge base, not that the FBI act on each piece of
information. When NSA realized that it was sending too
much data tothe FBI, the Agency made appropriate
adjustments.

(U/FOL0) PSF Reporting Confributed to Cusfomers’ Investigative VWork.

FBI briefing dated 4 May 2006 stated that “STELLARWIND
continues to provide tirnely and carefully vetted intelligence
to support FBI’s investigations in connection withﬂ
operations].”

TST/ STEW 1 SH-HOS/NE BI'did not routinely
provide feedback on NSA reporting under the PSP, and NSA
had fio mechanism to track-and assess the effectiveness of
SIGINT reporting in general or PSP reporting in particular.’®
Tracking PSP contributions:was also difficult because:
customers did not know that ‘
General Hayden
noted that success stories decreased over time as intelligence
became more integrated and it became more difficult to
attribute success to any one activity.

S - NE) The Program Management Office
provided the following examples of PSP re orting that helped
redirect FBI resources '
viewed as vulnerable to terrorism targeung. The
“examples also include cases in which NSA provided reporting
that contributed to FBI investigations, FBI confidential
human sources, FISA warrants, arrests, and convictions.

126c4A9F) Tn July 2007, SID initiated a formal effort to assess the effectiveness of its CT efforts, By the fall of
2007, that cffort was struggling..
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(U) This is documented in a 15 March 2004 OLC memorandum to the Deputy Attorney General.




‘ ' n 12 March, the President directed DoJ to
contmue working on the legal issues, and on 15 March OLC
issued a three page memorandum to the Deputy Attorney
General stating that, while it had only begun to analyze the
issues: and was not yet pre ’ared to issue a final opinion, it
(1), (b} types of collectlon authonzed

‘The Assistant Altorne cheml for OLC 1ssued a memorandum on 6 May 2004 concluding that
May
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uﬁSffS‘B‘@@Thc mmlmlzanon pwbablc cause standard states that the Agency may targer for collection,
commiunications for which is probable cause ¢ hat on omm 5. A TTE 0
agent o : L .

B vnd lie communication is o or from a foreign counrry.
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(U/ /FEH6) The OIG issued a report for each of the

13 investigations and reviews described above. Ten
reports on PSP activity resulted in 11 recommendations to
management; 10 have been closed, and one remains open.
Three reports on FISC-approved activity previously
authorized by the PSP contained nine recommendations to
management; three have been closed and six remain open.

‘ Beginning in January 2007,
violations that had occurred under the Authorization and
violations related to PSP activity transitioned to court orders
were reported quarterly to the President’s Intelligence
Oversight Board (through the Assistant to the Secretary of
Defense for Intelligenice Oversight).
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(U) Recently Reported Incidents

po sible to-determine the. exact nature and extent of that
«collection. The NSA. OIG will close out this incident in an
upcoming: report to the President’s Intelligence Oversight
Board

: SLAAE) On 15 January 2009, the Department of
»Justlce reported to the FISC that NSA had been using an
“alert list” to compare incomirig business records FISA
metadata: against telephone: numbers assoc1ated with
counterterrorism targets tasked by NSA for SIGINT collection.
NSA had reported to the Court that the alert list consisted of
numbers for which NSA had determined that a reasonable
articulable suspicion existed that the numbers were related
tC . organization associated [
However, the jority of selectors on the
alert list'had not been subjected to a reasonable artrculable
siispicion detertnination.. The NSA OIG has reported this.
incident to the President’s. Intelhgence Oversight Board and
has filed updates as required. The alertlist and a detailed
NSA 60-day review of processes related to the Business
Records FISC order were the subject of several recent
submissions to the FISC and of NSA briefings to
Congressional oversight comimittees.




(U/ /FOYO) Other IG Program concerns were documented in
the 2003-2008 reports. Presidential Notifications are listed
and described in Appendix F. The 2008 report described the
adequacy of Program decompartmentation plans.’
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(V) ACRONYMS AND ABBREVIATIONS

Bps
BR

CIA
COMINT
CT

DCI

DNI
DoD:
Dod

NSA/CSS
0&C
ODNI
OGC

oIG
OIPR

oLC

Bits per Second

‘Business Records:
Call Detail Records.

Central Intelligence Agency
Communications Intelligenice
_Cotinterterrorism.

Director of Central Intelligence
Director of National Intelligence
Departmient of Defense

Department of Justice

Executive Order

FISA Arietidinients Act

Federal Bureau of Investigation
Foreign Inteiligence Surveillance Act
Foreign Intelligence Surveillanice Court
@General Counsel

Gigabits. per Second

House Perrianent Select Committee on Intelligence

Inspector General

National Seéunty Agency "

National Security Agency/Central Security Service
Oversight and Compliance

Office of the Director of National Intelligence
Office of the General Counsel

Office of the Inspector General

Office of Intelligence Policy and Review (now the Office of
Intelligence, National Security Division)

Office of Legal Counsel
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PM Program Manager
PR/TT Pen Register/Trap & Trace

PSP President’s Surveillance Program

RFKI Request for Information

SID Sig_n‘als.:llntellijgen(:e Directorate-
SIGINT. Sigqals Inteiligence ,

SsCL Seriate Select Comimittee on Intelligerice
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(U) GLOSSARY OF TERMS

(U).COMINT

(U) E.0. 12333

(U) FISA

RS HSEHNE METADATA

v
g

(U) SANITIZATION

(U) Communications Intelligence — technical
and mtelhgence information derived from
foreign communications By semeone other
than the intended recipients

(U} Executive Order 12333 - United Statés
Intelligence Activities - provides. goals, duties,
and responsibilities with respect to the.
national intelligence effort. It mandates that
certain activities. of U.S. intelligence
components are to be governed by
procedures issued by agency heads and
approved by the Attorney General.

(U) The Foreign Intelligence Surveillance Act
of 1978, as amended, governs the conduct of
certain electronic surveillance activities
within the United States to collect foreign
intelligence information.

{S/SH-NF) Analytic tool for contact

chaining used by analysts to do target
discovery by quickly and easily navigating
global communications metadata

w(;'“S-,L,LSI—/-/-NE) Header, router, and

addressing:type information, including
telecomimunications dialing-type data, but
not the contents. of the communication

{&//NF) NSA's primary storage, search, and
retrieval mechanism for SIGINT text

(U) The process of disguising COMINT to
protect sensitive intelligence sources,
methods, capabilities, and analytical
procedures in order to disseminate the
information outside COMINT channels.
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(U) SIGNALS INTELLIGENCE.

(U) TEAR LINE REPORTS

(U) TELEPHONY

(U) TIPPERS

{U) A category of intelligence comprising
individually or in combination all
communications intelligence (COMINT),
électronic intelligence (ELINT) and foreign
instrumeritation-intelligence (FISINT),
however transmitted.

{U) Reports used to disseminate SIGINT-
derived information and sanitized
information in the same record. The
sanitized tear line convéys the same facts as

‘the COMINT-controlled information, while

hiding COMINT as the source.

{U) The technology associated with the

electronic transmission of voice, fax, and
other information between parties using
ystems historically associated with the
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(U) Objectives

(V) About the Review

(U) The Foreign Intelligence Surveillance Act (FISA)
Amendments Act of 2008, which was signed into law or

10 July 2008, requires that the Inspectors General of
Intelligence Comimunity elements that participated in the
President’s Surveillance Program (PSP) conduct a
comprehensive review of the Program. The NSA Office of the
Inspector General (OIG) reviewed NSA’s participation in the
PSP. The specific review objectives were to examine:

e (U) The establishment and evolution of the PSP as it
affected NSA

o (U) NSA implementation of the PSP, including
preparation and dissemination of product under the
PSP

o (U) NSA access to legal reviews of the PSP and access
to information about the Program

o (U) NSA communications with and representations
made to private sector entities and private sector
participation

o (U) NSA interaction with the Foreign Intelligence
Surveillance Court (FISC) and transition of PSP~

authorized collection to court orders

o (U) Oversight of PSP activities at NSA.

(U) Scope and Methodology

(U) This review was conducted in accordance with generally
accepted government auditing standards, as set forth by the
Comptroller General of the United States and implemented by
the audit manuals of the DoD and NSA/CSS Inspectors
Gereral.

{(U) The review was conducted from 10 July 2008 to 15 May
2009 in coordination with the Inspectors General of the
Department of Defense, Office of the Director of National
Intelligence, CIA, and DoJ.
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u/ [EOU6) The scope of this review was limited to NSA's
participation in the PSP from 4 October 2001 to 17 January
2007, The review included NSA activities before and. aftér
the terrorist attacks of 11 September 2001 that led to the
Presidential Authorization ori 4 October 2001, Italso
included the transition of PSP-authorized activity to FISC
orders;

W’F‘) To satisfy review objectives, we interviewed
_lcurrent and former NSA personnel who participated in the
PSPiincluding NSA Directors and Deputy Director, General
Counsels Deputy General Counsels, Associate General
Counsels for Operatzons and the Inspector General

responsﬂjle for Program overs1ght from A, a2t

o eneral Counsel
- . ’ . | were conducted
with other G offices 1nv01ved in the Jomt PSP review.

(U/ /FOHO) We requested White House documentation of
meetings at which General Hayden or NSA employees.
discuissed the PSP or the Terrorist Surveillance Program with
‘the President, Vice President, or White Hotise persorinel; but
.did not receive a response before publication of this report.

(U/ [ESHO) We reviewed NSA records dated 27 July 1993 to
10 July 2008 that pertained to review objectives. Records
included NSA policies and regulations, correspondence,
e-mail, briefings, notes, reports, calendars, and database
reports.

—=S4ANE)- Numbers of selectors tasked and reports issued
were based on information provided by the PSP Program
Management Office and were not independently verified
during this review.




(U) Prior Coverage

(U//ReE6) Information abotit 1nd1v1duals cleared for access
to Program information was based on records provided by the
PSP Project Security Officer and were not independently
verified during this review.

(u/ /—F—@-U-Q) The OIG began oversight of the PSP-and related
activities in August 2002 and issued twelve reports dated
91 February 2003 through 30 June 2008 (Appendix E.) The
OIG also issuted 14 Presidential notifications from

March 2003 to October 2006 (Appendix F). Detailed
discussion of the OIG’s oversight of the PSP is included in
Section VIII of this réport.

—{TS/{/SL//NE). As portions of the Program were transitioned
to FISC orders for the collection of internet metadata and
telephony business records, the OIG reviewed the execution
and adequacy of controls in-ensuring compliance with the
orders. The OIG did not test the efficacy of controls for
‘metadata collected under the authority of the PSP or court
orders. Three reports summarized OIG investigations into
possible misuse of the Authority or violations of FISC orders.
One report summearized the OIG’s oversight of the PSP, and
the last report reviewed the adequacy of Program
decompartmentation plans.
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(U) The Presidential Authorizations
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(U) The Presidential Autherizations

R s oy e 7 e 9) The Authorization documents that contained the terms
under which NSA executed special Presidential authority were addressed to the
Secretary of Defense and were titled “PrresidenﬁalAuthqﬁzation for Specified
Electronic Surveillance Activities during a Limited Period to Detect and Prevent Acts
of Terrorism within the United States.” The first Authorization consisted of eight
paragraphs, and all but one subsequent Authorization consisted of nine. There

: 3 A ions, two modifications, and one document described as

0,

Description of Authorization contents by paragraph:
(U) Paragraph 1 - The President’s Conclusions

ST TWACA 3 The first paragraph referred to the
11 September 2001 terrorist attacks and the President’s.
diréctions [to the Secretary of Defense] on employing U.S:
Armed Forces. The first Authorization contained statements
on the President's conclusions based. on information:about
terrorist capabilities; this statement became the second
paragraph in subsequent Authorizations. After the first
Authotization, paragraph one included references to.all
previous versions of the Authorization and the dates they
were signed by the President. '

(U) Paragraph 2 - Terrorism Threat

. ' 2 After the first Authorization, the
second paragraph stated that the President based his
conclusions about terrorist capabilities on information
‘proyided by the DCI, including an attached terrorism threat
assessmernt, a document that consisted of five or more pages
and was. signed by the DCI (later by the DNI) and the
Secretary of Defense.

(U) Paragraph 3 - Considerations

The third paragraph contained the
President’s considerations in authorizing electronic
surveillance, including the potential for deaths, injuries, and
destruction from acts of terrorism, their probability, the need
for action and secrecy, and intrusion into privacy, its
reasonableness, and alternatives. In the first Authorization
the considerations were in paragraph two.

. . , Paragraph three of the first
Authorization stated the President’s determination that an
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“extragrdinary emergency” existed made electronic
surveillance without a court order a compelling Government:
interest.1

~(TSHSTEWHSHOCHNE) Paragraph 4 - Authorized Electronic

‘Surveillance:

VS //STEW//SHHOE/ANE Paragraph four contains the

President’s statement of the basis for issuing the authority
and the substantive description of the ¢lectronic surveillance
that lie authorized and directed. The President states that he
is acting pursuant to Article II of the Constitution, including
the exéeutive power, his authority as Commander in Chief of
the Armed. Forces, his duty to preserve, protect and defend
tlie Constitution, and the Authorization for Use:of Military
‘Force Joint Resolution (Public Law 107-40), with due regard
for the Fourth Amendmeént. There were major and minor
changes in that description, resulting in seven versions of
paragraph four over approximately six years.

"(TS#S!#N’F) Changes to Authorization Language

on Electronic Surveillance

Version/Date

‘Description of Changes to Authorization
Language

First Aufthorizati'on
4-Qétober 2001

Authorized NSA to acquire the content and
associated metadata of telephony and Internet
communications including wire aud cable
commniunications carried into:or out of the
United States for which there was probable
cause to believe that one of the communicants

@EPFEIE hat one communicant
was tngaged iu1-0t- preparing for acts of
international terrorism.? This was the only
version of the Authorization to use the term
“probable cause.”

Version 1 also authorized the acquisition of
telephony and Internet metadata for
communications with at least one
communicant outside the United States or for
which no communicant was known to be a
citizen of the United States.

Paragraph four included the authority to

(U) The thiird paragraph was marked with the number three in two places until the error was corrected in the

Scptcmber 2003 authorization.

*(U) This parenthetical condition is present in all descriptions of content collection.




Description of Changes to Authorization

Vers(‘onlpate Language
retain, process; analyre and disseminate
intelligence from the communications acquired
under the auithority.
Version 2 Authorized NSA to acquire the content and

2:November 001 and | associated metadata of comimunications for
30 November 2001 which there was “reasonable grounds o
' believe” that one of the commmuricants was
EERENE | Ihat one communicant was
“outside the United States and was engaged in.
or preparing for acts of international
terrorism.3 This change to the wording on
collectmg content eéliminated the possibility of
interpreting the authority to permit collection
with'both ends in the United States.

This version also authorized the acquisition of’
telephony and Internet metadata for
communications with at least one
sommunicant.outside the United States, with
no comfuricant known to be a citizen of the
Uriited States, or when there were reasonable
grounds to believe that the communication
related to intérnational terrorism or activities
in preparation for international terrorism.

Version 2 was used in two Authorization
docuimerts,

Version 3

: o Eliminated
9 January 2002 to  ’, , S
14 January 2004 ‘ _ butwas otherwise 1dent1ca1 to the
prevmus versiori.
This version of the authorizing provision was
used in 19 of the documents.
Version 4

VE1.O Stated that the Department of Defense may
11 March 2004 A reta

retneval of that information was conducted in
accordance with the Authorization. The term
“acquire was deﬁned with respect to metadata

.| The provision
contamed the Presmlent s statement that both

}(U) Qualified as “based-on the factual and practical considerations of everyday life on which reasonable
persons act,”
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Description of Changes to Authorization

Version/Date LEanguage

these clarifications were consistent with all
| previous Authorizations and thus.approval for
'actmg under-that deﬁmtlon was retroactive.

Version 5 _ Became effective in the middle of a previously
19 March 2004 authorized period as the result of a
' modification.

NSA’s authority to collect content and
associated metadata was changed to specify
that the:terrorist groups for which there was
authority to-collect were al-Qa’ida, groups
affiliated with al-Qa’ida, or another group that
- the President determined was in armed conflict
with the United States.
NSA’s authority tof 2
DR

Version 8 _ Also became effective in the middle of a
2:April 2004 to 10 previously authorized period as the result of &
September:2005 modification.

| NSA’s authorityl
(b)(1). (b)3)

al-Onida, A group amhated With al-Qaiaa, or
of another group that the President determined
fas in-avmied conflict with the United States.

Version 6-'was used in 12 of the docurnents.

Version 7 J ) S afﬁl'ated
26 October 2005 to 8 v i
December 2006

: . the pro ision was
otherwise 1dentical t6 that in version 6.

Version 7 and was used in the final nine
documents.

(TS77TSTOW] /ST OC/NF—
(UIfFOHOY Paragraph 5 - Detect and Prevent

In paragraph five, the President
stated that the surveillance was essential and appropriate to
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detect and prevent future acts of terrorism in the United
States.

(UNFEYO) Paragraph 6 - Minimization

-1‘1‘817‘3%*7&*7”/617‘7‘667‘1‘1‘?) Paragraph six directed that

information concerning Americari citizens be minimized to
the extent consistent with the mission and with the
Authorization.

(UIIFOUOY Paragraph 7 - Notifying Congress

‘ ) Paragraph seven stated that
not1ﬁcat10n of the Authonzatmn outside the executive branch
would be deferred, but the President stated his intent to
notify Congress when consistent with national defense. When
seléct members of Congress were briefed on the Program,
information on the briefings was contained in paragraph
eight.

(U) Paragraph 8"-‘_O'ther Notifications

The initial Authorization specified
that collectlon would cease 30 days after signature and
required reporting on changes in circumstances. undérlying
the Authorization. After the initial Authorization, paragraph
eight coritained a statement on restricting notifications to
U.S. Government officials outside the executive branch or it
named individuals, by title, who had been informed since the
previous Authorization period expired.

(U) Paragraph 9 - Expiration

; After the initial Authorization, the
exact date of expiration was specified in paragraph nine.

(U/FOYQ) Paragraph 10 - “The President’s Ultimate
Responsibility”

The Authorization signed in March
of 2004 — the only one not signed by the Attorney General or
a Deputy Attorney General- is also the only Authorization
that contains a paragraph ten. This paragraph contained a
legal argument about the President’s ultimate responsibility
to interpret the law on behalf of the executive branch and his
authority for issuing the Authorization.
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(U/FFOBO) Signature of President

: " The Authorizations were signed by
the Presxdent fo]lowed by a place and date of signature. All
but one-authorization was signed in Washingten, D.C.

(U) Other Signatures

Under the phrase “approved for
form and legahty," the Attomey General signed all but one of
the-Authorizations. The other authorization and the two
modifications were signed by the-Counsel to the President.

(V):Handwritten Note:

; NF) The first 2 and thialas
29 Authonza‘aons ‘both modifications, 4
have a handwrltten note signed by the: Secretary of Defense
(or Deputy Secretary of Defense) directing the NSA or the
Director of NSA to execute the document.
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(U) Timeline of Key Events

(U//FOP0) This timeline includes key events that occurred during NSA’s
implementation of the President’s Surveillance Program (PSP). In addition to

s of the Authorization, the timeline includes selected communications
NSA and Congress, the Foreign Intelligerice Surveillance Court (FISC),
. . | Because the timeline is limited to documented

2001
4-0c6t-01 1st Presidential Autherization signed
4-0Oct-01 General Hayden briefs White.House (President, Vice President [VP],

VP Cotinsel, VP-Chief of Staff, White House Counsel).

55-0ct01 NSA briefs Chalr and Ranking Member of House Permanent Select
Cominittee:on Intelligence (HPSGI), Chalrand Vicé Chair of Senate Select
Committee on Intelligence (SSCI)

and Presidential-Authorization signed:

2-Nav-01

14-Nov-01 NSA briefs Chairvénd Ranking Member, HPSCI, Chair énd Vice Chair,
S3Cli

30-Nov-01 3rd Presidential Autharization sigried

4-Dec-01 NSA briefs ‘Chair. ‘Senate Defensa Appropriatioris ‘Subcommittee, and
Ranking Member, Senate Defense Appropriations Subcommilitee

5.Dec 01 NSA briefs B Director: Muller

2002
9-Jan-02 Ath Presidentil Authorization signed

11-Jan-02 NSA briefs Department of Justice, Office of Intelligence Policy and Review
(DolJ, OIPR), James Baker

_31-Jan-02 NSA briefs FISC Presiding Judge Lamberth

5-Mar-02 NSA briefs Chair ‘and Ranking Member, HPSCI, and Vice Chair, 8SCI
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10-Apr-02  NSA briefs Chair SSCI

NSA biiefs Chair, HPSCI, and Ranking Member HPSCI
B8th Presidential Autharization siaped:

12-Aug-C NSA briefs FISC Presiding Judge Kollar-Kotelly at the'White House
13-Aug-02  NSA Inspector General (IG) cleared for the PSP
10-Sep-02 10th Presidential Authorization signed

11-Sep:02.  NSA GC; Deputy General Counsel (GC), Associate GC for Operations,
L .and G meetio discuss PSP versih

18:5¢p-02  1st NSA Due Diligence Meeting
Chair.HPSCl visits NSA for briefing

16-Dec-02  NSA IG advises General Hayden to issue "Delegation of Authority Letters”
to “units that administer the project”

2003
8-Jan-03  “13th Presidential Authorization signed
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43-Jan-03 £BI Director visits NSA for briefing
9g-Jani-03  NSA briefs Chair and Ranking Member, HPSCI, Chairand Vice Chalir;
sscl

i

General Haydén Issues first Delegation of -'A;utv ;rity letter t'c;:key Signais:
Intelligence (SIGINT) Directorate operational personnel

1-Jun-03
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8-0¢t-03 NSA-FBI-CIA conference at NSA to discuss PSP ‘operations and customer
needs

15-00t03 __20th Presidential Authorization signed

1-Dec-03. NSA-IG.‘announce‘s’ & review of N'SA'PSP'.operation

8-Dec-03 NSA 1G asks VP-Counsel for access to PSP legal epinions-and is told that
& request shoild come:from General Hayden

9-Dec-03 21st.Presidential Authorization signed

9-Dec-03 ‘lG memo asks General Hayden to ask VP Counsél's permission for NSA

2004

6-Jan-04 NSA briefing to DoJ Mr.. Philbin, Mr. Goldsmith for Mr. Geldsmith's
orlentation to the’PSP and other NSA Signals Intelligence efforts against

terrorism

NSAandFPBY . | méettodiscussthe PSP
and-recent-changes: atNSA

Sédane04

14-Jan-04

9-Mar-04  General Hayden briefs Director of Central Intelligence(DCI) on value of
the PSP

10-Mar-04  General Hayden briefs White House:Counsel and Chief of Staff, Deputy
DCI, Deputy AG, &nd FBI Director onvalue-of the PSP

10-Mar-04  General Hayden briefs Speaker of the House, Senate Majority and
Minority leaders, House Minority Leader, Chairman arid Ranking Member,
HPSCI, and Chair and Vice Chair, SSCI

10-Mar-04  General Hayden briefs Secretary of Defense, DoD Prinicipal Deputy GC
11-Mar-04 23rd Presidential Authorization signed

11-Mar-04. NSA IG and Acting GG discuss new Authorization signed by President's
Counsel rather than the AG

NSA briefs House Majority Leader

12:Mar-04  General Hayden briefs House: Majority Leader
19-Mar-04 Revision to 23rd Presidential Authorization signed




2.Apr-04  2nd Revision to 23rd Presidential Authorization signed
4-Apr-04 Géneral Hayden briefs DoD Principal Deputy GG

24th Presidential Authorization signed

23-Jun-04

14-Jul-04-  Initial PR/ITT Order approved by FISC
' ‘26th Presidential Authorization signed

23-Aug-04 :
: Adviser

27th Presidential Authorization signed.

NSA briefs Chalr, HPSCI

17-Nov-D4  28th Presidential Authorization sigried

2005

NSA briefs National Security Advisor and White House Counsel

residential Authorization signed

11-Jan-05
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3-Feb-05

88CI
25-Feb-05  General Hayden briefs White House Counsel and Coungel to Deputy AG
1-Mar05 - 30thPresidential:Authorization signed

22-Apr-05 - General Hayden briefs Director of National Intelligence (DN
23:May-05.  Two-level PSP clearance structure discontinued

1-Jun-05  Discussions to seek FISC orders to authorize content collection begin with
‘DoJOLC

14-Jun-05 _ 32nd Presidential Authorization signed__

Principal Deputy DNI Hayden briefs.new NSA/CSS Director General
Alexander on the PSP

10-Sep-05  34th.Presidential Authorization signed
14-Sep-05  NSA:briefs Chair and Ranking. Member, HPSCI, Ghair-and Vice Chair,

" 3-Aug-05

13-Dec-05 36th Presidential Authorization signed
16-Dec-056 New York Times says that President secretly authorized NSA

_ eavesdropping on Americans _

20-Dec-05

DoD1G rciVe'ieler,-s'igned by 39 Congressmen, requesting a review of
the PSP. DoD IG faxes the letter to the NSA IG on 10 Jan 06
21-Dec-05  NSA briefs DNI




2006

3-Jan-06 'NSA IG and DoD |G discuss letter from 39.Conigressmen requesting
‘DoD 16 review of tha PSP

9-Jan-06 NSA briefs nine FISC judges and three FISC legal advisors

; 11-Jan:06  NSA briefs-Speaker of the House, Senate Majority Leader, Chalr of
i HRSCI, Chair-and Vice Chair, SSCt

20-Jan06. NSA briefs Senate Minori eader, House:Minority Leader, Chair SSCI,

27.Jan-06  37th Presidential Authorization signed:
31-Jan-06;

11-Feb-06  NSA briefs
NSA briefs Speaker of the House and Chair, HPSCI
NSA briefs Chair-and Ranking Member, House Appropriations

shair:

9-Mar-06 NSA briefs Chair and-Vice Chair, SSCI, afid Members of SSCI Terrorist
Surveillance Program (TSP) Subcommiittee (Rgberts, Rockefeller, Hatch,
DeWine, Felnstein, Levin, Bond) with-SSCI Minority and Majority Staff
Directors, Senior Director for Legislative Affairs, National Security
Counsel, VP, AG, White House Counsel, and VP Chief of Staff

10-Mar-06 NSA briefs Mr. Bond, Member, SSCI TSP Subcommittee

13-Mar-08  NSA briefs.Chair, SSCI TSP Subcommittee, Members SSCITSP
Subcommittee:(Roberts, Feinstein, and Hatch), SSCI Majority and Minority
Staff Directors, and SSCi Counsel atNSA

14-Mar-06 NSA briefs Mr. DeWine, Member, SSCI TSP Subcommittee at NSA
21-Mar-06 38th Presidential Authorization signed
21-Mar-06 NSA briefs FISC Judge Bates

NSA briefs Mr. Levin, Member, SSCI TSP Subcommittee and Minority
Staff Director at NSA

29-Mar-06 NSA briefs Chairman and Ranking Member HPSCI TSP Subcommittee,
TSP Subcommittee Members (Hoekstra, Harman, McHugh, Rogers,
Thornberry, Wilson, Davis, Holt, Gramer, Eshoo, and Boswell), Majority
‘General Counsel, Staff Member, and Minority General Counsel

27-Mar-06
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‘NSA briefs Chairman of the HPSCI TSP Subcompittee; HPSCI TSP
‘Subcommittee Members (Hoekstra, McHugh, Ragers; Tharberry, Wilson,
and Holt), Majority General Counsel, staff Member, arid Minority General
. SA. ,

7-Apt-06

NSA brrefs Ranking Member HPSCI TSP Subcommrttee Members of
HPSCl TSP Subcommittee: (Harman Wllson, and Eshoo), Majority:
Uns G eral Counsel at NSA

28-Apr-08

11-May-06  NSA briefs Chair and Ranking Member House-Appropriatio’ns‘ Committee
' Defense Subcommittee

16-May-06  39th Presidential Authorization signed

17-May-06  Chair SSCI, Members, SSCI (Roberts, Hagel; Mikuilski, Snowe DeWine,
Bayh, Chamb(rss Lott, Bond, Levin; Feingold, Feinstein, Wyden, Warner),
SSCI Staff Mémber, SSCI Majority Staff Diractor, and SSCi Counssl

17:May06  HPSCI Chair, HRSCI Members (Hoekstra, Harman, Wilson, Eshoo,
Rogers, Thornberry, Holt, Boswell, Cramer, LaHood, Everett, Gal!egly,
Davis, Tiahrt, Reyes, Ruppersbe er, and Tlerney) Majorlly General

5-Jun-06 NSA briefs Ms. Feingold, SSCI Member at NSA

74dun-06 NSA briefs-Ranking Meémber, Senate Defense Appropriations
Subcommittes, and SSCI Staff Director

7-dun-08 NSA briefs President's Privacy and Civil Liberties Oversight Board

9:Jun-06 NSA briefs.Chair, SSC1, SSCI Members (Mikulski, Wyden, and Hagel),
$S0C! Minority Staff Director, SSGI Counsel, and SSCI Staff Directar

15-Jun-06 NSA briefs Chair, SSC! and SSCI Members (Roberts, ‘Mikulski, Feingold;
Bayh, Snowe, Hatch, Lott, and Bond), and Minority Staff Director

26-Jun-06 NSA briefs Chair, Senate Defense Appropriations Subcommittee, and
House Minority Leader

30-Jun-06 NSA briefs Mr. Bayh, SSC! Member at NSA
6-Jul-06 40th Presidential Authorization signed

O-Jul-OG - NSA briefs Ms, Snowe, SSCI Member and S8CI Counsel at NSA
18-Jul-06 NSA briefs Mr. Chambliss, SSCI Member at NSA

41t Presidential Authorization signed




20:Nov-08
c-06

 420d Presidentlal Authorization signed

NSA briefs President's Privacy-and:Civil Libsrties Oversight Board

2007
10-Jan-07
17-Jan-07
1-Feb-07
1-Feb-07

‘Content orders approved by the FISC

AG letter to_Cohgr’_e’!ss: Presidential progiam braught under the FISC
NSA briefs President's Privacy and Civil Liberties Oversight Board

‘Presidential Authorization expires
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(V) NSA Office of the Inspector General Reports on the
President’s Surveillance Program and Related Activities

—{ES/-SH-E)-This appendix lists and describes O1G investigation and review
reports of activity conducted under the PSP, also referred to as the STELLARWIND
Program, and related activities such as the Pen Register Trap and Trace (PR/TT)
Order and the Business Records Order. These reports are limited to activity

_conducted between 4 October 2001 and 17 January 2007.

(U) OIG Investigations

— (U) Report of Investigation of Two Violations

5N Or_:ﬂlelOIG issued a report on
what it believed to be the first two violations of Authorization,
both.of which were unintentional.

~{S{4NE) NSA OIG found that in neitherincident had NSA
personiel acted with intent to disregard their authority.
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collect Intemet metadata from cornmumcatlons involving

Both iricidents oeccurred, at least in part, because early in the
Program the terms of the Authorization were so closely held
that few, if any, operational personnel working under the
Authority were permitted to see the Auithorization orits
operative provisions. It was unreasonable to hold persong
accountable for violating an order that they had not seen,
when the. order was too comiplex to be easily committed to
memory: Accordmgly, the OIG did not recommend
d15c1p11na1y action, but did recommend that thie NSA Director
issue formal wntten delegations of authority to the Signals
Intelligence Director and specified subordinates so that
personnel working the Program would know the precise
terms-of the Authorization. Management concurred with the
recommendations and made appropriate notifications.

(U//FOUO) This report was sent to SSCI on 31 May 2006
and'HPSCI on 2 January 2008.

. Foreign inteliigence Surveillance Gourt

issued a report on an investigation of a management
breakdown that had resulted in unintentional filtering
violations of the FISC Order. The Order permitted NSA to

. ' v , L owever, no
violations resulted from the collection of domestic
communications. An NSA collection manager discovered the:
violations or . The following day, the
questiofiable collection was stopped and reported to the OIG
and the OGC. With the exception o the OIG




found no reason to believe that any violations resulted in the
collection of LS, person information. The OIG reserved

judgment onf -
&‘ Bl The OIG evaluation of responsibility for the incident
led directly to the replacement of the Program Manager and
to chanpges in Program management, leadership, and chain of
commaid.

(U/ /FOUS} This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

w-up investigation of the
revealed no additional
e NSA OIG issueda ____
B (1 (b OIG suspected
ated outside the United.

could have been associated

None of thef I messages had been intentionally
collected, none had been analyzed, and none had been
reported outside NSA.

(U/ /FOTO} This report was sent to SSCI on 31 May 2006
and HPSCI on 2 January 2008.

{U) OIG Reviews

14 May 2004  (U) Need for Documentation and Development of Key
Processes (ST-04-0024)

> his OIG report concluded that a continuing
deficiency in clear, written procedures governing the
collection, processing, and dissemination of PSP material
created undue risk of unintentional violations of the
AutHorization. The report noted that Program officials had
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13 Sep 2004

made progress in addressing some of these deficiencies, but
found that. processes had not been fully documented in the
form of management directives, administrative policies; or
‘operating manuals. The NSA: O1G recommended that
Program officials formally adopt rigorous, written operating
procedures for the following key processés:

o Approvals for content collection by the appropriate
named officials

o Reporting of violations of the Authority, similar to
procedures for documenting violations of Legal
Compliance and Minimization Procedures’

o Evaluation of dual FISA and PSP content collection.

@ Systematic identification and evaluation of telephone
mumbers and Internet identifiers for detasking.

(U/ HrEY6) Corrective action was taken in response to the
four recommeindations.

(U/ A=0Y0) This report was sent to SSCI on 31 May 06 and
HPSCI on. 2 January 2008.

-fS#NF)-Need for Increased Attention to Security-Related
Aspects of the STELLARWIND Program (ST-04-0025)

(U/ /FOUD) This OIG report disclosed weaknesses in Program
secunty The Program was particularly vulnerable to

exposure because it involved numerous organizations inside
and outside NSA.

(U/ /FOUYB) While the Program Manager placed a strong
emphasis on personnel security, he did not take a proactive
and strategic approach to physical and operational security.
In particular, better use of the Program Security Officer
would have helped to improve special security practices for
handling Program material and strengthen operations
security (OPSEC).

(U/ /F6Y©) The Program Manager and the Associate Director
for Security and Counterintelligence concurred with the
findings and implemented corrective measures. In particular,




the Staff Security Officer was freed from other responsibilities
and took a more active and effective role in Program security.
Management did not conduct a formal OPSEC survey as
recommended; however, steps taken by mariagement to
‘implement OPSEC practices met’ the intent of the original
recommendation.

(U/ /FEUO) This report was sent to SSCI 6n 31 May 2006
.and HPSCI on 2 January 2008.
21 Nov 2005  —(FSHSHINE)-Review of the Tasking Process for
STELLARWIND U.S. Content Collection (ST-04-0026)

TSL/ISTLW/ /ST This report identified material
wealcne_sée's; in the tasking and deétasking process under the
PSP.. The process to tasl and detask-telephone numbers for
content collection under the Program was intherently fragile
because:it was based on e-mail exchanges and was net
automated or monitored.

Y

TEF SR ) The OIG,eXa.mined-telephone
numbers and Internet idertifiers approved for content
collection on the date in November 2004 when the audit
began and identified the following types of errors:

involved under-collection; identifiers were
not put on collection quickly enough or were not put
on collection until the OIG discovered the errors.

involved unauthorized collection caused by a
typographical error.

involved over-collection; they were not
removed from collection quickly enough.

’}i record-keeping errors in the Program'’s tracking
database

n thq of
unauthorized collection caused by a typographical error, NSA
personnel did not review the collected information before
destroying it, nor did NSA issue any report based on, or

~rwise disseminate, any information from the
i | of untimely detasking. However, without a

o1fotw Y

robust and reliablé collection and tracking process, NSA
increased its risk of unintentionally violating the
Authorization. NSA also increased the risk of missing
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valuable foreign intelligence by failing to task telephone
numbers and Internetidentifiers in a timely manner,

(U/ fPOEH) NSA 0IG recommerided that all errors be swiftly
resolved, that specific procedures be-adopted to prevent
recurrences, and that identifiers tasked for collection be.
promptly: réconciled with identifiers approved for tasléing, and
repeated every 90 -days. Management 1mp1ementcc1 the
recommendations.

(U/ AeB0) This report was sent to SSCLon 31 May 2006
and HPSCI on 2 January 2008 and was redacted at the
request of the White House,

31 May 2006 —(FSH#SHNF} Review of Compliance with Authorization
Requirements for STELLARWIND U.S. Content Collection
(ST-04-0027)

This repoit determinéd that, based
ona sta’ustlcal sample, Program officials were adhering to the
terfis of the Authorization and the Director’s delegation
thereunder; that tasking was appropriately approved and
duly recorded under the Authorization; and that tasking was
justified as linked to al-Qa’ida or affiliates of al-Qa’ida. The
report recommended improvements in record-keeping
practices.

~S4HNF)-Due to a lack of sufficient and reliable data, the NSA
OlG could not reach a conclusion on the tasking approval
process for two PSP-related collection programs, The OIG
recommended that management responsible for the affected
programs, design and implement a tasking and tracking
process to allow managers to audit, assess timeliness, and
validate the sequencing of tasking activities. Management
agreed to install automated tracking of tasking and
detasking.

—TS//SH-NF- Although the collection architecture was
designed to produce one-end-foreign communications,
inadvertent collection of domestic communications occurred
and was addressed. The OIG recommended changes in
management reporting to improve the tracking and resolution
of inadvertent collection issues.

(U/ /EeH6) Corrective action has been completed for one of
the two recommendations.
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(U/ /#668) This report was sent to SSCl on 31 May 2006

and HPSCI on 2 January 2008 and was redacted at the

tequest of the White House.

11 Jul 2006  ~{FSHSHNFrSupplemental Report to Review of Compliance
with Authorization Requirements. forS:TELLARWIND_U.S;

Content Collection (ST-04-0027.01)

S ST S-S} After issuing the original report,
the NSA OIG conducted further research to determine
whether Program officials were approving content tasking
requests based solely on metaddta analysis. Using the
statistical sample in the original audit, the OIG found no
instances of metadata analysis as the sole justification for
content tasking. In all cases tested, there was corroborating
evidence to support the tasking decision.

(U//‘FO‘B‘G’;*Thm report was sent to SSClon 13 February
2007 and HPSCI on 2 January 2008.

5Sep 2006  —{FSHSHMNF)-Reporton the Assessment of lanagement
Controls for Implementing the Foreign Intelligence
Surveillance Court Order: Telephony Business Records
(ST-06-0018)

T3//5T ] 7 On 24 May 2006, the telephony
metadata portion of the PSP was transferred to FISC Order
BR:06-05, In re Application of the Federal Bureau of
n Order Requiring the Production of Taggible
-communications Providers] Relating tof

1 The Order authorized

retain telpﬁgny metadata to protect again

. On 10 July 2006, in a memorandum with the
subject FISA Court Order: Telephony Business Records (ST-06-
0018), the NSA OIG issued “a report to the Director of NSA
45 days after the initiation of the activity [permitted by the
Order] assessing the adequacy of the management controls
for the processing and dissemination of U.S. person
information.” This report was issued with the Office of the
General Counsel’s concurrence as mandated by the Order.

//NE) The “Report on the Assessnient of Managemernt
Controls for Implementing the Foreign Intelligence Surveillance
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Couirt Order: Telephony Business Records (ST-06-0018),”
5-September 2006, provided the details of the findings of the
10.July memorandum and made formal recommendations to
management

- * Management controls: governing the
processmg, dissemination, data security, and oversight of
telephony metadata and U.S. person information obtamed
under the Order were adequate and in several aspects
exceeded the terms of the Order. However, due to the risk
‘associated with the collection and processing of telephony
metadata involving U.S. person information, the NSA OIG
recommended three additional controls regarding collection
procedures, reconciliation of audit logs, and segregation of
duties.

—(TSHSHNFY-Collection Procedures:

. Durmg an O1G review of collectlon procedu

o data shotild have been suppressed from
the incemirng data flow.. Immediately, management blocked
the data from analysts’ view. Further, worklng with the
providers, Program management completed suppression of-
the suspéct data on 11 October 2006 and agreed to
implement additional procedures to prevent the collection of
unauthorized data.

—EFSHSHNFY Reconciliation of Audit'Logs

—(@Sf-/—S%‘-NF)—Management controls were not in place to
verify that telephone numbers approved for querying were the
only numbers queried. Although audit logs dociimented tle
queries of the archived metadata, the logs were not in a
usable format, and Program management did not routinely
use them to audit telephone numbers queried. Management
concurred with the recommendation to conduct periodic
reconciliations; however, action was contingent on the
approval of a Program management request for two additional
computer Programimers.




20 Dec. 2006

~{CHMEH:ack of Segregation of Duties.

~{E4/14F The severt individuals with the authority to approve
queries also had the ability to conduct gqueries under the
Ordér. Standard internal control practices require that key
duties and responsibilities be divided among different people
to reduce the risk of error and fraud. Althouigh Program
management corcurred with the finding, it could not
implement the recommendation due to staffing and
operational rieeds. As an alternative, Program management
agreed to'develop a process.to monitor indeperidently the
queries of the seven individuals, This action plan was
contingent on the development of usable audit logs
recommended above.

(U/ fFOYe) Corrective action has been completed for one of ‘
the three recorhmendations.

(uy I/_FG"&G);\This report was sent to SSCI on 13 February
5007 and HPSCI on 2 January 2008.

{(SH#NF)-Summary of OIG Oversight 2001-2006

STELLARWIND Program Activities (ST-07-0011)

—{S//NF) On 20 December 2006, the OIG issued a report

summarizing OIG’s oversight of the STELLARWIND Program
after five years of implementation. '

(U/ JFE&E6) This report was sent to SSCILon 13 February
2007 and HPSCI on 2 January 2008 and was redacted at the
request of the White House.

St/ Assessment of fanagement Controls to
implement the FISC Order Authorizing NSA to Collect
Information Using Pen Register and Trap and Trace
Devices (ST-06-0020)

‘he OIG reported that the
management con v “the collection,
dissemination, and data security of electronic
communications metadata and U.S. person information
obtained under the FISC Order authorizing NSA to collect
Internet metadata using PR/TT devices were adequate and in
several aspects exceeded the terms of the Order. Due to the
risk associated with the processing of electronic
communications metadata involving U.S. persont information;
additional controls were needed for processing and
moniitoring queries made agairist PR/TT data, documenting
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5 Jul 2007

30.Jurie 2008

overmght activities, and providing atinual refresher training
on the terms of the Order.

U/ /F@H@) Corrective action has been completed for two of
the six, ‘recommernidations,

to SSCI.

(U7 /FOUO}T
and HPSCIL &

~(FS#SH/MFrDomestic Selector Tasking Justification Review
(ST-07-0017)

(U7 /FEYO) The OIG conducted this réview to determine
whether tasking justification statements were supported with.
intélligence information consistent with sources cited in the
justifications. The OIG.identified some justifications
cotitaining errors, but there was no pattern of errors or
exaggeration of facts or intentional misstatements.

(U/ /FOYO) This report was sent to SSCI on 28 January 2008
and HPSCI on 28 January 2008.

Advisory Report on the Adequacy-of
STELLARWIND Decompartmentation Plans (ST-08-0018)

At the request of the SID Program Manager for
CT Spemal Projects, the OIG assessed tlie adequacy of NSA’s
plans to remove data from the STELLARWIND comipartment,
as duthorized by the Director of National Intelligence. On
30 June 2008, the OIG reported that NSA management had a
solid fouindation of plannmg for decompartmentation. In
particuilar, the content, “communication, - and assignment of
supporting plans were adequate to provide reasonable
assurance of successfully removing data from the
STELLARWIND compartmerit, while complying with laws and
authorities. Management was also diligent in assessing the
scope and complexity of this undertaking. Although the OIG
made no formal recommendations, it suggested
improvements to develop more detailed plans, set firm
milestones, and establish a feedback system to ensure that
plans were successfully implemented.

(U/ FoH6}-This report was not sent to SSCI or HPSCL
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(U) Presidential Notifications

4 STEY , Ry Executive Orders 12333 and 12863 require intelligence
agernicies to report to the President, through the President’s Intelligence Oversight
Board; activities they have reason to believe may be unlawful or contrary to
executive order or presidential directive: Knowing that Board members were not
cleared, however, the NSA Director or Deputy Director reported the following
violations. of the Presidential Authorization and related authorities to the President
through his Counsel, rather than through the Board. Each rotification was
approved if not actually drafted by OIG. Someé of the notifications werg not the
subject of the OIG reviews or investigations discussed in Appendix E.

(U) Date (U) Sumrnary of Notification

gearding (1) the:
~and (2)

{FSHHEEE SO/ Describes a dela: of about 90 da S
in detasking a telephoné mamber

TS /#SH-MF) Describes the investigation mentioned above
regarding metadata collection violations that occurred under

Describes|

analysts mistakenly accessed datafs

instanée, a report based on such datd wentout, but it was not
caricelled because the same information was available
sewhere, It the othe ‘ingtatices, no teports were. issued.
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©

2

(U) Date

{U) Summaiy of Notification

{ /) Describes one instance of

lnadvertent 'ollectlon of a call with both ends in the U.S. ~a

fact tha' o1 ye been known until it was. hstened to
‘showed the i

numbers that were not detasked in a timely fashion.

.(ZIJS/—,LSI-;Ly‘-N-F) Describes three incidents: The first involved a
one-digit typo resulting in one incorrectly tasked number. The
second involved a number improperly tasked for metadata
analysis. The operator discovered it almost immediately and
promptly removed it from taskmg The third mvolvedh

2 Aug 2005

. f -practice that may Have resulte
] ion refers to NSA's work in developing

- || The error was not discovered
for L&.months,

{PS/STLWH /S OC/NE) .
impropeily collected was also properly acquiredzes
&pursuant to statute, the dataflow was
terminated immediately upon discovery. Also, because the
meroperly collected metadata had been forwarded to non-
STELLARWIND databases, the Agency removed non-compliant
metadata from all affected databases, including those in which
STELLARWIND data is normally stored.




(U) Date

v Summ‘ary of Notification

Eauthorxzed targetmg of properly tasked
‘.telephone numbers resul ed in madve :

Desciibesil |instances in which .

t‘non-rta.rget data The error was
’ 2 ons1ble for

'thonzed targetmg of properly taske -
advert nt colle ~tion of U

No reporting was generated,

| files were deleted, and procedures used b,

Describes an instance where a

. ' Although no reports were gencrated
and there was o ev1dence 'that U.S.-to-U.S. commuumnications
were collected, we could not certify that the files were all one-
end foreign without reviewingl : Th :

| were being rev:ewed
)} A second mmdent was reported in

Wthh a Lypographlcal Crror res ntact chaining on a
U.5. telephone number with 1 affiliation. The

telephone number was rechecked and the error was corrected.
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APPENDIX G

(U) United States Signals Intelligence Directive
SP0018, Legal Compliance and Minimization
Procedures
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NATIONAL SECURITY AGENGY
CENTRAL SECURITY SERVICE

Fort George G. Meade, Maryland

SIGNALS INTELLIGENGE

DIRECTIVE
18

27 July 1993

[NCLUDES CHANGES 1 and 2

See Latter of Pramulgation far instructions on reproductian or release of this documen:.
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NATIONAL SEGURITY AGENCY
CENTRAL SEGURITY SERVICE
Fort George G. Meade, i\ﬂaryﬂﬂmd

o7 July 1993
UNITED STATES SIGNALS INTELLIGENGE DIRECTIVE
(USSID)
18

LEGAL COMPLIANGCE AMND W’ INIMIZATION
PROCEDURES {# '

LETTER OF PROMULGATION

(Uy This USSID pre sCribes palicies and prageduras and assigns: responsiblliies to-enhsire that the
missiong and functions of the. Uni ed Staias BIGINT Systam (USSH) are conductad s mannar that
safsguzrda-the-constitutinna) rights ol U.S. persans,

{Ly This USSID has oeen cemplataly rewritten to maka it shorer and sasier lo undzestand, It

-“Jr»su;ut 4 summary of tha laws and réguiations directiy affecting USSS5 operations, AllUSSE pérsannal

wha collzst, progess, retain, o dissaminale marm*hmn to, 1rom grabout U.S. gerstns.or parsons in'the
Un.zed Slatas must be familiar with its contants.

+FEHer This USSID supersades USSID 18, dad USSID 18, Annax A {distributed separataly to
sslected reciplents), both of which are dated 20 Cctober 1981, anrf must now be dgstroyad. lefy
DlRNuNCHCSS (USEID Marizager if ihis edifion of USSI0 1874 dEalfQ{"'ﬂ hoeause of an gmgrgency asion;
otharvise, raquest approval fam DIRN ACHOSS bafare destroying ihis USSIO,

~HESUGY Aeleass or akpasure of this dosumant o centractors and gonsutants vithoul approval rom
the USSID Mumaghr is pruhumt.:d Instrocticnis appiicatie to relsase oraxposure of USSID to cantractors and
sonsutanty may be found in USSIDN 19,

—-92439’9}- Questions and cammsns
Ganaral Counsel, MSACSS, NSTS 953=-3

ning his fS!D shoutd ba addressed 10 the Cilics of the

S MeCONMELL
Vice Admiral, U.S. Navy
Diractor
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LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (V)

SECTION 1 ~PREFAGE

1.4, {U) The Fourth Amendinent to the Unitad States Constitution protecis afi U.S. persons anywhere
in the world-and afl persons within the United States {ram unreasondble searches and seizlites by any passon
or agercy acting on behall cf the U.S, Govarnment. The Suprame Court has rled thal he intercgpiion ot
slagtronic communications is a ssarch and selzure within the mearing of the Foutth Amendrment, It is
thergiore mandatary that signzls intalligance (SIGIMT) operations be conduciad: pursuaEnt to prooeciuras
whish meat (s reagonablaness requiramesnts of the Fuurh Amendment.

1.2, (U} Ih daterntining whather United States SIGINT System (USSS) operations are “rezsonetis,”
il {s necassary to batancs the U.8. Government's need for forgian intelligence Information and the privacy
irmarests of parsons protected by the Fourth Amendment, Sbriking that balancs has conswngd much tima
and effort By all branches of tha United States Governmant, The cesults of that &lfort are reflecied in tha
referencas listad in Section 2 belaw. Together, thass taferences. requira the minimization of U.S. person
Infeematian collasted, processed, ratained or dissemimated by the USSS. The purposa of this documant i
to implameant thesa minimizalion renuiramants.

1.3, (UJ) Severalthemas mn throughaout this USSID. The mostimportant is ihat intsifigence opersiions
andthe protaction of constitutional rights are not Incompatitite, It1s not necessary to dany legitimate {oreign

intellipence coflection of suppress leglimate faralgn intelligence information to protect the Fatdh Ameacmant
rights of LS, parsons.

y4, (J) Finally, thase minimizalen procedures implament the constitutionzl  princigls of
weaasgnablensss” by giving ditersnt categorles of individuals and entities different lavals of protestion, These
levels rangs from the stringent protection accorded U.S. citizans and ‘permarent resident afiens in the United
States to provisions relaling to foreign diplomats in ths U.S. Those diffierences raflzctyet anatiér main theme
of thesa procedures, thatis, that the focus ol all fareiqn inteligence operations iz oo foraign srities and
BErSONS,

SECTION 2 — REFERENCES

2.4, (U Raterences

01, et seq.. Forgign Intelligence Surveillance Act (FISAY of 1978, Pulilic Law

w
(€33
5
-
‘(n .
¥
)

No, 95-511.

b Exeoutive Order 12333, “United States intelligence Astivities." datad 3 Dscember 1931,
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o Dal Directive 5240,1, “Activities of Dol intelligencs bompanmm that Affect U8, Paraons;!
dated 25 April 1938.

 d. NSA/CSS Dirsclive Mo. 10-30, "Pradedures Governing Aclivities. of NGA/CSS that Atfest
U8, Persons, dated 20 Septamber 1990,

SECTION 3 - POLICY

3.1, {U)yThe poligy of the USSS is to TARGET or COLL ECT only FOREIGN COMMUNICATIONS.”
The USSS wilt not miem.ona)l;.' COLLECT cammunications to, from of about U.8. PERSONS or p2rscns or
entities in the U.S, excagt as sel forth in tHls USSID. If tha USSS inadvertently COLLECTS such
communications, it will process, retdin and dissaminata tham anly in accardancs with this USSIO,

SECTION 4 - COLLECTION

i are known o be-ta, from or about a PE’>SO"

. - . . ilinotbe intentionally intafeeptad, or SclEChdmeUjb tha use
1A SELEl oM. TEHM E"(u-'pl L. t‘m tolioving instances:

& With the approval of the United States Foreign Infelfigance Survellance Court under tha
gongltiens oullingd in Xneex & of jiis USSID,

b. With the.approval of the Atierngy Ganaral of the Unlled Statas, if:
{1} Thz COLLECTIOMs directad against tha follawing:

{3) Commuricatlions ta or from LS, PERSONS ouigida the UNITED STATES, ar

(M __International cemmunications to, from,

oo

€ Communications which arz not to or Irerm but mefely about U.S. PERSONS

(whergvar looatedy.

{2}  Thapersonls an AGENT OF A FOREIGH POWER, and

(3} The purpose of the COLLECTICN is to acquite signilisant FOREIGN INTELLIGE IGE
whormigiian,

c. With tha approval of the Directar, Naticnal Securily Agercy/Chisf, Canleal Security Sarice
{DIANSA/CHISS), 50 long as the COLLECTION nesd not be apgraved by the Forsign Intetligance
Burveifanes Court or the Attamey Ganeral, and

(1) The person nas COMNSEMTED lo the COLLECTIOMN by exsculing onz of the
GOMNSEMT torms containad inAnnsg H, or
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* Capitalized words in Sections 3 through 9 are defined tarms ir Baction 9.

(2) The person is reasonably believed ta ba held captive by & FOREIGN POWER or group

loor

‘ {4) The COLLEGTION is diracted agsiost v = . between a i3,
PERSON in the UNITED STATES and a foreign entity outside the NITED STATES, the TARGET is tha
foreign entity, and the DIBNSA/CHCSS has approved the COLLECTION in accardance with Annax X, ar

A {5} ‘Teonnical devices: (. ETEIIE
it acquisiion by lhe US3SS to communicalions. to ¢
sommunications used by the TARGET (sl
hé COLLECTION is dirscted agaiist [ f . - \

communicaians with-ons CONMIMUNICANT In the UNITED STATES, and the TARGET ol tha COLLECTION
is :

miployed o
ific (arms of

(a) A non-U.5. PERSDN igcated outsida the UNITED STATES=
(b} - - ' - '

(6) Copies of approvals granted by the DIRNSA/CHEAS undar \hase provisions will ba
retzined in tha Office of General Counsel far raviaw by the Attornay General,

¢. Emargency Siualicns,

(1) In emergency siluations, DIRNSA/CHCSS may authorize the COLLECTHOM of
Information to, feoim, ar aboul 2 U.S, PERSOM wha is oulsida the UNITED STATES when s2curing the priar

approval of Ihe Alicrney General i5.not aractioat becauss:

(a) The tinte ranuirsd to obain such approval would result in the lass of sigaificant
FOREIGH INTELLIGENGE and would cause substantial harm o the national securkiy

(b) A parson's life or physical safety Is reasonably bafievad io be in immadiale
danger.

(¢} Tha physical security of a dafense installation or goveenmant groparly Is
reasonably belizvad to be in immediatz daager.

{2) In lhose cases 'whare the DIANSA/CHCSS authorizes emargancy COLLECTION,
except for actions takan under paragraph d.{1}{b) zbave, CHRNSA/CHCSS shall find that thees is probable
cause that the TSRGET mests one of the following critardas

(z) A parson who, for or on behalf of 3 FOAEIGN POWER, is engagad in clandasting
intaligenss activitizs (Including covert activitiss intended o afect the political or governmental prcess).

o anch
and facsimlie.



200

USSID 18
27 July 1993

sabotags; or INTERNATIONAL TERRORIST activitles, or aclivilies in greparation for INTERNATIONAL
TERAQRIST aclivities; er who.canspires wiih, or knowirigly aids spd abets a parsod engading . sueh
activities.

(b) A person who is-2n officer or emplayse of a FOREIGN POWER,

{o) A parson unlawlully acting for, or gursuant to the dirsction of, a' FOREIGH

POWER, The mera fact that @ person's activities. may henefit or furliter the aims of 2 FOREIGN POWER is

riot endugh ta bring that person Under this subaaction, abaent evidende that the person is taking direction
trom, ar acting in knowing concar swiih, the FOREIGN POWER.

~{d) A CORPORATIOM or other entity that iz owned o sonfrolled dirzcily or indiractly
by & FOREIGN POWER.

{e) A psrson in contact with, or azting Ir collaberation with, an intaliiganes or security
gardce ul a jorgign pawer for tha purpose of prO"iqu access fo information ar matarial ciassified by the
United States to which such pargen has access.

(3} In alf casas where emergency collsetion le authorizad, the following sleps shail i
laks

(& The Gzaacal Counsel wiil Se notiied Immadiately that the COLLEGTION has
started.

{b) The Ganaral Counsel will {nitiate Immeadiate efons io obtain Attorngy General
approval tocomtinte Ike eollection. If Aliorney Genaral approval [s not obtained within saventy bwo tours, the
LGLLCuTID:J will b terminated, If the Attarngy General agproviss the COLLECTION, # WAy continu & tar
live peiicd spacified In the ggoroval.

. Anmyal rapors (o the Atomey Gensfal are required for COLLECTION conductad under
parznraph‘* 4.0.6.(3) and (4. Responsible anabytic oificas will provide such regorts throlgh the Deputy
Wiracior for Operations (0OD) and the General Counse! 16 the DIRNSA/CHCSS far transmitial ta the Atte itey
General by 31 Jarwary of each year,

4.3. (U} Incidental Acguisilion of L.8. PERSON Information. Iniarmation fa, from or about U.S.
PERSONS acquired Incidentaly as a resull of COLLECTION directed against appropna( FOREIGHM
IMTELLIGENCE TARGETS may be ratained and pracessed i accordance wilh Saction 4 and Sactiun 3 of

s USSID.
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4.4, —6-6603 Nonresideat Alfiert TARGETS Enlering the UNITED STATES.

a, If the communications of anoriresident afien located abroad ace peiig TARGETED and the

USSS laarms that the individual has entered the UNITED STATES, COLLEGTION may continue for a peried
ot 72 hours provided that the DIENSACHESS Ts aduised immedialely and:

() Immediate effcrls are nitfated to abtain Attorney General apgroval, ar

2) & determination s made wilkiin the 72 hous pedod that ih

b, I Atomey General approval is obtained, the COLLECTION may contintz for the fength of
time spacifing In‘the aporaval.

g, W iisdetermined thal ' ,: COLLEGTION may continue

at The digoration OHhe-qperafional:ramt. T
hours, COLLECTION must ba rrvinated]

| orifatomey General approval is ot obtained within 72
Dtabiad, or the Individual lsévas the UNITED STATES. '

1 Attorney Ganeral approval is

4.5 —5-666) U.S, PERSON TARGETS Entering the UNITED STATES.

_ a. 1| communicatians 10, from or atiout 2 U.S. PERSON focated owside the UNITED STATES
z¢e being COLLEGTED under Allomey Gengral approval desceibed. in- Settion 4.1.b. 200va, the
COLLECTION muststop when e WSSS learns (hat the individual has eniered the UNITED STATES.

b. While'the individual Ts in the UNITED STATES, COLLECTION may be casumed oniy wite Ing
approval of the United States Forsion Inteligence Survailance Courtas descrivad in Annex A,

4.6, A5 ;5 PERSONS. All proposals for COLLECTION.against U.S.
PERSOMSEL L - @ | must ba submitied through
the DOO and the General Counsel to the DIRNSAGHLSS 107 raview.

4.7, —E-886r Direction Finding, Use of dirgstion finding solaly to daterming the. locatioh of a
transmifter losated cutside of tha UMITED. STATES does not gonstitute ELEGTRONIC SURVEILLANGE ot
COLLECTION svah il dirzctad at rangmittas Leligwdd 1o ba ussd by UW.5, PEABOMS, Unlzss COELEGTION
aftha communications is ofhanvise autlrlzed undar these proceduras, the cantgnts of communizailons io
vihich 4 U.S. PERSOMN i3 2 parly waritored in the course af dirsstion finding may only b used (o [dewmily the
transmitier,

48, (U] Disiress Signals. Distress signals may ba intzntionally collected, processed, retained, and
dissaminated without regaed ta tha restrictions containad in tnis USSID.

A48, (Uy COMSEC Wonitoring and Secutity Testing of Automated Information Systesss, Menitoring
for communications security purposes must be conducted with the consent of the person bsing monitored
and i accordance with (ha procedures established in National Telecammurications and Infgrmation Systems
Sacurity Dirgctive 800, Commurications Secusity (COMSEG) Monitoring, dated 10 April 1990, Moaitoring far

201
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communications secumy purposes s not goversed by this USSID, Infrushva secumy testing fo ass
seerity vulnerabiftia s in automaied information systems fikawise is not governed by this USSID,

SECTION 5 - PROCESSING

.3, —8-Ge0r Ustol Selection Terms During Processing,
YWhen a SELEGTION TERM s Intanded to INTEACEPT a ¢ommunication on:the-basisof the sortaiit of the:
communication, ar because a communication ls erciphered, rather than on the basis of the ldantity of the
CORMUNICANT -orthe factihat the communication mentions a particular individual, the following rules apply:

INTELLIGENGE will i obzainm‘i by use of su-h SELECTION TEnm

b. No SELECTIOM TERM that has resuttad in the INTERGEPTION of a signitican! numbiar of
T comraunications 1o o frors such parsons or entities may ba used unlesy there is raascn o balisve tha
FOREIGN INTELLIGENCE will ba obtained,

SELECTION TERMS Ihat hgve resolted or are reascnably: lkely to result in the
lN‘ERuFPTlQN of communications ta or from sush persons ar entities shafl be designed to defeat, 12 the
graatest extent practicable-under 1hs aircumstances, the INTERCEPTION of those x:c:mmunicauons wihich
o nat cantain FOREIEN INTELLIGENCE.

1]

2, 48-568Y Annual Revigw by DEO.

a. Al SELECTION TER! WS that ard reasonably likely (o rasull in the INTERCEPTICH of
communications o or frem & LS FERSON or lerms that hava resulted in tha INTERCEPTION of a sigaificant
number of sich cammunicalf&ns shall be reviewed.annually by the DDO or a designas.

b. Tha purpose of the review shall bs ta determine whathar there is reason to belisve . hal
FORBIGN INTELLIGENGE vill ba nbtainad, of will contirue to b abtainad, by the uss of thass SELECTION
TERKS.

¢, Acopy of the results of the raviaw will ba providad to the Inspectar General and the Ganaral
Counsel.

5.3. —E-EE8) Farwarding of Intercepiad Material, FOREIGN COMMUNICATIONS callecied by the
1S5S may be lovwarderd as intercepted to MSA, intarmeniate procassing facilities, smd collaberating centers,

8.4, -GSy Monfargfgn Communications

a2, Communications behween parsons I the UMITED STATES. Privala radic commusical ons
solEly batwean persans in the UNITED STATES inadverienlly intarcepted during the COLLECTION of
FOREIGN COMMUNICATIONS wiil be prompl[,‘ deslroyed unless thg Atiornay Genarsl determninas thal the
contents indidate a threat of death ar serigus badiy harm io any person.
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b, Cammunications. betwaen U.3. PERSONS. Communications solely batween .S,

PERSONS wil be treated as follows:

(1) Communications solely betyeen U.S, PERSONS inadvertently intercepted during the
GOLLEGTION of FOREIGN COMMUNICATIONS will be destroyed upon recognition, if technitally possible.
excepl as provided in paragraph 5.4.9. beiow.

_ {2} Wotwithstanding the preceding provision, coyptolegic. data (e.g., signst and
entipherment inforrmation) and tectinical communications data (e.q., circuit vsage) may be extracted and
retained: o thoss communicalions if necassary to:

{aj Establish of maintain intercept, or
{by Winimize unwanted Intercept, of
() Support cryptologic operations refaled 10 FOREIGN COMMUNICATIONS.

& Communications Invplving  an Ciiicer or Employes of the L8 Goverrdmeril.
Cammunications io-or [rom any oliiser or employea of the U.5. Govariiment, of any:state.or local govamment,
will not be Imentinnally intercepted. Inadverient INTERCERTIONS of such.communicaliens (insluding thase
betwaen loreian TARGETS and U.S. officials) will ba reated as Indicated i paragraphs §.4.a.and b, aneva.

~d. Exceplions! Naobwihstanging he provisions of paragraphs 54b. and c., tha
DIRNSAICHESS may walve the destruction requiremant for international communications. containing, Inter
alia, tha-fotowing types of Information:
(1) Signilicant FOREIGN INTELLIGENCE, or
() Evidance of a crime or Ihreal of daath or gerious bodily harm to &ny p2rsomn. ar
(3] Anomalizs that reveal a potental viinaratility to 1.8, communications sacudby.
Cormeunications forwhich the Attarney Ganerat or DIRNSA/CHESS's wabeer is sought sheuld b2 fervarded
to NSA/CSS, Attri: PO2. ,
5.5, -E-2E50) Aadio Communizations with a2 Terminat in the UNITED STATES,
a A radio communicalions that pass aver channels with a terminatin thg UNITED STATES

rmust ba procassed hraugh & computar scan dictionary or slmilar davica talays thase communications.gocur
over channels uazd exclugively by a FOREIGN POWER,

b. Internatiopat commn imunications that pass aver channals with a tarminal
inthe UNITED STATESE . . communications, may be processad
without the use of a cornputer scan dictionary or similar device if necessary to determing whether @ channel
cantaing communications of FOREIGM MTELLIGENCE interest which NSA may wish to collest, Such

processing may nat sxceed two heurs without the speciic péor wiitten approval of tha DDO &nd, In any evant,

shall be fimited to the minlmur aniount of tima necessary to datermine the natura of communicaiions on tha

shannal and e gmount of such commupizations that ingluds FOREIGM INTELLIGENGE. Cnaca & is
determined that the channel contains sulficient communications of FOREIGN INTELLIGENGE interest to
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warrant COLEECTION and exploitation to produce FOREIGN INTELLIGENCE, a gomputer scan diclionary
or simifar devica must be used for additional processing.

¢ Copies of 4l DCO wiitten approvals made purguant 1o 5.5.0. must be provided to the General
Counszl and the Inspector General,

SECTION 6 ~RETENTION

6.1. —5-8661 Retantion of Communicatlons to, from or Aboutt, 8. PEASONS.

a. Exceptas atharviss providad in Annex &, Appendix 1, Seclion 4, communications tg, fram
ar-about 4,5, PERSONS that arz interceptad by tha USSS may be retained tn their ariginal or transcribed
farm-only as (allows:

{1} Unenciphered communications not Naughs to contaln saciat meaning may be retaned
iarfive years unigss the DDO determinas in writing What reterdion for a fongee period 1$ requinad to cespond
to authorized FOREIGH INTELLIGEMGE requiramaris.

(2) Communications necessary to mainialn tachnical data'beses for eryptanalytic or traffic
analytic purposes may be retained for a perlod sufticiant to aflow. a thorough exploitations ang fo permil access
t daid tnal acs,. or are reasonably bslizved hksly to became, relavant to a current or fuiute FOREIGHN
INTELLIGENCE fequirement. Sufficien! duration may vary with the nature ¢f the exploitaticn and may consis:
of any perind nf time dusirg which the teehinizal dala basa is subject to, orof Use in, cryptanalysis. [Fau.s.
PEASONS idanmity Is not nagéssary. (o maintaimng technicdl daa bases, it should be delated or refased by
a gananis lermt when practicable.

b. Communications which: could be disszminated undsr Ssction 7, balow (&, withoul
giimination of rafarencas to W.S. PERSOMNS) may be estained In their originat or transcribad form,

B2, (8CCOr Access. Access la raw lrallic storage sysiems which cantain ldentitfes of LS.
PERSOMS must ba limitad to SIGINT groduction persannsl,

SECTION 7 - DISSEMINATION

7.1, E=8€6r Focus of SIGINT Reparis. All SIGINT reports will be written so 23 o focus salaly on
thi activities of fareigo entities and parsonsg and thelr agants. Except as provided In Section 7.2., FOREIGH
INT ELLESENCE irdarmajion congarning U.S. PERSONS must be disseminzied in a manner which dees not
idantily the ULS. PERSON, Generic or ganeral 12rms of phirases must be substituted for the identity (2.q.,
"5, fie” for the specific namg of a U.S. CORPORATION or -U.S, PERSON" lor the specific nama of a U, S,
PERSOM), Filas conlaiiing the idenlities of U.S8. parsons dalated from SIGINT reports will bz maintained far
a maximum perind of one yaar and any requasls from SIGINT customers for such identities should be referred
o PO2.

7.2, —5-660r Disseminatinn of L).S, PERSON Identties. BIGINT reports may include the
ideatification of a U8, PERSOM only-il one of the fallowing candlions s mat and a datarmination is made




[ W am him Rt ol

S W K T

USSID 19
27 July 1993

by the appropriate approvalaythadiy that tha recipient has a read for the iden ity for the pedarmanes of his
officih duties:

a. Thel.5. PERSON has CONSENTED ie the dissemination of communications of, or.abdut,
him or har and has executed the CONSENT farm found I Annex H of this USSIO, or

The information fs PUBLIGLY AVAILABLE (i.o., the information is. derlved from unclissifiad
information a»az fabla fo the genaral public}, or

. Thaldentity of the U.S, PERSON Is necessary o understand the FOREIGN INTELLIGENCE
miormatmn or dssoss its imporlanca. The folloving nonexclusiva list contains examples of the typa of
infermation that meet this s andau'd

(1] FOREIGN POWER or AGENT OF A FOAEIGN POWER. Tha information indisates
that the U:S. PERSON ls a FOREIGM POWER or 2n AGENT OF A FOREIGN POWER,

R Unauthorized Disciosuce of Classifizd Infarmasion. Tha Infarmation indlcates that the
U.S, PERSOMN may be-engaged in tha unaulherized disclosure of classified informiation:

{%) tnlemational Narcotics Activity, The Information Indicates that the individual may
engagedin international narcatics lrafficking agiivities, (Sea Annex J of this USSID for furthsr !nforma |o'1
cancerning (ndividuals invalved in intarnational narcotics teafficking).

{4} Criminal Activity. The information Is evidenca that {he individual may be involved ina
erime thal has been, ie being. or Is abdut to be committed, prdvided that the dissemination is for Taw
gnforcement PUrposas.

‘ (& ntelhigence TARGET. The infosmation indicates that tha U.8. PERSOM may Le ths
TARGET of hostile in!ell.gb ca a2 uhwbcse FOREIGN POWER,

{8) Threat ta Safaly. The information indicatas:that {ha idantity of the U.S. PERSOM is
padinent to & possible threat to the salaly af any parson or organtzaltion, including those who are TARGETS,
viclirmg of hostages of INTERMATIONAL TERACRIST organizations. Reporting units shall identiy to FO2
any réport containing the identity of a U S, PERSOM rparted under this subsection (6). Fleld reparing to
P02 should be’in the foft of g C‘RHFCOMh massage (D0 XA0) and includs {hs repon data-time-group
{EYTG), praduct sarial number and fhe réason forirclusion of the U.S. PERSON'S idantity.

{7} Senigr Executivd# Brarch Oificials. Tha idantity is that of a senior official of the Execulive
Sranch of tha U.5. Government, [n this caze only the official's title will b2 dissaminated. Domestic polil'sa
or persanal informiation on such indivduals will b2 nelther disseminated moc retainad.

7.3. —{8-669 Approval Authorities. Approvat authorities for the releass of identities of U.S, persc
under Section 7 are as follows;

g, DIRNSACHCSS. DIRMSNCHCSS must approve dissemination of;

1) The identities of any sanator, congrassman, officar, or =m ICyan of tha LL.!"\!SL&[""
7 g
Brangh of the U.5. Governmenl.

209



USSID 15
37 July 1993

(2)  Theidentity af &ny parson foe law enforcement purmoses.

b. Fleld Units and NSA Headquartars Elemenis. Al SIGINT produstion arganizations are
allhodzed Io disssmingte the identities of U.S, PERSONS wheni:

{1} Theidenity is pertinant to the salely.of dny person or efganization.

()  Thaldentity Is that of 2 sanjorofficlal of the Exarutive. Branch,.

{3 TheU.S. PERSOM has CONSEMTED under paragraph 7.2.a. sbova.

¢. DDO and Designaes.

(1} In alf other cases, U.S. PERSON identities may ba relesed anly willt the prior appraval

of the: Deputy Birector for Operations, tha Assissant Dﬂput'l Dxrecfcr far Qperations, the Criel, POZ, the
Dapuly Ghlel, P02, or, in their 2bsencs, the Seivor Operatfcna Qificer of tha National SIGINT Ogarations

Contar. The DBO or ADDO shall ravizw all U.&. Wentites released by these designtes as soon as prastioable

aitsr e release is mada,

(1} For law enforcemant purposas invalving narcotics relatad information, DIRNSA has
grartad ta the 0O asthority {o disseminate U8, identitizs.. This authority may not ba furthar delegated.

Cond Uy Privileged Communicalions dnd Criminal Activity.  All praposed dissaminations of

inforrriatian consiituti rig U.S. PERSON privilegad communieations {&.4., a't(j’meyrcllbnt ductor/patiant) and

ail nfarmtion concerning criminal activities or criminal or judicial procesdidgs in the UNITED STATES must
ba reviewsd by ths Ofiice of Genaral Cotnse! prinr o dissemination.

7.8, M) Impeocer Disserninailon, 1 tha name of )., PERSON is Improperly dissaminated, the
incidemt showld e reported to PO2 within 24 hours of discovery of the arror.
SECTION 8 - RESPONSIBILITIES
&1, W) Inspector Gensral,
The Inspector Genaral shall

2, Condust regulae inspections and parform general pvarsight of NSAGSS aclivities to ensure
comaliancs with this USSID.

b. Eslablizh prozadures for repacing by Key Companent and Fisld Chiefs of their activitios and
practicss for eversight purpases,

2. Repartto the DIRNSACHCSS, annually by 31 Octatar, concerning NSA/GS 33 compliancae
veith this LSS0,

3. Reporl guariery with the DIRNSA/CHCSS and General Counzel to Ihe Presidzamts
ntelligance Cversight Board through tha Assistant o the Secrslary of Deisnse (tntalligence Qwarsight).
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82, (U) Generat Goungel, The Gereral Coungel shall:

; a. Provide légal advics and assistance ta all elements of the USSS regarding SIGINT activilles.

Requests for legal advice on any aspect of thasa procedures shouldt sent by CRITICOMHM ta DBIXD!, or
by NSACSS SEr:ura'te{ephcne'963~f31»?.1:.ﬂr .- .

b, Prepareand process alf applications for Foreign Intalligence Surveiltance Court ordges and
reoussis Jor Atorney General approvals raguirad by these procedures.

c. Advisa tha tnspector General in Inspections and oversight of USSS activities.

d. Review and assess for legal implicalions as requested by the DIRNSA/CHCSS, Depuly

Director, Inspector Ganaral or Kay Components Chiaf, alt naw major requiremants and nternally generatad
U883 zctivitias.

& Adviza USSH personnel of new legislatian and asefaw that may alfect USES rissions,
functions, opar atlons, activitizg,ar praclices.

I, Aeport as raquirad to lhe Altormey General and the President’s (ntelligence Ouersight Board
and provida copies-of such reports fo the DIRMNSA/CHCSS and affested agency alaments.

N g. Process requasis from any Dol intetllgence component for autharity i usz signals as
daseribed in Progedure 3, Part 5, of DoD 5240.1-8, for periods 1n excess of 90 days in tha devalopmeit, tast,

or- calinration of ELECTROMIC SURVEILLANCE equipment and other equipmant that can Intarcept
gammunications.

3.3, (U) Dsputy Director for Cparations (BDQ).
The DDG shali:

a. Ersure that alb SIGINT production parsorret understand and mairtain a Woh dagras of
awareness and sensitivity Lo tha requirements of this U3sSID.

b, Apply the provisions of this USSIO e alf SIGINT preduction activities. Tha DOQ staff facal
goint for USSID 18 matters is P02 (use CRITICOMM DD XACS,

o, Conducl necessary revigws of SIGINT produstion activities and gracticss ¢ ensurg
consistancy with this USSID.

4. Ensure that all new malcr requirerents fevigd on the USSS or intarnalky genacatzd activities
ara considacad for raview by the Gereral Gounsat. All activitles that raise questicns of faw or ths propar
interpratation of this USSID must ba raviawsad by the Ganaral Counsel prior to accaptance or axecution.

3.4, (U) Al Elemenis of the USSS. Al elaments of the LUSSS shall

a. tmplament this dicactive upon racaipl.

b. Frepare new procedures or amend or supplement aisting procedurss as ranulrad ta ensura
adhsranse to this USSID. A copy of such procadures shall 9 forwarded to NSASCSS, Afine POA.
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i3, Immadiataly Inform ha<DDCG of any tasking or insteuclipns thee appadr to requice actons at
varance with this USSID.

d. Promptiy raport Lo the NSA Inspector Ganeral and consult wilh the NSA Genaral Courdisal
on sl activities that may raise 4 question of conplianca with this USSID,

'SECTION 9 — DEFINITIONS

9.1, ~{5-666) AGENT OF & FOREIGN POWER means:
3, Anyperson, olhef than.a U.S, PERSON, who:

{11 Agls in the UMITED STATES as an afiicar of employse of a FOREIGN POWER, ar 43
a membes of 4 group engaged in INTERNATIOMAL TERRORAISK or activities in preparativmiberglor or

{2) -Acisiaor oroa behalf of, a FOREIGM POWER that engages in clandasting Intelig ance

zolivities in the UNITED STATES contrary 1o the interesls of the UNITED STATES, when the cireumstancas

oF such p2eson's presznce inthe UNITED STATES indicats that such ugr=on may engadein suctvactivities

inthe UNITED:STATES, or whan such persen knowingly aids or abets. any pPrSOﬂ In the conduct.of such
acfiviliza o knovdngly conspires with any person to-engage In such acthvities;

b Any person, including & U.S. PERSON, who

{1} Knowingly sngages in clandssting intelligance gathering activities-for, or on behaif of,
a FOREIGN POWER, whish activitias inveive, or may lnvolva, a violation of the crimingl statutes o7 the
UNITED STATES: er

() Pursuarttothe ditection of an intalligance.setvice of network.of 2 FOREIGM POWER,
kaawingly engages in any ather clandesting irteligencs activitles for, of on behalf of, such FOREIGM
POWER, which sctvities Involve o ara atiout to Invalvs, a violation of the crimingl statutas of the UNITED
STATES; ¢r

{9y Knowingly enganesin sabotage or INTERNATIONAL TERRORISM, or activities that
ara in preparation therefor, for or on berall of 2 FOREIGN FOWER: or

(4 Knawingly aids or sbets any persen in the condust of 2clivitizs described in paragraghs
8.1.0.{1) through (3) or knowingly conspires with any person to engage in thoss activities,

¢. For alf purposes othier than thg conduct of ELECTRONIC SURVEILLANCE as defined by
tha Fareign Inteliigence Suneilfance Act (see Annex A}, the phrass "AGENT OF A FOREIGN POWER" also
meaans any persan, including U.S. PERSONS outside the UNITED STATES, who ara officers ar umptoyaas
ol a FOREIGN POWER, ar who act unlawiully for or pursuant to the dicaction of a FQREIGN POWER
Wi e in sontact with or acting in coilaboration with an Inteligencea or security sarvica ot a FORE GN
POWER for the purpose of praviding acsess to information ar materal classified by tha UNITED 5TATE
Government and g which the persen has or has had accesa. The mera lact that a parsen's astivities may
banefiv or fyrthar the alms of @ FOREIGN PCAWER is nat snough fo bring that parson under this provig e,
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abisent avidence that the parson is taking direction from or acting i knowing concart with. & FOREIGH
POWER;

9.2 ~{6y COLLECTION means [nientional taskitg of SELECTION of identified nanpublic
adrtmynicatians for subssquerit progagsing aimid st reporting or retention as  {ife record,

9.3, (U) COMMUMICANT maans a sender of interded recipient of & communication.

9. (U} COMMUNICATIONS ABOUT A LS, PERSON are these in which the UG, PERSCN i3
ideatifiei i the communication. A U.S. PERSON isidentified when the persan's name, unique fitli, address,
or other persanal identifier s revealed in tha eommunication i the context af activitles gondueted by that
pefson of zctivities conducted by ofhars and related to that parson, A mera raferenca to a product by rand
nams of manufaclurers nama, 2.9.. "Boeing 707" is ot an identificatian of a U.S, parson.

3.5.  (Uy CONSENT, for SIGINT purposes, means an agreement by a pasgon.or arganization Yo p2rrrit
the USES to fake particufar actions that affect tha parsen or organization. An agrésment.by anorganization
with {ha National Security Agercy to permit COLLECTION of Information shall be deemed valid CONGEMT
it givan on benalf of such erganizatian by an etficial or goverming bedy. determinse by the General Counssl,
Natioral Security Agancy, to have actual ar apparet autharity to make sucky an agreement.

9.8, (U} CORPORATIOMS, for purposes af this USSID, ars ertities legally retognized as separdis
from tha parsons who formed, ewn, or rua e, CORPORATIONS have the nationality af the nalion state
under whose Jaws thay were formed. Thus, CORPORATIONS incomporaied undar LINITED STATES federal
or state law are U.S, PERSONS,

8.7, (W) ELECTROMNIC SURVEILLANGE maans!

a. Inths oasa of an elzctronic communisadion, tha acaulsifion of a nanpubliz communication
oy stecironic means without the CONSENT of a parsen wha s & pady to the communicatian.

b, Intha.casa of a nonelectronic communication, ihe acquisition af a nonpubliz communicaticn
by efectropic maans without tha CONSENT of a parson wha is visibly presant at the place of communication.

a. The lerm ELECTRONIC SURVEILLANGE doas rol inglude the use of radia dicaction {inding
saquiament solely to detantling the location of a fransmitter.

9.8. ~S. FOREIGN COMMUNIGATION means a cemmunication that has at lsast cne
COMMUNICANT oulside of the UNITED STATES, or that is anfirely among FOREIGM POWERS or bebwaen
a FOREIGN POWER and cfiicials of a FOREIGH POWER, bul dess act Includs comimunications intarceotsd
by ELEGTRQNIC SURVEILLANCE directed at premises in the UNITED STATES used peedominantty for
residential purposss.

9.9. (U} FOREIGM INTELLIGENCE maans infgsmiation relating to {he capabilities, Intaailens, and
activities of EOREIGN POWERS, organizations, or persens, and for purposes af this USSIR incledes aoth
positive FOREIGN IMTELLIGENGE and caumarintelligence.

$,10. (U} FOREIGN POWER azans:

O e .
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a. A lorelgn govemment or any componegal thareal, whether or not recegnized by ths UNITED

~ b, Aaction of a foreign naticn or fations, not substantially composad of UMITED STATES
PERSOMS,.

c. An entity that Is openly acknowlsdged by a foreign gevernment or goveraments 1 be

‘diraeied and controllad by such (oreigr government or governments,

d, A groug engaged in INTERNATIOMAL TERRORISM or activitles i preparation thecelar;

e, A fareign-basad pofitical organization, not substantislly compesed of UNITED STATES
PEASONS, or

1. Ananlity that fs:directed and contralled by a lersign geveroment or governmants.

911, Uy INTERCEPRTION means the gequisition by the USSS rrongh slectronic means of a
nonpubiz cammunicalinn {o which it is net art Interdad party, and the processing of the contents of thay
communication irto aé intelfigibie form, dut doss nat insluds tha display of signals on viseal gjsplay devites
intendad to permit the axamination of the teshnical characteristics of the signals without rafaranca ts g
infoemabon content carrizg iy the slgnal

9,12, (U} INTERNATICNAL TERROSAISM means zctivities that

.

Tnviive viglent acts or acts danderdus to human lifz that are & violation of tha crimingl faws
of g LINET ED STATES or of any Siate, of that vauld be a criminat Volation f committed withia the jurisdiction
o the UNITED STATES or any Sizta, ang

b, Appearto bentande:

(1)  iointimidate orcosrea a clvilian gopulation,

(2) teinfiuance the policy of a govarnimeant by inlimidatlon or coarcion, or

{3y toaffect the cenduct of a gavernment by assassinatico or Kdnapping. and

&, Cleeur totally oulside the UNITED STATES, or transtend nalicnal bountfarizs in terms of tha
maans by which they ara accompiished, the pa .%cn; they appear intended lo cosrce ar Intimidate, or he
lacate In which their perpetralors eperate or sesk agylum,

913, {U) PUBLICLY AVAILABLE INFORMATION means informailon that has besen publishec or

broadeast for ganeral public corumm,nnn Is available on requast to.a mamber of the general public, has baen
sgen ar heard Dy 3 casual obsarver, or is made avdilable st 8 meeting open o the ganaral public,

.14, —(V)-SELPGTION aaaooh g _mpianyal g edrarie, oron ”:wnwli%, means {he

:me's&aiﬁr?g_ ol
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918, {C) SELECTION TERM mgang the compasite of individual terms. usad to eifsct or defeat
SELEGTION of particufar communicalions for the purpose of INTERCEPTION. It comprises the andlre tenn
or serles of terms so-used, but not any segregablaterm contained therain. It applies to Lath elzetronic and
manual processing.

§.16. (U) TARGET, OR TARGETING: Sse COLLECTION.
9.f7. {U) UNITED STATES, when Used qeodraphically, includes the 50 statss and ke Disirict of
Columbla, Puerto Rico, Giramn, Amarican Samog. ha U.8. Virgin [ Slands, the Nefihern Manana Istands, aad
any other temritery or possassion over which the URITED STATES exercisas sovareigily.
9,18, —6}FUNITED STATES PERSON:
a, Acilizen of the UNITED . STSRES,

b An atien lawully admittad for patmanent residence in the UNITED STATES,

¢, Urincarporaiad groups and assceiaiions a substantial nurmber of the members-aof bl
gonslitute a.0r 0. abova, or

4 GORPOAATIONS ircorporated In tHe WMITED STATES, including US. flag
nongavarnmantal aitcrall or vessels, bul not incleding ihose entties which are opsnly acknowledged by a
fareign govarnment or govérnments to be directed and sontrofled by them.

2. The following guldsines apply In determining whather a person is-a .8, BER3OM:
(13 A persen known ig ke gurrenlly in the Unitad Statas will b2 lreated as @ U8, PERSCOM

unless that pedson is reasonably Idartilied as an alizn who has not been admiied for parmansrk ragsidence
of if the-nalure of the peeson's commuricalions or.cthar indicia in the sontenis or slreumstances of such

connunications give rise toa reazonable hatial that such persan is nata .S, PERSOM.

(8 A persan known tg be cureantly outside the URITED'STATES, or whoge Iecation is ot
kenowr, wilk not g vredted 2s a U5, PEASOMN unless such persons reasanably identified as such or the
nature of Ihe parson's communications or other indicia i e contents or éirsurnstances of such
compiunications give rise to 2 reasonable belisl that such parsen s a U.S, FERGON.

(3y & person known to be an afian admittad for permanent rasidence may ba assuned 1o
have lost stalus as 2 U.S. PERSCN if the parson leaves the UNITED STATES and it is known that tha parsen
i3 not in compliance with the admimstrative formalities provided by law (8 U.S.C. Section 1203} trat anable
sich parsons to reenter the UNITED STATES without regac] fo tive. provisions of lww that would otarwise
reatint an alien's antey Inle the UNITED STATES. Tha faitue 10 fellove tha statutory procedures provides a
raqsanable Dasis (o conciuds that such alies has abanconed any intention ol maintzining status as a
permanent ragidant alien,

{4} An unincorporaled assosiation whoss headquacters. are located qutside the UNITED
STATES may be peesumed not toba 2 U3, PERSOMN unless the USSS has Information indicating that a
stbsfartial numbee of members afs citkzens af tha UMITED STATES o aliens lawdully adrmitied for permarniant
rasidencs,
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{5) COHFORATIC‘N‘-: haye the nationaily of the natign- state I which {hey are
incorperated, CORPORATIONS farmed under LLS. fadaral or state [dw are thus LS. parsans, aven-if the

enrporate stosk is foreign-owned. Tha only exception set forth above is CORPORATIONS which arg opanly

acﬂnovedged to be directzd and contralled by forsign govarsments, Corversely, CORPORAATIONS

incorparated In-forgign couritries are not U.8. FERoONS aven if that CORPORATION Is a subsidiary ofa

U.5. CORPORATIOH..

{8) Nongovemimsntal ships and aircralt are tagal entitiss and have the naticnallty of the
country imwhich they are registerad. Ships and aircraft ty tha flag and are subjectto ths Taw of their place
of registration,
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~S#E). REVIEW OF THE PARTICIPATION OF THE
OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
IN THE PRESIDENT’S SURVEILLANCE PROGRAM

L (U) EXECUTIVE SUMMARY

(TSHSTE A The Office of [nspector General (OIG), Office of the
Director of National Intelligence (ODNI), was one of five Intelligence Community
Tnspectors General that conducted a review of their agency’s participation in the
President’s Surveillance Program (hereafter “the Program”), a top secret National

Scéuﬁty Agency (NSA) electronic surveillance. activity undertaken at the direction of the

President. The Program became operational on October4, 2001, three-weeks after the
deadly terrorist attacks of September 11, 2001. The review examined the ODNI’s
involvement it the Program from the period beginning with the stand-up ofthe ODNI in

April 2005 through the termination of the Program in January 2007.

: v The ODNI’s primary role in the Program was the
preparation:of the threat assessments that summarized the al Qaeda terrorist threat to the.
TUnited States and were used to support the periodic reauthorization of the Program. That
tole began in April 2005, shortly after the ODNI stand-tip and contemporaneous with the:
arrival of General Michael Hayden as the first Principal Deputy Director of National
Inteiligence (PDDNI). Prior to his ODNI appointiment, Hayden was Director of NSA,

Tn April 2005, ODNI personnel in the National Counterterrorism Center (NCTC) began
to. prepare the first of 12 Program threat assessments. In coordination with the
Department of Justice (DOJ), then D irector of National Intelligence (DNT) John
Negroponte or PDDNI Hayden approved 12 ODNI-prepared threat assessments over an
18-month period. Once approved by the DNI or PDDNI, the Program threat assessments
were reviewed and approved by the Secretary of Defense, and were subsequently used by
DOIJ, NS4, and White House personnel in support of the Program reauthorization. In

' tion of the threat assessments, we found that NCTC used Program

: During the review, we made several related findings
and observations. We learned that the ODNI usage of Program-detived information in
ODNI intelligence products was consistent with the standard rules and procedures for
handling NSA intelligence. We learned that ODt I personnel were not involved in
nominating specific targets for c i qugh the Proeram. While ODNI personnel
were identified as having contac ‘
Program, we found that those communications were limited in frequency and scope. We
also found that the ODNI intelligence oversight components -- the Civil Liberties
Protection Officer (CLPO), Office of General Counsel (OGC), and the OIG -- had little
ivolvement in oversight of the Program and had limited opportunity to participate in
Program oversight due to delays in ODNI oversight personnel being granted access to the

T
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Program and temporary resource limitations attendant to the stand-up of the ODNIL,
Finally, we found that the 2008 amendmients to Executive Order 12333 and the-current
‘ODNI staffing levels provide the ODNT oversight components with sufficient resources
and authority to fulfill their current oversight responsibilities, assuming timely
tiotification.

I, (U) INTRODUCTION

—~(ESHSTEWHSHOERY The Foreign Intelligence Surveillance Act Amendments
Aet of 2008, Pub L. No. 110-261, 122 Stat. 2438 (hereafter “FISA Amendiments Act”)
required the [Gs of the DOJ, ODNI, NSA, Department of Defenses (DOD), and any other
clement of the intelligence.community that participated in the President’s Surveillance
Program to conduct a comprehensive review of the Program,' The FISA- Amendments
Act defined the “President’s Surveillance Program” as the “intelligence activity involving

communications authorized by the President during the period beginning.on September

11,2001, and énding on January 17, 2007, including the program referred to by the
P.ljcsident in a radio address on December 17, 2005.” In response to this-tasking, the [Gs
oF the following five agencies were identified as hiaving a role in Program review: DOJ,

‘ODNL NSA, DOD, and thie Central Intelligence Agency (CIA).

—(SHNE)- The participating IGs organized-the review in a manner where each o1G
conducted & review of its own agency’s involvement in the Program. CIA 1G John
Helgerson was initially designated by the IGs to coordinate the teview and oversee the
preparation of an interim report due within 60 days after the enactment ofthe Act, and a
later final report due not later than 1 year after the enactment of the Act? Because of IG
Helgerson’s.recent retirement, DOJ [G Glenn Fine was selected to coordinate the
preparation of the final report. This report contains the results of the ODNI OIG review.

IIL (U) SCOPE AND METHODOLOGY

: We sought to identify the role of the ODNI in
implementing the Program beginning with the stand-up of the ODNI in April 2005
through the Program’s termination in January 2007, This review examined the:

A. Role of the ODNI and its component the National Counterterrorisn Center
(NCTC) in drafting and coordinating the threat assessments that supported the
periodic reauthorization of the Program;

L{S/ﬂw‘?)"'[he Progrum is also known within the [ntelligence Commiunity by the cover term STELLARWIND.
The Program is a Top Secre/Sensitive Compartmented Information (SCI) program.

: (U) The participaling [Gs submitted an interim report, dated September 10, 2008, to the Chairman and Ranking
rmember of the Senate Select Commiiter on Inteligence (SSCI) and a reévised intetim report, dated November 24, 2008,
to thie Cliairman and Ranking member of the House of Representatives Permanent Select Committce on Intelligence
(HPSCI):
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B. NCTC’s iise of Program information to. support counterterrofism analysis;

dentifying Program targets and tasking Pro gﬁﬁtcoﬂla_dﬁén;

f. Role-of the ODNI in providing compliance oversight of the Program.

TSHSE NE)- During the review, we interviewed 23 euirentor
former ODNI officials and employees involved in the Program. The ODNI persornel we

interviewed were cooperative and helpful. Our interviews included the following ODNI
senior offieials:

John Negropente, former Director of National Intelligence
Michael McConnell, former Director of National Intelligence
Michael V. Hayden; foriner Principal Deputy Director of National Intelligence
Ronald Burgess, former Acting Principal Deputy Director of National Intelligence
David R. Shedd, Deputy Director of National Intelligence for
Policy, Plans, and Requirements
Alexander W. Joel, Civil Liberties Protection Officer
Edward Maguire, former Tnspector General
Benjatin Powell, former General Counsel
Corin Stone, Deputy General Counsel and Acting General Counsel
Joel Brenner, former ‘National Counterintelligence Executive’
John Scott Redd, former NCTC Director
Michael Leiter, NCTC Director

SIAFEY- In addition to the interviews noted above, we reviewed Program-telated.
documents made available by the NSA 0IG, the DOJ OIG, and the ODNI 0GC.

IV. (U) DISCUSSION OF FINDINGS

: » NET The following discussion contains our findings
regarding the topics identified above. F irst, we briefly describe the terrorist attacks of
September 11, 2001, and the initial government response to the attacks, including the
authorization of the President’s Surveillance Program. Next, we discuss the ODNI and
NCTC role in implementing the Program. Finally, we set forth our conclusions and
observations.

A. (U) Initial Response by the President and Congress
to the Terrorist Attacks of September 11, 2001

(U) The devastating al Qaeda terrorist attacks against the United States quickly
triggered an unprecedented military and intelligence community response to protect the

3{U) Brenner was the NSA Inspector General before joining the ODNL
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country from additional attacks. The following quote describes the initial tervorist attacks

and the intended al Qaeda goal to deliver a decapitating strike against our political
institutions.

(U) OnSeptember 11, 2001, the al Qaeda terrorist network launched a set.of
coordinated attacks along the Fast Coast of the United States. Four commercial
airliners; each-carefiilly-selected to be fully loaded with jet fuel for a
transcontinental flight, were hijacked by al Qaeda operatives. Two of the jetliners
were targeted at the Nation’s financial center in New York and were deliberitely
flown into the Twin Towers of the World Trade Center. The third was targeted at
the-headquarters of the Nation’s Armed Forces, the Pentagon. The fourth was
apparently lieaded toward Washington, D.C., when passengers struggled with the
hijackers and the plane crashed in Shankswlle Pennsylvania, The intended target
of this fourth jetliner was evidently the White Hause or the Capitol, strongly
suggesting that its intended mission was to strile a decapitation blow on the
Government of the United States — to kill the President, the Vice President, or
Members of Congress. The attacks of September 11" resulted in approxnnately
3,000 deaths — the highest single-day death toll from hostile foreign attacks in the
Nation’s history.*

(U) On September 14, 2001, in response to the attacks, the President issued a
Declaration of National Emergency by Reason of Certain Terrorist Altacks stating that

“(a) national emergency exists by reason of the terrorist attacks at the World Trade

Center; New York, New York, and the Pentagon, and continuing immediate threat of
further attacks on the United States.”™

(U) On September 18, 2001, by an overwhelming majority in both the Senate
and House of Representatives, a joint resolution was passed that authorized the use of
United States military force against those responsible for the terrorist attacks launched

-against the United States. Thc joint resolution, also known as the Authorization for Use

of Military Force (AUMEF), is often cited by White House and DOJ officials as one of the
principal le°a1 anthorities upon which the Program is based. In relevant part, the AUMF
provides:®

(a) IN GENERAL -~ That the President is authorized to use all
necessary and appropriate force against those nations,
organizations, or persons he determines planned, authorized,
cominitted or aided the terrorist attacks that occurred on September
11, 2001, or harbored such organization or persons, in order to

4 (U) This:summary of the events of September 11, 2001, was prepared by DOJ personnel and is set forth in the
unclassified DO “White Paper” entitled Legal Authorities Supporting the Activities of tfie National Security Agency
Described by the President, dated January 19, 2006.

*(U) Praclamation 7463, 66 Fed. Reg. No. 181, September 14, 2001,

6 (Uy Authorization for Use of Military Force, Section 2(a), Pub, L. No. 17040, 115 Stat. 224, September 18, 2001.
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prevent any future acts of international terrofisin against-the United
States by such nations, organizations or persons.

THSE €A~ On October 4, 2001, three days before the start of overt
military action against the al Qaeda-and Taliban terrorist camps, the President authorized
the Secretary of Defense to implement the President’s Surveillance Program.” The
Program, a closely held top-secret NSA electronic surveillarice project, authorized the
Secretary of Defense to employ within:the United States the capabilities of the DOD,
including but not limited to the signals intelligence capabilities of the NSA, to collect
international terrorism-related foreign intelligence information under certain speciﬁed
circumstances. Bach Program reauthorization was supported by a written threat
assessment, approved by a senior Intelligence Community official, that described the
threat of a terrorist attack against the United States. '

(U) On October 7, 2001, ina national television broadcast, the President
annotnced the start of military operations against al Qaeda-and Taliban terrorist camps in
Afghanvistan.3

: On April 22, 2005, the ODNI began operations as. the
newest member of the Intelligence Community. The ODNI was created, in part, in
response to the findings of the Independent National Commission-on Terrorist Anacks
Upon the United States (hereafter 9/11 Commission) that recommended the creation of a
national “Director of National Intelligence” to oversee and coordinate the planning,
policy, and budgets of the Tritelligence Community.” In late. April 2005, ODNI personnel
began to prepare the threat assessments used in the periodic reauthorization of the
Program. In June 2005, ODNI officials began to approve the-fhreat assessments.

B. (ESHSTEWHSTHOE/H) ODNI Role in Preparing Threat Assessments
in Support of the Program Reauthorizations

ST Prior to the ODNI’s involvement in the Program, the
Program was periodically reauthorized approximately every 30 to 45 days pursuant io a
reauthorization process overseen by DO, NSA, and White House personnel, Each
reauthorization relied, in part, on a written threat assessment approved by a senior
Intelligence Community official that described the current threat of a terrorist attack
against the United States and contained the approving official’s recommendation
regarding the need to reauthorize the Program. Before the ODNT’s involvement in the

LCESHSTLWAHSHOEAHE) The NSA mateals we reviewed identified October 4, 2001, as the date of the tirst Program
aulhorization.

8.(U) The CNN.com webpage article entitled President annaunces opening-of attack, dated, October 7, 2001, provides
a summary of the President’s announcement.and describes the national television broadcast.

% (U). While the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) that created the ODNI was.
signed by the President on December 17, 2004, the actual ODNI stand-np.oceurred montlis later, The official ODNI
histary, A Brief History.of the ODNI's Founding, sets April 22,2005, as the date when the. ODNI commenced
operations.
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Program; every threat assessment prepared by the Intelligence Community in support of
the Program reauthorization identified the threat of a terrorist attack against the United
States and récommended that the Program be reauthorized. Accordingly, the Program
was regularly reauthorized during the approximately 3-year period prior to the
involvement of the ODNI. During that penocl the Director of Central Intelligence or his
designee approved 3 1 threat assessments in support of the reauthorization of the Program.

—TSHSTEWHSHOEAE- In reviewing the circumstances that led to the decision

to transfer responsibility for preparing the Program threat assessments to the ODNI, we
found that the ODNY does not have identifiable records regarding that decision. Senior
ODNI officials involved with the Progiam told us that after the merger of the Terrorist
Threat Integration Center (TTIC) into the NCTC, and the later incorporation of NCTC

into the ODNI, it made sense for the ODNI to take responsibility for preparing the

Program threat assessments as both TTIC and NCTC previously handled that task.
Former PDDNI Hayden told us that the primary reasort that the ODNI become involved
in the Program was the statutory creation of the new DNI position as the senior
Intelligence Community adviser to the President. When Ambassador Negroponte was
confirmed as the first DNI, Hayden and other senior intelligence officials believed that
DNI Negroponte, as the President’s new senior intelligence advisor, should make the
Intelligence Community’s recomimendation to the President Legardmg the need to renew

the Program. Hayden commented that the new DNI’s involvement in this important

intelligence program enhanced the DNI’s role as the leader of the Intelligence

‘Community and gave immediate credibility to the ODNI as a new intelligence agency.

—(ESHSTEWHSHOEAT)— Once the ODNI became involved in the Program, the:

preparation and approval of the threat assessments became the ODNI’s primary Program
role." Beginning in Aprll 2005, and continuing at about 30 to 45 day intervals until the
Program’s termination in January 2007, ODNI personnel prepared and approved 12
written threat assessments in support of the periodic reauthorization of the Program. We
found that the ODNI threat assessments were drafted by experienced NCTC personnel
who prepared the documents following an established DOJ format used in earlier
Program reauthorizations. NCTC analysts prepaled the threat assessments in a
memorandum format, usually 12 to 14 pages in length. Senior ODNI and NCTC officials
told us that each threat assessment was intended to set forth the ODNT's view regarding

_the cuirent threat of an al Qaeda attack against the United States and to provide the DNT's

recommendation whether to continue the Program. NCTC personnel involved in
preparing the threat assessments told us that the danger of a terrorist attack described in
the threat assessments was sobering and “scary,” resulting in the threat assessments
becoming known by ODNI and Intelligence Community personnel involved in the
Program as the “scary memos.”

P RHITEWHSHAOEAEY The joint interim report prepared by the participating IGs notified congressional

oversight committees that the review would examine the ODNI's involvement in preparing “threat assessments and
legal certifications™ submitted in suppoxtofthe Program. Because we did not identity any ODNI officials executing a
legal certification, we treated our review of the legal certifications to be the same as the review of the threat
nssessments, The Altormey General made legal certifications in support of the Program that are addressed in the DOJ
OIG report.




—(ESHSTEWASTHOGATE)Y- During interviews, ODNI personnel said they were
aware that the threat assessments were relied upon by DOJ and tlie White House as the
basis for continuing the Program and further understood that if a threat assessment
identified a threat against the United States, the Program was likely to be reauthorized.
NCTC analysts also said that on a less frequent basis they prepared a related document
that set forth a list of al Qaeda-affiliated groups that they understood were targets ofthe
Program. Both the threat assessments and the less frequent list of al Qaeda-affiliated
groups underwent the same ODNI approval process.

—(ESHSTLWHSIHOC/NE). We examined the ODNI process for preparing the
Program documents, particularly the threat assessments, and found that the documents
were drafted by experienced NCTC analysts under the supervision of the NCTC Director
and his management staff, who were ultimately responsible for the accuracy of the
information in the documents. We determined that the ODNI thireat assessments were
prepared using evaluated intelligence information chosen from a wide-variety of
Intelligence Community sources. ODNI personnel told us that during the period when
the ODNI prepared the threat assessments, the Intelligence Community had access to
fully evaluated intelligence that readily supported the. ODNI assessments that al Qaeda
terrorists remained a significant threat to the United States.

| (TSYSTLW//SUIQCNE)- Once the ODNI threat assessients were approved
within NCTC and by the NCTC Director, the documents were forwarded through an
established approval chain to senior ODNI personnel who independently satisfied
theniselves that the documents were accurate, properly prepared, and in the appropriate
format. Throughout the ODNI preparation and approval process, the threat assessments
were also subject to varying degrees of review and comment by DOJ and OGC attorneys,
including then General Counsel Benjamin Powell and Deputy General Counsel Corin
Stone. Powell said his review of the threat assessments was not a legal review, but was
focused on spotting issues that might merit further review or analysis. Powell said he
velied on DOJ to conduct the legal review. Once the draft threat assessments were
subjected to this systematic and multi-layered management and legal review, the
documents were provided to the DNI or PDDNI for consideration and, if appropriate,
approval. Overall, we found the process used by the ODNI to prepare and obtain
approval of the threat assessments was straightforward, reasonable, and consistent with
the preparation of other documents requiring DNT or PDDNI approval.

: . Negroponte told us that because of time-sensitive
issues present in 2005 relating to the ongoing ODNT start-up as a new agency and other
Intelligence Community matters requiring his attention, he tasked his deputy, then
PDDNI Hayden, to oversee the ODNI approval of the threat assessments and related
documents. Negroponte told us that when making this decision, he was aware of
Hayden’s prior experience with the Program during Hayden'’s earlier assignment as
Director of NSA. In June 2003, shortly after his arrival at ODNI, Hayden received and
approved the first ODNI threat assessment. Hayden later approved the next six ODNI
{hreat assessments. After Hayden left the ODNI in May 2006 to become Director of
CIA, Negroponle approved the next five ODNI threat assessments, including a December
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2006 threat:assessment used in the final reanthorization of the Program. In total,

‘Negroponte and Hayden approved 12 ODNI threat assessments prepared in support of the

Program reauthornizations. h

—(ESASTEW/STHOCINEY In discussing the ODNI process used to prepare and

. approve the threat assessments, Negroponte told us he was “extremely satisfied” with the.
quality and content of the threat assessments provided for his approval. He did not recall

any inaccuracies or problems relating to preparation of the ODNI threat assessments,
Negioporite said the a1 Qaeda threat information described in the Program threat
assessments was consistent with the terrorism threat information found in The President’s
Daily Briefing and other senior-level Intelligence Community products he had read.
Hayden had a similar view. Negroponte and Hayden separately told us that when they
approved the threat assessments, credible intelligence was readily available to the
Intelligence Community that demonstrated the ongoing and dangerous al Qaeda terrorist
threat to the United States. Similarly, Negroponte and Hayden each told us that the
nature and scope of the al Qaeda terrorist threat to the United States was well
documented and easily supported the ODNI threat assessments used in the Program
reauthorizations.

—(ESHSTEWASTHOCAIE). Because of questions raised in the media about the

legal basis for the Program, we asked the ODNI personuiel involved in the preparation ot
approval of the threat assessments about their concerns, if any, regarding the legal basis
for thé Program, We found that ODNI personnel involved in the Program generally
understood that the Program had been in operation for several years and was approved by
senior Intelligence Community and DOJ officials. During our interviews, ODNI officials
told us-they were satisfied with the legal basis for the Program, primarily because of their
kriowledge that the Attomey General and senior DOJ attorneys had petsonally approved
the Program-and remained directly involved in the Program reauthorization process, We
did not identify any ODNI personnel who believed that the program was unlawful.

—~(ESHSTEWHSHOEATY Former ODNI General Counsel Powell told us that after

his Program briefings in carly 2006, he had questions regarding the DOJ descr 1pt10n of
the legal authorlty for the Program buit lacked the time to conduct his own legal review of
the issue given the many time-sensitive ODNI legal issues that required his aftention.
Powell said he understood the rationale of DOJ’s legal opinion that the Program was
lawful and described the DOJ opinion as a “deeply complex issue” with “legal
scholarship on both sides.” Powell said he recoguized that he was a latecomer to a
complex legal issue that was previously and continuously approved by DOJ, personally
supported by the Attorney General, and was being transitioned to judicial oversight —an
idea he strongly supported. Powell said he relied on the DOJ legal opinion regarding the
Program and directed his efforts to supporting the Program’s transition to judicial
oversight under traditional FISA, the 2007 Protect America Act, and the subsequent FISA
Amendments Act of 2008.

" CrSHSTEWHSTHOCANE The DNIand PDDNI together approved 12 of the 43 threat assessments used in suppott
of the Program reauthorizations. CIA. officials approved the other 31 threat assessments,




; ; B) Negroponte recalled having regular contact with senior
NSA and DOJ fficials who raised no legal concerns to him about the Program. He said
he remembered attending a Program-related meeting that included members of the FISA
Court who did not raise any legal concems to him about the authority for the Program
-and seemed generally supportive of the Program. Negroponte also recalled attending
meetings in which the Programwas briefed to congressional leadership who not did raise
legal concerns to him. Overall, the direct involvement of DOJ and other senior
Tntelligence Community officials in the Program resulted in Negroponte and other ODNI
personnel having few, if any, concemms about the legal basis for the Program.

C. (FSHSTEWHSHHEEMATI-NCTC Use of Program Information to Support
Counterterrorism Analysis

ST EAEY- The Program information was closely held within the
ODNI and was made available t¢ no more than 15 NCTC analysts for review and, if
: i byt 12 Generally, the NCTC analysts

handling of ] A intelligence. They said they han led the NSA inteiligence, including
Program information, consistent with the standard rules and procedures for handling NSA
intelligence information, including the minimization of U.S. person identities;

Hayden told us that during his tenure as Director of

During our review, NCTC analysts told us they often

did not know if the NSA intellizence available to then was derived from the Program.

2LSHSTEWHSTHOEAEY The aumber of NCTC analysts réad into the Program ranged from 5 to 15 analysts.
saE—eFeRET/STEH/ 7517 7ORCON7/ NUFURN 10
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knew that# articular NSA mtelllgence product was derived fromi the Program, the
-analysts: said they reviewed the Program information in the same manner as other NSA

intelligence products and, if appropriate, incorporated tlie Program. information into
analytical products being prepared for the DNI and cther senior intelligence officials.
They-identified the President s Terrorisim Threat Report and the Senior Executive
Terrorism Report as examplés of the types of finished intelligence products that would, at
hmea., contain Program information.

—CESHSTEWHSHEOEAT)~ NCTC analysts with Program aecess said they had

broad access to a- wide variety of high quality and fully evaluated terrorism related
intelligence, Tn particular, NCTC analysts told us that by virtue of their NCTC
assignments, they had access to some of the most sensitive and valuable terrorism
intelligence available to the Intelligence Commiinity. NCTC analysts cliaracterized the
Program information as being a useful tool, but also noted that the Program information
was only one of several valuable sources of information available to them from numerous:
collection sources and methods. During llltCLVLGWb NCTC analysts and otlier ODNI
gersonnel described the Program information as “one tool in the tool box,” “one arrow in
the quiver,” or in other similar phrases to-connote that the Program information was not
of greater value than other sources of intelligence. The NCTC analysts we interviewed.
said: they could uot 1dent1fy prClﬁC ewnples whew the Plogram mtmmatlon plowded

“The NCTC,amlysts uni ormly told us that during’
the pBI'lOd. when NCTC pr epared the threat agsessment memoranda, the intelligence
demonstrating the al Qaeda threat to the United States was overwhelming and readily
-avdilable to the Intelligence Community.

—CESHSTLWASTHOC/NE). When asked about the value of the Program, Hayden

said “without the Program as a skimish line you wouldn’t know what you don’t know.”
He explained that by using the Program to look at a “quadrant of communications” the
Intelligeiice Community was able to assess the threat arising from those communications,
which allowed Intelligerice Community leaders to make valuable judgments regarding the
allocation of national security resources. He said looking at the terrorist threat in this
manner was similar to soldiers on a combat patrol who look in all directions for the threat
and assign resources based on what they learn. Hayden said that NSA General Counsel
Vito Potenza often described the Program as an “early waming system” for terrorist
threats, which Flayden thought was an acculate desurlptlon of the Program. Hayden told
us the Program was extrens
terrorist attack. Hayden
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L . sexamples where
the Program iniformation was effectively used to-disrupt al Qaeda o‘perat'wes.13
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E. —(LFS#SLPH’WSWG&‘NF‘) Nn NCTC Rolein [denhfymg Program Targets

and Tasking Collection

~FSHSTEWHSTHOEAFr We did not. identify any information that indicated that

ODNI or NCTC personnel were involved in identifying or nominating targets for
collection within the Program, ODNI personnel told us-that ODNI.and NCTCare noi-
operational elements of the Intelligence Community and wete-not involved in nominating
targets-for Program collection. '

F.~5AHH- ODNI Oversight of the Program

~(ESHSFLW/STHOCINE). We examined the role of the ODNI oversight
components -- CLPO, OIG; and OGC -~ in providing compliance oversight for the
Program, We foiind that while the Program was subject to oversight by the NSA OIG,
the-:ODNI oversight components had a limited role-in proyiding oversight for the
Program During the review, we leamed that within the first year of the Program, then
NSA Director Hayden obtained White House approval allowing the NSA IG and
designated NSA OIG ofﬁc1als to be read into the Program to provide compliance
oversight foi the Program. In furtherance of the NSA oversight program, the NSA IG
provided compliance reports and briefings to the- NSA Director, NSA Gencrﬂl Counsel,
:and cleared White House personnel, including the Counsel to the President.'

LESHSTENWHSHOEAN In reviewing the ODNI oversight role régarding the

Program, we found that the ODNT oversight components had limited invelvement in
oversight of the Program. We found that the opportunity for the ODNT to participate in
Program oversight was limited by the fact that ODNI oversight. personnel were not

and staff weie not read into the Program and did not receive compliance reports from the: NSA LG
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granted timely access to the Program by the White House personnel responsible for
approving access. In addition, we found that the newly formed ODNI oversight offices
were in varying stages of agency stand-up and lacked the necessary.experienced staff and
resources to effectively participate in oversight of the Program.

, Torrs T E/NT) For example, General Counsel Powell received
Prograin access after his arrival in January 2006, but his predecessor, then Acting
General Counsel Corin Store, was not read into the Program until a few days before
Powell in January 2006, several months after the Program becamie operational within
ODNI and only after she had read about the Program in a December 2005 newspaper
article.'” Similaily, CLPO Alexander Joel, who is responsible for reviewing the privacy

‘and civil liberties implications of intelligence activities, requested but did not receive
Program access until Octaber 2006, shortly before the Program terminated.'® Joeltold us
that Negroponte and Hayden supported his request for Program access, but White House
staff delayed approval for several months. Joel said that while waiting for approval of his
Program access, Hayden gave him some insight about the Program that did not require
the disclosure of compartmented information. Joel found this information helpful in
planning his later review, Finally, then ODNI Inspector General Edward Maguire.and

“his oversight staff did not obtain Program access until 2008, long after the Program had
terminated. '

; ; Y- Once read into the Program, Powell and Joel were
provided with reasonable access to NSA compliance reports and briefings relating to the
NSA OIG oversight program. Powell told us that he was satisfied that the NSA 1G
provided a reasonable degree of Program oversight. Similarly, Joel said he believed that
he had received full disclosure regarding the NSA oversight program and found the NSA
oversight effort to be reasonable.

' 5] We also learned that the members of the President’s
Privacy and Civil Liberties Oversight Board (PCLOB) reviewed the Program, in part, in-
association with JToel.?® The PCLOB review was contemporaneous with Joel’'s review

17 (U//FOHE) Powell was appointed General Counsel in January 2006 and served in that position as a recess
appointment until hiis Senate confirmation in April 2006. Prior to his appointment, Powell was an Associate Counsel to
the President and Special Assistant to the President where he worked on Initiatives related to the Intelligence
Comununity. However, Powell was not read into the Program while serving at the White House.

S (UJAFOTO) Joel is the Civil Libertics Protection Officer (CLPO) with the responsibility for ensuring that the
pratection of privacy and civil liberties is incorporated in the policies and procedures of the Intelligence Community.
The CLPO responsibilities arc set forth in the Section 103d of Intelligence Reform and Terrorism Prevention Act of
2004,

2 £8/mI-While OIG personnel were not read into the Program until 2008, OIG officials were alerted ta the existence
of the NSA collection prograim through a December 2005 newspaper report. Shortly after that report, the NSA G told
ODNI OIG officials that the NSA OIG was conducting oversight of that NSA program. PDDNI Hayden also told IG
Magyiire that the NSA. program was subject to NSA OIG oversight.

u (U) ThePCLOB. was created by the fintelligence Reform and Terrorisn Prevention Act.of 2004 (IRTPA), which
requires the Board to “ensure that concerns with respect to privacy and civil liberties arc appropriately considered in the
implementation of laws, regulations, and execulive branch policies related to efforts to protect the Nation against
terrorism (P.L. 103-458, 2004).

TAD . CRonmm o
e B £ — Ak -y ey g




o

o

;and resulted in-an independent and generally favorable finding regarding the' NSA.
implementation of the Program. After the PCLOB review, a PCLOB board meniber
published:an editorial article, in part, quoted below, that summarized his observations
tegarding the NSA effort in implementing the Program.

There were times, including when the Board was “read into” and given
complete access to the operation of the Terrorist Surveillance Program that
I wonderéd whether the individuals doing,this difficult job on behalf of all
of us weré not being too careful, too concemed, about going over'the
privacy and liberties lines — so-concerned, with so many interal checks
and balances, that they could miss catching or preventing the bad guys
from another attack. And I remember walking out ofthese briefing
sessions in some dark and super-secret ageiicy with the thought: I wish the
Amencan people could meet these people and observe what thiey are.
doing "

—SANFY- In sum, the ODNI oversight components had limited and belated
involvement in the oversight of the Program. However, once read into the Program,
Powell and Joel deterrnined that the Program was subject to reasonable oversight by the
NSA OIG. Moreover, the initial White House delay in granting ODNI oversight
personnel access to the Program occurred prior to the 2008 revision to. Executive Otder
(EO) 12333, which expressly.grantsODNI oversight components. broad access to any
information necessary to performing their oversight duties. In particular, EO 12333
provides in relevant part that:

Section 1.6 Heads of Elements of the Intelligence Community, The heads
of elements of the Intelligenceé Comniunity shall:

(h) Ensure that the inspectors general, general counsels, and agency
officials responsible for privacy and civil liberties protection for their
respective organizations have access to any information or intelligence
necessary to perform their duties.

—(FSHSTEWAHSTHOCATF) EO 12333, as amended, clarifies and strengthens the

ODNT’s ability to provide compliance oversight. In light of the recent change to EO
12333, and with current staffing, we believe that ODNI's oversight components have
sufficient resources and authority to perform their responsibilities to conduct oversight of
clogely held intelligence activities, assuming timely notification.

3 (U) The quote is taken from a May 5, 2007, article by former PCLOB member Lanny Davis, entitled, “Why !
Resigined From The President’s: Privacy and Civil Liberties Oversight Board - Aud Where We Go From Fere, " The
article was published on webpage of Thie Huffington Post, wiwvw.huffingtonpost.com.
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V.  (U)CONCLUSION

S IOEAF We found that the ODNIs primary role in the Program
was the preparation of 12 ODNI threat assessments approved by the DNT or PDDNI for
use in the Program reauthorizations. The ODNI-prepared threat-assessments set forth the
ODNU’s view regarding the existing threat of-an al'Qaeda terrorist attack agdinst the
United States and provided the DNI's recommendation regarding the need to reauthorize
the Program. We found that the ODNI threat assessments were drafted by gxperienced
NCTC personnel under the supervision of knowledgeable NCTC supervisors. We. noted
that the threat assessments were subject to review by OGC and DOJ attorneys before
approval. Additionally, we found that the process used by the ODNI to prepare and
obtdin approval of the threat agsessments was straightforward, reasonable, and consistent
with the preparation of other documents requiring DN approval. Overall, we found the
ODNI process for the preparation and approval of the threat assessmerts was responsible
and effective.

; _ NE—We also found that the ODNI oversight components
played.a limited role in oversight of the Program. The limited ODNI oversight role was
due to delays in obtaining Program access for ODNI oversight persopnel and to
femporary resouice limitations related to the stand-up of the agency. However, we
believe that the 2008 amendments to EO 12333.and improved staffing levels provide the
ODNT oversight components with sufficient resources and authority to fulfill their current
oversight responsibilities, assuming timely notification.
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REDACTED — FOR PUBLIC RELEASE

The Department of Justice Office of the Inspector General
(DOJ OIQG) is a statutorily created independent entity
whose mission is to detect and deter waste, fraud,
abuse, and misconduct in the Department of Justice, and
to promote economy and efficiency in the Department’s
operations. Information may be reported to the DOJ
OIG’s hotline at www.justice.gov/oig/hotline or

(800) 869-4499.
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