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During our audit, the NNCP developed a draft plan for FY 2007 NNCP
operations, as well as customer-level operations plans for OPM and USCIS.
The FY 2007 draft plan is a general plan for the NNCP that highlighted the
NNCP’s mission, organization, and corrective action initiatives. However, it
did not include vital elements such as an assessment of the NNCP core
competencies, the steps necessary to achieve program objectives, and a
plan or timeline to deliver the identified corrective actions.

In March and April 2008, the NNCP finalized customer-level operations
plans with USCIS and OPM, respectively. According to the USCIS plan, the
NNCP and USCIS hope to have addressed all name checks pending more
than 2 years by July 2008 and those pending more than 1 year by November
2008. The plan also outlines how the NNCP will meet its June 2009 goal of
processing 98 percent of USCIS’s name check requests within 30 days.
Likewise, the OPM plan discusses eliminating by April 2009 all OPM name
checks pending over 40 days. Both plans rely on using the NNCP’s current
processes and state that the FBI is issuing a statement of work designed to
obtain the services of a contractor to reengineer the name check process
with contemporary technology and business practices.

According to the FBI, while the NNCP has executed customer-level
operations plans, it has not yet participated in the FBI’'s Strategy
Management System (SMS) to address the need for overall strategic
planning. In the summer of 2006, the FBI began implementing SMS to help
the FBI map its strategic objectives and align day-to-day operations. The
FBI's Resource Planning Office (RPO) is responsible for implementing SMS
within the FBI, and many of the FBI’'s operational divisions and key support
divisions have completed this process. RPO managers indicated that SMS
has proven useful and effective for other FBI Divisions at aligning priorities
and resources. According to RPO managers, the process of aligning RMD’s
strategies with the overall FBI strategies will begin in July 2008 and should
be completed by October 2008.

Conclusion

Our audit identified areas where NNCP monitoring of name check
processing requires improvement. NNCP management was unable to
monitor name check workflow due to limited automation and inconsistencies
in the name check process. Although the FBI could have raised significant
money by charging appropriate user fees to its customers, we found that the
FBI did not raise its fees for 17 years, resulting in lost opportunities to
enhance its antiquated automated systems and the NNCP’s staffing levels.
We believe that the NNCP requires a detailed business plan incorporating
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established milestones with accurate reimbursable fee assessments to
reduce the backlog and aid in the implementation of new technology.

Recommendations

We recommend that the FBI:

13.

14.

15.

16.

17.

18.

19.

Work with customer agencies and develop a formal mechanism
to receive and monitor all expedite submissions.

Develop and maintain a current list of central points of contact
for field divisions in order to improve communication between
the NNCP and field divisions.

Develop guidelines for submitting field division file review
requests and follow-up.

Provide USCIS an opportunity to improve communications at the
name check analyst level by overseeing its name check requests
at the Winchester, Virginia, facility with an on-site representative
or establishing a dedicated central point of contact for NNCP
analysts to contact for additional information.

Develop procedures for reassessing its fee structure every 2
years to ensure proper cost recovery.

Establish a uniform policy for accepting and charging FBI field
divisions for third-party name check submissions.

Develop a long-term business plan for improving the efficiency
and accuracy of the NNCP’s name check process.
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ITI. FINGERPRINT IDENTIFICATION TIMELINESS AND ACCURACY

Since FY 2005, the FBI has processed over 20 million
fingerprint identification requests annually. In contrast to
the name check process, we found that the FBI's
fingerprint identification process is largely automated,
allowing FBI to generally process requests accurately and
timely. Sophisticated technology combined with trained
personnel, efficient tracking mechanisms, and proficient
communication methods have enabled the FBI to process
millions of fingerprint submissions per year. In FY 2007,
CJIS completed 98.8 percent of all civil fingerprint
identifications within 24 hours. In addition, CJIS seeks
customers’ input for new technology and proactively
enhances the technology to be as automated as possible.

Automating Fingerprint Identification

In the early 1990s, the FBI partnered with the law enforcement
community to revitalize the fingerprint identification process, leading to the
development of IAFIS, which became operational in July 1999. Prior to
IAFIS, substantial delays were a normal part of the fingerprint identification
process because fingerprint cards had to be physically transported and
processed. As a result, fingerprint identifications could often take months to
complete.

As a result of the automation, fingerprint identifications occur rapidly.
For example, in FY 2007 CJIS processed civil fingerprint submissions within
24 hours in 98.8 percent of the cases. Three large agencies who utilize CJIS
services — USCIS, OPM and DOS - raised no quality or timeliness issues
when we interviewed them about the FBI’'s fingerprint identification services.
We determined that unlike delays with name checks, the FBI’s fingerprint
checks were not impeding USCIS’s ability to adjudicate immigration benefits.

In December 2007, CJIS announced a 10-year, $1 billion effort to
enhance and expand its biometric identification services. Termed the Next
Generation Identification (NGI) program, the effort seeks to incorporate a
multimodal biometric framework that includes enhanced photographic
identification with facial recognition and image searching of scars, marks,
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and tattoos, palm prints, iris scanning, and “Rap-Back” services.>®* The plans
also include improvements to fingerprint functionality, with increased
processing capacity, storage, and accuracy. As part of the NGI development
process, CJIS participated in User Requirement Canvasses, which included
onsite and telephone interviews of agencies who submit fingerprint requests
and written surveys resulting in the identification of over 1,000 new
requirements.>*

Fingerprint Identification Workflow Process

IAFIS’s key functions are automated and technology combined with
workflow monitoring have enabled the FBI to timely process millions of
fingerprint submissions per year with minimal human intervention. Figure C
below depicts the IAFIS fingerprint identification workflow process. From a
high-level perspective, the fingerprint process involves five distinct steps:
(1) submission of electronic or manual fingerprints from customer agencies;
(2) the receipt and injection of the prints into IAFIS followed by print error
resolution and sequencing, if necessary; (3) automated analysis and
identification of fingerprints by AFIS; (4) manual Fingerprint Image Compare
(FIC), if necessary; and (5) generation and transmission of customer agency
fingerprint check responses.

53 The Rap Back service will allow customer agencies to enroll specific individuals
who received a CJIS security check for future criminal history notifications. If an enrolled
individual is arrested, charged with a crime, or performs an act that is recorded in one of
the CJIS law enforcement databases, the customer agency will receive notification from
cCJIs.

5% The User Requirement Canvass was part of an NGI study contract. The canvass
was performed by a CJIS contractor and an NGI representative to identify new
requirements. Additionally, CJIS worked in collaborative meetings, such as an NGI
workshop, Advisory Policy Board, Working Groups, Compact Council, and the IAFIS
Interface Evaluation Task Force Meetings to discuss new service requirements.
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FIGURE C: High Level Perspective of the CJIS
Fingerprint Identification Process
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Source: FBI CJIS Division

Fingerprints are usually sent electronically to the FBI from federal,
state, or local agencies.>® Customers provide 10 rolled prints, 10 flat prints,
and descriptor information such as name, gender, or address.*® For each 10-
print submission, an automated search for criminal information on the
subject is initiated.

Automated Fingerprint Identification System Analysis and Identification

The comparison of fingerprints to repository information occurs in
AFIS. AFIS is the core automated identification module in the integrated
fingerprint identification process; it utilizes a mathematical algorithm that
extracts various identifying characteristics of a fingerprint image and
converts those characteristics into numeric parameters that can be
compared. In essence, the degree to which the humeric parameters of a
submitted fingerprint match those of another set of fingerprints stored in the
electronic repository is represented in a score indicating the closeness of the
match.

55 Eight percent of fingerprints are sent manually. When hardcopy fingerprints are
submitted to the FBI, the prints are sent to a contractor who converts the manual prints to
an electronic format. The contractor generally takes 72 hours to convert the manual prints.
On average, the FBI takes 14 days to process manual prints.

6 Flat prints are taken by placing the impressions of the left four and right four
fingers of each hand captured simultaneously, then acquiring each of the thumb prints
individually. Rolled prints are taken by rolling the finger from nail edge to nail edge on a
reader, resulting in significantly more fingerprint data. Flat prints provide 40-percent less
data than rolled prints.
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The process of fingerprint identification requires the comparison of
several features of the fingerprint pattern. Using an algorithm, AFIS
numerically scores the fingerprints that correspond to the points of interest
in the prints.”” With prints converted to numerical values, AFIS compares
the prints, finger by finger, against each set of the more than 50 million
fingerprints in the CJIS repository, narrowing the universe of potential
matches from 100 percent to 4 percent of the total CJIS repository.®
Utilizing the smaller percentage of the repository, AFIS next compares
minutia points. Minutia locations are compared at various angles of rotation,
identifying the best 1 percent of potential print matches from the 4 percent
searched. With a smaller set of potential print matches, AFIS performs its
final comparisons, known as the Two-Finger Attributed Relation Graph
(ARG), and if necessary the Ten-Finger ARG.

Depending on the ARG score, AFIS can identify a positive match to a
subject in the repository, identify that no match exists in the repository, or
refer the prints for manual review (also known as Fingerprint Image
Compare or FIC).”® If the match between two sets of fingerprints is so
robust that it yields a score greater than 20,000, the submission will pass
through AFIS without human intervention and generate an automatic
response indicating a match has been identified. CJIS personnel call those
“lights out” submissions. CJIS has also set score ranges to indicate when a
fingerprint examiner should intervene and verify a fingerprint match’s
accuracy before accepting what the automated system determined. In what
is largely an automated process, the FIC is the manual component of the
fingerprint identification process. Based upon the accuracy of the fingerprint
match to a repository print as determined by the ARG score threshold,
customer submitted prints are compared to a repository print by one or two
fingerprint examiners.

57 CJIS incorporates both fingerprint patterns and minutiae, or points of interest in a
fingerprint, into its identification algorithms. The three basic patterns of the fingerprint
ridges are the arch, loop, and whorl. The minutia types may include ridge endings, ridge
bifurcation (where a ridge splits in two), short ridges, and ridge crossovers, among other
things. For each minutia point, a vector or mathematical equation is stored so that the
algorithm may account for the points’ type, location, and angle. AFIS will compare the
submitted vectors to the vectors stored in the CJIS print repository.

8 The comparison eliminates prints by their sequence placement to the
corresponding repository prints in the same sequence by pattern class and ridge count. To
record a successful match, all 10 pattern classes must correlate and 9 of the 10 ridge
counts must correlate.

9 The FIC function is a process performed by individuals who are trained to identify
and compare specific characteristics of fingerprint minutia between two separate images in
order to determine whether a submitted print is a match with the master print.
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As shown in Tablel16, CIIS officials have gradually decreased the
lights-out threshold:

TABLE 16: History of ARG Score Adjustments

Date Lights Out —Match 1 FIC Required 2 FIC Required
Initial 64,800 20,000 to 64,800 2,800 to 19,999
11/24/2003 | Greater than 45,000 | 20,000 to 44,999 2,800 to 19,999
02/17/2004 | Greater than 40,000 | 20,000 to 39,999 2,800 to 19,999
04/11/2005 [ Greater than 40,000 | 16,000 to 39,999 2,800 to 15,999
02/06/2006 [ Greater than 38,000 | 16,000 to 37,999 2,800 to 15,999
04/05/2006 [ Greater than 35,000 | 16,000 to 34,999 2,800 to 15,999
12/21/2006 | Greater than 30,000 | 16,000 to 29,999 2,800 to 15,999
05/22/2007 | Greater than 25,000 | 16,000 to 24,999 2,800 to 15,999
09/25/2007 | Greater than 20,000 | 16,000 to 19,999 2,800 to 15,999

Source: FBI CJIS

With a confidence-level threshold of 20,000, approximately 72 percent
of fingerprint submissions are able to pass through AFIS automatically
without human intervention. As CJIS makes such adjustments, a greater
volume of fingerprint submissions pass through the automated process
without any human intervention, improving AFIS response times. Thus,
adjustments to ARG threshold scores are crucial in the management of
fingerprint identification workflow.

We reviewed the basis for lowering the lights-out threshold to ensure
the reliability of AFIS’ results. Our discussions with CJIS management and
IT personnel revealed that monthly capacity planning meetings are held to
review operational and testing data for the past fiscal year and to consider
upgrades and adjustments to AFIS that will allow it to better meet customer
needs and performance goals. CJIS officials said they make modifications to
AFIS based on several factors, such as technology enhancements, the
increasing volume of fingerprints, upcoming initiatives that would increase
the volume of fingerprints, and staffing levels.

56
REDACTED - FOR PUBLIC RELEASE



REDACTED - FOR PUBLIC RELEASE

We reviewed a study prepared by the FBI entitled Automation of
Fingerprint Image Compare, which reveals that CJIS conducted a 2-week
evaluation of the AFIS-threshold change to determine the impact and the
accuracy of AFIS-performed identification decisions.®® In addition, we
reviewed CJIS internal memorandums detailing the threshold changes and
noted that CJIS-IT personnel performed system enhancements, tested the
changes, and monitored the system after changes were implemented. One
such test uses regression test software. The regression test set, which is
comprised of 10,000 names, is run through the revised system and
compared to the known results in order to determine the accuracy of the
revised system. According to CJIS IT management, any abnormalities are
corrected immediately.

In addition to the specific testing regarding changes, CJIS identified
several quality control processes in place to validate accuracy or identify
problems. Specifically, CJIS mentioned an Operational Analysis System
Integrity Support Group that researches a variety of resources to detect
erroneous comparisons or missed identifications outside the normal
workflow. CJIS also has a Quality Assurance Team to detect false positives
and negatives.®® We reviewed the two latest reports and noted that the
number of errors was insignificant and that corrective action had been
taken.®

0 Federal Bureau of Investigation, Criminal Justice Information Services Division,
White Paper Automation of Fingerprint Image Compare (January 31, 2004). The study
discussed the 2-week evaluation of the initial AFIS High-Threshold change from 64,800 to
45,000 (November 24, 2003). The study determined the impact and accuracy of AFIS-
performed FIC decisions and concluded that the 45,000 AFIS Threshold should be
maintained, and also recommended a further reduction of the AFIS High-Confidence
Threshold Level to 40,000.

61 A false positive occurs when either IAFIS or a fingerprint examiner indicates that
a fingerprint submission matches a print in the repository, when in fact it does not match
the print. A false negative is when either IAFIS or a fingerprint examiner indicates that a
print does not match a specific print, when in fact the print is a match.

62 In 2006, the Operational Analysis System Integrity Support Group identified 136
errors, of which 108 were system-caused, with the remainder employee-caused errors. In
2005, the group identified 86 errors, of which 54 were system-caused, with the remainder
employee-caused errors. Given that CJIS processed 20 million prints in FY 2005 and 23
million prints in 2006, the noted errors were insignificant.

57
REDACTED - FOR PUBLIC RELEASE



REDACTED - FOR PUBLIC RELEASE

We found that while CJIS personnel perform a variety of tests
supporting adjustments to the ARG scoring threshold and could easily recite
the methods used for processing changes to AFIS, CJIS does not have
written policies and procedures for documenting and approving adjustments
to AFIS. We believe that the lack of written policies and procedures is an
internal control weakness that could lead to unapproved and undocumented
changes. Therefore, we recommend that CJIS develop and implement
written policies and procedures for documenting and approving adjustments
to AFIS.

Fingerprint Fee Structure

The FBI establishes and collects fees to process fingerprint
identification records for non-criminal justice, non-law enforcement
employment, licensing purposes, and for certain employees of private sector
contractors with classified federal contracts.®® Prior to FY 2008, CJIS had not
revised the fees charged for fingerprint identifications since FY 1994, which
was 5 years prior to the implementation of IAFIS.®* In FY 2008, CJIS
adjusted the fee schedule to help account for current costs in human
resources, capital assets, and continued automation. Table 17 compares the
fingerprint fee structure for FYs 1994 through 2007 to the new fees
established in FY 2008.

8 The fees may be used for salaries and other expenses incurred in providing these
services, and include an automation surcharge to fund future technology improvements.
See 28 U.S.C. § 534 (2002).

84 According to CJIS management, prior to the FY 2008 user fee study
CJIS dedicated a significant effort to develop an activity-based cost model. However, until
FY 2008, OMB did not officially approve the model.
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TABLE 17: Fingerprint Identification Fees

Fingerpri;: rl‘::il::tification Requestor FY 19::;2007 FY 2008 Fee
Volunte;:;r(]E:iiromc or Fedc;;ac:esrkal;lon- $18.00 $15.25
Enforcerl:‘llzrsl;:kgréctronic) rgders! $16.00 $19.25
Enforcerr':lg:t-(ll-ial‘t‘:’ctronic)* Non-Federal $24.00 $19.25
Non-La(v:daE::c:l';:ement Federal $18.00 $30.25
Enforcel\rlr?:rzih:;nual)* Non-Federal $24.00 $30.25

\Etectronic trymanual Guessy] $24.00 $26,00

Source: FBI CJIS Division

* includes $2 billing charge

The new schedule is based on full-cost recovery and is intended to
account for the cost of providing identification services.®® For example, CJIS
has restructured its manual searching fees to account for the increased costs
of processing manual fingerprint card submissions versus the electronic
submissions that feed directly into IAFIS. In consideration for the planned
advancements to CJIS biometric services, and because the FBI is authorized
and required to assess its fee structure biennially with an automation
surcharge, we recommend that the FBI include as part of its business
planning a process for reassessing its fee structure every 2 years to ensure
proper cost recovery and future automation expenses.®’

%5 For this type of service, CJIS authorization is required. To date, only non-federal
customers have requested this service.

® The fee structure was developed to cover costs for the FBI conducting fingerprint-
based and name-based Criminal History Record Information identifications. Bearing Point,
Inc. developed the fee structure using Activity Based Costing software.

67 Office of Management and Budget (OMB) Circular A-25 requires the review and
adjustment, where applicable, of user fees every 2 years. However, fee adjustments must
be consistent with the Circular’s policies.
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Personnel

Although the fingerprint process is mostly automated, CJIS relies on
an experienced, well-trained work force to manually perform quality control,
sequencing, or fingerprint identification when the fingerprint does not reach
the lights-out threshold. CJIS management closely monitors work-in-
process and allocates resources to bottlenecks while reviewing the daily or
monthly performance statistics.

Training

CJIS has a training unit in the Identification Services Unit that has
offered training classes to both employees and CJIS customers.®® Training is
required before an employee performs AFIS functions, such as FIC, quality
control, and logic error resolution (LER).®*® In addition, if CJIS personnel
have not performed a function for a period of time, they are required to take
refresher training prior to working in that area. Each function has different
training requirements. For example, as shown in Table 18 below the
required training for FIC varies depending on how long it has been since the
individual performed the function.

TABLE 18: Required FIC training

Length of Time Since Required Training
Performing FIC Period
Never performed FIC 7-9 weeks training
Greater than 1 year 40 hours
Between 180 days and 1 year 16 hours
Between 90-180 days 8 hours
Between 60-90 days 4 hours

Source: FBI CJIS

88 CJIS provides customers fingerprint training classes upon request including a 1-
day course entitled “Taking Legible Fingerprints” and a 3-day course entitled “Basic Pattern
and Recognition.”

% The Quality Check Unit is responsible for conducting a detailed analysis of each
Criminal and Civil 10-print submission processed by IAFIS to determine if the information on
the submission meets basic processing criteria. The LER application is used to resolve
errors and inconsistencies that the Interstate Identification Index (III) finds when trying to
process a file maintenance request. The objective of LER is to correct all errors that may
prevent III from updating the Subject Criminal History Record (SCH). The FIC function is a
process performed by individuals who are trained to identify and compare specific
characteristics of fingerprint minutiae between two separate images to determine whether a
submitted print is a match with the master print.
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Annually, employees must also take a 1-day refresher training course
that includes the review of the Standard Operating Manuals, memorandumes,
IAFIS notes and “work-arounds” that apply to the function the employee
performs. CJIS provides Standard Operating Manuals for various IAFIS
functions, such as the following:

¢ Quality Check, version 6.0, dated September 21, 2006

e Logic Error Resolution, version 5.0 dated April 9, 2007

e Fingerprint Sequence Check, version 5.0 dated June 22, 2006

e Fingerprint Image Compare, Verify Fingerprint Compare, version 5.0,
dated June 22, 2006

The manuals outline the objective of the specific function and responsibilities
of various parties involved with the process, detail procedural steps in the
process, and provide needed codes or reference check lists. The manuals
were constructed to be a user friendly reference to operators with precise
instructions and illustrated examples.

Quality Control

Though rare, past incidents of fingerprint misidentifications highlight
the need for quality assurance processes and employee accountability.”
CJIS has a Standard Operating Manual, which provides broad checklists for
each IAFIS function, states that the main objective of the quality assurance
examiners is to detect and submit discrepancies to the appropriate
personnel. CJIS also has compiled a comprehensive manual, Performance
Resource Guide, dated April 1, 2007, that establishes accountability for
errors and the processes for handling those errors.”” The intent of the
document is to provide CJIS officials with tools and suggestions for
evaluating an employee’s performance.

7% In May 2004, the FBI arrested Brandon Mayfield as a material witness in an
investigation of the terrorist attacks on commuter trains in Madrid, Spain. Mayfield had been
identified by two Latent Print Unit examiners, as well as the Unit Chief in the Latent Print
Unit, as the source of a fingerprint found on a bag of detonators in Madrid that was
connected to the attacks. Two weeks after Mayfield was arrested, the Spanish National
Police informed the FBI that it had identified an Algerian national as the source of the
fingerprint on the bag. After the FBI Laboratory examined the fingerprints of the Algerian, it
withdrew its identification of Mayfield. The corrective action taken by the FBI Laboratory on
the three examiners included providing written explanation for the error, removal from
casework, technical review of the examiners’ past cases, proficiency testing, and a training
exercise. U.S. Department of Justice Office of the Inspector General, A Review of the FBI’s
Handling of the Brandon Mayfield Case, Special Report, January 2006.

71 Federal Bureau of Investigation, Criminal Justice Information Services Division,
Identification and Investigative Services Section, internal guidance entitled Performance
Resource Guide, dated April 1, 2007.

61
REDACTED - FOR PUBLIC RELEASE



REDACTED - FOR PUBLIC RELEASE

The Performance Resource Guide identifies the Quality Assurance
Team, which consists of three related groups: the Product Verification
Group, the Quality Assurance Group, and the Statistical Trending, Analysis
and Reporting Group. Each group consists of functional experts providing
specific verification or validation services. The main objective of the Quality
Assurance Team is to detect and immediately correct discrepancies or errors
found in CJIS products and services. The Quality Assurance Team logs,
tracks and analyzes each error and forwards the error case to the
appropriate supervisor. This assists management in identifying system
issues and training needs, streamlining business processes, and establishing
a confidence level for products and services.

The CJIS Performance Resource Guide outlines acceptable
performance and specifies how the calculated accuracy rate impacts
employee performance as noted in Table 19.

TABLE 19: Accuracy Parameters Used by
CJIS in Performance Evaluation

Outstanding Excellent | Successful Minimally Unacceptable
Accuracy Accuracy Accuracy | Successful Accuracy Accuracy
Above Below
99.98% 99.98% 99.97% 99.96% 99.96%

Source: CJIS Performance Resource Guide dated April 1, 2007

To manage errors and ensure that all employees are held to fair
guidelines in connection with deficiencies in their work product, a point value
is assigned to each error type - the more serious the error, the greater the
point value. Points are accumulated by individual personnel and the
supervisor calculates the accuracy rate in a prescribed manner. The manual
outlines various possible corrective actions to improve accuracy ranging from
monitoring telephone use to providing refresher training.

Production Monitoring

As previously noted, fingerprint identification services are provided for
criminal and civil submissions, with criminal justice submissions treated as a
higher priority. Civil submissions for non-criminal justice purposes are of
less priority and have a slightly longer average response time. CJIS’s stated
vision is to provide world-class person-centric biometric identification
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services, including advanced fingerprint, new biometric capabilities, and
efficiencies in associated information services.”?

In order to quantify this vision, CJIS has established finite system
performance metrics in its Strategic Plan. For criminal fingerprints, 95
percent of all submissions are to be processed and returned to the requestor
within 2 hours. For civil fingerprints, 95 percent of all submissions are to be
processed and returned to the requestor within 24 hours.

We reviewed the methodology CJIS uses to compile the statistics and
observed that CJIS has surpassed these metrics as shown in Table 20.

TABLE 20: Electronic Response Times for Fingerprints

Fiscal Criminal Civil
Y'::?. Average Percent Average Percent
In Minutes Within 2 hours in Minutes Within 24 hours

2007 15 98% 180 98.8%
2006 21 96.8% 203 98.2%
2005 28 96.7% 195 99.0%
2004 35 94.5% 128 98.7%
2003 65 90.0% 149 97.5%
2002 50 90.3% 145 98.8%

Source: FBI CIJIS Division

In FY 2007 CJIS completed 98 percent of the 10-print criminal
fingerprints in 2 hours, and 98.8 percent of the 10-print civil fingerprints in
24 hours. CJIS has developed monitoring processes that measure the
performance of IAFIS including queue monitoring, daily and monthly
statistics, and performance metrics for individuals.

Queue Monitoring

The CJIS Operations Control Center (OCC) is responsible for controlling
the flow of fingerprints in IAFIS. Through the OCC, management is aware of
the number of fingerprints being submitted to IAFIS, the number of prints in
“work-in-process,” and if any bottlenecks are building within the queues.
The OCC monitors the “work-in-process” and the injection of incoming
submissions into IAFIS, ensuring that enough personnel are available to
process fingerprint submissions to meet CJIS response time goals. In
addition to controlling the injection of prints, the OCC monitors the workload

2 For identification services, the person-centric services model focuses operational
efforts on the complete end-to-end processing of individual biometric and biographical
information in the delivery of criminal history information to qualified partners.
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flow throughout the IAFIS process. OCC directs personnel to switch tasks to
reduce bottlenecks, such as switching from quality control to logic error
resolution.

In addition, CJIS is able to augment staff through the Staffing and
Technical Operations Resource Management (STORM) plan that was initiated
in September 2006. This plan retrains former fingerprint examiners in the
fingerprint process so they can assist during busy periods. Those assisting
may only participate for an hour or two per day. This augmentation helps
CJIS continue to provide timely services to customers.

Statistics

CJIS tracks every request for a fingerprint identification from the time
it enters IAFIS until the results are returned to the customer.”? The
Statistics Department produces three major reports:’

o The Early Morning Report. Provided to management by 7 a.m.
every day, this report contains daily and cumulative statistical
information on IAFIS performance. The report is intended for mid-
level managers who monitor daily receipts and closeouts of
fingerprint submissions and also monitor response times.

o The Operations Status Report. Transmitted to more senior
management at CJIS, this daily report presents a brief snapshot of
total fingerprint processing activity, response times, and staffing
levels.

o The Monthly System Performance Report. Similar to the
Operations Status Report, this report presents response times and
IAFIS activity over a cumulative time period.

According to the IAFIS Director of Statistics, the workload follows certain
patterns. For example, response time varies by day of the week, and there
also may be seasonal fluctuations during the year. If bottlenecks occur in
the system, CJIS personnel meet to discuss ways to address the issue.

73 Fingerprint requests are tracked using a variety of identifiers, such as submission
identification numbers, type of transaction code, and requesting agency identifiers.

7% The statisticians track response times for electronic criminal response and
electronic civil submissions. For electronic criminal checks, IAFIS is programmed to
tabulate the number of submissions responded to every minute up to 180 minutes, then
every hour from 4 to 72 hours. For electronic civil prints, IAFIS is programmed to tabulate
number of submissions responded to every minute up to 120 minutes, then by hour up to
72 hours.
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Performance Metrics for Individuals

CJIS does not mandate specific performance metrics for its manual
functions. However, supervisors have the ability to quantify individual
production and error rates. In addition, as part of the performance
appraisal, individuals participate in identifying and setting relevant goals and
objectives for their own work. This objective is set at the beginning of a
performance period and can be adjusted throughout the rating period. At
the end of the rating period, the employee’s actual achievement is
calculated, taking into consideration production and accuracy.

In its strategic plan, CJIS has established a gain-sharing program that
provides pay for performance awards to fingerprint examiners who meet
eligibility requirements. To be eligible, examiners must work at least 44
hours in the FIC function each month and maintain an overall productivity
average of at least 50 prints per hour for each month in the quarter. FIC
examiners with more than two IAFIS errors in a quarter will not be eligible
for the monetary incentive during the quarter.

Customer Interaction

During our audit we interviewed three large non-law enforcement
customers: USCIS, DOS, and OPM. These customers indicated that they
were generally pleased with the timeliness of services provided by CJIS.
Further, the USCIS has onsite representation at CJIS that promotes
communication, coordination, and problem resolution between DHS and the
FBI in a timely and mutually beneficial manner.

The FBI also established the CJIS Advisory Process to obtain user
community advice and guidance on the operation of CJIS programs. The
Advisory Process contains two components: the Advisory Policy Board (APB)
and working groups. The APB is responsible for reviewing policy, technical,
and operational issues related to CJIS Division programs, and making
appropriate recommendations to the FBI Director. The APB is composed of
33 representatives from criminal justice and national security agencies
throughout the United States. Working groups and subcommittees were
developed to review operational, policy, and technical issues related to CJIS
Division programs and policies and make recommendations to the APB. All
50 states as well as U.S. territories and the Royal Canadian Mounted Police
are organized into five working groups: Federal, North Central, North
Eastern, Southern, and Western. Currently, the APB has eight
subcommittees, including a subcommittee on Identification Services. This
subcommittee addresses issues pertaining to fingerprint identification and
criminal justice use of Criminal History Record Information, and is
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responsible for all projects related to the FBI's fingerprint identification
program. Through the use of the APB, CJIS has provided a formal avenue
for IAFIS users to discuss desired changes or relevant issues.

Conclusion

Automation combined with trained personnel, efficient tracking
mechanisms, and significant interaction with customers have enabled the
FBI to process millions of fingerprint submissions per year in a generally
timely and accurate manner. CJIS has exceeded the system performance
metric for timeliness established for both civil and criminal 10-print
processes, and the major customers interviewed were satisfied with CJIS’s
performance. In addition, CJIS seeks customers’ input for new technology
and proactively enhances the current technology to increase automation as
much as possible. In this vein, CJIS initiated the Next Generation
Identification (NGI) program, a 10-year, $1 billion effort to enhance and
expand its biometric identification services.

We made two recommendations to enhance the FBI’s fingerprint
identification. First, we believe the FBI should include as part of its business
plan a process for reassessing its fee structure every 2 years to ensure
proper cost recovery and future automation. Second, while procedures for
changing AFIS were generally understood, CJIS should develop and
implement written policies or procedures for documenting and approving
changes to AFIS.

Recommendations
We recommend that the FBI:
20. Include as part of its business planning a process for reassessing
its fee structure every 2 years to ensure proper cost recovery

and future automation.

21. Develop and implement written policies and procedures for
documenting and approving adjustments to AFIS.
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STATEMENT ON COMPLIANCE WITH LAWS AND REGULATIONS

The audit of the Federal Bureau of Investigation’s (FBI) Security
Checks for Immigration Applications and Petitions was conducted in
accordance with Government Auditing Standards. As required by these
standards, we reviewed management processes and records to obtain
reasonable assurance concerning the FBI's compliance with laws and
regulations that if not complied with, in our judgment, could have a material
effect on FBI operations. Compliance with laws and regulations applicable to
FBI's management of security checks - fingerprint identification and name
checks - is the responsibility of the FBI's management.

We considered as part of our review relevant portions of Executive
Order 10450; 28 U.S.C. § 534 (2006); 31 U.S.C. § 902 (2006); and Office of
Management and Budget (OMB) Circular A-25 - User Charges. As discussed
in Findings II and III, prior to FY 2008 the FBI did not biennially assess its
fees for fingerprint identifications and name checks as required by OMB
Circular A-25. OMB Circular A-25 (8)(e) requires user charges for agency
programs to be reviewed biennially, to include: (1) assurance that existing
charges are adjusted to reflect unanticipated changes in costs or market
values; and (2) a review of all other agency programs to determine whether
fees should be assessed for Government services or the user of Government
goods or services. Agencies should discuss the results of the biennial review
of user fees and any resultant proposals in the Chief Financial Officers
Annual Report required by the Chief Financial Officers Act of 1990,

With respect to areas that were not tested, nothing came to our
attention that caused us to believe that FBI management was not in
compliance with the laws and regulations cited above.
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APPENDIX I

OBJECTIVE, SCOPE, AND METHODOLOGY
Objective

The objective of the audit was to determine how Federal Bureau of
Investigation (FBI) processes and procedures impact the accurate and timely
completion of security checks utilized for the adjudication of those seeking
an immigration benefit.

Scope and Methodology

We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require that we
plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based on our
audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit
objective.

As part of our audit, we spoke with three large FBI customers (U.S.
Office of Personnel Management (OPM), U.S. Citizenship and Immigration
Services (USCIS), and the U.S. Department of State (DOS)) to obtain their
views of the services provided and concerns, if any, with the FBI processes.
We reviewed historical performance data, internal and external assessments,
and documentation for planned changes to the fingerprint and name check
programs.

We conducted field work and interviewed officials working in pertinent
operational units at FBI headquarters; the Criminal Justice Information
Services Division (CJIS) in Clarksburg, West Virginia; and the Records
Management Division in Washington, D.C., and Alexandria and Winchester,
Virginia. Additionally we interviewed personnel and retrieved pertinent
documentation from FBI field divisions located in San Francisco, Los Angeles,
New York, Miami, and Washington, D.C. Our selection of these five divisions
was based on an Information Technology Operations Division (ITOD) listing
of the top field divisions receiving National Name Check Program (NNCP)
Electronic Communications and NNCP personnel input on slow responding
field divisions.
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We observed an NNCP training session, reviewed pertinent training
manuals for both the Integrated Automated Fingerprint Identification System
(IAFIS) and NNCP, and discussed training requirements with both the
management and staff of the fingerprint and name check programs. In
addition, we examined a judgmentally selected sample of hame search, file
review, and dissemination analysts at the Winchester facility and Alexandria
Records Complex (ARC).

We also obtained a listing of FBI and contractor personnel assigned to
NNCP by unit. NNCP divides the work force into units that specialize in
certain customers; we reviewed the allocation of resources to see if the
allocation was in line with the number of USCIS name checks requested.”
Additionally, we requested performance statistics for individual staff
members in order to review unit and individual productivity for NNCP.

We interviewed appropriate IAFIS, NNCP, and ITOD personnel to
obtain an understanding of the fingerprint and name check automation
systems, the capacity of the systems, and the connectivity and
interoperability with other FBI or outside agency systems. We discussed the
extent and the type of testing routinely done on the systems, improvements
to the systems since the initial implementation, coordination with
information technology staffs, and future plans for IAFIS and NNCP. We met
with the Terrorist Screening Center (TSC), DOS, and a consultant from
MITRE to obtain an understanding of available name searching tools.”®

75 According to the NNCP, prior to Fiscal Year (FY) 2007, Unit-1 completed OPM,
White House, and various other name checks; Unit-2 completed DOS, USCIS, and various
other name checks; while, Unit-3 completed name searching, file review, and performed
name checks for a few smaller customers. In FY 2007, NNCP reorganized the units. Unit-1
still generally works with the same customers. However, Unit-2 no longer performs USCIS
name checks and now is responsible for file review and Unit-3 now performs USCIS name
checks.

7® The MITRE Corporation is a not-for-profit organization chartered to work in the
public interest. It applies its expertise in systems engineering, information technology,
operational concepts, and enterprise modernization to address sponsors' critical needs.
MITRE has partnered with the TSC and a federal working group to develop and test more
efficient name searching capabilities.
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We interviewed General Services Administration and Sentinel
personnel to discuss the planned Centralized Records Complex, the
requirements needed for a Sentinel interface, and target dates for
implementation. In addition, we spoke with CJIS personnel to discuss
improvements to IAFIS and the new biometric Next Generation Identification
(NGI) initiative. We also reviewed contract files for planned or purchased
technology equipment and software and discussed with pertinent personnel
how the equipment or software fit into the current or future process.
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Acronym
ACLU

ACS
AFIS
APB
ARC
ARG
BOSU
CIA
CIDN
CJIS
COTS
CRC
CTD
DHS
DoclLab
DOD
DOS
EC
EFCON
FBI
FBINET
FIC

FY
GSA
IAFIS
ICRC
IDW
IDWH

II1
ITB
IT
ITN
ITOD
LHM
MLB
NARA
NCDD
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ACRONYMS

Description
American Civil Liberties Union

Automated Case Support

Automated Fingerprint Identification System
Advisory Policy Board

Alexandria Records Complex

Attributed Relation Graph

Business Operations Support Unit

Central Intelligence Agency
Contributor-Assigned Identification Number
Criminal Justice Information Services Division
Commercial on the Shelf

Central Records Complex

Counterterrorism Division

U.S. Department of Homeland Security
Document Conversion Laboratory

U.S. Department of Defense

U.S. Department of State

Electronic Communications

Electronic Fingerprint Converter

Federal Bureau of Investigation

Federal Bureau of Investigation Network
Fingerprint Image Compare

Fiscal Year

General Services Administration

APPENDIX II

Integrated Automated Fingerprint Identification System

Interim Central Records Complex
Investigative Data Warehouse

Integrated Automated Fingerprint Identification System AFIS

Data Warehouse

Interstate Identification Index

Information and Technology Branch
Information Technology

Identification Tasking and Networking
Information Technology Operations Division
Letterhead Memoranda

Major League Baseball

National Archives and Records Administration
Name Check Dissemination Database
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NCIC National Crime Information Center
NCP Name Check Program
NFL National Football League
NGI Next Generation Identification
NNCP National Name Check Program
NR No Record
NSI National Security Information
OCC Operations Control Center
OCIO Office of the Chief Information Officer
OCR Optical Character Recognition
OGC Office of the General Counsel
OIG Office of the Inspector General
OMB U.S. Office of Management and Budget
OPM U.S Office of Personnel Management
POB Place of Birth
POC Point of Contact
QA Quality Assurance
RAS Records Automation Section
RMD Records Management Division
RPO Resource Planning Office
RSMU Records Storage and Maintenance Unit
STORM Staffing and Technical Operations Resource Management
TIFF Tagged Image File Format
TSC Terrorist Screening Center
UNI Universal Index
USCIS U.S. Citizenship and Immigration Services
USGA U.S. Golf Association
WAN Wide Area Network
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APPENDIX III

FBI SECURITY CHECKS REQUIRED FOR
USCIS IMMIGRATION FORMS

Federal Bureau of Investigation Security Checks for United States

Citizenship and Immigration Services (USCIS) Immigration Forms
] Form Fingerprint Name
Number Check Check
Application for Stay of Deportation I-246 Yes No

Application for Asylum I-589 Yes Yes

Type of Immigration Application or Petition

Application to Register Permanent Resident

Adjustment of Status 1-485 Yes Yes
Application for Advance Permission to Enter as _

Nonimmigrant (Waiver) if form is filed with USCIS 182 U6 Yes
Application for Waiver on Grounds of Excludability 1-601 Yes Yes
Petltlgn to Classify Orphan as an Immediate 1-60Q Yes No
Relative

Immlgre_ant Petition for Orphan (Advanced I1-600A Yes No
Processing)

Application for Status as a Temporary Resident 1-687 Yes Yes
Application for Family Unity Benefits Under the %

Family Unity Program 1-817 Yes No
Application for Temporary Protected Status I-821 Yes No
Application to Replace Permanent Residence Green 1-90 Yes No
Card

Application for Naturalization N-400 Yes Yes
Appeals From USCIS Decision EOIR Yes No

Source: DHS USCIS, November 2007
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APPENDIX IV

SUMMARY OF NATIONAL NAME CHECK PROGRAM ASSESSMENTS

We reviewed previous assessments on National Name Check Program
(NNCP) automation, business processes, staffing, and workflow. Each of the
assessments indicated a need for the NNCP to further automate its workflow
and implement business process reengineering efforts to improve name
check accuracy, efficiency, and timeliness. The following presents a
summary of each of the three assessments requested by the Federal Bureau
of Investigation (FBI) in Fiscal Years 2002, 2007, and 2008.

Advanced Computing Technologies, BWXT Y-12, L.L.C.
Information Management Section (IMS) Business Process & Staffing Study
February 2002

The study was conducted at the request of the Criminal Justice
Information Services (CJIS) Division’s IMS who supported the NNCP at the
time of the assessment.

Scope

The contractor sought to document the current IMS operational
processes and determine the necessary staffing level and improvements to
workflow that would allow IMS to support the FBI, other government
agencies, and the general public with access to FBI central records
information.

Period and Condition

The study, conducted between September 2000 and July 2001, stated
that IMS experienced significant staff reductions, a deterioration of services,
and the inability to find and retrieve files and complete name checks on a
timely basis. The study noted that the events of September 11, 2001,
increased the IMS workload well beyond the work observed during the study
period, and the nhumber of staff was not sufficient to handle the name check
information needed for a war on terrorism.
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Conclusion and Recommendations

The study did not reveal any major workflow changes that could
improve the business process; however, major opportunities for
reengineering the operational process to decrease the workload and
improving customer service were suggested. The study provided 16
recommendations to increase efficiency and maintain a process without
significant backlog. The pertinent recommendations relating to our audit
include:

. A follow-up study of the NNCP should be conducted using
accurate statistics to identify improvements to the process
through simplification, standardization, automated systems use,
and procedures documentation.

) The integration of organizations in the NNCP under a single
management that aligns name check activities into an efficient
process that takes advantage of automated systems.

. The development of written procedures to preserve the
organizational memory of how to do a name check, assist with
training, and standardize name check tasks.

o Request a software engineer to focus on the NNCP. The NNCP
needs a high-level professional assigned to the NNCP who
understands modern computer systems and the cradle-to-grave
ACS and NCP process.

o Improvements should be made to the automated systems,
particularly to improve reporting and response times and to
automate manual name checks.

FBI Operational Technology Front Office
Program Review, Records Management Division (RMD) Automation Needs
June 2007

The study was conducted at the request of the FBI's Associate Deputy
Director with the sponsorship of RMD’s Assistant Director.

Scope

The review sought to identify the NNCP’s process inefficiencies and
improve the program’s short-term automation needs. The NNCP was
evaluated for the purposes of automation assistance as a complete process,
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and individual process components were individually assessed. Business
Process Reengineering, as defined by the FBI in March 2006, was used as
the baseline starting point for the review. Responsible officials were
interviewed as part of the evaluation, including personnel from the Office of
the Chief Information Officer (OCIO), who provided input on the current
NNCP state of automation and potential process improvements using the
existing mainframe and software suits.

Period and Condition

The review evaluated the NNCP between March 2007 and June 2007.
The review stated that the name check process was minimally automated,
resulting in inefficient use of personnel time in performing functions that
could be accomplished by computer. The manual functions potentially
introduce serious errors through manual entry and review of information.
Due to the antiquated automation, the review stated that it is possible
significant numbers of potential IDENTs are being missed. The existing
workflow does not offer proper management controls or efficiency and
effectiveness in reporting options.

Conclusion and Recommendations

The review recommended that the NNCP continue implementing the
existing Business Process Reengineering efforts in order to address program
deficiencies. In an eleven step process, the review suggested that RMD
engage a contractor to develop and implement an approved name/identity
extraction and matching process and properly scoped automated workflow
system as well as pilot an effort to leverage existing Investigative Data
Warehouse (IDW) data extraction and indexing efforts to improve short-term
access to Automated Case Support (ACS).

iDox Solutions
Functional Systems Design (FSD) Document
December 2007

The FSD document was developed at the request of the NNCP, which
sought contractor assistance for the planning, documentation, and
presentation of new technology tools, as well as user processes and
application upgrades in support of the name check process.

Scope

The FSD is divided into three distinct sections that reflect the phases
of program review conducted by the contractor. The sections include:
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(1) Requirements Planning and Analysis, (2) System Design, and (3) System
Delivery Plan. Together, the three sections review and document the
current name check processes to the satisfaction of the FBI and suggest
proposed updated automation of the NNCP to be used as guidance for
implementation of some or all contractor recommendations. The document
stated that the intent of an automated NNCP solution is to establish a
streamlined and coordinated approach that will allow the FBI to leverage
resources, improve processes, and provide enhanced access to information
within the Name Check Program (NCP) application.

Period and Condition

The FSD document did not state the period when the review and
analysis of the NNCP was conducted. The document, as provided to the OIG
in final, is dated December 20, 2007. The document stated that while name
check processing has evolved over time, technology has also advanced
drastically, which has presented both a challenge and strain on FBI
management to leverage automated systems, while striving to maintain and
increase personnel productivity. The document also stated that many
aspects of name check processing offer opportunities for improved
efficiency, increased productivity, and higher customer satisfaction. The
aspects or issues that offer opportunities for improvement include
inconsistent requesting agency agreements, receipt of name submissions in
various media and formats, limited data validation, unsynchronized systems
and databases with relevant data, limited tracking of check status, and
paper and people intensive processes, among others.

Conclusion and Recommendations

The FSD document recommended an easier to use and more efficient
name check system and an in-depth business design for developing and
implementing the proposed name check system. Based upon the previously
noted name check issues that offer opportunities for improvement, the
document provided a sample NNCP system design proposal that may deliver
efficient processing of name check submissions. The proposal is a case-
based process that could be implemented using Commercial on the Shelf
(COTS) tools. The document stated that the proposal provides the ability to
manage and track name check status and workload to achieve efficiencies in
processing, automation, and remediation of human resource intensive name
check activities. To implement the proposed recommendation, the
document provides a detailed system delivery plan that suggested an overall
timeline for system planning, procurement, completion, and training.
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APPENDIX V

DATA REPORT RELIABILITY

The National Name Check Program (NNCP) can produce several
reports detailing various measurements associated with the name check
process. Examples of such reports include:

(1) Significant Activity Reports that detail the number of name checks
pending, received (expedite or routine) and/or completed, by
customer agency and date;

(2) Accomplishment Reports that track the number of name checks
pending, incoming, and handled within name check phases by
customer agency and date;

(3) Days Old Reports that identify the age of name checks across
several calendar intervals by customer agency;

(4) Productivity Reports that indicate the total volume of name checks
closed or completed by analysts by date or a range of dates; and

(5) Billing Reports used frequently for the Finance Division to
determine reimbursable funds for customer agencies.

To validate the reliability of current name check production numbers,
we compared data on the total number of closed name checks from the FBI's
Name Check Program mainframe application and acquired Significant
Activity Reports detailing the total number of name checks completed by
personnel. Our review noted several differences in the total number of
name checks completed for the United States Citizenship and Immigration
Services and other customer agencies, as compared to the total number of
name checks completed by individual analysts. We questioned Information
Technology Operations Division officials about the results, but they could not
account for the data variations due to unknowns in the information. For
example, several data fields lack descriptive names to associate production
by individual, and changes to the organizational structure and units
complicate efforts to determine production by unit and customer. According
to NNCP managers, the production tracking systems are inaccurate due to
parallel processing of electronic and paper name search records that
continued until early Fiscal Year (FY) 2007.”7

77 As discussed in this report, although the NNCP introduced electronic
documentation and the Name Check Dissemination Database in FY 2004, some analysts
continued to perform manual paper-based name check functions in FYs 2006 and 2007.
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APPENDIX VI

QUALITY ASSURANCE REVIEWS BY NAME CHECK PHASE
Name Search Quality Assurance

Analysts conducting name searching activities are assigned a checker
assignment percentage ranging from 0 to 100 percent. Based upon the
checker assignment percentage, a corresponding percentage of the analyst’s
name searches are forwarded to a designated Federal Bureau of
Investigation (FBI) unit supervisor to ensure that all potential IDENT files for
a name check subject have been identified. According to National Name
Check Program (NNCP) officials, all name searches conducted by new
analysts are checked for the first few weeks the analyst is on-the-job, and
subsequently decreased as the analyst demonstrates proficiency in name
searching.

We acquired the checker assignment percentages for each of the 84
employees who conduct name searches for Unit-3 United States Citizenship
and Immigration Services (USCIS) submissions.” As shown in the table
below, 33 of the 84 reported Unit-3 personnel have a checker percentage of
0, meaning that they are not subject to any quality control function, while
most contractors receive some form of quality assurance on 10 to 20 percent
of their searches.

Percentage of Work Checked

Checker Assignment e Contract
Percentage BLRositions Positions

0 32 1

10 3 16

20 4 11

40 3 4

60 0 5

80 0 2

100 2 1

Source: FBI NNCP

78 As of November 2007, the NNCP maintained 137 personnel in Unit-3; however,
only 84 of the positions conduct name searching for USCIS submissions.
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File Review and Dissemination Quality Assurance

The File Review and Dissemination Phases of the name check process
utilize quality assurance mechanisms that require supervisors to repeat
analysts’ name check functions. The quality assurance for File Review
requires an experienced analyst to determine whether the correct FBI case
files are obtained and provided to NNCP dissemination analysts. Similar to
Name Search, all the work completed by a new file review analyst is quality
reviewed, but quality assurance reviews decrease as the analyst
demonstrates proficiency. Due to minor levels of turn over within the File
Review Phase, little quality assurance is performed.

For the Dissemination Phase, which sometimes requires analysts to
make IDENT judgments based on limited information, FBI supervisors told
us that they repeat the dissemination steps to ensure accuracy. A
Dissemination Checklist guides dissemination analysts through the
dissemination process and is used by FBI supervisors during their review to
ensure all procedures and steps have been followed. FBI management and
personnel affirm that all letterhead memoranda are reviewed by supervisory
analysts.
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APPENDIX VII

FBI RESPONSE TO THE DRAFT REPORT

U.S. Department of Justice

Federal Bureau of [nvestigation

Washington. D € 20535.0001

May 29, 2008

The Honorable Glenn A. Fine
Inspector General
United State Department

Of Justice
Suite 4706
950 Pennsylvania Avenue, NW
Washington, DC 20530

RE: THE FEDERAL BUREAU OF INVESTIGATION'S SECURITY
CHECK PROCEDURES FOR IMMIGRATION APPLICATIONS AND
PETITIONS

Dear Mr. Fine:

The Federal Bureau of Investigation (FBI)
appreciates the opportunity to review and respond toc your
report entitled “The Federal Bureau of Investigation’s
Security Check Procedures for Immigration Applications and
Petitions” (Report). We also appreciate the professionalism
exhibited by your staff in working with FBI representatives
throughout this lengthy audit process. This letter conveys
our response to the report and I request that it be appended.

Your report reviewed two services provided to the
Department of Homeland Security’s United States Citizenship
and Immigration Services (USCIS): name checks of FBI files and
fingerprint identifications. The use of both services has
surged since the terrorist attacks of September 11, The
report notes the use of name checks increased “from 2.7
million name checks in Fiscal Year (FY) 2001 to more than 4
million in FY 2007 and, like name checks, the volume of
fingerprint requests increased “from approximately 15 million
requests in FY 2001 to more than 26 million requests in FY
2007.”

The report finds that faced with an increase of
millions of fingerprint submissions, FBI “enhanced technoclogy
combined with well trained personnel, efficient tracking
mechanisms, and proficient customer interaction enabled

81
REDACTED - FOR PUBLIC RELEASE



REDACTED - FOR PUBLIC RELEASE

Honorable Glenn A. Fine

processing in a timely and efficient manner.” As the report
notes, unlike the fingerprint program which was mostly
automated at the time of September 11 when it faced a surge in
volume, the name check program faced three additional
Obstacles: 1) the process was not mostly automated; 2) the
scope of name check searches broadened substantially as the
volume of submissions increased dramatically; and 3) in 2003,
as both the volume of requests increased and the scope of each
search broadened, the FBI agreed to perform a cne time re-
check of 2.7 million names creating an instantaneous backlog.

As the report confirms, NNCP processing delays were
a result of the resubmitted name check requests in 2003. To
meet the immediate challenge, the FBI tried a variety of short
term fixes to include significantly increasing both the number
of FBI personnel and contractors to perform manual name
checks. The short term solutions have resulted in the
completion of 85% of all incoming name check requests in fewer
than 60 days and a reduction in the USCIS name check backlog
during FY 2008 from 402,312 at the beginning of the year to
239,923 as of May 28, 2008. This was accomplished while at
the same time processing over 1.2 million name checks for
USCIS during the same period.

We are working to strategically address the current
and future requirements of the customers of the NNCP and
concur with all 21 of the Report’s recommendations. Of
course, short term fixes like increasing staffing is no
substitute for the long term solution of implementing major
new information technology systems for all FBI case files and
searches.

The FBI has been and continues to be actively
engaged in numerous initiatives to improve both the quality
and the overall management of the process. Work was underway
to implement 15 of the 21 recommendations before the Report
was published with revisions to the fee structure having been
completed prior to the audits conclusion. While developing
long term solutions to improve technology, training, and
supervision we have achieved near term successes in reducing
the backlog of name check submissions. Improving technology
and replacing the former law enforcement standard “Soundex”
system is among the most significant long term solution we
will achieve.
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Honorable Glenn A. Fine

The name check process will transition to the
efficient electronic search of case files as it is linked both
to the FBI-wide “Sentinel” information technology initiative
and to the development of the Central Records Complex. Linked
to Sentinel, the FBI is developing a search engine capable of
conducting federated queries accessing data across the Bureau.
The project, known as Information Portal (IP), will also
update the search tools used by the NNCP. The FRI anticipates
piloting the IP prior to the end of calendar year 2008 - the
pilot project will address the needs of the NNCP.

While the NNCP has executed detailed operations
plans with each of its largest customers to meet their
individual requirements, it has not yet participated in the
FBI's Strategy Management System (SMS) to address the need for
overall strategic planning. While the operations plans marked
a significant step forward in the NNCP’s planning process, the
Director requires each division to work with an in-house
strategic planning office to develop objectives, initiatives,
and measures for the next 3-5 years, all of which must be
aligned with the FBI's corperate strategy. Operationail
divisions and many key support divisions have already
completed this process. The Records Management Division is
scheduled to complete their Strategic planning as part of SMS
in the summer of 2008.

As noted in the report, the rapid hiring of
additional personnel to meet the immediate crisis requires a
corresponding increase in supervision. NNCP management
initiated a recently approved request to expand the number of
supervisory positions. In recent months 11 new supervisory
positions have been created and filled along with 22 other
senior grade positions to provide supervision and guidance to
the increasing NNCP staff. Likewise, new personnel need
training and in response the NNCP has Provided formalized
training to 305 new and existing employees and contractors
this year with recurrent training to be provided to 20
additional employees over the summer of 200s8.
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Honorable Glenn A. Fine

We will maintain coordination with your office and
report progress on these initiatives as they address each of
your recommendations. Please feel free to contact Assistant
Director Kevin L. Perkins of the Inspection Division should
you have any questions.

Sincerely yours,

Timothy P. Murphy
Associate Deputy Director

Enclosure

1 - Mr. Richard Theis
Director
Audit Liaison Group
Department of Justice
Suite 1400
1331 Pennsylvania Ave, NW
Washington, DC 20005
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FBPs Security Check Procedures for Immigration Applications and Petitions
[Criminal History Verification]

Recommendation 1: Implement procedures to periodically test and update its name
matching phonetic search tools.

FBI Response: The FBI concurs with this recommendation. The Records
Management Division (RMD) will coordinate with the Office of the Information
Technology Branch (ITB) to establish a process and protocols to periodically test and
update its name matching phonetic search tools. An initial coordination/planning
meeting will be held on or before 6/30/2008.

Recommendation 2: Explore other phonetic search tools to work in conjunction with or
as a replacement for its current Soundex-based algorithm.

FBI Response: The FBI concurs with this recommendation. In FY 2008, the FBI
revised the name check fee to include funding for information technology enhancement.
The enhanced fee structure will permit the FBI to explore other phonetic search tools to
work in conjunction with or as a replacement for its current Soundex-based algorithm.
These efforts will be coordinated between RMD and ITB with initial
coordination/planning meetings to be held on or before 6/30/2008.

Recommendation 3: Ensure that the NNCP participates fully in the work of the federal
identity matching community.

FBI Response: The FBI concurs with this recommendation. Appropriate
representatives of RMD will regularly attend and actively participate in Federal Identity
Matching Working Group meetings and initiatives.

Recommendation 4: Ensure that the NNCP coordinate closely with the ITB to assure
that the interim IP and long-term Sentinel technology efforts modernize the FBI's name
matching capability.

FBI Response: The FBI concurs with this recommendation. RMD will continue to
coordinate with the ITB on interim IP and Sentinel technology efforts. The SENTINEL
Program Management Office (PMOQ) agrees that close coordination with subject matter
experts within RMD,the Information Technology Operations Directorate (ITOD) and the
PMO'’s staff concerning the NNCP interface with the SENTINEL System is integral to
future improvements and success.

The SENTINEL PMO has been coordinating with RMD and ITOD concerning the
NNCP interface with the SENTINEL System. SENTINEL's System Requirements
Specification (SRS) lists the NNCP as one of the FBI's internal interfaces.

Recommendation 5: Develop standardized guidance and training for analysts
regarding the use of the NCDD.
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FBI Response: The FBI concurs with this recommendation. NCDD Training materials
are used in all new employee training. Annual recurrent training for some employees is
required. NCDD training personnel will update the materiais to reflect the most recent
systems changes. Annual recurrent training will be provided to name check employees
and contractors starting in July 2008.

Recommendation 6: Immediately resolve the directory mapping issues between the T
Drive and the NCDD.

FBl Response: The FBI concurs with this recommendation. At one time, NCDD
mapping to the T drive took a prohibitively long time. Various enhancements have
substantially corrected this problem and have improved response times by 75%. In
addition, an NCDD modification allows Analysts to see T drive updates to rapidly assess
changes in the directory.

Recommendation 7: Develop and implement a formal curriculum that inciudes job
related annual or recurring training to enhance process consistency and program
continuity.

FBI Response: The FBI concurs with this recommendation. Presently, RMD is rapidly
expanding its staff with new employees and contractors. Existing training techniques
and materials are consistently producing fully functional Analysts within a four-month
training evolution. All training resources are dedicated to this effort through the end of
July 2008. In August 2008, the FBI will initiate plans to develop a recurrent training
program for all Name Check staff. Staff will cycle through the training and update
program at no less than annual intervals or as needed. Recurrent training
implementation is September 2008.

Recommendation 8: Explore providing system access opportunities to new hires
during name search and dissemination training.

FBI! Response: The FBI concurs with this recommendation. A mandatory pre-
employment meeting with all personnel and contractors to is now held to initiate
systems access screening procedures prior to actual arrival. Additional process
refinement will take place to develop a method of expedited approval of System Access
Requests for newly hired NNCP staff and contractors.

Recommendation 9: Review supervisor-to-staff ratio, and develop a plan for
immediately increasing the supervisory presence at the Winchester facility.

FBl Response: The FBI concurs with this recommendation. The FBI will reorganize the
NNCP to improve the supervisor to subordinate ratios. The RMD will initiate the
relocation of five GS-14 Name Check Supervisors from the Washington D.C. area to the
Winchester facility. The FBI will continue to assess the supervisory-to-staff ratio to
ensure appropriate oversight and supervision are occurring at the Winchester facility.

Recommendation 10: Develop and implement quality assurance measures and
guidance for all steps of the name check process.
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FBI Response: The FBI concurs with this recommendation. Efforts to enhance the
quality assurance (QA) measures within the NNCP wili be undertaken. NNCP
Managers will design a more comprehensive QA program for deployment by October
2008.

Recommendation 11: Develop and implement a reliable name check submission and
completion tracking function so that NNCP can effectively monitor its nhame check
production activities.

FBI Response: The FBI concurs with this recommendation. The RMD wili coordinate
with the ITB in the development and implementation of an improved name check
tracking process. Initial coordination and planning will begin on or before 6/30/2008.

Recommendation 12: Develop plans for reevaluating production metrics on a periodic
basis to appropriateiy evaluate personnel production.

FBI Response: The FBI concurs with this recommendation. NNCP managers will be
held accountable in annual performance appraisals for periodic reevaluation of
production metrics and evaluation of personnel production reports. Senior RMD/NNCP
managers will review progress toward reevaluating production metrics on a quarterly
basis beginning in the iast quarter of FY 2008.

Recommendation 13: Work with customer agencies and develop a formai mechanism
to receive and monitor expedite submissions.

FBI Response: The FBI concurs with this recommendation. The Name Check
Program's expedite tracking features need to be expanded to include re-prioritized
name checks in progress. The requirement refers directly to the integration of a
spreadsheet work-around that the NNCP personnei effectively use to collaborate with
non-name check entities. Efforts to modify the NCP system will commence on or before
6/30/2008.

Recommendation 14: Develop and maintain a current list of central points of contact
for field divisions in order to improve communication between the NNCP and field
divisions.

FBl Response: The FBI concurs with this recommendation. The NNCP currently
maintains a list of field points of contact on a shared drive accessible to ali analysts.

Recommendation 15: Develop guidelines for submitting field division file review
requests and follow-up.

FBI Response: The FBI concurs with this request. Revisions to the NCDD program to
allow for tracking of field division file review requests have been completed. NNCP is in
the process of redefining guidelines for the procedures. These will be published to the
staff on or before 6/30/2008. In addition, a special “tiger team” was estabiished to follow
up on overdue field file review requests.
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Recommendation 16: Provide USCIS an opportunity to improve communications at
the name check analyst level by overseeing its name check requests at the Winchester,
Virginia, facility with an on-site representative or establishing a dedicated central point
of contact for NNCP analysts to contact for additional information.

FBI Response: The FBI concurs with this recommendation. The NNCP wiil expand
the existing program to include the Winchester facility.

Recommendation 17: Develop procedures for reassessing its fee structure every 2
years to ensure proper cost recovery.

FBI Response: The FBI concurs with this recommendation. In 2006 RMD established
the Division’s Financial Services Unit (FSU) which has oversight of the name check fee.
FSU is responsible for monitoring cost recovery and conducting new fee studies
whenever required by operational changes or every two years, whichever comes first.
FSU has engaged an independent contractor and initiated the next cost and fee study.

Recommendation 18: Establish a uniform policy for accepting and charging FBI field
divisions for third-party name check submissions.

FBI Response: The FBI concurs with this recommendation. The RMD will, in
coordination with the Office of the General Counsel, establish a uniform policy for
accepting and charging FBI fieid divisions for third-party name check submissions.
Coordination with OGC will determine exactly what name checks are biillable under
NNCP's reimbursable authority, Coordination with OGC on this matter will begin on or
before 6/30/2008.

Recommendation 19: Develop a formal long-term business plan for improving the
efficiency and accuracy of the NNCP’'s name check process.

FBI Response: The FBI concurs with this recommendation. The RMD IS scheduied to
participate In the FBI's Strategy Management System (SMS) during the 4™ quarter of FY
2008. The SMS Is an enterprise wide strategic planning tool mandated for use by the
Director. The SMS allows for formalized strategic planning which aligns itseif to the
FBI's misslon and goals. Such participation by RMD will allow for the development of a
long term business plan which wiil be aligned with FBI priorities.

Recommendation 20: Include as part of its business planning a process for
reassessing its fee structure every 2 years to ensure proper cost recovery and future
automation.

FBI Response: The FBI concurs with this recommendation. The FBI wili conduct user
fee studies which assess the fingerprint fee at least biennially consistent with OMB's
Circular A-25. Specificaliy, the FBI implemented new, lower fees effective October 1,
2007. via an interim rule. The FBI recently awarded a five year contract on April 14,
2008, to ensure that annuai user fee studies are conducted.
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The following chart depicts the previous and current interim revised user fees for
fingerprint-based criminal history record information checks for noncriminal justice
employment and licensing purposes.

INTERIM REVISED CHRI FEES
(Effective October 1, 2007)

Fingerprint-based CHRI Checks

. - Revised
. . - - FY 1994-200
FII904200 FY 1986269 Amonnt Renitted to Revised Service Revised Fee '4"'9" it
Service Fee FBI by CBSP Remitted to
s FBI by CBSPs
Non-federal Electronic $24 $22
Electronic $19.25 $17.25
Federal Flectrone $16
Noaz-federal Elecironic In'Manual Electronic In/Manual
Ous (Charged as Manual)* $24 $22 Ot $26 $24
Non-federal Manual $24 $22
Manual $30.25 $28.25
Federal Mamal $18
Vohmteer $18 $16 Volunteer $15.25 $13.25

* Available only when authorized. Only non-federal nsers have requested this service to date: federal and non-federal users may request
authorization under revised schedule

Recommendation 21: Develop and implement written policies and procedures for

documenting and approving adjustments to AFIS.

FBl Response: The FBI concurs with this recommendation. The Biometric Services
Section (BSS) records all threshold adjustments within an electronic communication

(EC) and then ultimately within an automated tracking system. The process is

described In the following paragraph. The CJIS Division will document this process In
an EC to ensure information is maintained regarding threshold changes.

To manage and implement system changes including threshold adjustments, the
CJIS Division established an internal reporting and enhancement process/system for
the IAFIS (and other CJIS Division systems). The automated reporting begins with an
electronic request within the ClearQuest toolset. Typically, the electronic requests
originate in hard copy form (Flag Sheet) and then are submitted via ClearQuest. The
maijority of the threshold adjustments, however, are requested via an EC by the BSS
and then electronically documented within ClearQuest by the ITMS. This automated

process facilitates a consistent and efficient CJIS-wide method to initiate and

communicate system status. All requests for system changes or enhancements are

reviewed and evaluated with significant input from all areas. This provides an

automated documentation means to formally request changes and report problems, a
more timely mechanism to begin the change process, and utilizes resources more

wisely.
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APPENDIX VIII

OFFICE OF THE INSPECTOR GENERAL ANALYSIS AND SUMMARY
OF ACTIONS NECESSARY TO CLOSE REPORT

The OIG provided a draft of this audit report to the FBI. The FBI
response is incorporated as Appendix VII of this final report. The OIG
analysis and summary of actions necessary to close the report is presented
below.

Analysis of FBI Response

The FBI has experienced significant growth in security checks — both
fingerprints and name checks - since FY 2001. While fingerprint
identification is automated and better equipped to handle the surge in
fingerprint submissions, the name check process is predominately manual
and dependent upon human resources. While we acknowledge that the
USCIS resubmission of 2.7 million name checks did contribute to the NNCP
backlog, the manual name check processes have played a role in sustaining
the backlog.

As the FBI indicates, the NNCP is in transition as it consolidates staff
and technology under one roof. Therefore, a comprehensive well executed
plan is needed to coordinate its current initiatives and long term solutions,
such as replacing its phonetic name matching tools. The FBI has agreed to
all 21 recommendations, and it also responded that it has taken steps to
implement 15 of the recommendations at this time.

Summary of Actions Necessary to Close the Report

Based on the FBI's response, the OIG considers the report resolved.
The following is a summary of actions necessary to close the
recommendations.

1. Resolved. This recommendation is resolved based on the FBI’'s
agreement to establish protocols for periodically testing and updating
its name matching search tools. This recommendation can be closed
when we receive the FBI’'s procedures for periodically testing and
updating its name matching phonetic search tools.
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Resolved. This recommendation is resolved based on the FBI's
agreement to explore other phonetic search tools. In FY 2008, the
FBI revised its name check fee structure to include funding for
information technology enhancements. The FBI stated that the new
fee structure will permit the FBI to explore other phonetic search
tools to work in conjunction with or as a replacement for its current
Soundex-based algorithm. This recommendation can be closed when
we receive documentation on the phonetic search tools the FBI has
implemented to work in conjunction with or as a replacement for its
current Soundex-based algorithm.

Resolved. This recommendation is resolved based on the FBI's
agreement for appropriate RMD representatives to regularly attend
and actively participate in Federal Identity Matching Working Group
meetings and initiatives. This recommendation can be closed when
we receive documentation that RMD is fully participating in the work
of the Federal Identity Matching Working Group.

Resolved. This recommendation is resolved based on the FBI's
agreement that the NNCP and ITB will closely coordinate to ensure
that interim and long-term technology efforts modernize the FBI's
name matching capability. The Sentinel Program Management Office
agreed that close coordination with subject matter experts within
RMD and ITOD concerning the NNCP interface with Sentinel is
important. This recommendation can be closed when we receive
documentation that a next generation name check program has been
implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to update NCDD training materials, and provide annual
recurrent training to name check employees and contractors starting
in July 2008. This recommendation can be closed when we receive
the updated NCDD training materiails and a record of the July 2008
training session and participants.

Resolved. This recommendation is resolved based on the FBI's
agreement to correct the operability issues between the NCDD and
the T Drive. The FBI stated that the operability issues have been
substantially corrected, allowing analysts to see T Drive updates to
rapidly assess changes in the directory. This recommendation can be
closed when we receive documentation to support that the directory
mapping issues between the T drive and the NCDD are corrected.
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Resolved. This recommendation is resolved based on the FBI’'s
agreement to develop and implement a formal training curriculum.
During our audit we noted the training manuals and guidance
provided to employees varied from one employee to the next.
Further, the NNCP had no formal curriculum for initial or refresher
training. This recommendation can be closed when we receive
documentation that a formal curriculum that includes related annual
and recurring training is developed and implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to explore providing system access opportunities to new
hires during training. The FBI stated that a mandatory pre-
employment meeting with all personnel and contractors will be held
to initiate system’s access screening procedures prior to actual
arrival. Our audit found that name search and dissemination training
would be more instructive if new employees and contractors were
provided system access during the training. This recommendation
can be closed when we receive documentation that the FBI has
provided systems access to new employees and contractors during
training.

Resolved. This recommendation is resolved based on the FBI's
agreement to reorganize the NNCP to improve the supervisor-to-staff
ratios and relocate five GS-14 Name check Supervisors from the
Washington D.C. area to the Winchester facility. This
recommendation can be closed when we receive documentation of
the NNCP’s supervisor-to-staff ratios upon the implementation of the
NNCP reorganization and the transfer of five Name Check Supervisors
to the Winchester facility.

Resolved. This recommendation is resolved based on the FBI’'s
agreement to enhance the quality assurance measures within the
NNCP. This recommendation can be closed when we receive
documentation that the FBI has developed and implemented quality
assurance measures and guidance for all steps of the name check
process.

Resolved. This recommendation is resolved based on the FBI's
agreement to develop and implement an improved name check
tracking process. This recommendation can be closed when we
receive documentation that a reliable name check submission and
completion tracking function has been developed and implemented.
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Resolved. This recommendation is resolved based on the FBI's
agreement to periodically reevaluate production metrics. This
recommendation can be closed when receive documentation of the
plans for reevaluating production metrics on a periodic basis to
appropriately evaluate personnel production.

Resolved. This recommendation is resolved based on the FBI's
agreement to modify the NCP application to include re-prioritized
name checks in progress. This recommendation can be closed when
we receive documentation that the FBI has enhanced the NCP
application to accurately account for all expedited name check
requests.

Resolved. This recommendation is resolved based on the FBI's
agreement to maintain a current list of central points of contact for
field divisions. During our audit we noted that the NNCP had a point
of contact listing that was not current. This recommendation can be
closed when we receive documentation showing that the point of
contact list has been updated and a process for regularly updating
the list is implemented.

Resolved. This recommendation is resolved based on the FBI's
agreement to develop guidelines for submitting field division file
review requests and followup. The FBI stated that the NCDD
program was enhanced to allow for tracking of field division file
review requests, and that the NNCP is in the process of developing
procedures for requesting and following up on field division file
review requests. In addition, a special team within the NNCP was
established to follow up on overdue field division file review requests.
This recommendation can be closed when we receive the NNCP’s
guidelines for submitting and following up on field division file review
requests.

Resolved. This recommendation is resolved based on the FBI's
agreement to expand USCIS representation to the Winchester
facility. This recommendation can be closed when we receive the
results of the FBI's efforts to provide a USCIS representative at its
Winchester facility or establish a dedicated USCIS central point of
contact for NNCP analysts.
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Resolved. This recommendation is resolved based on the FBI's
agreement to reassess its fee structure at least biennially. The FBI
stated that RMD established a Financial Services Unit in 2006, which
has oversight of the name check fee. This unit is responsible for
monitoring cost recovery and conducting new fee studies whenever
required by operational changes or every 2 years, whichever comes
first. According to the FBI, the Financial Services Unit has engaged
an independent contractor and initiated the next cost and fee study.
This recommendation can be closed when we receive the results of
the new cost and fee study.

Resolved. This recommendation is resolved based on the FBI’'s
agreement to establish a uniform policy for accepting and charging
FBI field divisions for third-party name check submissions. This
recommendation can be closed when we receive the FBI's policy for
accepting and charging FBI field divisions for third-party name check
submissions.

Resolved. This recommendation is resolved based on the FBI’s
agreement to develop a formal long-term business plan for the
NNCP. The FBI stated that RMD is scheduled to participate in its
Strategy Management System, which will allow for the development
of a long term business plan. This recommendation can be closed
when we receive the FBI’'s long-term business plan for improving the
efficiency and accuracy of the NNCP’s operations.

Resolved. This recommendation is resolved based on the FBI's
agreement to assess fingerprint fees at least biennially consistent
with OMB'’s Circular A-25. The FBI stated that it recently awarded a
5-year contract to ensure that annual user fee studies are conducted.
This recommendation can be closed when we receive documentation
on the contract that was awarded to ensure that the fingerprint fee
structure will be assessed at least biennially.

Resolved. This recommendation is resolved based on the FBI's
agreement to formalize its procedures for documenting and
approving adjustments to AFIS. The FBI’'s response reiterates its
process to manage and implement system changes. Our audit found
that CJIS personnel could easily recite the methods used for
processing changes to AFIS, but these methods have not been
memorialized in CJIS’ policies and procedures. This recommendation
can be closed when we receive the formal policies and procedures
CJIS follows before making changes to AFIS.
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