
APPENDIX I 
 

AUDIT OBJECTIVES, SCOPE, AND METHODOLOGY 
 
 The objectives of the audit were to review the DEA’s:  (1) action taken 
in response to the identification of lost or stolen weapons and laptop 
computers, and (2) management controls over these types of equipment.  
We performed our audit in accordance with Government Auditing Standards 
issued by the Comptroller General of the United States and, accordingly, 
included such tests of the records and procedures that we considered 
necessary. 
 
 We obtained an understanding of the control environment for weapons 
and laptop computers from the Firearms Training Unit at Quantico and the 
Property Unit at DEA headquarters.  We performed on-site work between 
August 2001 and December 2001 at the following locations: 
 
 DEA Headquarters, Arlington, Virginia 
 Justice Training Center, Quantico, Virginia 
 Office of Investigative Technology, Lorton, Virginia 
 Atlanta Division Office, Atlanta, Georgia 
 Boston Division Office, Boston, Massachusetts 
 San Diego Division Office, San Diego, California 
 
 To examine the DEA’s actions regarding the identification of lost and 
stolen weapons and laptop computers, we requested lists of all such losses 
from October 1, 1999 to September 15, 2001, and reviewed the available 
Board of Professional Conduct files and the circumstances surrounding each 
loss.  In addition, we obtained from the Department Security Officer the 
DEA’s semiannual Department Theft Report submissions from October 1999 
to December 2001.  For weapons, we also queried the National Crime 
Information Center system in November 2001 to determine if the losses had 
been reported and if the weapons subsequently had been recovered.  We 
also queried the National Tracing Center maintained by the Treasury 
Department’s Bureau of Alcohol, Tobacco, and Firearms for further 
indications of weapon recoveries through subsequent law enforcement 
activity. 
 
 For laptop computers, our objective was to determine if the loss 
resulted in the compromise of classified or sensitive information, which if 
divulged could lead to public harm.  However, we were unable to perform 
this test for laptop computers.  The DEA was still performing a reconciliation 
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of FAS data following the conversion of data from the M-204 system and we 
could not obtain a perpetual list of lost, missing, or stolen laptop computers. 
The DEA has since informed us that the reconciliation is complete and that 
229 laptop computers are unaccounted for. 
 
 In addition to the testing detailed above, our work included:  
(1) reviews of applicable laws, policies, regulations, manuals, and 
memoranda; (2) interviews of appropriate personnel; (3) tests of 
management controls; (4) reviews of property and accounting records, with 
an emphasis on activity since October 1, 1999; and (5) physical inspections 
of property.  Tests of management controls were performed in the following 
areas as they pertained to weapons and laptop computers: 
 

• purchasing and recording in the official property database; 
• receipt and assignment, including pooled property, specialized 

equipment, and the return of items from separated employees; 
• physical inventories, including separation of duties; and 
• disposals, including excessed property. 
 
    We tested controls through a judgmental sample from the 15,000  

weapons and 6,000 laptop computers reported in the FAS, TEIS, and 
Weapons Database as of November 15, 2001.  In total, we reviewed 392 
items – 208 weapons and 184 laptop computers.  The universe from which 
these samples were taken, by location, is detailed in Appendix IV, Table 1.  
Our test included sampling: 
 

• weapons and laptop computers purchased between October 1, 1999 
and November 15, 2001, as recorded in purchase documents, to 
ensure that the items were recorded in FAS and the Weapons 
Database; 

 
• weapons and laptop computers not assigned to specific individuals 

(pooled property) to ensure that the property was accounted for and 
the records reflected the correct status; 

 
• weapons and laptop computers found during an on-site walk-through 

inventory at each DEA location reviewed to ensure that the item was 
accurately reflected in the FAS and the Weapons Database; and 

 
• DEA personnel and requesting they provide all weapons and laptop 

computers assigned to them to ensure the items were accounted for 
and the property records were complete (staff testing). 
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The samples described above are delineated by test, property type, 
and location, in Appendix IV, Tables 2 through 4.  We also reviewed 
the documentation related to personnel separations between  
October 1, 1999, and November 15, 2001, to determine if all weapons 
and laptop computers were returned.  Moreover, we reviewed disposal 
actions initiated between October 1, 1999 and November 15, 2001 to 
ensure these actions were adequately supported. 
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APPENDIX II 
 

CIRCUMSTANCES OF WEAPON LOSSES 
 

NUMBER 
REPORT 
DATE LOCATION 

BRIEF DEA DESCRIPTION OF 
CIRCUMSTANCES OF LOSS1 

WEAPONS 

1 9/16/00 
Miami Field 

Division 

Unauthorized use of Official Government Vehicle –
agent used the vehicle to go to the movies; while 
at the movies, the vehicle was stolen with the 
weapon inside.   
Disciplinary Action:  30 day suspension 

2 9/29/00 
Los Angeles 
Field Division 

Weapon was stored in an unattended personally 
owned vehicle, which was stolen. 
Disciplinary Action: 1 day suspension 

3 12/15/00 
Los Angeles 
Field Division 

Agent’s residence was burglarized and weapon was 
stolen from secure location. 
Disciplinary Action:  None 

4 10/29/99 
Lima, Peru 
Country 
Office 

Agent was distracted by another individual in a 
hotel lobby; another individual stole the agent’s 
carrying pack. 
Disciplinary Action:  None 

5 11/24/99 
Seattle Field 

Division 

Agent’s home was burglarized and weapon and 
personally owned handgun were stolen. 
Disciplinary Action:  None 

6 10/05/99 
Washington 

Field Division 

Weapon was lost or stolen while shooting at a 
private shooting facility. 
Disciplinary Action:  1 day suspension 

7 02/10/00 
Los Angeles 
Field Division 

Weapon was stolen from agent’s residence while 
family was away on vacation. 
Disciplinary Action:  None 

8 1/21/00 
Atlanta Field 

Division 

Weapon was discovered missing during the FY 
1999 physical inventory; the weapon was listed as 
unaccounted for in the inventory.  Firearms 
records reflect the weapon was assigned to an 
agent who had resigned.  The agent stated that he 
returned the weapon.  
Disciplinary Action:  None  

                                    
1  Descriptions are paraphrased from loss reports and/or Board of Professional Conduct 
documents. 
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NUMBER 
REPORT 
DATE LOCATION 

BRIEF DEA DESCRIPTION OF 
CIRCUMSTANCES OF LOSS1 

9 04/01/00 
Caribbean 

Field Division 

Agent’s purse containing the weapon was stolen 
while taking son to the restroom during a school 
function. 
Disciplinary Action:  1 day suspension 

 
10 

 
02/16/00 

Los Angeles 
Field Division 

 
Agent’s residence was burglarized and personally 
owned weapon was stolen. 
Disciplinary Action:  None 

 
11 

 
01/13/00 

Houston Field 
Division 

 
Agent left weapon in a police department’s gym. 
Disciplinary Action:  2 days suspension 

12 09/11/00 
Phoenix Field 

Division 

Agent left weapon on rear bumper of his official 
government vehicle after leaving the scene of a 
search.  Agent drove from area and discovered 
weapon was missing. 
Disciplinary Action:  2 days suspension 

13 01/10/01 
Phoenix Field 

Division 

Agent’s left weapon in official government vehicle; 
the vehicle was stolen. 
Disciplinary Action:  1 day suspension 

14 02/20/01 
Phoenix Field 

Division 

Weapon was stolen from agent at restaurant; 
weapon was in purse that agent had placed on the 
floor. 
Disciplinary Action:  Caution 

15 05/28/01 
DEA 

Headquarters 

Agent left weapon inside in personally owned 
vehicle in a hotel parking garage; vehicle was 
burglarized and weapon was stolen. 
Disciplinary Action:  1 day suspension 

16 07/20/00 
Atlanta Field 

Division 

Weapon was stolen from kitchen table at agent’s 
residence. 
Disciplinary Action:  Caution 

 
 
 
 
 
 
 
 
 
 
 



APPENDIX III 
 

ANALYSIS OF LOST, MISSING, AND STOLEN WEAPONS  
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1 S 0 YES YES 0 YES 249 CND 
2 S 1 YES YES 41 YES 161 CND 
3 S 32 NO YES 1 YES 192 CND 
4 S 7 NO YES 7 YES 62 CND 
5 S 2 YES YES 1 YES 97 CND 
6 M 13 NO YES 1 YES 175 CND 
7 S 1 NO YES 3 YES 95 CND 
8 M CND CND NO N/A CND CND CND 
9 S 3 NO NO N/A YES 142 CND 
10 S 19 NO YES 26 YES 184 CND 
11 L 12 NO YES 7 YES 431 CND 
12 L 91 NO YES 92 YES 98 CND 
13 S 26 NO YES 0 YES 61 YES 
14 S 13 NO NO N/A YES 101 CND 
15 S 1 YES YES 1 YES 70 CND 
16 S 4 NO YES 6 YES 186 CND 

 
Legend:  L = Lost, M = Missing, and S = Stolen 

                                    
2  Timeliness was based on the 48-hour reporting requirement.  In some cases, the  
DEA-29s or other loss documents lacked sufficient information with which to calculate the 
time elapsed or determine timeliness.  These are denoted “could not determine” (CND). 
 
3 A total of three weapons were reported as having no record in NCIC; these are denoted as 
N/A. 
 
4 The DEA’s semiannual Department Theft Reports, which would have included all weapons 
except weapon 14, were not provided by DEA; these are denoted as CND. 
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APPENDIX IV 
 

PROPERTY UNIVERSES AND SAMPLES  
BY TEST, TYPE, AND LOCATION 

 

TABLE 1.   UNIVERSE OF ALL PROPERTY ASSIGNED TO LOCATIONS   
AUDITED (PER FAS & Weapons Database 11/15/01) 

 

 
 

DEA 
HQ 

 
 
 
QUANTICO 

 
ATLANTA 
FIELD 
DIVISION 

 
BOSTON 
FIELD 
DIVISION 

SAN 
DIEGO 
FIELD 
DIVISION 

 
 
 
TOTALS 

WEAPONS 231  4,887   171  348    357  5,994 

LAPTOP 
COMPUTERS 

1174     446     53    82     99  1,854 

TOTALS 1405 5,333 224 430 456 7,848 

 
 
 

TABLE 2.   SUMMARY OF ALL ITEMS REVIEWED 

 

 
 

DEA 
HQ 

 
 
 

QUANTICO 

 
ATLANTA 

FIELD 
DIVISION 

 
BOSTON 
FIELD 

DIVISION 

SAN 
DIEGO 
FIELD 

DIVISION 

 
 
 

TOTALS 
WEAPONS 0 60 0 0 0 60 

LAPTOPS 25 26 4 5 14 74 PURCHASE 
DOCUMENTS 

SUBTOTAL 25 86 4 5 14 134 

WEAPONS 18 36 28 28 38 148 

LAPTOPS 28 27 17 17 21 110 
PHYSICAL 

INSPECTION 
SUBTOTAL 46 63 45 45 59 258 

TOTALS 71 149 49 50 73 392 
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TABLE 3.   DETAIL OF WEAPONS PHYSICALLY INSPECTED 

 

 
 

DEA 
HQ 

 
 
 

QUANTICO 

 
ATLANTA 

FIELD 
DIVISION 

 
BOSTON 
FIELD 

DIVISION 

SAN 
DIEGO 
FIELD 

DIVISION 

 
 
 

TOTALS 

WALK-
THROUGH 

10 10 10 10 10 50 

STAFF 
TESTING 

8  16 8 8 18 58 

POOLED 
INVENTORY 

0 10 10 10 10 40 

TOTALS 18 36 28 28 38 148 

 
 
 

TABLE 4.   DETAIL OF LAPTOP COMPUTERS PHYSICALLY INSPECTED 

 

 
 

DEA 
 HQ 

 
 
 

QUANTICO 

 
ATLANTA 

FIELD 
DIVISION 

 
BOSTON 
FIELD 

DIVISION 

SAN 
DIEGO 
FIELD 

DIVISION 

 
 
 

TOTALS 

WALK-
THROUGH 

10 12 10 10 10 52 

STAFF 
TESTING 

8 5 7   7 11 38 

POOLED 
INVENTORY 

10 10 0   0 0 20 

TOTALS 28 27 17 17 21 110 
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APPENDIX V 
 

SAMPLE DEA-29 
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APPENDIX VI 
 

SAMPLE DEA-17 
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APPENDIX VII 

 
SAMPLE DEA-16 
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APPENDIX VIII 
 

SAMPLE DEA-12 
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APPENDIX IX 
 

SAMPLE DEA-171a 
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