APPENDIX I

AUDIT OBJECTIVES, SCOPE, AND METHODOLOGY

The objectives of the audit were to review the DEA’s: (1) action taken
in response to the identification of lost or stolen weapons and laptop
computers, and (2) management controls over these types of equipment.
We performed our audit in accordance with Government Auditing Standards
issued by the Comptroller General of the United States and, accordingly,
included such tests of the records and procedures that we considered
necessary.

We obtained an understanding of the control environment for weapons
and laptop computers from the Firearms Training Unit at Quantico and the
Property Unit at DEA headquarters. We performed on-site work between
August 2001 and December 2001 at the following locations:

DEA Headquarters, Arlington, Virginia

Justice Training Center, Quantico, Virginia

Office of Investigative Technology, Lorton, Virginia
Atlanta Division Office, Atlanta, Georgia

Boston Division Office, Boston, Massachusetts
San Diego Division Office, San Diego, California

To examine the DEA’s actions regarding the identification of lost and
stolen weapons and laptop computers, we requested lists of all such losses
from October 1, 1999 to September 15, 2001, and reviewed the available
Board of Professional Conduct files and the circumstances surrounding each
loss. In addition, we obtained from the Department Security Officer the
DEA’s semiannual Department Theft Report submissions from October 1999
to December 2001. For weapons, we also queried the National Crime
Information Center system in November 2001 to determine if the losses had
been reported and if the weapons subsequently had been recovered. We
also queried the National Tracing Center maintained by the Treasury
Department’s Bureau of Alcohol, Tobacco, and Firearms for further
indications of weapon recoveries through subsequent law enforcement
activity.

For laptop computers, our objective was to determine if the loss
resulted in the compromise of classified or sensitive information, which if
divulged could lead to public harm. However, we were unable to perform
this test for laptop computers. The DEA was still performing a reconciliation
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of FAS data following the conversion of data from the M-204 system and we
could not obtain a perpetual list of lost, missing, or stolen laptop computers.
The DEA has since informed us that the reconciliation is complete and that
229 laptop computers are unaccounted for.

In addition to the testing detailed above, our work included:
(1) reviews of applicable laws, policies, regulations, manuals, and
memoranda; (2) interviews of appropriate personnel; (3) tests of
management controls; (4) reviews of property and accounting records, with
an emphasis on activity since October 1, 1999; and (5) physical inspections
of property. Tests of management controls were performed in the following
areas as they pertained to weapons and laptop computers:

e purchasing and recording in the official property database;

e receipt and assignment, including pooled property, specialized
equipment, and the return of items from separated employees;

e physical inventories, including separation of duties; and

e disposals, including excessed property.

We tested controls through a judgmental sample from the 15,000
weapons and 6,000 laptop computers reported in the FAS, TEIS, and
Weapons Database as of November 15, 2001. In total, we reviewed 392
items - 208 weapons and 184 laptop computers. The universe from which
these samples were taken, by location, is detailed in Appendix IV, Table 1.
Our test included sampling:

e weapons and laptop computers purchased between October 1, 1999
and November 15, 2001, as recorded in purchase documents, to
ensure that the items were recorded in FAS and the Weapons
Database;

e weapons and laptop computers not assigned to specific individuals
(pooled property) to ensure that the property was accounted for and
the records reflected the correct status;

e weapons and laptop computers found during an on-site walk-through
inventory at each DEA location reviewed to ensure that the item was
accurately reflected in the FAS and the Weapons Database; and

e DEA personnel and requesting they provide all weapons and laptop

computers assigned to them to ensure the items were accounted for
and the property records were complete (staff testing).
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The samples described above are delineated by test, property type,
and location, in Appendix IV, Tables 2 through 4. We also reviewed
the documentation related to personnel separations between

October 1, 1999, and November 15, 2001, to determine if all weapons
and laptop computers were returned. Moreover, we reviewed disposal
actions initiated between October 1, 1999 and November 15, 2001 to
ensure these actions were adequately supported.
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APPENDIX 11

CIRCUMSTANCES OF WEAPON LOSSES

REPORT BRIEF DEA DESCRIPTION OF
NUMBER LOCATION
DATE e . CIRCUMSTANCES OF LOSS!
WEAPONS
Unauthorized use of Official Government Vehicle -
Miami Field agent used the vehicle to go to the movies; while
1 9/16/00 S at the movies, the vehicle was stolen with the
Division s
weapon inside.
Disciplinary Action: 30 day suspension
Los Angeles Weapon was stored in an unattended personally
2 9/29/00 . ge owned vehicle, which was stolen.
Field Division A . .
Disciplinary Action: 1 day suspension
Agent’s residence was burglarized and weapon was
Los Angeles .
3 12/15/00 ) 2 stolen from secure location.
Field Division P .
Disciplinary Action: None
. Agent was distracted by another individual in a
Lima, Peru hotel lobby; another individual stole the agent’s
4 10/29/99 Country . !
Office carrying pack.
Disciplinary Action: None
Seattle Field Agent’s home was burglarized and weapon and
5 11/24/99 Divisi personally owned handgun were stolen.
ivision . .
Disciplinary Action: None
Washinaton Weapon was lost or stolen while shooting at a
6 10/05/99 . ngte private shooting facility.
Field Division . . .
Disciplinary Action: 1 day suspension
Weapon was stolen from agent’s residence while
Los Angeles : !
7 02/10/00 . T family was away on vacation.
Field Division e -
Disciplinary Action: None
Weapon was discovered missing during the FY
1999 physical inventory; the weapon was listed as
Atlanta Field unaccounted for in the inventory. Firearms
8 1/21/00 Division records reflect the weapon was assigned to an
agent who had resigned. The agent stated that he
returned the weapon.
Disciplinary Action: None

1 Descriptions are paraphrased from loss reports and/or Board of Professional Conduct

documents.
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REPORT

BRIEF DEA DESCRIPTION OF

NUMBER
DATE | -OCATION CIRCUMSTANCES OF LOSS®
Agent’s purse containing the weapon was stolen
9 04/01/00 .Carlbpe.a_n whlle. taking son to the restroom during a school
Field Division | function.
Disciplinary Action: 1 day suspension
Los Angeles | Agent’s residence was burglarized and personally
10 02/16/00 | Field Division | owned weapon was stolen.
Disciplinary Action: None
Hous_tc_)n_ Field Agent left weapon in a police department’s gym.
11 01/13/00 Division O . .
Disciplinary Action: 2 days suspension
Agent left weapon on rear bumper of his official
Phoenix Field government vehicle after leaving the scene of a
12 09/11/00 Division search. Agent drove from area and discovered
weapon was missing.
Disciplinary Action: 2 days suspension
- Agent’s left weapon in official government vehicle;
13 01/10/01 Phoe:n_lxl Field the vehicle was stolen.
Division . . .
Disciplinary Action: 1 day suspension
Weapon was stolen from agent at restaurant;
14 02/20/01 Phoe_n_|x_ Field | weapon was in purse that agent had placed on the
Division floor.
Disciplinary Action: Caution
Agent left weapon inside in personally owned
15 05/28/01 DEA vehlcle_ln a hotel parking garage; vehicle was
Headquarters | burglarized and weapon was stolen.
Disciplinary Action: 1 day suspension
Atlanta Field Wegpon was stolen from kitchen table at agent’s
16 07/20/00 Division residence.

Disciplinary Action: Caution
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APPENDIX II1I

ANALYSIS OF LOST, MISSING, AND STOLEN WEAPONS

WEAPONS
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1 S 0 YES YES 0 YES 249 CND
2 S 1 YES YES 41 YES 161 CND
3 S 32 NO YES 1 YES 192 CND
4 S 7 NO YES 7 YES 62 CND
5 S 2 YES YES 1 YES 97 CND
6 M 13 NO YES 1 YES 175 CND
7 S 1 NO YES 3 YES 95 CND
8 M CND CND NO N/A CND CND CND
9 S 3 NO NO N/A YES 142 CND
10 | S 19 NO YES 26 YES 184 CND
11 L 12 NO YES 7 YES 431 CND
12 L 91 NO YES 92 YES 98 CND
13 | S 26 NO YES 0 YES 61 YES
14 | s 13 NO NO N/A YES 101 CND
15 | S 1 YES YES 1 YES 70 CND
16 | S 4 NO YES 6 YES 186 CND

Legend: L = Lost, M = Missing, and S = Stolen

2 Timeliness was based on the 48-hour reporting requirement. In some cases, the
DEA-29s or other loss documents lacked sufficient information with which to calculate the
time elapsed or determine timeliness. These are denoted “could not determine” (CND).

3 A total of three weapons were reported as having no record in NCIC; these are denoted as
N/A.

4 The DEA’s semiannual Department Theft Reports, which would have included all weapons
except weapon 14, were not provided by DEA; these are denoted as CND.
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PROPERTY UNIVERSES AND SAMPLES
BY TEST, TYPE, AND LOCATION

APPENDIX 1V

TABLE 1. UNIVERSE OF ALL PROPERTY ASSIGNED TO LOCATIONS
AUDITED (PER FAS & Weapons Database 11/15/01)
SAN
ATLANTA | BOSTON DIEGO
DEA FIELD FIELD FIELD
HQ | QUANTICO | DIVISION | DIVISION | DIVISION | TOTALS
WEAPONS 231 4,887 171 348 357 5,994
LAPTOP
COMPUTERS 1174 446 53 82 99 1,854
TOTALS 1405 5,333 224 430 456 7,848
TABLE 2. SUMMARY OF ALL ITEMS REVIEWED
SAN
ATLANTA | BOSTON DIEGO
DEA FIELD FIELD FIELD
HQ | QUANTICO | DIVISION | DIVISION | DIVISION | TOTALS
PURCHASE WEAPONS | O 60 0 0 0 60
DOCUMENTS LAPTOPS 25 26 4 5 14 74
SUBTOTAL | 25 86 4 5 14 134
PHYSICAL WEAPONS | 18 36 28 28 38 148
INSPECTION LAPTOPS 28 27 17 17 21 110
SUBTOTAL | 46 63 45 45 59 258
TOTALS 71 149 49 50 73 392
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TABLE 3. DETAIL OF WEAPONS PHYSICALLY INSPECTED

SAN
ATLANTA | BOSTON | DIEGO

DEA FIELD FIELD FIELD

HQ | QUANTICO | DIVISION | DIVISION | DIVISION | TOTALS
WALK-
THROUGH 10 10 10 10 10 50
STAFF
TESTING 8 16 8 8 18 58
POOLED
INVENTORY 0 10 10 10 10 40

TOTALS | 18 36 28 28 38 148

TABLE 4. DETAIL OF LAPTOP COMPUTERS PHYSICALLY INSPECTED

SAN
ATLANTA BOSTON DIEGO
DEA FIELD FIELD FIELD
HQ QUANTICO | DIVISION | DIVISION DIVISION | TOTALS
WALK-
THROUGH 10 12 10 10 10 52
STAFF
TESTING 8 5 7 7 11 38
POOLED
INVENTORY 10 10 0 0 0 20
TOTALS 28 27 17 17 21 110

-37-



APPENDIX V
SAMPLE DEA-29

U.S. Department of Justice

Us.Departmentofdustice . PERSONAL PROPERTY NEGLIGENCE/LIABILITY ASSESSMENT
PART . To be completed and signed by employ Upon cor on, h ' sign. Forward Parts 1 through 6 to SAC, CA, or
Headguarters Office- Head, ae appropriaté. Retain Part 7 for your record: | E
DIVISION AND OFFICE NANE j o . [EMPLOYEE'S NAME -
EMPLOYEE'S TITLE : e |sociaL SECURITY NUMBER
PROPERTY CATEGORY {CHECK) Pno-PEm'v WAS (GI'EC;(] N " TINCIDENT REPORTED TO POLICE PROPERTY WAS (CHECK)
[[] orriciaL sovr. venicie oov - | [L] ‘oEs owneD . []ves [Nwe [ wosv
[] sancerckenennaLsuLDiNG PASS [] renter i [] sroren
[]- wesron - | [] =orrowsp POLICE REPORT ATTACHED [] oestroven
[] mecrmacaL ecurment [ vreaseo i {[Oves [Oxe [[] smorTom mvenTORY
[ communicanons equpment [[] ‘sezen ot Forremen) . . [] eamacen
[ apwmm. rurn/equipment [ roreerren newentRy  [Jves [ no [ oHer (expLaM BELOW)
[] provecTve sawemeny NGIG NO.
[[] omier expLam seLow) . ——— |onpam:
PROVIDE COMPLETE ITEM DESCRIPTIONANOMENCLATURE (INCLUDE DEA SERIAL NO., ETC.)
ENPLOYEE'S (ATTACH REPGRTS, INCLUDING DEA-S, IF AFPROPRIATE.) IF MORE SPACE 1§ NEEDED, CONTINUE ON PLAIN PAPER AND ATTACH
APPROPRIATE NUMBER OF COPIES.
EMPLOYEE'S NAME (TYPED) - " [eranaTURE " DATE
SUPERVISOR'S NAME (TYPED) : SIGNATURE - DATE
PART Il. To be by and appropri; official. Forward Parts 1 through 5 to Board of Professional Conduct (BC).
Rotain Part 6 for proparty record. . |
RESULTS OF (INGLUDE AC fiST AND DATE )
INVESTIGATOR'S NAME AND TIYLE (TYPED ) SIGNATURE DATE
REVIEWED BY: SACICAMHQ. OFFICE HEAD (TYPED NAME) SIGNATURE : DATE
FOR BC USE ONLY
BC HO. . VALUE§
NUMBER OF PRIOR LOSSES BYPS DATE:
DEA Form _ ag - Pravious editions aro absolets. 4-BC
{Apr. 1989) ) )
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APPENDIX VI

SAMPLE DEA-17

¥ US GOVERNMENT PRINTING.OFFICE: 2000-521-374

U.S. DEPARTMENT OF JUSTICE - DIUG ENFORCEMENT ADMINISTRATION

FIREARMS CONTROL RECORD

WMANUTACT URER _ MODEL CALIBER ; WEAPGN TYPE SERIAL NUMEER
mm-sm:mmmzm&mw; CUSTODIAN'S OFHCE - CUSTODIAN'S COST CENTER
CUSTODIAN'S s:mm CUSTODIAR'S S5SM -  BaTE

WEAPON PREVIOQUSLY ISSUEI:; TO | PREVIOUS CUSTCDIAN'S OFFICE

INSTRUCTIONS: oo C

v.vey

4

This form must be completed in its entirety whenever a DEA owned weapon changes
custodians. If the custodian has not changed, only the top 3 lines need to be
completed. . ’

All entries should be made in ink. Rubber signature stamps are prohibited.

Weapon serial numbers should be copied from the frame and must include any prefixes
and suffixes.

Primary firearms instructors should submit the original to the Office of Training,

Firearms Training Unit. A copy should be maintained in the division where the

firearm is located. A copy should be provided to the agent to whom the weapon is
assigned, if applicable.
Refer to Agent's Manual, Section 6122 for additional information.’

_ PROFERTY CUSTODIAL ASSISTANT {Fyps or print SIGNATURE OF PROPERTY CUSTODIAL ASSISTANT DATE
. _
FORM DEA-17 {5-00} . . Blectroric Form Designed in JetForm 5.2 Version
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APPENDIX VII

SAMPLE DEA-16

forfeited, eic.).
. - Recelving Cost Center - mmmmmbtsmwmmmbemm
. - Transferring Cost Center. - Official DEA, cost center assigned to the program or operation wmsfemgﬂwproperty
Accounting issued ng the

5 A
a. Receivlngnounnem# PwebaseOrderoroﬂletdommﬁnmlberMm mﬂm‘noﬂhempeﬂymew
4

11. Dale Issued - Date the itemn was agsigned to a physical custodian,
12. Physical Custodian - Siguumaﬂﬂoommofmmwhohasphyshaleusbdyofmem :
_ 13.-Property Custodial Assistant — Typedor pthtedname.sigrmlaanddabofpersondasgmd asaavi'agadnirﬁshaﬁve
whmmdmmmmmm

EXAIlPIE ‘ .
) . ; ACQUISITION DATE -+ PHYSICAL
DESCRIPTION - sermmameER . | uBEA ey | emED AL Do
- Safe, Mosler, Grey, . 123456 78910ABCDEF 152135 . |$z183.00 | 113093 '
“DEEA Forms 18 (W95) . Frevious edilion daled 7/73 it usabie uatll SI0ck 16 SxiiUEted. -
Doty oy oration S RECEIPT FOR PROPERTY
S — e ——
DATE {(AcquiredFeceived) Receiving LOCATION RECEIVING DOCUMENT #
Receiving COST CENTER IMOOSTCWER |ACOOIM11NGCI.ASSIFICA110NNO.
DEA ACOUISITION
DESCRIPTION SERIAL NUMBER A AN DATE MW
Propesty Custodial Assistant (type or print name) Signature of Property Custodial Assistant Date
' DEA -6 (3/55) _ Previous edition dalod 7/73 is usabla uitl 6t0ck is axhaveted.
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APPENDIX VIII

SAMPLE DEA-12

RECEIPT FOR CASH OR OTHER ITEMS

TO: (Name, Title, Address (including ZIP CODE), if applicable) E [FILE NO. G-DEPIDENTIFIER
{FILE TITLE
DATE

DIVISIONDISTRICT OFFICE

I hereby acknowledge veceipt of the following described cash or other item(s),
which was given intd my custody by the sbove named individual, §

AMOUNT or QUANTITY - DESCRIPTION.OF ITEM(S) PURPOSE (If Applicable)
RECEIVED BY (Signature) ; ] [NAME AND FITLE (Pont or Typs)
WITNESSED BY (Signature) NAME AND FITLE (Frind or Type)

FORM DEA-12 (8-00) Previous editions cbsolote
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APPENDIX IX

SAMPLE DEA-171a

U.S. PEPARTMENT OF JUSTICE - DRUG ENFORCEMENT ADMINISTRATION.

- EMPLOYEE CLEARANCE RECQRD
.. (READ frswuctions BEFORE COMPLETING) - - -

" NAME OF EMPLOYEE [Last, First, M) POSITION (Title, Sarios, Grado). -

EMPLOVEE'S OFFICE & DUTY STATION

FORWARDING ADDRESS {No., Steat, Aat.No., Ciy, State, Zip Codel gﬁm\rs%rs-ossemﬁon NEXT DUTY STATION
TYPE OF ACTION DO ONE: ’
SECURITY ACTIVITY - gfmw“mwhmui vmr-,he [ oam

mmuoﬁm luﬁfyﬂmlmmmwhavomﬁndawoianm-nnais&hémnm-&mwmnais‘
'y of Conduet Tgm sware of Tite 18, United States Code "Crime and P

for hovizad disch wmmwmmm,.mmmmrmmmmmhm
1 will not 1o my person of agenay. | hava no ather Government propery.
Coespax wm,mmmﬂhdmmmmmdm 1 am not d o the U.S. G my smployment
EMPLOYEE SIGNATURE caus - .. DATE
" CLEARANCE OFFICIAL CERTIRCATION (X onek ’ o
—_— le.rﬂfym:nmmmmmm sined for the abiove-niamed eenplayes and that hisfer final sstary and kemp sumt checkis) may bo refeesed.
—— lwﬂfym-lrupieddemmun For the ab d mmﬁmwmm-wmmmm
. mmywﬁnnmmmm.’-l}s.c 551Zasunmdad ) B . . E . .
mucaomémsmmwns — - - i i - DATE
LIS — i - : - n‘”":ﬁ. o
FORM DEA-171a{3-2000} Previous editions dre obsolete ) Eectronic Forms Version Designed in JotForm 5.2 Version
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