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NOTICE

The Drug Enforcement Administration (DEA) and another government
entity determined that portions of this report constitute Law Enforcement
Sensitive (LES) information. Those portions have been redacted to enable
the issuance of this public version of the report. Issuance of this report
follows efforts by the Office of the Inspector General (OIG), the DEA, and
the other government entity to agree on the scope of the redactions. The
OIG continues to believe that some redacted material is not LES, but defers
to the judgment of DEA and the other government entity. This public
version of the report contains an Executive Summary without any
redactions.

Consistent with the OIG’s ordinary practice, the full, unredacted report has
been produced to the DEA, the Department of Justice, and to relevant
congressional oversight committees.



Executive Summary

A Review of the Drug Enforcement Administration’s Use of Administrative
Subpoenas to Collect or Exploit Bulk Data

The Department of Justice Office of the Inspector
General (OIG) conducted a review of the Drug
Enforcement Administration’s (DEA) use of its
administrative subpoena authority under 21 U.5.C. §
876(a) to collect or exploit "bulk data.”! Section
876(a) authorizes the DEA to issue administrative
subpoenas, without court or other approval outside the
agency, requiring the production of records that are
“relevant or material” to certain drug investigations. 21
U.S.C. § 876(a).

For purposes of this review, we relied on the
Department of Justice’s (Department or DOJ) definition
of a "bulk collection” of data as a collection of a
significant amount of data that is unrelated to an
individual, group, or entity that is a target of an
investigation, where the data is acquired or updated
periodically on an ongoing basis. Typically, a "bulk
collection” of data captures records relating to broad
categories of transactions, such as the non-content
records of all telephone calls handled by a particular
telecornmunications service provider. Collections of
bulk data may include millions or even billions of data
points and are often loaded into computers and
analyzed by means of automated searches. The
relevance of any individual record within the large-scale
collection (such as a record of a single phone call) to a
specific open investigation is typically not determined
until after the bulk collection is acquired and queried.

The Programs

Our report addresses three programs in which the DEA
has used its administrative subpoena autharity to
collect or exploit bulk data in recent years. The DEA
has identified all of the programs discussed in this
report as Law Enforcement Sensitive. Accordingly, we
have removed program names and some operational
details about the programs to enable issuance of this
public Executive Summary.

1 pepartment of Justice Inspector General Michael E. Horowitz recused
himself from this review because he occupied senior management
positions within the Criminal Division from 1999 through 2002, a time
period during which DEA operated, with Criminal Division invalvement,
one of the programs examined herein. We did not interview Mr.
Horowitz or review his conduct because of the inherent conflict for this

Program A: Program A is a federal interagency data
analysis program spearheaded by the DEA, but initiated
with the approval of DOJ] leadership. From the 1990s
until mid-2013, as part of Program A, the DEA issued
“non-target-specific” subpoenas to multiple
telecommunications service providers to amass an
extremely large collection of bulk telephone call records
("Collection 1"}, The Collection 1 subpoenas were “non-
target-specific” in that they were not directed at or
related to particular identifiable investigations or
targets. Rather, the Collection 1 subpoenas required
the production of records for all calls made from the
United States over a recipient company’s
telecommunications network to countries that the DEA
determined had a “nexus to drugs.” The call records
that were collected, also known as “"telephone
metadata,” included the originating and receiving
telephone numbers and the date, time, and duration of
the call, but did not include the content of any calls or
subscriber information.

Under Program A, the DEA used Collection 1 data
together with other data to create analytic products for
investigations. Investigators from the DEA or other
participating federal agencies contacted a Program A
Staff Coordinator and provided relevant facts regarding
the connection between a target telephone number and
an active case. The Staff Coordinator reviewed the
request to determine if it contained a sufficient basis
connecting the target number with an active case,
referred to as “reasonable articulable suspicion” (RAS).
Once the request was approved, the DEA created
Program A investigative products by using the target
number to query the Collection 1 dataset and other
records in order to identify calls made to or from that
target number and in some cases a more in-depth
analysis of a target's telephone contacts to identify
relevant investigative links. The resulting analytical
products were sent back to the requesting office for use
in investigations,

office to evaluate the role of the Inspector General. Although auditing
standards are not applicable to this review, which is not an audit, they
provided useful guidance on his issue. See Generally Accepted
Government Auditing Standards {December 2011).
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In the summer of 2013 the Department suspended
issuance of Collection 1 administrative subpoenas and
usage of existing Collection 1 bulk data. Shortly
thereafter, Program A was significantly modified to
eliminate the use of the non-target-specific Collection 1
subpoenas for bulk collection of telephone metadata.
Instead, in 2014, the DEA began issuing periodic
subpoenas to one or more telecommunications service
provider(s) for telephone metadata related to telephone
numbers that the DEA or other participating federal
agency had determined was relevant to specifically
identified investigations. Each such subpoena
aggregates a large number of targeted requests in
specific cases into a single subpoena. Under this
target-specific approach (Collection 2), the
telecommunications service provider/subpoena
recipient, rather than the DEA, queries a bulk telephone
metadata collection that it maintains for its own
business purposes. DEA guidance requires that
investigators requesting Program A products containing
Collection 2 data demonstrate that RAS exists that a
target number is being used in the conduct of criminal
activities, After the service provider delivers the
responsive telephone metadata for calls to or from the
target numbers, the DEA generates similar Program A
analytical products for the requesting federal agencies
as were generated during the Collection 1 era. Program
A, modified by the target-specific Collection 2 approach,
remains active.

Program B: Program B involved the use of
administrative subpoenas from 2008 to 2013 to collect
bulk purchase data for a particular good or service sold
by selected vendors. The administrative subpoenas for
Program B data were not directed at or related to
particular identifiable investigations or targets. Instead,
the Program B subpoenas were issued periodically to
selected vendors of the particular good or service and
required production of customer information for each
purchase of the good or service. The DEA then queried
the responsive Program B bulk purchase data provided
by the vendors against various law enforcement
databases to identify any matches, or “hits,” in order to
identify potential targets for further investigation. In
September 2013, following inquiries from the OIG
regarding Program B, the DEA stopped issuing

administrative subpoenas in connection with this
program.

Program C: Program C is a contractual service
program, initiated by a non-D0OJ government entity in
2007, under which a telecommunications service
provider maintains and analyzes its own collection of
bulk telephone metadata for billions of calls to produce
expedited or advanced telephone analytical products in
response to target-specific administrative subpoenas
from law enforcement agencies, including DEA,
Program C does not include the content of calls. Among
other things, upon receiving an administrative
subpoena, the provider can analyze its own bulk data
collection to generate reports that identify unique
connections to target phone numbers. The provider
maintains and queries the bulk collection; the DEA's
administrative subpoenas for Program C products are
issued for particular identifiable investigations or
targets. Although this program is not one that the DEA
owns, the DEA is a major customer for Program C
products. Program C remains active.

Findings

Sufficiency of Legal Reviews

Our review found that the DEA (and the Department
with respect to Program A, Collection 1) failed to
conduct a comprehensive legal analysis of the DEA's
use of its administrative subpoena authority to collect or
exploit bulk data before initiating or participating in any
of the three programs. We found this failure troubling
with respect to Program A, Collection 1 and Program B
because these programs invelved a uniquely expansive
use of Section 876(a) authority to collect data in bulk
without making a prior finding that the records were, in
the language of that statutory provision enabling DEA’s
subpoena authority, “relevant or material” to any
specific defined investigation. Several published court
decisions have clearly suggested potential challenges to
the validity of the DEA's use of its statutory subpoena
power in this expansive, non-targeted manner. We also
found the absence of a robust legal review troubling
because the DEA utilized the bulk data collected by
means of Program A, Collection 1 and Program B
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subpoenas on an unknown number of occasions in
support of investigations by non-DEA federal agencies
that had no apparent connection to specific drug
investigations. This utilization raised significant legal
questions because the DEA had amassed the Program
A, Collection 1 and Program B bulk data collections
under its statutoery authority, in 21 U.S.C. § 876(a), to
require the production of data that was “relevant or
material” to a drug investigation.

We found that Program C raised different kinds of
challenging legal issues that the DEA also failed to fully
assess. We found that the DEA failed to formalize a
complete and adequate legal assessment regarding its
use of Program C to obtain reports and other advanced
analytical information to ensure such use was lawful
and appropriate under its administrative subpoena
authority, 21 U.5.C. § 876(a), and the Electronic
Communications Privacy Act, 18 U.5.C. § 2703(c)(2).

Adequacy of Procedural Safeguards

We found that the DEA's procedural safeguards for
Program A, Collection 2 are not sufficiently clear or
strong enough to ensure compliance with the
requirement under Section 876(a) that the information
being demanded is “relevant or material” to a drug
investigation. The DEA's guidance document instructed
users to identify RAS on an electronic request form by
selecting from a fixed “"drop-down” list that contains
only generic categories of sources from where an
investigator might have learned about the target
number, such as a confidential informant. This
procedure did not provide any particularized factual
basis on which to assess whether the requisite level of
“relevance” under Section 876(a) exists between the
target number to be included on the Collection 2
subpoena and the underlying investigation.
Additionally, the electronic form only contained one
section, a "Remarks” section, where specific facts
connecting the requested target number to the
underlying investigation could be documented.
However, the DEA's procedures lacked standards or
written guidance on what the "Remarks” section must
contain. In practice, the DEA typically did not require
more "particularization” than a single conclusory
sentence, and did not explicitly require the

documentation or certification that the request was
relevant to a drug investigation, as required for a
Section 876(a) subpoena.

We also found that the DEA failed to establish any
polices on storage or retention of the Program B bulk
data at any time before or during the operation of that
program. Although Program B is no longer active, the
DEA has failed to develop a final disposition plan
regarding tens of thousands of records of purchases
that reside on DEA servers. Without such a plan, there
is a risk that the data will be retained for a substantial
period.

Efficacy of Audits

We determined that the DEA’s current audit practices
do not meaningfully examine whether the Collection 2
subpoenas issued by the DEA in response to Program A
product requests comply with the requirement in 21
U.S.C. § 876(a) that the information requested be
“relevant or material” to a Title 21 drug investigation.
These audits consisted mainly of confirming that each of
the thousands of requests from the DEA and other
participating federal agencies included a selection of
one of the fixed drop-down selections for RAS. The
DEA's current audit practices fail to scrutinize the
"Remarks” section of the form where the only
substantive information about “relevance” may appear,
But, as noted above, the information provided in this
section often lacks specificity sufficient to establish the
particularized facts or basis for connecting the target
number to a drug investigation, even if such review had
occurred. We determined that the current version of
the Program A request form does identify the requester
and case number, which infarmation would enable an
auditor to track a Program A product request to the
case file and interview the requester to assess whether
the necessary predication for the request existed.

Use of Parallel Construction

In order to protect the unigue capabilities of Program A
and Program C, agents and analysts are instructed not
to use the information provided in the analytical
products in affidavits, pleadings, or the like, and to
keep them isolated from the official files. Users are
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instructed to "parallel construct” the information
obtained in these products before using it in reports or
court proceedings. This may require, for example,
issuing a new, target-specific administrative subpoena
to a telephone service provider for the relevant
telephone numbers identified in the Program A
investigative product that were determined to be
related to the investigation.

We found that there is nothing inherently inappropriate
about using parallel construction to re-create
information originally derived from a confidential
program for use as evidence in court filings, such as
warrant applications, or even at trial. This practice is
analogous to using conventional investigative
technigues to confirm a fact initially disclosed to a law
enforcement agency in a confidential tip. However,
parallel construction should not be used to prevent
prosecutors from fully assessing their discovery and
disclosure obligations in criminal cases. While the DEA
has denied misusing parallel construction in this
manner, we found some troubling statements in the
DEA's training materials and other documents, including
that Program A investigative products cannot be shared
with prosecutors. Such statements appear to be in
tension with Department policy on a federal
prosecutor’s “duty to search” for discoverable
infarmation from all members of the “prosecution
team,” which typically includes federal law enforcement
officers who participated in the investigation of the
defendant.

Recommendations

In total, the OIG made 16 recommendations to the DEA
to address the issues and concerns identified during our
review, including the following:

+« Before initiating or reinstating a "bulk collection”

program by use of non-target-specific
administrative subpoenas, the DEA should
conduct a rigorous written legal assessment
that specifically addresses whether 21 U.S.C. §
876(a) authorizes the issuance of non-targeted
subpoenas for exploratory or target-
development purposes, and the permissible

conditions under which such bulk data may be
shared with other federal agencies for non-drug
purposes.

The DEA should issue a final legal opinion and
updated policy on Program C and its permissible
uses.

The DEA should modify the electronic request
form for Program A products to require more
particularized documentation of the information
to establish RAS and certification that the
request pertains to a drug investigation.

The DEA should develop legally supportable
criteria for retention of Program B data collected
by use of administrative subpoenas, and policies
for the disposition of such bulk data.

The DEA and other participating federal
agencies should conduct periodic audits, on a
set schedule, of an appropriate sample of
Program A product requests to confirm, by
tracking to the investigation from which the
request originated, that there was an adequate
particularized factual basis sufficient to establish
RAS that the target number was relevant or
material to an ongoing drug investigation.

The Department should undertake a
comprehensive review of “parallel construction”
policies and practices with respect to Program A
and Program C investigative products to ensure
that these policies and practices do not conflict
with the government’s discovery and disclosure
obligations in criminal cases, or Department
policy on this subject, and that the
Department’s and DEA's guidance and training
materials on this subject be clarified as
warranted.
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CHAPTER ONE
INTRODUCTION

I. Background

This report examines the Drug Enforcement Administration’s (DEA) use of
its administrative subpoena authority under 21 U.S.C. § 876(a) to collect or
exploit “bulk data.”! For purposes of this review, we relied on the Department
of Justice’s (Department or DOJ) definition of a “bulk collection” of data as a
collection of a significant amount of data that is unrelated to an individual,
group, or entity that is a target of an investigation, where the data is acquired
or updated periodically on an ongoing basis.? Typically, a “bulk collection” of
data (often referred to herein as “"bulk data”) captures records relating to broad
categories of transactions, such as all purchases of a given item or all telephone
calls to a broad set of geographic areas. The relevance of any individual record
within the collection (such as a record of a single phone call or purchase) to a
specific open investigation is not determined until after the bulk collection is
acquired. Collections of bulk data may include millions or even billions of data
points and are often loaded into computers and analyzed by means of
automated searches. As described herein, in some cases the DEA uses its
administrative subpoena authority to benefit from a company’s ability to exploit
collections of bulk data maintained by the company. Further, none of the bulk
collections that we examined included the content of private communications.

The government’s use of collections of bulk data for counter-terrorism
investigative purposes became the subject of great public interest when Edward
J. Snowden made public disclosures in June 2013 indicating that the National
Security Agency (NSA) was collecting billions of telephone call records, or
telephone metadata, encompassing every call made through the systems of
certain telecommunications providers where at least one end of the
communication was located in the United States.3

1 Department of Justice Inspector General Michael E. Horowitz recused himself from this
review because he occupied senior management positions within the Criminal Division from 1999
through 2002, a time period during which DEA operated, with Criminal Division involvement, one
of the programs examined herein. We did not interview Mr. Horowitz or review his conduct
because of the inherent conflict for this office to evaluate the role of the Inspector General.
Although auditing standards are not applicable to this review, which is not an audit, they provided
useful guidance on his issue. See Generally Accepted Government Auditing Standards (December
2011).

2 The Office of the Deputy Attorney General used this definition to identify the scope of
“bulk collection” programs in DOJ components in the wake of the Edward J. Snowden disclosures
in June 2013 regarding the National Security Agency's bulk telephone metadata collection
program. For purposes of this review, we applied this definition to such collections amassed by
the DEA through its subpoena power, or amassed by private companies and exploited on behalf of
the DEA upon receipt of a subpoena.

3 Telephone call records or telephone metadata include transactional details regarding a
call, such as the date and time of a call, but do not include the content of the communications.



Several contemporaneous events after the Snowden disclosures led the
Department of Justice Office of the Inspector General (OIG) to initiate this
review. Later in the summer of 2013, the OIG learned about the DOJ/DEA’s
involvement in a bulk telephone metadata collection program, known as
in which bulk data involving calls made from the United States to certain other
countries was acquired by means of administrative subpoenas issued to
telephone carriers.

Also in 2013, the OIG learned that the DEA was usin
administrative subpoenas to collect bulk information about
I (\ational I [itiative or ), and that the FBI

had raised concerns about the DEA’s legal authority for that collection. In each
of these programs, the DEA was relying on its delegated authority under 21
U.S.C. § 876(a) to issue administrative subpoenas, without court or other
approval outside the agency, requiring the production of records that are
“relevant or material” to certain narcotics investigations.

In prior investigations relating to the Department’s use of telephone
metadata, the OIG found problems with the FBI’'s use of National Security
Letters, exigent letters, and other informal requests to obtain the production of
non-content telephone records from communications service providers.* Also,
since 2005, Congress has directed the OIG to conduct four comprehensive
reviews of the FBI’s use of its investigative powers under Section 215 of the
Foreign Intelligence Surveillance Act (FISA) to ensure, among other things, that
there has been no improper usage of this authority and to assess the adequacy
of safeguards established to protect privacy.>®

The information the OIG learned about the DEA's use of its administrative
subpoena authority to obtain similar non-content telephone records in bulk
raised questions that we believe are of potential interest to DOJ leadership, the
Congress, and the public. Among these were whether the DEA had adequately

4 See, e.g., U.S. Department of Justice Office of the Inspector General, The Federal
Bureau of Investigation’s Use of Exigent Letters and Other Informal Requests for Telephone
Records (January 2010); U.S. Department of Justice Office of the Inspector General, A Review of
the Federal Bureau of Investigation’s Use of National Security Letters (March 2007). Although
these investigations related to intelligence investigative authorities, the legal and policy issues
addressed in them have relevance to the issues addressed in this report.

5 See, e.g., U.S. Department of Justice Office of the Inspector General, A Review of the
Federal Bureau of Investigation’s Use of Section 215 Orders for Business Records (March 2007);
U.S. Department of Justice Office of the Inspector General, A Review of the Federal Bureau of
Investigation’s Use of Section 215 Orders for Business Records 2012 through 2014, Oversight and
Review Report 16-04 (September 2016). Classified portions of prior OIG reports on this subject
identified the NSA’s bulk telephone metadata collection pregram through the FBI's use of its
Section 215 authority. However, only a very limited number of individuals within the Department
and Congress were authorized to receive that classified information prior to the Snowden
disclosures.



confirmed that it had legal authority to collect bulk data using administrative
subpoenas, and whether the DEA had implemented adequate safeguards limiting
the retention of bulk data and ensuring that these data collections were
protected from unauthorized use by agency employees. Additionally, the OIG
had not previously reviewed the DEA’s practices in this area, but had done so
several times, as noted above, with regard to the FBI.

Concerns regarding the government'’s ability, through broad subpoena
power, to amass private data in bulk have also been the subject of law review
commentaries for at least 50 years.® Apprehensions about the tension between
privacy rights and legitimate and lawful government intrusions have become
even more acute in today’s advanced computerized society where a wealth of
information on people’s daily activities is stored electronically by businesses and
organizations and accessible to government by subpoena.’

Our report addresses three programs in which the DEA has used its
administrative subpoena authority to collect or analyze bulk data in recent
years. Two of these programs involved the collection or exploitation of bulk
telephone metadata:

6 See, e.g., Richard S. Miller, Administrative Agency Intelligence Gathering: An Appraisal
of the Investigative Powers of the Internal Revenue Service, 6 B.C. Indus. Com. L. Rev. 657, 715-
16 (1965) (concluding that “one must not be blind to the dangers [from] an agency [that used its
investigatory powers to establish a bulk data collection for use by all other government agencies]
would cause to the right to be let alone and to the concomitant protection against the tyranny of
petty officialdom which that right affords, for these constitute part of the fabric of a society where
governmental interference with individual privacy has been the exception rather than the rule.”);
Lynn Katherine Thompson, IRS Access to Bank Records; Proposed Modifications in Administrative
Subpoena Procedure, 28 Hast. Law Journal 247, 281 (1976) (concluding that vast repositories of
personal information held by banks, telephone companies, and other third parties were not
adequately restricted from government access by administrative subpoena in the “highly
computerized society” of the 1970s); Daniel J. Solove, Digital Dossiers and the Dissipation of
Fourth Amendment Privacy, 75 S. Cal. L. Rev. 1084 (2002) (expressing concern that ease of
government access by subpoena to commercial digital files on people represents “one of the most
significant threats to privacy of our times”); and Christopher Slobogin, Transaction Surveillance by
the Government, 75 Miss. Law. J. 139 (2005) (expressing similar concerns that government
access by subpoena to digital records of highly personal activities held by third parties is subject
to insufficient legal restrictions).

7 See Am. Civil Liberties Union, et al., v. Clapper, et al., 785 F.3d 787, 794 (2d Cir. 2015)
(citing alleged privacy concerns from bulk metadata collections in today’s technological capacity
for automated, large-scale reviews).



The third program addressed in our report,
, involved the use of administrative
subpoenas to collect purchaser information for every sale of a
ﬁ by certain major sellers of such devices.®

The I program was significantly modified in 2013 to eliminate
the use of non-target-specific subpoenas for bulk calling data.

This target-specific a

As modified to incorporate program remains active.

DEA suspended i} in

2013.

In examining these programs, we explored (1) the DEA’s legal authority
for the acquisition or use of these data collections; (2) the policies and
procedural safeguards established by the DEA with respect to the collection, use,
and retention of the data, including procedures to prevent misuse; (3) the DEA’s
creation, dissemination, and use of products generated from the data; and
(4) the DEA’s use of “parallel construction” or other techniques to protect the
confidentiality of these programs.!? A timeline of key events relevant to this
review is provided in Appendix A to this report.

II. Methodology

To investigate the above issues, we reviewed more than 175,000 pages of
classified and unclassified documents related to the DEA’s administrative
subpoena usage generally or to one or more of the three programs. These
materials included analyses, briefing materials, charts, guidance documents,
internal memoranda, investigative materials, policy and procedural manuals,
reports, representative subpoenas, and training documents. We also obtained
materials from several DOJ components besides the DEA that had materials
related to the issues under investigation. These DOJ components were: the
Office of the Deputy Attorney General, the Criminal Division, the Federal Bureau
of Investigation, and the Office of Legal Counsel. Additionally, we reviewed
thousands of pages of emails from the accounts of relevant Department
personnel at the DEA and other DOJ components.

..
9 When we initiated this review, we sought information regarding the DEA’s use of

administrative subpoenas for “bulk collection” since 2008. The DEA identified [l and Il as
the only programs involving the use of administrative subpoenas in this manner during this period.

10 parallel construction is a DEA term of art that appears in DEA materials for certain DEA
programs. According to the Office of the Deputy Attorney General, the Department does not
generally utilize this term for this process in other contexts.



We also conducted more than 50 interviews over the course of our
review. These interviews covered a wide range of personnel with operational
and managerial responsibility related to the DEA's use of administrative
subpoenas in the programs we focused on, or generally, including Special
Agents, Intelligence Analysts, Program Analysts, Division Counsel and
Department lawyers, Staff Coordinators, Section Chiefs, Office Chiefs, Assistant
Special Agents-in-Charge, and several other managerial personnel.

III. Organization of the Report

This report is divided into six chapters, including this Introduction.
Chapter Two describes the statutes, requlations, rules, and policies relevant to
this review. In Chapter Three we describe the program, which over
time has incorporated two different approaches for using administrative
subpoenas to exploit bulk telephone metadata in support of investigations
conducted by the DEA and other agencies. In Chapter Four we describe [l 2
DEA program that used administrative subpoenas to collect bulk data regarding

urchases of to identify targets for new investigations.

In Chapter Six we present the
0IG's analysis and recommendations.

IV. Access Issues

For a substantial period after we initiated this review, the DEA took many
actions that hindered the OIG’s access to information available to it that the OIG
was plainly authorized to obtain under the Inspector General Act.!?

These actions included failing to produce or delaying the production of
relevant and responsive materials without any compelling or sufficient basis.

Additionally,
the DEA provided the OIG with heavily redacted materials on several occasions
and engaged in a lengthy sensitivity screening of emails prior to providing them
to the OIG. Further, the OIG discovered many highly relevant documents, which
had not been produced, only after learning about them in witness interviews.
This latter issue was particularly significant with respect to the dearth of

11 5 U.S.C. app. 3 §§ 4, 6. See also Select Committee to Study Governmental Operations
with Respect to Intelligence Activities, S. Rep. No. 94-755, Book II, at IX, n.7 (1976) (This Senate
Select Committee, commonly referred to as the “"Church Committee” after then-Chairman, Senator
Frank Church, declared that the "most important lesson” derived from their review was that
"effective oversight is impossible without reqular access to th rlying working documents of

the intelligence community”) (emphasis added).




documents containing legal reviews of programs in our review, which the DEA
failed to produce to the OIG until a witness identified their existence to us. The
DEA’s actions significantly delayed our review and were wholly inconsistent with
the requirements of the Inspector General Act.

The OIG's access to information from the DEA began to improve after
high-level communications between the OIG and the DEA in December 2014,
and subsequent involvement by the Office of the Deputy Attorney General.
Nonetheless, such actions should not have been necessary for the OIG to obtain
access to information that it was lawfully authorized to obtain. However,
beginning in mid-2015, the DEA demonstrated a marked improvement in its
cooperation with the OIG and provided prompt and complete responses to the
OIG’s information requests.

Additionally, some information necessary for our review was obtained
from the FBI. The FBI responded fairly promptly to most of our requests for
information. However, the FBI delayed producing a small amount of grand jury
materials on the grounds that the OIG was not legally entitled to these materials
without approval from the Attorney General or the Deputy Attorney General.
The Inspector General disagreed in testimony before Congress and otherwise,
noting that the FBI’s legal arguments on this issue were inconsistent with the
plain language of the Inspector General Act and long standing practice of the
Department and the FBI prior to 2010.12

12 1n response to this issue, as part of the Department’s appropriations in fiscal years (FY)
2015 and 2016, Congress prohibited the Department from denying the Inspector General timely
access to records available to the Department and instructed the Inspector General to notify
Congress if such denial occurred. See Department of Justice Appropriations Act, 2015, Pub. L. No.
113-235, § 218, 128 Stat. 2130, 2200 (2014); Consolidated Appropriations Act of 2016, Pub. L.
No. 114-113, Division B, Title V § 540, 129 Stat. 2242, 2332 (2015). In July 2015 and April 2016,
the Office of Legal Counsel (OLC) issued two opinions, the first finding that Section 218 in the
Department’s FY 2015 appropriations bill did not contain a “clear and unambiguous statement”
from Congress to override specific limitations on disclosure, such as those for grand jury
materials, and the second finding that Section 540 in the Department’s FY 2016 appropriations bill
did contain such a “clear and unambiguous statement,” and thus the Department was prohibited
for the duration of FY 2016 from denying the OIG’s timely access to such materials. See The
Department of Justice Inspector General’s Access to Information Protected by the Federal Wiretap
Act, Rule 6(e) of the Federal Rules of Criminal Procedure, and Section 626 of the Fair Credit
Reporting Act, 39 Op. O.L.C. __ (July 20, 2015);
https://www.justice.gov/sites/default/files/olc/opinions/attachments/2015/07/23/2015-07-20-doj-
oig-access.pdf (accessed December 28, 2017); Authority of the Department of Justice to Disclose
Statutorily Protected Materials to Its Inspector General in Light of Section 540 of the Commerce,
Justice, Science, and Related Agencies Appropriations Act, 2016, 40 Op. O.L.C. __ (April 27,
2016); https://www.justice.gov/sites/default/files/olc/opinions/attachments/2016/04/28/2016-04-
27-disclosure-to-ig.pdf (accessed December 28, 2017). The Inspector General consistently
maintained, before and after the OLC opinions, that the OIG was entitled to these materials by
virtue of the plain language in Section 6(a) of the Inspector General Act, 5 U.S.C. app. 3 § 6.


https://www.justice.gov/sites/default/files/olc/opinions/attachments/2016/04/28/2016-04
www.justice.gov/sites/default/files/olc/opinions/attachments/2015/07

Ultimately, the access issues faced by the OIG in this and other matters
contributed to the basis for Congress’s enactment of the Inspector General
Empowerment Act of 2016, Pub. L. No. 114-317, 130 Stat. 1595 (2016), to
avoid unnecessary and prolonged delays in completing OIG reviews, as
encountered in this matter.!3

13 gection 6(a)(1) of the Inspector General Act, 5 U.S.C. app. 3 § 6(a)(1), as amended by
Section 5 of the Inspector General Empowerment Act of 2016, Pub. L. No. 114-317, 130 Stat.
1595, 1603-04, provides that the Inspector General of the Department of Justice is authorized to
have timely access to all records, documents, or other materials available to the Department,
notwithstanding any other provision of law, except a congressional provision of law that expressly
refers to the Inspector General and expressly limits the Inspector General’s right of access.



CHAPTER TWO
RELEVANT STATUTES, REGULATIONS, RULES, AND POLICIES

In this chapter we describe the applicable statutes, regulations, rules, and
policies that govern DEA’s use of administrative subpoenas to obtain or exploit
the data in the programs under review in this report.

1. Statutory and Constitutional Provisions
A. 21 U.S.C. § 876 (Administrative Subpoenas)

By federal statutes, Congress has long granted federal agencies the power
to issue subpoenas to compel the production of records (and to compel
testimony) relevant to agency investigations.!* Subpoenas issued by federal
agencies within the Executive Branch are commonly referred to as
administrative subpoenas because the federal agency itself can expeditiously
issue the subpoena without approval by a prosecutor, grand jury, or court.
Congress has delegated this power to federal agencies to enable them to fulffill
their statutory mandates, which may include investigating potential violations of
federal law.15

In the Controlled Substances Act, codified at 21 U.S.C. § 801 et seq.,
Congress delegated to the Attorney General the power to issue subpoenas in
connection with investigations into drug crimes (referred throughout this report
as “Title 21" investigative authority).!®¢ Section 876(a) provides, in relevant
part, that:

14 See, e.g., 24 Stat. 379, 383, Sec. 12 (1887) (providing the Interstate Commerce
Commission the power to issue subpoenas to compel the production of records relating to any
matter under investigation).

15 Indeed, when the Department of Treasury was responsible for enforcement of narcotics
laws, prior to the creation of the DEA, Congress recognized the need to provide the Treasury
Department with subpoena power, in 1955, to assist in the enforcement of federal narcotics laws.
See H.R. Rep. No. 84-1347 (1955); S. Rep. No. 84-1247 (1955); see also 101 Cong. Rec. 10085
(1955)(remarks of Rep. Cooper noting that lack of subpoena authority “handicaps enforcement
officers” in enforcement of narcotics laws); id., (remarks of Rep. Jenkins summarizing that the
House bill would authorize the Secretary of the Treasury to subpoena the production of any
records which the Secretary found “necessary or relevant to an investigation in connection with
the enforcement of laws pertaining to narcotic drugs and marijuana”).

16 The DEA’s primary enforcement mission is to enforce Titles II and III of the
Comprehensive Drug Abuse Prevention and Control Act of 1970, Pub. L. No. 91-513, 84 Stat.
1236, 1242, 1285, which are cited as the Controlled Substances Act and the Controlled
Substances Import and Export Act, respectively. The Controlled Substances Act is codified at Title
21, Chapter 13, Subchapter 1, Sections 801-904; 21 U.S.C. §§ 801-904; and the Controlled
Substances Import and Export Act is codified at Title 21, Chapter 13, Subchapter 2, Sections 951-
971; 21 U.S.C. §§ 951-971. For purposes of this report, references to the DEA’s "Title 21"
investigative authority refers only the Controlled Substances Act, 21 U.S.C. §§ 801-904.

Two years prior to enactment of the Controlled Substances Act, which placed drug
enforcement laws under a single statute, many drug enforcement responsibilities were transferred



In any investigation relating to his functions under this subchapter
with respect to controlled substances, listed chemicals, tableting
machines, or encapsulating machines, the Attorney General may
subpena [sic] witnesses, compel the attendance and testimony of
witnesses, and require the production of any records (including
books, papers, documents, and other tangible things which
constitute or contain evidence) which the Attorney General finds
relevant or material to the investigation.

21 U.S.C. § 876(a).
B. 18 U.S.C. § 2703 (Electronic Communications Privacy Act)

Title II of the Electronic Communications Privacy Act (ECPA), 18 U.S.C.
§§ 2701-2711, as amended, addresses law enforcement access to stored
communications.!’” ECPA generally prohibits communications service providers
from “knowingly divulg[ing] a record or other information pertaining to a
subscriber to or customer of” a communications service to any governmental
entity.!® However, ECPA contains exceptions to this general prohibition, which
include when a federal governmental entity issues an administrative subpoena.!?
For example, Section 2703(c)(2) of EPCA requires communications service
providers to disclose in response to an administrative subpoena not the content
of communications, but the:

(A) name;
(B) address;

from the Department of Treasury and the former Department of Health, Education, and Welfare to
a new agency, the Bureau of Narcotics and Dangerous Drugs, within the Department of Justice.
See Reorganization Plan No. 1 of 1968, 33 Fed. Reg. 5611 (1968).

In 1973, the Drug Enforcement Administration was established within the Department of
Justice and the Bureau of Narcotics and Dangerous Drugs was abolished. See Reorganization Plan
No. 2 of 1973, 38 Fed. Reg. 15932 (1973). Section 1 of this reorganization plan transferred from
the Treasury Department to the Attorney General “all intelligence, investigative, and law
enforcement functions” relating to illicit drug activities, except those at ports of entry or borders.
Reorganization Plan No. 2 of 1973, 38 Fed. Reg. 15932 (1973). For example, the Treasury
Department has administrative subpoena power under Section 967 of the Controlled Substances
Import and Export Act, 21 U.S.C. § 967, with respect to investigations to enforce 18 U.S.C. § 545
relating to smuggling of unregistered controlled substances into the United States. As referenced
below, the Attorney General subsequently assigned to the DEA Administrator all functions vested
in the Attorney General by Section 1 of Reorganization Plan No. 2 of 1973, and not otherwise
specifically assigned. 28 C.F.R. Part 0, Subpart R § 0.100(c).

17 Pub. L. No. 99-508, § 201, 100 Stat. 1848, 1860 (1986) (sometimes referred to as the
Stored Communications Act, in contrast to prospective surveillance of content and non-content
information of electronic communications under Title I and Title III of the Electronic
Communications Privacy Act, which contains the general federal wiretap statute, 18 U.S.C. § 2511
et seq., and the pen register statute, 18 U.S.C. § 3121 et seq., respectively).

18 18 U.S.C. § 2702(a)(3).
19 18 U.S.C. § 2702(c); 18 U.S.C. § 2703(c)(2).



(C) local and long distance telephone connection records, or
records of session times and durations;

(D) length of service (including start date) and types of service
utilized;

(E) telephone or instrument number or other subscriber number
or identity, including any temporarily assigned network
address; and

(F) means and source of payment for such service (including any
credit card or bank account number),

of a subscriber to or customer of such service. 18 U.S.C. § 2703(c)(2).2°
C. Fourth Amendment and the Third-Party Doctrine

The Fourth Amendment protects “[t]he right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches and
seizures.”?! “Searches” are not limited to “physical intrusions” because the
Fourth Amendment “protects people, not places.”?? Thus, a “search” can occur
without any physical intrusion if a court finds that a “reasonable expectation of
privacy” exists.?3

However, the Supreme Court typically held “that a person has no
legitimate expectation of privacy in information he voluntarily turns over to third
parties,” and thus the Fourth Amendment does not apply in such
circumstances.?* This remains so even if a person provides information to third
parties “on the assumption that it will be used only for a limited purpose and the

20 Other provisions of ECPA enable law enforcement agencies to obtain stored content or
other records beyond the transactional telephone records in Section 2703(c)(2), by administrative
subpoena or other means, if more stringent conditions are met. Under Section 2703(a) and (b) of
ECPA, law enforcement agencies can require the disclosure of the contents of wire or electronic
communications with a search warrant. See 18 U.S.C. § 2703(a) and (b). A law enforcement
agency can also require the provider of “electronic communications services” to disclose the
contents of wire or electronic communications that have been in electronic storage for more than
180 days by administrative subpoena, if the law enforcement agency provides prior notice to the
subscriber or customer. See 18 U.S.C. § 2703(a) and (b)(1)(B)(i). Further, law enforcement
agencies may require the disclosure of other records or information of a subscriber or customer,
not listed in Section 2703(c)(2) with a court order under Section 2703(d), where the government
provides “specific and articulable facts showing that there are reasonable grounds to believe” that
the records or other information sought are “relevant and material to an ongoing criminal
investigation.” See 18 U.S.C. § 2703(d).

21 .S, Const. amend. 1V.
22 Katz v. United States, 389 U.S. 347, 351-53 (1967).

23 Smith v. Maryland, 442 U.S. 735, 739-746 (1979) (explaining application of Katz
“reasonable expectation of privacy” test).

24 Smith, 442 U.S. at 743-44 (holding that a telephone user had no reasonable
expectation of privacy in the telephone numbers he dialed and conveyed to telephone company,
which were recorded by government surveillance through a pen register device).
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confidence placed in the third party will not be betrayed.”?> Subsequent court
decisions have referred to this doctrine as the “third-party doctrine.”26

Notwithstanding the foregoing, the Supreme Court recently ruled that the
third-party doctrine does not extend to the government’s collection of historical
cell-site location information from wireless carriers.?’” The Supreme Court noted
that historical cell-site location information provides a “detailed and
comprehensive record” of a person’s past movements from his cell phone’s
connections to the wireless network.?® The Supreme Court found that given this
“unique nature of cell phone location records, the fact that this information is
held by the wireless carrier “does not by itself overcome the user’s claim to
Fourth Amendment protection.”?® The Supreme Court observed that there “was
a world of difference” between the limited types of personal information
addressed in older cases where the Court found that the third-party doctrine
applied (business records of a bank and telephone numbers dialed) and the
“exhaustive chronicle of location information casually collected by wireless
carriers today.”3° Moreover, the Supreme Court noted that the underlying
rationale of the third-party doctrine—voluntary exposure—did not apply to cell-
site location information because the cell phone itself sends a signal as to its
location by virtue of operation without any affirmative act by the user.3!
Accordingly, the Supreme Court held that “an individual maintains a legitimate
expectation of privacy in the record of his physical movements as captured
through [cell-site location information],” and thus government acquisition of this
information from wireless carriers constitutes a “search” for Fourth Amendment
purposes.32 However, the Supreme Court noted that its decision was a “narrow
one” that did not address other matters not before it, including other types of
cell-site location information or other business records that might incidentally
reveal location information.33

25 United States v. Miller, 425 U.S. 435, 440-43 (1976) (holding that individual had no
reasonable expectation of privacy in his bank records, which were subpoenaed by the government,
because he voluntarily conveyed the information to the bank, which was exposed to employees in
the ordinary course of business, and the materials were the records of the banks).

% Gee, e.g., Carpenter v. United States, 585 U.S. , (2018) (slip op. at 9-10).
27 Id. at 10-11, 15, 17, 22,

28 Id. at 10-11.

29 Id. at 11.

30 JId., at 13-17.

31 Id. at 17, 22.

32 d, at 11, 15-17, 22.

3 Id. at 17-18.
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II. 28 C.F.R. § 0.104, App., Sec. 4 (DEA and FBI Personnel Authorized
to Issue Subpoenas)

By regulation, the Attorney General has delegated authority to issue Title
21 administrative subpoenas to the DEA Administrator.3* The DEA Administrator
has redelegated this power, as codified by regulation, to most managers or
supervisors in a field office and to certain managers and personnel in the
Inspections Division at DEA headquarters.3* These authorized personnel at field
offices include: Special Agents-in-Charge, Associate Special Agents-in-Charge,
Assistant Special Agents-in-Charge, Resident Agents-in-Charge, and Special
Agent Group Supervisors.36

The DEA Administrator has also redelegated the authority to issue
administrative subpoenas to the Deputy Assistant Administrator of the Office of
Special Intelligence within the Intelligence Division (formerly known as the
Deputy Chief of Intelligence). This redelegation has existed since 1997,
although it was effectuated by memorandum and is not codified by regulation.

III. DEA Agents Manual

The DEA Agents Manual (Manual) contains approved operational policies
and procedures to guide the conduct of DEA Special Agents and other personnel
in drug law enforcement operations and activities. The Manual contains several
sections on the appropriate use of DEA’s administrative subpoena authority,
including an overview of legal requirements and policies or procedures
governing the acquisition and use of certain records or information. We discuss
below the sections relevant to our review.

A. Business Records Generally

of the Manual provide guidance on obtaining
business records generally by administrative subpoenas.

It also identifies the DEA
personnel at headquarters or field offices who are authorized to issue
administrative subpoenas, which matches the collective personnel codified in the
Code of Federal Regulations listed above.3’

34 28 C.F.R. Part 0, Subpart R § 0.100. The Attorney General has delegated concurrent
authority in connection with investigations of illicit drug activities to the FBI Director, who has
redelegated the authority to certain other FBI employees. See 28 C.F.R. Part 0, Subpart P § 0.85;
App. to Subpart R, Sec. 1 and 4.

35 See 28 C.F.R. Part 0, § 0.104; App. to Subpart R, Sec. 4.
36 See id.
37 Seeid.




Most DEA administrative subpoenas do not seek bulk data. They are
issued on a one-time basis to a person or organization seeking specific
information relevant to a particular investigation. (For purposes of this report,
such subpoenas will be referred to as “"conventional administrative subpoenas.”)
The DEA's conventional administrative subpoenas from the NSG are generated

3 The NSG came online in November 2008. Prior to then hard-copy templates were used
and OCC’s Domestic Criminal Law Section or Division Counsel addressed any case-specific
questions.
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B. Subscriber/Toll Records

C. Documentation Requirements

As noted above, the Attorney General’s authority to issue Title 21
administrative subpoenas has been delegated to certain supervisors in DEA field
offices, among others. DEA witnesses told us that in general, the process for
line agents to obtain approvals from authorized supervisors for administrative
subpoenas is informal, involving direct communications between agent and
supervisor about the need for such a subpoena in a particular investigation.
Although the Manual contains some provisions regarding the appropriate use of
administrative subpoenas, as detailed above, there is no requirement that DEA
personnel provide an internal written justification accompanying the subpoena
request that demonstrates compliance with those policies. In particular, there is
no requirement to document in writing the relevance or materiality of the
requested information to the investigation for which it is requested. As one DEA
manager explained, the DEA generally does not go through a written
justification process that might address questions, such as “why do you need
this, what are you looking for. . ., what do you expect to get out of it?” Rather,
he said “[i]t's pretty much. . .on the trust system,” and that if it were used
inappropriately it would be tantamount to falsifying an official record.

14



CHAPTER THREE

THE | PROGRAM

It was developed
in the early 1990s to help combat drug trafficking in the United States b
internationally-controlled organizations.

The DEA and the Department of Justice (Department or DOJ) have
promoted for many years as a “critical tool” for identifying and
targeting the command and control communications of transnational drug
trafficking entities, whose organizations are responsible for the significant
percentage of illicit drugs in the United States.

I. The Ml Collection

3% There is no standard Department (or Executive Branch) definition of “law enforcement
sensitive.” See 81 Fed. Reg. 63336 (Sept. 14, 2016) (promulgating the Controlled Unclassified
Information Program, 32 C.F.R. Part 3200, establishing “an open and uniform program for
managing [unclassified] information that requires safeguarding or dissemination controls” due to
the prior "ad hoc, agency-specific approach” of more than 100 different markings for such
information across the Executive Branch), The DEA uses the term “law enforcement sensitive” for
programs with other law enforcement agencies and considers the term to be similar to its
definition of "DEA Sensitive” information. Under Section 3.5 of the DEA’s security classification
guide, "DEA Sensitive” information is information that, while not meeting the criteria for classified
materials, requires controls and restrictions from public access. The types of information that DEA
requires protection under this designation includes: information and materials that are
investigative in nature and that are critical to the operation and mission of DEA. Protection of
information with this designation is governed by exemptions in the Freedom of Information Act, 5
U.5.C. § 552 et seq., such as 5 U.5.C. § 552(b)(7)(E) (exempting public disclosure of information
that "would disclose techniques and procedures for law enforcement investigations or prosecutions
. . . if such disclosure could reasonably be expected to risk circumvention of the law™).
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0 These call
records, also known as “telephone metadata,” included the originating telephone
number, the receiving telephone number, the date, time, and duration of the
call, and the type of payment, but did not include the content of any calls or
subscriber information. !

SOD is a headquarters component within the DEA's
Operations Division, which is led by the DEA’s Chief of Operations, who in turn
serves as the principal advisor to the DEA Administrator and Deputy
Administrator on all operational matters and programs. SOD was established to
manage and process investigative and intelligence products from the
program and other programs containing classified comronents. Details

regarding how NS and SOD offices operated during the [l era are

provided in the subsections below.
A. The |l Subpoenas

As detailed below, the collection was active from 1993 to 2013.
The administrative subpoenas for data were not directed at a particular
identifiable DEA investigation or target.

40 ags noted below, the Il database was routinely purged of metadata relating to calls
more than 2 years old.

41 The participating carriers provided additional metadata in the form of proprietary codes
that the carriers collected for their own business purposes. This data was not meaningful or useful
to the DEA, but the companies did not spend extra time or money to weed out the data that the
DEA did not want or use.
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2

The [JJJl} subpoenas required the production of metadata for all calls
made from the United States over the recipient company’s network to countries
that the DEA determined had a “nexus to drugs.” Although the explicit criteria
used to find a “drug nexus” varied over time, DEA records reflected an emphasis
on countries that had a connection to sources of illegal drugs or precursor
chemicals, drug trafficking, or drug-related money laundering. By 2012, DEA
had expanded the scope of “drug nexus” to include countries in which drug-
related proceeds were being used to support terrorist activities.

The DEA reviewed and approved the country list for the [l program
annually to ensure that these countries continued to have a “drug nexus,” as
demonstrated by the prior year’s law enforcement activities and other sources
on drug trafficking trends. NS completed written justification memoranda for
proposed countries to retain in, add to, or delete from the i bulk collection,
which required written concurrence by senior managers. By 2013, the DEA had
developed 10 specific criteria, derived from prior law enforcement activities and
sources on drug-related trends, that it used to justify maintaining, adding, or
deleting countries from the - bulk collection. DEA documents and testimony
indicate that the written justification memoranda and the resulting lists were
reviewed and approved at varying intervals ranging from quarterly to every 1 or
2 years by senior DEA managers. Over the years, officials in the DOJ Criminal
Division, including but not limited to the Deputy Assistant Attorney General,
reviewed and approved the country list at irregular intervals.

Although most subpoenas sought metadata for
calls made from the United States to countries on the “drug nexus” list, we
learned that for some companies the DEA prepared a separate
administrative subpoena to obtain bulk telephone metadata for all calls between
any of the designated foreign countries that transited a telecommunications
service provider’s network.

42 As referenced in Chapter Two, the DEA Administrator redelegated the authority to issue
administrative subpoenas to the NS Deputy Assistant Administrator in 1997. The DEA could not
locate materials that identified the delegated DEA official who issued subpoenas between
1993 and 1997.
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In each [l subpoena, the Department and the DEA affirmed to the
company-recipient that the bulk metadata was being sought “in connection with
ongoing criminal investigative activities” of the DEA and “other U.S. federal drug
law enforcement authorities as authorized by law,” and the responsive metadata
provided by the recipient “shall be used for that purpose only.” Like the DEA’s
conventional administrative subpoenas, the i subpoenas were issued on a