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10 July 2009

(U) Preface

(g) Title III of the Foreign Intelligence Surveillance

Act Amendments Act of 2008 required the Inspectors General
(IGs) of theé elements of the Intelligence Community that
participated in the President’'s Surveillance Program (PSP) to
conduct a comprehensive review of the Program. The IGs of
the Department of Justice (DoJ), the Department of Defense
(DoD), the Central Intelligence Agency (CIA), the National
Security Agency (NSA), and the Office of the Director of
National Intelligence (ODNI) participated in the review
required under the Act. The Act required the IGs to submit a
comprehensive report on the review to the Senate Select
Committee on Intelligence, the Senate Committee on the
Judiciary, the House Permanent Select Committee on
Intelligence, and the House Committee on the Judiciary.

(U) Because many aspects of the PSP remain classified,
and in order to provide the Congressional committees the
complete results of our review, we have prepared this
classified report on the PSP. The report is in three
volumes:

& 7Volume I summarizes the collective results of the

IGs' review.

o vVolume II contains the individual reports prepared

and issued by the DoD, CIA, NSA, and ODNI IGs.

e vVolume III contains the report prepared and issued

by the DoJ IG.

(U) The unclassified report on the PSP required by
Title III has been provided to the Congressional committees
in a separately bound volume.
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(U) The President’s Surveillance Programm

(U) INTRODUCTION

FSAHSIHOCANEY. Tn response tothe terrorist attacks of 11 September 2001, on
4 October 2001, President George W. Bush issued a. Top Secret authorization to the
Secretary of Defense directing that the :s‘_‘i»gnals;_intellig@nce»(SIG[NT)",qapabilities of the
National Security Agency (NSA) be used to detect and preverit further attacks in the
United States, The Presidential Authorization stated that an extraordinary emergency
existed permitting the use of electronic surveillance within the.United States for
counterterrorism puiposes, without a court order, under certain circumstances. For more
than five years, the Presidential Authorization was renewed at 30- to 60-day intervals to
authorize the highly classified NSA surveillanee program, which is referred to throughout
this report as the President's Surveillance Program (PSP).!

T - Under the Presidenitial Authorizations, the NSA intercepted the
content of international felephong and Titernet communications of botl U.S. and non-U.8.
persons, In-addition, the NSA collected telephone and Internet metadata—
comimunications sigrialing information s$howing contacts between and anong telephone

icati ddresses, b ti ' ( fthe

-~ 'he-co data information was:
analyzed by the NSA, working ‘

; witht other members of the Intelligence Community (IC), to
senerate intelligence reports. These reports were sent to the Federal Bureau of
Tnvestigation (FBI), the Central Intelligence Agency (CIA), and other intelligence
organizations. »

(U) The scope of collection permitted under the Presidernitial Authorizations varied
oveér time. In stages between July 2004 and January. 2007, NSA ceased PSP collection
activities under Presidential authorization and resumed them under four separate coutt
ordersissued in accordance with the Foreign Intelligence Surveillance Act of 1978 as
amended (FISA).2

(U) Scope of the Review

(U) Title III of the Foreign Intelligence Surveillance Act Amendments Act of 2008
(FISA Amendments Act)—signed into law on 10 July 2008—required the inspectors

1{S/A¥E)- The cover ternm NSA uses o protect the President's Surveillance Program is STELLARWIND.
2{U) Unless otherwise indicated, reférences to FISA in this report are to the statute as it existed prior to being
amended in 2008,




general of the elements of the IC that participated in the PSP to conduct a comprehensive
review of the program.} The Act required that the review examine:

(A) all of the facts necessary to describe the establishment,
implementation, product, and use of the product of the Progran;

(B) :access to. legal reviews of the Program and access to information
abott the Program; \

(C) communications with, and participation of, individials and entities
in the private sector related to the Program; '

(D) interaction with the Foreign Intelligence Survelllance Court and.
{ransition to court orders related to the Program; and

(B) any other matters identified by any such Inspector General that
would enable that Inspector General to complete a review of the
Program, with respect to such Department or element.

(U) The Inspectors General (IGs) of the Department of Defense (DoD), the Department
of Justice (DoT), the CIA, the NSA, and the Office of the Director of National Infelligerice
(ODNI) conducted the review required under the Act. This report summarizes the.collective
results of the IGs' review. Conclusions and recommendations in this. report that are attributed
to a particular IG should be understood to represent that IG's opinion. Individual reports
detail the results of each IG's review and are annexes to this report. All of the reports have
been classified in accordance with the program's classification guide, which was revised
during our review and re-issued on 21 January 2009,

(U) Title IIT of the FISA Amendments Act also required that the report of any
investigation of matters relating to the PSP conducted by the DoJ, Office of Professional
Responsibility (OPR) be provided to the DoJ IG, and that the findirigs and coviclusions of

such investigation be included in the DoJ 1G's review. OPR intends to review whetherany

standards of professional conduct wers violated in the preparation of the first series of legal
memorandums supporting the PSP. OPR has not yet completed its review or provided its
findings and conclusions to the DoJ IG.

(U) Methodology

(U) During the course of this review, the participating IGs conducted approximately
200 interviews. Among the individuals we interviewed were: former White House Counsel
and Attorney General Alberto R. Gonzales; former Deputy Attorney General
James B. Comey; FBI Director Robert S. Mueller, III; former Secretary of Defense

3 (Uy The President’s Surveillance Program is defined in the Act as the intelligence activity involving
communications that was authorized by the President during the period beginning on 11 September 2001 and
ending-on 17 January 2007, including the program referred to by the President in a radio address on

17 Decetriber 2005 (commonly known as the Terrorist Surveillance Program),




Donald H. Rurhsfeld; former NSA Director, Principal Deputy Director of National
Intelligence, and CIA Director Michael V. Hayden; former Director of Central Intelligencg
(DCI) and CIA Director Porter J, Goss; NSA Director Lieutenant General

Keith B. Alexander; former Directors of National Intelligence John D. Negroponte and.

T. M. McConnell;, and former National Counterterrorism Center (NCTC) Director

Johti O, Brennan. Certain other persons who had significant inyolvenient in the PSP either
declitied or did riot respond to our requests for an interview, including former Deputy
Secretary of Defense Paul D. Wolfowitz; former Chief of Staff to President Bush

Andrew. H. Card; David S. Addington, former Counsel to Vice President Richatd B. Cheney;
former Attomey General John D. Asheroft; former Deputy Assistant Attorney General

Tohn Yoo; and former DCI George J. Tenet

[AJ]

nd 1 g ANz - senior officials from DoJ's Criminal and National Security
Divisions; and current and former senior NCTC officials. We also interviewed DoJ officials
and office of general counsel officials fror the participating organizations who were
involved in legal reviews of the PSP and/or had access to the memorandums supporting the
legality of the PSP.
~(SHA¥F)- We examined thousands of electronic and hardcopy documents, including the

P‘r‘c@si'dential'Authorizations, terrorist threat assessments, legal memorandums, applicable
regulations and policies, briefings, reports, correspondence, and notes. We obtained access
to-an FBI databasé of PSP-derived leads that had been disseminated to FBI field offices.

We used the database to confirm information obtained through interviews and to assist in our
analysis of FBI investigations that utilized PSP information, We evaluated the justifications
included in the requests for information (RFIs) submiited by the CIA to the NSA (o
determine whether they were in accordance with program guidelines. Reports of prior
reviews and investigations of the PSP conducted by the NSA IG were also utilized in our

bl,
b3,
b7E




(U) INCEPTION OF THE PRESIDENT'S
‘SURVENLANGE PROGRAN

(U} Mational Security Agency Counterterrorism
Effarts Prior to 11 Sepiember 2001

For more than a decade before the terrorist attacks of 11 September 2001,
NSA was ﬂpplymg its SIGINT capabilities against terrorist targets inresponse to IC
requigements! The NSA, SID, Counterterrorism: (CT) Product Line led these efforts. NSA
was auihorized by Executive Order (B.0.) 12333, United States Intelligence Activities,
4 December 1981, as amended, to collect, process, and disseminate SIGINT iriformation
for foreign mte]hgence and counterintelligence purposes in aceordance with DCI guidance
and to support the conduct ol mililary operations under the guidance of the Secretary of
Defense. Itis the policy of U.S. Government entities that conduct SIGINT activities that
they will collect, vetain, and disseminate only foreign communications. In September
2001, NSA’s compliance procedures defined foreign communications-as communications
havmg af least one communicant-outside the United States, communications entirely
among foreign powers, or communications between a foreign power and officers or
employees.of a foreign power. All other communications were considered domestic
-communications. NSA was not authorized under E.O. 12333 to collect communications
from a wite in the United Stafes without a court order unless the communications
originated and terminated outside the United States or met applicable exceptions to the
requiremert of a court order under FISA.

(U) FISA, S0U.S:C. § 1801, et seq,, was enacted in 1978 o "provide legislative
authorization and regufation for all electronic surveillance conducted within the United
States for foreign intelligence purposes.” FISA authorizes the Federal Government to
engage in electronic surveillance and physical searchés; to use pen register and trap and
trace devices, and to obtain business records to acquire foreign intelligence information by
targeting foreign powers and agents of foreign powers inside the United States.* Asa
general rule; the FISC must ﬁrst approve an application for a warrant before the
government may initiate elecironic surveillance.

~(SHSHAMY Prior to the PSP, NSA authority to intercept foreign communicafions:
included the Director, NSA’s authority to approve the targeting of communications with
one communicant within the United States if technical devices could be employed to limit
collection to
United State

4 (U) Theterm "pen register” is defined in 18 U.S.C. § 3127 as a device or process which records or decodes
dialing, routing, addrassing, or signaling information transmitted by ap instrument or facility from which a wire or
electronic c:ommumcatmn is transmitted, provided, however, that such information shall not include the contents
of any rommunication. The term "trap and trace device” is defined in 18 U.S.C. § 3127 as a devics or process
which captures the incoming electronic or other impulses which identify- the-originating number or other dialing,
routing, addressing, and signaling information reasonably likely to identify the source of 2 wire or electronic
communication, provided, however that such information shall not inchide the contents of any communication.




cllc"ﬁion, .t1e':co‘11c”tlon’t‘équii‘d apprc‘)valiby the Attoméy Géneral‘.v The*D‘.iréCtor& NSA
fcould-.exercise.thiisvauthority, except wlien the collection was otherwise regulated, for
éxaimple, under FISA for communications collected from a wire in the United States.

(U) NSA initially Used Existing Authorities to

Enhance Signals intelligence (SIGINT) Collection .
After the September 2001 Terrorist Attacks '

“selectors,

Hayd: 4 September 2001 approval memorandum stated that the PUEPOSE OL G
targeting was to facilitate “dialing analysis/contact chaining,”s NSA Office of General
Counsel (0GC) persormel concurred with the proposed activity, but provided a
Handwritten note to Hayden stating that chaining was permitted only on foreign mumbers
and no U.S. number could be chained without a cout order. Collection of the content
was not addressed in the mermorandum: However, other
and SID personnel understood that Hayden also

documentation indicates that NSA 0GC )
lhad approved content collection and analysis, NSA OGC personnel told us that Hayden’s.

action was a lawful exercise of his authority under E.O. 12333. In addition, according to
puty 1. Hayden had decided by 26 September 2001 thatj

. . would be presumed to be of foreign £11tellig'eiice'value and could be provided
io the FBI. Hayden told us that his actions were a “tactical decision” and that he was

opetaling in a unique environment because it was widely believed that mere terrorist
attacks on U,S. soil were imminent.

In late September, Hayden informed Tenet that he had expanded SIGINT
operations under E.O. 12333 authority. According to Hayden, Tenet later said that he had
explained the NSA's expanded SIGINT operations to Vice President Cheney during a
meeting at the White House. On 2 October 2001, Hayden briefed the House Permanent
Select Committee on Intelligence on his decision to expand operations under E.O. 12333
and informed members of the Senate Select Committee on Intelligence by telephone.

is the process

£



{U). NSA Explored Options to Improve
SIGINT Collection and Address
Intelligence Gaps on Terrorist Targets

~{8/A4) Hayden did not attend the meeting at the White House at which Tenet.

explained the NSA's expanded SIGINT operations to the Vice President. According to

Hayden, Tenet told him that during the meeting the Vice President asked if the IC was:
doing everything possible to prevent another attack. The Vice President specifically asked
Tenet if NSA could do more. Tenet then discussed the matter with Hayden Hayden told
Tenetthat nothing more could be done within existing authorities. Ina follow-up-
telephone conversation, Tenet asked Hayden what the NSA could do if it was provided
additional authorities. ‘To formulate a response, Hayden met with NSA personnel, who
wete already working to fill intelligence gaps, to identily additional authorities to support
SIGINT colléction activities that would be operationally useful and technically fcasﬂale, In
pafuculeu diseussioris focused on how NSA might bridge the “international gap,” i.e.,
collection of international communications in which one comniunicant was within the

United States.

(U) Inthe days immediately after 11 September 2001, the House Permanent Select
Committee on Intelligence asked NSA for technical assistance in drafting a proposal to
amend FISA to give the President anthority to conduct electronic surveillance without.a
court order to obtain foreign intelligence information. On 20:September2001, the NSA
General Counsel wrote to White House Counsel Gonzales asking if the proposed
amendment to FISA had merit. We found no record of a response to the NSA General
Counsel's writing and cotrld not detérmine why the proposal to amend FISA was not
pursued at that time.

(U) Hayden said that, in his professional judgment, NSA could not address the
1ntelhgencc gap using FISA. The process for obtaining FISC orders was slow; it involved
extensive coordination and separate legal and pohcy reviews by several agencies,
Although FISA's emergenocy authorization provision permitted 72 hours of surveillance
before obtaining a court order, it did not allow the government to underfake surveillance
immediately, Rather, the Attomev General had to ensure that eme ency surveillance




(U) Impediments to SIGINT Collection
‘Against Terrorist Targets Were Discussad
‘With the Whnte House

—S/ANE)Hayden recalled that, after consultmt7 with NSA. personnel, he-discussed with
the White House how FISA constrained NSA: collection of communications carried on a
wire in the United States. Hayden explained that NSA cguld not collect from a wire in the
United States, without a court order, content or metadata from communications that
originated and/or terminated in the United States. Hayden also said that communications
nietadata do not have the same level of constitutional protection as the content of
commications and that accéss to metadata concerning commumications lmvmg one end
in the United States would significanily enhance NSA’s analytic capabﬂltles Uayden
suggested that the ablhty to collect communications that originated or terminated in the
United States without a court order would increase NSA’s speed and agility. Aftertwo
additional meetings with Vice President Cheney to discuss further how NSA collection
capabilitics could be expanded along the lines described at the White House meeting, the
Vice President told Hayden to work out a solution with Counsel to the Vice President
David Addington.

(U) Authorization of the
President's Surveillance Program

According to Hayden, Addington drafted the first Presidential
Authoruallon of the PSP. Hayden characterized himself as the “subject matter expert,’
and he said that no other NSA personnel, including the General Counsel, participated in
dmftmg the authorization. Hayden also said that DoJ personnel had not been involved in
his diseussions with Addington concering Presidential authorization ofthe PSP. The PSP
camie into existence on 4 October 2001, when President Bush signed the Presidential
Authorization drafied by Addington. The authorization was entitled: Presidential
Authorization for Specified Electronic Surveillance Activities during a Limited Period to
Detectand Prevent Acts of Terrorism within the United States. Between 4 October 2001
and § December 2006, President Bush signed 43 authorizations, exclusive of modifications
and other program-related memoranda to the Secretary of Defense.

(U) SIGINT Activities Authorized Under the Program

—CESHSTEW/STHOEAN) The 4 October 2001 Presidential Authorization directed the

Secretary of Defense to "use the capabilities of the Department of Defense, including but
not ljmited to the signals intelligence capabilities of the National Security Agency, to
collect foreign intelligence by electronic surveillance," provided the surveillance was

intended to;




rcommmumtmn can 1ed mto or out of the Umted n cab e}
g - b)(ﬂ (b)(3)

“COMMUNICALIoN 1S & g up engaged inmternational terrorism, or:
activities in preparation therefor, oran agent of such a group; or

(b) acquire, with respect to a communication, header/router/addressing-
{type information, including telecommunications dialing-type data, but
not the contents of the communication, when (i) at least one party to
sucli communication is outside the United States or (ii) no party to such
commutication is known to bé a citizen of the United States,

any commumcatmn mciudmur 1hose to, irom,or exchmve y within the:United States,
wherg probable cause eXlSted to believe one of the communicants was engaged in
international terrorism, The authorization also allowed the NSA to acquire felephony and
Internet metadata where one end of the communication was outside the United States-or
neither communicant was known to be-a U.S. citizen. For telephone calls, metadata

generally referred to ““dialing-type information” (the originating and terminating telephone

twimbers, and the date, tine, and duration of the call), but not the content of the call. For

—QS#SM%@WQ% The Secretmy of Defense duected NSA in Wntlng, on

lorization to conduct specified electronic surveillance on
& |international terrorism.¢ Because the surveillance was
conducted in the Umted States included EIGIREIENE 1 .y munications into or out of the
United States, and a subset of these communications was to or from persons in the United
States, the surveillance otherwise would have required a FISC order. NSA was also
allowed to retain, process, analyze, and disseminate intelligence ffom comnimnications
acquired under the Presidential Authorization.

~FSHSTEWHSIHOCANE) In addition to allowing the interception of the content of

communications into or out of the United States, paragraph (a)(ii) of the first Presidential
Authorization allowed NSA to intercept the content of purely domestic communications.

Flayden told us he did not realize this until Addington specifically raised the subject during

5’(57‘7’2‘5‘) Althoucrh the authorization “was not limited to the signals intelligence capabilities of the National
Security Agency;” DoD's operational involvement in the PSP was limited to activities undertaken by} NSA.




ameeling to discuss renewing the authorization. According to II'tyden, he told Addington
that NSA would not collect domestic communieations because NSA is.a foreign
intelligenice agency, its infrastructure did not support domesuc collection, and he would
require such-a high evidentiary standard to justify mterceptmg purely domestic
communication that such cases miglit just as well go to-the FISC.

(U) Content of thé Presidential Authorizations
and Department-of Jusiice Ceriification
as to-Form and Legahty

~(S/NIF) Each of the Presidential Authomzatlous included a finding to the effect that
terrorist groups of global reach possessed the intent and capability to attack the United
States, that an exiv 1ord1mry emergency continued to cxist, and that these circumstances
constifuted an urgent and compelling governmental interest permitting electronic
surveillance within the United States for counterterrorism purposes, without judicial
wartants. or court orders, The primary authiorities eited for the legality of the electronic
surveillance and related activities were Article II of the Constitution and the
18 September 2001 Authorization for Use of Military Force Joint Resolution (AUMEF).
The authorizations fiuther provided that any limitation in B.O. 12333 or any other
Presidential divective inconsistent with the Presidential Authorizations shall not apply, to
the extent of the inconsistency, to the electronic surveillance authorized under the PSP,
Each authorization also included the President's determination that, ta assist in preservmg
the secrecy necessary to "detect and prevent acts of teirorism against the United States,"
the Secretary of Defense was to defer notification of the authorizations and the activities
carried out pursuant to them fo persons outside the Executive Branch. The President also
noted his intention to inform appropriate members of the Senate and the House of
Representatives of the program "as soon as I judge that it can be done consistently with

natioial defense needs.”

(54 Ashcroft certified the first Presidential Autherization as to "form and
legality" on 4 October 2001. According to NSA records, this was the same day that
Asheroft was read into the PSP. There was no legal requirement that the Presidential
Authorizations of the PSP be certified by the Attorney General or other DoJ officials,
Former senior DoJ official Patrick F. Philbin told us he thought one purpose of the

the DoJ certifications served as official confirmation that DoJ had determined that the
activities carried out under the program were lawful,

€5#Fy Gonzales told us that approval of the program as to form and legality was not
required ag a matter of law, but he believed that it "added value" to the Presidential
Anthorization for three reasons. First, NSA was being asked to do something it had not
done before, and it was important to assure the NSA that the Attorney General had

B/ I G L T ) g 3 =S/



10

' ] 1rd for purcly political consldelatlons "the At”comey General's appmval of
‘thc progr 1 wourld have value "prospectively” in the event of Congressional or inspector
general reviews of the prograni.

(U) The Presidential Authorizations were issued at intervals of approximately 30 to
60 days: Bradbmy said that the main reason for petiodically reauthorizing the program.
was to enstiwe that the Presidential Authetizations were reviewed ﬁequently to assess the
program's value and effectiveness. As the period for éach Presidential Authorization drew
to a close, the DCI prepared a threat assessment memoraridum for the President describing
the cuifrent state of potential terrorist threats to the United States.

(U) The Threat Assessment Memorandums
Supporting Presidential Authorization of the Program

{S#?&FE} From October 2001 to May 2003, the CIA prepared the threat assessment
memoranduras that supported Presidential authorization and periodic reauthorization of the
PSP. The memorandums documented the current threat to the U.S. homeland and to U.S.
initerests abroad from al-Qa’ida and affiliated terrorist organizations, The first threat
assessment memorandum-The Continuing Near-Term Threat from. Usaima Bin Ladin—
was SIgned by the DCT on 4 October 2001.7 Subsequent threat assessment memorandums:
were prepared every 30 to 60 days to correspond with the President's reauthorizations.

{S#.NF}- The, DCI Chief of Staff John H. Moseman, was the CIA focal point for

the threat asgess : ik Accmdmg to Moseman, he directed the
- to prepare objective appraisals of the
edts to the homeland, and to document
those app1alsals in a memorandum. analysts drew upon all sources of mtelhgence i
preparing their threat assessments. Rach of the memorandums focused: pnmauly on the
current threat situation and did notroutinely provide information concerning previously
reported threats or an assessment of the PSP's utility in addressing previously reported
threats.

-(SHANEY After - completed its portion of the memorandums, Mosemen added a
Pparagraph at the end of the memorandums stating that the individuals and organizations
involved in global terrorism (and discussed in the memorandums) possessed the capability
and intention to undertake further terrorist attacks within the United States. Moseman
recalled that the paragraph was provided to him initially by either Gonzales or Addington.
The paragraph recommended that the President authorize the Secretary of Defense to
employ within the United States the capabilities of DoD, including but not limited to
NSA’s SIGINT capabilities, to collect foreign intelligence by electronic surveillance. The
paragraph described the types of communication and data that would be collected and the

7' (U): Thetitle of the threat assessment memorandums was changed to. The Global War Against Terrorism in
June 2002.




ciri;umst‘ances, under which they could be collected. The draft threat assessment

randums were reviewed by CIA Office of General Counsel attortieys assigned to

and CIA Acting General Counsel (Principal Deputy General Counsel), John A. Rizzo.
Rizzo told us that the draft memorandums were acnmaﬂy sufficient, but there were
occasions when, based-on his-experience with previous memorandums; lie thought that
-d1aPc memmandmns contained insufficient threat information or did not present a

-con g case for reauthorization of the PSP. In such instances, Rizzo would request
that provide additional available threat information or make revisions io the draft
memorandums.

~S/NE) The threat assessment memorandums wete then signed by the DCI and
forwarded to the Secvetary of Defense to be co-signed. Tenet signed most of the threat
memorandums prepared during his tenure as DCI. There were no occasions when the DCI
or Acting DCI witliheld their signature from the threat assessment memorandums, The
threat assessment memorandums were reviewed by Dol's OLC to assess whether there was
"a sufficient factual basis-demonstrating a threat of terrorist attacks in the United States for
it to continue to be reasonable under the standards of the Fourth Amendment for the
President fo [continue] to authorize the warrantless searches involved" in the program.
OLC then advised the Attorney General whether the constitutional standard of
reasonableness had been met and whether the Presidential Authorization could be certified
as to form-and legality. After review and approval as to form and legality by the Attorney
General, the threat assessment memorandums were delivered to the White House to be
attached to thie PSP reauthorization memorandums signed by the President.

—(S#AMY Responsibility for drafting the threat assessment memorandums was
transferred from| to the newly-established Terrorist Threal Integration Center in May
2003, This responsibility was retained by TTIC's successor organization, NCTC. The
DCI continued to sign the threat assessment memorandums through 15 April 2005,
Subsequent memorandums were sigried by the Director of National Intelligence or his
designee.

{U) Early Revisions to the Presidential Authorizations

: On 2 November 2001, with the first authorization set to
expire, President Bush signed a second Presidential Authorization of the PSP. The second
authorization cited the same authorities in support of the President’s actions, principally the
Article II Commander-in-Chief powets and the AUMF. The second authorization also
cited the same findings of a threat assessment concerning the magnitude of potential
terrorist threats and the likelihood of their occurrence in the future. However, the scope of
authorized content collection and metadata acquisition was redefined in the second
Presidential Authorization,

—(TSHSTEW/H/SHOCANE) The language of the second Presidential Authorization

changed in three respects the scope of collection and acquisition authorized under the PSP.
First, the "probable cause to believe" standard for the collection of Internet
communications and telephione content was replaced with "based on the factual and




pmotu,al considerations of everyday life on which reasonable and prudent persons act,
there are reasonable grounds to believe . . .." Do, Counsel for Intelligence Policy,

J ames A, Baker told us this change was made by Addington because he believedthe ternis
"probable cauge” were "too freighted" with usage in judicial opinions, Baker-also said e

believed the change to more colloquial langnage was made because the staridard was to-be

applied by non-lawyers at the NSA. Second, the newly defined standard was to be applied
to thie belief that the communication "originated or terminated oniside the United

States . . "' The new language therefore eliminated the authority that existed in the first
authorizatior to 111teiccpt the content of purely domestic communications.

: ) The third change in the:scope of PSP collection and
acqmsluon contamcd in the second Presidential Authotization was the inclision of an
additional (third) category of Internet and telephoriy metadata thiat could be acquired:

(ii1) based on the factual and practical considerations of everyday life on
which reasonable and prudent persons act, there are specific and
articilable facts giving reason to believe that such communication relates
to international terrorism, or activities in preparation therefor.

This. language represeited an expansion of collection authority to include metadata
pettaining to certain communications even when both parties were U.S. persons, as long as
there were facts giving reason to believe that the communication was related to
international terrorism.

%) On 30 November 2001, the President signed-a third

9 January 2002 concerning scope of authorized collection and acquisition became tlie
N i i # i e ] . i ot " i ] Al &

(U) DaJ Office of Legal Counsel Memorandums
Supporting Legality of the Program

—{(S/AH) OLC Deputy Assistant Attorney General John Yoo was responsible for
drafting the first series of legal memorandums supporting the PSP. Yoo was the only OLC
official read into the PSP from the program's inception until he left DoJ in May 2003,




Duri’ng Yoo’s tenure at DoJ, he-was one of only three Dol officials read into the PSP. The
othet two were Ashcroft and Baker, OLC Assistant Attorney General Jay S. Bybee, Yoo’s.
direct supervisor, was never read into the program.

{(SEEY Before the President authorized the PSP on 4 October 2001, Yoo had
prepared a memorandum evaluating the legality of a hypothetical electronic surveillance
program within the United States to monitor commutiications of potential terrorists. His
meriorandum, dated 17 September 2001, was addressed fo:fDepu‘ty'Wﬁte Houst Couusel
Tima anioan and was entifled Constitutional Standards on Random Electronic !




'fS#NF-)- The first OLC memo ndum explicitly addressing the legality of PSP was
not drafted until after the program had been formally authorized by the Presiderit and after
Asheroft had certified the program as to form and legality. The first OLC opinion directly
supportmg the legality of the PSP was dated 2 November 2001, and was drafted by Yoo.
Yoo acknowledged at the outset of his 2 November memorandum that "[blecause of the
hwhly sensitive nature of this subject and the time pressures involved, this memorandiim
has no undergone the usual editing and review process for opinions that issue from our

~5#A¥E) Yoo-acknowledged in his 2 Noverber 2001 meinor andum that the first
Presidential Authorization was "in tension with FISA." Yoo stated that FISA "purports to
be the exclusive statutory means for conducting electronic surveillance for foreign
intelligence.” But Yoo then opined that "[sJuch a reading of FISA would be an
uticonstitutional infiingement on the President's Article II authorities.” Citing advice of
OLC and Dol's position as presented to Congress during passage of the USA PATRIOT
Act several weeks earlier, Yoo characterized FISA as merely providing a "safe harbor for
electronic surveillance," adding that it "cannot restrict the President's ability to engage in
warrantless searches that protect the national security.”

~£5A/NEY- Regarding whether the activities conducted under the PSP could be
conducted under FISA, Yoo described the same potential impediments that he had cited in
his 4 Qctober memorandum. Noting that the Presidential Authorization could be viewed as
a violation of FISA's civil and criminal sanctions in 50 U.S.C. §§ 1809-10, Yoo opined that
in this regard FISA represented an unconstitutional infringement on the President's
Article Il powers. According to Yoo, the ultimate test of whether the government may
engage in warrantless electronic surveillance activities is whether such conduct is

‘consistent with the Fourth Amendment, not whether it meets the standards of FISA.




haner: hat preserves the President

that it sought to restrict presiden 1al-authority to conduct

SRRy Yoo W):Qfe_.,ﬂlat reading FISA to restrict:the President’s inherent authority to
conduct foreign intelligence surveillance would raise grave constitutional questions which,,
under the dogtrine of coristitutional gu;’dnc,_e would teqiiire resolving the issue ina
“[U]nles: sress made a clear statement L FISA
1t p warrantless searches in the
national security area—which it has not—hen the statute mustbe constried to avoid such
areading.” ‘

(TSHSTNEY Yoo's 2 November2001 memorandum dismissed Fourth Amendmerit
coriceins to the extent that the authorized Qollection‘invelvéd non-U.S. persons outside the.
United States, Regarding those aspects of the program that involved interception of the
international communications of U.S. persors within the United States, Y00 asserted that

Fourth Amendment jurispl'tldellce-al1owed for searches of persons crossing U.S.

iriternational borders and that interceptions of communications into or out of the United
States fell within the "horder crossing exception.” Yoo further opined that electronic
surveillance in "ditect support of military operations” did not trigger constitutiofial
pto_t_(;sct_ﬁi'on,agamstaillegal searches and seizures, in part because the Fourth Amendment is.
primarily aimed at curbing law enforcement abuses. Finally, Yoo wrote that the electronic
surveillance deseribed in the Presidential Authorizations was "reasonable™ under the
in this situation the
L i

Fourth Amerdinent and therefore did not requiire:a warrant, 1.e.,
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~In'October 2002, at Ashcroft’s 1equest Yoo d1aftcd auother Opnuon
), The memo du 1, ; the same basic

(U) IMPLEMENTATION OF THE
PRESIDENT’'S SURVEILLANCE PROGRAW

(U) NSA lmplementation
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b7E
b1,
b3,
b7E
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b1, b3,
b7E

LFSHSHINE)-Telephone and Internet

Communications Content Collection and Analysis

- {F5/SHA¥) Content collection and analysis under the PSP was conducted in the
same manner as collection and analysis condusted previously by the NSA under
]3 0. 12333 authonty NSA management applied standard minimization and specially
designed procedures to.task domestic selectors such as telephone numbers and e-mail
addresses. Selectors had to meet two criteria before being tasked under the PSP: the
purpose of the collection had to be to prevent and detect terrorist attacks in the United

~(FSHSHAEE-NSA collection managers were responsible for ensuring that telephony
and Internet communications selectors were appropriately added or removed from
collection. Content collection for domestic selectors was sometimes approved for specific




time periods.. Data collected under the PSP were stored in compartmented NSA databases,
and.access to the databases was strictly controlled.

(15 A The'majority of targets for content collection under the PSP were
foreign telephone numbers and Internet communications a
that foreign telephone numbers and in excess .df-fcn'ei gn Internet
ccmmunicaticjnsfaddte_ss,esvhad been targeted from October 2001 through December 2006.
NSA reported in 2008 tha domestictelephone numbers and EE domestic Internet
communications addresses were targeted for PSP content colléction from October 2001 to
Jaruary 2007, Although targeted domestic telephone numbers and Intemmet
communications addresses were located in the United States, they were not necessarily
used by U.S. citizens. '

~(S/AE). PSP program officials told us thatthe NSA: did not seek to collect domestic
communications under the PSP. However, NSA managers said that there are no readily
available technical means within thegiEE to guaraiitee that no
domestic calls will be collected. Issues of this kind imevitably arise from time to time in
other SIGINT operations, and are not unigue to the PSP. Over the life of the program, the
NSA reported jincidents of unintentional collection of domestic communications or
non-targeted communications. In such cases, the NSA IG determined that personnel
followed established procedures in reporting the incidents, adjusting collection, and
purging unauthorized collection records from NSA databases.

_NSA analysis of content collected under the PSP involved the same
practices and techniques used in analyzing information from other SIGINT operations.
Telephone content was made available to NSA analysts through a voice processing system;
Internet communications content was available from the database in which it was stored.
Analysis involved more than listening to, or reading the confent of, a communication and
transcribing and disseminating a transcript. Analysis also involved coordinating and
collaborating with other IC analysts, applying previous knowledge of the target, and
integrating other relevant intelligence, '

ddresses, 12008, NSA reported
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than two dcgrceq of separation from the target, NSA analysts determined that it was not

-Telephony and Internst

l\ﬂetadata Co!lection and Analyszs

b : ' ‘
had the capabthty 1o collect bulk telephony and Internet metadata
befme the PSP, collection was limited becatise the NSA wasnot authorized to collect
metadata from a wire inside the United States without a court .order when one end of the.
communication was in the United States. NSA. could "chain® to, but not through, domestic.
selectors. Access to large amounts of metadata is required for effective contact chainin, 2,
and the PSP increased the data available to NSA. analysts and allowed-them to perform:
more thomugh contact chaining.

Although NSA analysts could search bulk-collected metadata under

the PSP the analysts' searches were limited to targets that were approved under the
standards set forth in the Presidential Authorizations. As such, only a small fraction of the
metadata collected under the PSP was ever accessed. In August 2006, the NSA estimated
that 0.000025 percent of the telephone records in the PSP database (or ene of eyery
fourmillion records) could be expected to be séen by NSA analysts through chaining

tclephone numberor Internet communication address—in a specnahzed metadata analysis
tool wluch searches the metadata aud 1denhﬁes contacts betwcen the selectm and other
aph is

Although the Presidential Authouzatxons did not plohlblt chammor more\-

analytically useful to do so.

~(FSHSEANE) An automated process was created to alert and automatically chain new
and potentially reportable telephone numbers using what was called an “alert list.”




TEHSHANE-When NSA persomnel identified erroneous metadata collection—usually
caused by technical problems or inappropriate application of the authorization—they were
directed to report the violation or incident thidugh appropriate channels and to delete the
Gollection froin all NSA databases. NSA reported three such violations early in the

program and took measures to correct them, ‘

(U) NSA Reporting From the

President’s Surveillance Program

PSP 'in,fonnatiou‘wa.s-s‘dissenﬁnatedlin-t'ypes of repotts;
ided metadata analysis: content reports . which provided NSA analysis

HﬁP

Tippers were sent to the FBlandihe UIA by e-nail.on-a.
k. Some tippers contained "tear ling" information that
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(U) NSA Managerial Structure and Oversight
of the President's Surveillance Program

—(5/F- Analysis and reporting associated with the PSP was conducted within SID at
NSA's Fort Meads, Maryland headquarters. PSP activities were not conducted at NSA
field sites. The Director and Deputy Director of NSA exercised senior operational control
and authority over the program. The individual who was SIGINT Director in 2001 told us
that, aside from ensuring that the PSP had appropriate checks and balances, she left direct
management of the program to the NSA Director, the Deputy Director, and the Office of
General Courisel. She noted that Hayden took personal responsibility for the program and
managed it carefully.

STy By 2004, specific managerial authorities concerning PSP collection, analysis,
and reporting activities had been delegated to the SIGINT Director. The SIGINT Director
further delegated managerial authority to the PSP program manager and mission execution
responsibilities to the Chief of the CT Product Line. The PSP program manager position
was restructured to provide the incumbent authority and responsibility for oversight of PSP




act1v1ty a‘CroSé SID, and the PSP program manager was provided additional staff, QOvyerthe
life-of the programi, there were five PSP program managers, who reported directly to'the
SIGINT Director or the Chief of the CT Product Line.

PR o s

(U) NSA PSP Costs From FY 2002 through FY 2006

(dollars In thousands, personnel costs netincluded)

(U) NSA Management Controls fo Ensure
Gompliance With Presidential Authorizations
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—GS#NF} The NSA General Counsel wWas: read mto the PSP on4 Octobm 2001, the day
the first Presidential Authorization was signed, On 6 October 2001, the General Counsel
provided Haycleu and his deputy‘ralkmg points for use in briefing NSA personnel on: the
new program's authorities; The talking points icluded the fact that Hayden had directed.
the NSA. Gerieral Counsel and the NSA Associate: Gcncwl Counsel for Operatioiis to
review and oversee PSP activities. The NSA Associate General Counsel for Operatlous
provxded most ofthe program:oversight before the NSA IG-wagvead into the PSP in
August 2002. The Associate General Counsel for Operations oversaw program
implementation, reviewed proposed tar get packages for compliance with the:
auithorizations, and coordinated pLogLanl—related issues'with-DoT,

(U) NSA Inspector General Oversight
of the Program

~£8/A¥E)-The NSA IG and other NSA Ofﬁce of Inspector General pmsonnel were read
into the PSP beginning in August 2002, Over the life of the program; the NSA 1G

conducted;

o Three investigations in response to specific incidents and vielations of the
Presidential Authorizations to determine the cause, effect, and remedy.

o Tenteviews to deterhine the adequacy of management controls to ensure
comnpliance with the mthorization and related authorities, assess the.
mitigation of risk associated with program activities, and identify
impediments to meeting the requirements of the authorizations.

it IE}-Ten of the NSA IG reports included a total OfEI ecommendations to
NSA ma.nagement to stLengthen internal controls and procedures overthe PSP. The NSA
IG identified no intentional misuse of the PSP. Significant findings from NSA I reviews
of the PSP include the following:

o In 2005, the NSA IG found.errors when comparing records of domestic
telephone and communications selectors approved for PSP content
collection with selectors actually on collection. The errors included
selectors that were not removed from collection after being detasked,
selectors that were not put on collection when approved, and selectors that
were mistakenly put on collection due to typographical errors. NSA
management toak steps to correct the errors and establish procedures to
reconcile approved selectors with selectors actually on collection.

o During a 2006 review, the NSA IG found that all items in a randomly
selected sample of domestic selectors met Presidential Autharization
criteria. Using a statistically valid sampling methodology, the IG
concluded with 95 percent confidence that 95 percent or more of domestic




“2004; therefore, it was niot possible to determine the exact nature and extent o

selectors tasked for PSP content collection were linked to al-Qa’ida, its .
associates, or international terrorist threats inside the United States.
(SN In-addition to NSA. IG report recommendations, inMarch 2003, the NSA IG
recommended to Hayden that he report violations of the Presidential Authorizationsto the

President, The NSA. IG propared ] Presidential notifications for the NSA Director

concemning violations of the authorizations.

(SHANE Beginningin J anuary 2007, violations inyolving collection activities
conducted 'unde't‘-PsP authority as well as yiolations related to foriner PSP actiyities that
Wc‘r‘eoperath]g under FISA authority were reported qualiel__'ly to the President’s Intelligence
Oversight Board, through the Assistant to the Sectetary of Defense for Intelligence
Crveraigh

HE

collection. NSA OIG will close 6ut this incident in its upcoming report to the President’s
Intelligence Oversight Board.

~(ESHSHANF)On 15 January 2009, the DoJ reported to the FISC that the NSA had
been using an "alert list" to compare FISA-authorized metadata against telephorie numbers
associated with counterterrorism targets tasked by the NSA for SIGINT collection. The

NSA. had reported to the FISC that the alert list consisted of telephone numbers for which
i ) spicion that the numbers

NSA had determined the existence of a reasonable, articulable susp
were.related to a terrorist orga1ﬁ'zation assoeiated withjg '

Tni fact, such a determination had not been made for the majority of the selectors on the
alert list. The NSA IG reported.this incident to the President’s Intelligence Oversight
Board, and has provided updates as required. The alest listand a detailed NSA 60-day
review of processes related to the business records FISC order were the subject of several
recent submissions to the FISC and of NSA briefings to the Congressional oversight

committees.

=

(U) Access to the President’s Surveillance Program

D5
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(). PSP Cumulative Clearance Totals
(as'of 17 January 2007)

~(S4AE)-Kuowledge of the PSP was strictly controlled and limited at the express
direction of the White House. Hayden eventually delegated his PSP clearance apploval
authority for NSA, FBI, and CIA operational personnel to the NSA PSP PTOgrant manager,

Hayden was required to obtain approval fromthe White House to clear members of

Congress, FISC Judges, the NSA. IG, and othets.

LSLAEY- The NSA IG was not read into the PSP until August 2002. Accor ding to
the NSA General Counsel at the time, the Président would not allow the IG to be biiefed
prior to-that date, Although Hayden did not recall why the IG had not been cleared
earlier, he tlought that it would have been inappropriate to clear him when the: length off
fhe program was unknown and before operations had stabilized. By August 2002,
Hayden and the NSA General Counsel wanted to institutionalize PSP oversight W1t11 the
involvenient of the NSA 1G. Hayden recalled having to "make a case" to the White
House to have the NSA IG read in. The ODNI IG found that ODNT oversight of the PSP
was limited by ODNI oversight personnel not being provided timely access to the

prograin.
(U) Congressional Briefings on the Program

On 25 October 2001, Hayden conducted a briefing on the PSP for the
Chairman and the Ranking Member of the House Permanent Select Committes on
Tntelligence, Nancy P. Pelosiand Porter J. Goss; and the Chairman and the Vice Chairman
of the Senate Select Committee on Intelligence (SSCI), D, Robert Graham and
Richard C. Shelby. Between 25 October 2001 and 17 January 2007, Hayden and current
NSA Director-Alexander, sometimes supported by other NSA. personnel, conducted




49 briefings to members of Congress and their staff. Haydentold us that during the thany

PSP briefings to mernbers of Congress, 110 one eVer suggested that the NSA gliould stop the

program. I"_Iaydert.emphasized that he did more than just “flip through slides” during the
briefings, which lasted as Jong as attendees had questions. - .

(U) Foreign Intelligence Surveillance Court
Briefings on the Program

On 31 January 2002, the FISC Presiding Judge Royes Lamberth

beqatiﬁéiﬁe‘ﬁréf'-ﬁiember' of the: coult to be read into the PSP. He was briefed on the
rOgre vieg Baker, il d of DoJ’s Office of Tntelligence Policy and Review

amoerth’ s Driell

on. Viueller, Yoo, and B
TSHSHHOEAN Asheroft provided Lamberth a brief:summary-of the President’s
decision to create the PSP, and Ashcrof} stated that he had detérmined, based upon-the
advice of John Yoo, an attorney in Dol’s Office of Legal Counsel (OLC); that the
President’s actions were lawful under the Constitution. Ashcroft also emphasized to
I.ambetth that the FISC was not being asked to approve the program. Following
Asheroft’s summary, Hayden described for Lamberth how the program functioned
opetationally, Yoo discussed legal aspects of the program, and Baker proposed procedures.
for handling international terrorism FISA applications that contained PSP-derived
information, Fot the next four months, until the end of his term in May 2002, Lamberth
was the only FISC judge vead into the PSP.

(FSHSTHOCHAN 3-Judge Colleen Kollar-Kotelly succgeded Lamberth as the FISC
Presiding Tudge and was briefed on the PSP on 17 May 2002, The brisfing was similar in
form and substance to that provided to Lamberth. In response to several questions from
Kollat-Kotelly about the scope of the President’s authority to conduct warrantless
surveillance, Do prepared a letter to Kollar-Kotelly, signed by Yoo, that, according to
Kollar-Kotelly, “set out 4 broad overview of the legal authority for conducting [the PSP],
but did not analyze the specifics of the [PSP] program.” The letter, which Kollar-Kotelly
feviewed at the White House but was not permitted to retain, essentially replicated Yoo’s
9 Wovember 2001 memorandum regarding the legality of the PSP. Kollar-Kotelly was the
only sitting FISC judge read into the PSP until January 2006, when the other FISC judges

were read in.

gW
aker,

Baker was read into the PSP only after he came upon “stiange,
unattributed” language in ALl snation that suecested the existence of a

| As noted, eventually Lamberth, and later
his successor; Kollar-Kotelly, were read . he DoJ IG believes that not having OIPR
officials and menibers of the FISC read into the PSP, while program-derived information
was being disseminated as investigative leads to the FBI and finding its way into FISA
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applications, put.at risk the DoJ’s important rélationship with the FISC, The DoJ IG agrees

with Baker’s assessment that, as the goverinient’s representative before the FISC, good

relations between the DoJ and the FISC depend on candor and transparency.

(U) FBI Participation in the
President’s Surveillance Program

"SHSHAE)- As a user of PSP-derived information, the FBI disseminated leads——
t1ppers-—-to FBI field offices. Tippers primarily consisted of domestic telephone numbers
and Internet communications addresses that NSA analysts had determined through
metadata analysis were connected to individuals involved with al-Qa’ida or its affiliates.
Domestic telephone munbers represented the: overwheliming majority of PSP-derived
information contained in tippers. Tippers also provided information derived from.content
collection undel the PSP.

' fF7 The FBI’s principal objective during the éarliest months.of the PSP was
to dlssemmate - program information to FBI field offices for 1nvest1gat10n while protecting
the source of the information and the methods used to collect it. The FBI initially assigned
responsibility for this to its Telephone Analysm Unit (TAU), which developed procedures bl b3
to disseminate information from NSA’s gports in a non-compartmeited, Secret-level b7:E ’
formiat. The result Electrotiie. Communications (ECs) included
restrictions on how the information could be‘used, i.e., FBI field offices were to use the
information “for lead purposes only” and not use the information in legal or judicial
proceedings.
8/ The FBD’s participation in the PSP evolved over time as the program became
lessa temporaly response to the September 11 altacks and more a permanent survéillance
ve the cffectwe ess of ipation in the program, the FBI
(€ : to manage its involvement in the
PSP, InF e PBI assigned a team of FBI personnel—"Team 10"—to work
full-time at the NSA to manage the FBI’s participation in the program.

eam 10°s primary responsibility was to-disseminate PSP information
| ECs to FBI field offices for investigation or other purposes. However,
eam 10 began to participate in the PSP in other ways. For example, Team 10 bl, b3,
occasionally submitted telephone numbers and Internet communications addresses to the b7E
NSA to be searched against the bulk metadata collected under the PSP. The NSA
conducted independent analysis to determine whether telephone numbers or Internet
communications addresses submitted by Team 10 met the standards established by the
Presidential Authorizations. Tearn 10 also regularly contributed to NSA’s PSP process by
reviewing draft reports and providing relevant information from FBI databases.

-5/ FBI fie
by Team 10 vnder th
EC assigned—"action,

bl, b3,
b7E

not required to investigate every tipper
roject. Rather, the type of lead that the|
discretionary,” or "for information"—drove the field office’s

bl, b3,
b7E




nyestigative activity related to PSP
information invelved responding telephone nuniber tippers that assigned

action leads. Team 10 generally assigned action leads for telephone numbers that were not
already known to the FBI or telephone numbers that Teain 10 otherwise deemed a high
priority, suchag.a number that had a relationshipto-a major FBI investigation. From

: ] vhen as established; to action
leads instructed field offices to obtat subscriber information for the telephone numbers
within its jurisdiction and to conduct any "logical investigation to determine terrorist

connections.” Some agents complained that action leads lacked guidance about how to

response to a tipper.? The vast

bl,
b3,
b7E

i
¥

ippers, which was of particular concern because agents were not confident

communications provided sufficient predication to open national security

oes to FBI procedures in 2003 addressed some FBI agents'
£ONCEems . | | FBI'Headguarters assumed responsibility from field offices
for issuing national security letters (NSLs) to obtain subscriber information about PS
tipped telephone munbers and Internet communications addresses. |
¢ Attorney Genetal issued new guidelines for FBI national security investigations
that created.anew category of investigative activity called a "threat assessment." Under a
threat assessment, FBI agents are authorized to investigate or collect information on

ups; and organizations of possible investigatiye ithout opening a
11 national secutity investigation. Beginning action leads
| metadata tippers instructed field offices to conduct threat

bl, b3,
b7E

assigned by

assessments and advised that FBI headquarters would issue NSLs to obtain subscriber
information.

~SHAY- In general, an FBI thiveat assessment involved searching several FBI, public,
and commercial databases for information about the tipped telephone number, and
requesting that various state and local government entities conduct similar searches.
Somietimes these searches identified the subscriber to the telephone number before FBI
Headquarters obtained the information with an NSL. In othér cases, the threat assessments.
continued after the field office received the NSL results.

~CSHNEY- The eads frequently were closed after conducting a threat
assessment interview with the subscriber and determining that there was 10 nexus to
terrorism or threat to national security. In other cases, the leads were closed based solely
on the results of database checks.

—{(5/HE)- Beginnin | FBI field offices were required to report the
results of their threat assessments to FBI headquarters. FBI field offices typically reported b1, b3, b7E
all of the information that was obtained about the tipped telephone numbers, including the
details of any subscriber interviews, and then stated that the office had determined that the

bl, b3, b7E

5 An action lead instructs an FBI field office to take a particular action in response. A discretionary lead
allows the field office to make a determination whether the information provided warrants investigative action. A
field office is not expected totake any specific actionon a for information lead.
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telephonc number did not have a nexus to terrorism and considered the lead closed. Much
less’ ﬁequanﬂy, field offices reported that a preliminary’ mvestlgatmn was opened.
Regardless of whether any links to international terrorism were identified in a threat
assessment, the results of the threat assessments and the information that was collected
about subscribers generally were reported to FBI headquarters and uploaded to FBI
databases.

Uy CIA Participationin the
President's Surveillance Program
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‘ 2y The ODNI IG found that the ODNI’s primary rolc in the PSP was the
plepzuauou of the threat assessments that summarized the al-Qa'ida threat to the United
States-and were used to-support periodic reauthorization of the program. The ODNI IG
found that the tlireat assessments were drafted by experienced NCTC personnel who
plepaled the documents in a memorandum style following an established DoJ format. The
ODNIIG also determined that the ODNI threat assessments wete prepared using
evaluated iritelligence iriformation chosen from a widé variety of IC sources. ODNI
personnel said that-during the period when the ODNI prepared the threat assessments, the.
IC had-access to fully evaluated intelligence that readlly supported an assessment that

‘al-Qa ida remained a significant threat to the: Umted States

(5%~ The NCTC analysts said that they handle NSA surveillance information,
including PSP information, consistent with the standard rules and procedures for handling
NSA mtelhgence information including minimization of U.S. person identities. On those
occasions when the NCTC analysts knew that a particular NSA intelligence product was
derived from the PSP, the analysts told us they reviewed program information in the same
manner as oflier incorning NSA intelligence products. If appropriate, NCTC analysts then
incorporated the PSP information into analytical products being prepared for the Director
of National Intelligence (DNI) and other senior intelligence officials. They identified the
President's Terrorism Threat Report and the Senior Executive Terrorism Report ag
examples of the types of finished intelligence products that would, at times, contain PSP

informétion.




(U) The President's Surveillance Program
and the Foreign Intelligence Surveillance Court

TSHSHATR Dol, initially with the FISC’s concurrence and later at the court’s
divection, developed and implemented procedures—referted to as “scrubbing”
procedures—io dccount for and make the court aware-of instances when PSP-detived
Triformation was:included in FISA applications. Lamberth required that all FISA.
applications that contained PSP-derived information, or that would result in simultaneous
collection against particular targets under botli the PSP anda F I8C otder, be filed with him
only. Baker told us that Lamberth wanted to be informed of applications that contained
PSP information and of dual coverage situations. According to Baker, the scrubbing
progedures were a means of meeting his efhical duty of candor to the FISC without
disclosing the existence of the PSP to uncleared judges.

S/ISTANRY- DoJ effectuated the scrubbing procedures by compiling lists of
information contained in initial and renewal FISA applications that was attributed to the
NSA and ofall facilities targeted fot electromnic surveillance in the applications. These lists
were seit to the NSA to determine whether any of the NSA-attributed information was
PSP-derived and whether any-of the facilities also were targeted under the PSP, The NSA.
commmunicated the results back to Dol, which then filed the applications with the FISC
consistent with. the scrubbing procedures.

TSHSHATR- Kollar-Kotelly continued the procedures that had been developed by
Baker and agreed to by Lamberth for handling FISA applications that contained PSP-
derived information. However; Kollar-Kotelly required Dol to excise from FISA
applications any information. obtained or derived from the PSP. But Kollar-Kotelly also
instructed Baker to alert her to any instances where an application’s basis for the requisite
probable cause showing under FISA was weakened by excising PSP information. Tn such
cases, Kollar-Kotelly would then assess the application with the knowledge that additional
rélevant information had been excised.

TOHSTHOES Kollar-Kotelly also instructed DoJ to discontinue the practice
der Lamberth of including in applications a descriptive phrase : iate

as Tndicating that ractlities targeted Dy wic applications
also targeted under the PSP. Baker told us that while Kollar-Kotelly understood that
instances of dual coverage would occur, she did not want to appear to judicially sanction

PSP coverage.

/ Y- In March 2004, Kollar-Kotelly was informed of operational changes
imade to the PSP following a dispute between DoJ and the White House about the legal
basis for eertain aspects of the program. Kollar-Kotelly responded by imposing an
additional scrubbing requirement to further ensure, to the exteiit possible, that PSP-detived
information was not included in FISA applications. The FBI, in coordination with Dol and
NSA, was to determine whether a facility included in a FISA application—uot just a
targeted telephone number or Internet communication address—also appeared in a PSP
report. Kollar-Kotelly permitted any such facility to remain in the application if it could be
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demonstrated that the FBT had developed, independent of the PSP, an investigative interest
in the-facility; or that the FBI inevitably would have identifizd the facility in question
through normal investigative steps. An OIPR official who was responsible for discussing
such cases with Kollar-Kotelly told us that the judge generally accepted Dol’s assessment
that thére was a non-PSP investigative basis for a facility in question, or that the facility
inevitably would have been discovered even in the absence of PSP-derived leads-to the
FBL

-5 —Tmplementing the scrubbing procedures, both under Lamberth and Kollar-
Kotelly, was-a complicated and time-consuming endeavor for OIPR staff, Baler, who
until March 2004 was the only individual in OIPR read into the PSP, found himself having
to ask OIPR attorneys to compile information about their cases, and sometimes to make
changes to their FISA applications, without being able to provide.an explanation other than
that he had spoken to the Attorney General and the F ISC about the situation. Baker
reguilarly told attorneys that they did not have to sign applications that they were not
comfortable with, and, in some instances, international teirorism cases had to be reassigned
fOl‘ ‘this ‘Teason:

548 The situation was further complicated by the fact that, until August 2003,
only one of the two Dol officials anthorized by statute to approve FISA applications—
Attorney General Asheroft and Deputy Attorney General Larry Thompson—was read into
the PSP. Thompson, who served as Deputy Attorney General from May 2001 to August
2003, was never read into the PSP, despite Asheroft’s request to the White House.

(TSHS y Similarly, Kollar-Kotelly, who by November 2004 was handling
approximate percent of al] FISA applications as a result of her requirement that
scrubbed applications be filed with her ouly, made unsuceessful requests foradditional
FISC judges to. be cleared for the program. Kollar-Kotelly decided in November 2004 that
inview of the sctubbing procedures that were in operation, international terrorism FISA
applications could be decided by other judges based on the information contained in the
applications.

~(ESHSHAEY Do, together with the FBI and the NSA, continue to apply the
scrubbing procedures to international terrorism FISA applications. Since January 2006,
all members of the FISC have been briefed on the PSP and all of the judges handie
applications that involve the issue of PSP-derived information. Although compliance with
the serubbing procedures has been burdensome, we did not find instances when the
government was unable to obtain FISA surveillance coverage on a target because of the
requirement, However, the DoJ IG concluded that once the PSP began to affect the
functioning of the FISA process, OIPR and the FISC effectively became part of the PSP"s
operations, and more OIPR staff and FISC judges should have been read into the PSP to
addréss the impact. Instead, access to the PSP was limited for years to a single OIPR
official and one FISC judge.

ot 3




Uy Discovery Issues Associated With
the President's Surveillance Program

(b)),

jo4 was aware as eatly asjfiyiag that information collected
ions for Dol’s litigation resp‘onsibilit‘ies under Rule 16 of

artha PSP earild have implication:

(S NEY. No DoJ atlortieys. with terrorism prosecution respotisibilities were read into
the PSP until mid-2004, and as-a result, DoJ did not have access to the advice of»-a’;tome;ys,
who were best equipped to identify and examine discovery issues asitetl._the:;..

The OJ}I + believes that, since thep

must re-examine past cases to see whether potentially discoverabie but undisclosed
Riile 16 or Brady material was collected by the NSA, and take appropriate steps to ensure
that it has complied with its discovery obligations in such cases. The DoJ IG also
recommends that DoJ, in coordination with the NSA, implement a procedure to identify
PSP-derived information that may be associated with international terrorism cases
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ciirrently pending or likely to be brought in the future and evaluate whether such
information should be disclosed in light of the government’s: discovery-obligations under

Rule 16 and Brady.

(U) LEGAL REASSESSMENT OF THE
PRESIDENT’S SURVEILLANCE PROGRAM (2003~ 2004)

: Yoo was.the. sole OLC attomey who advised Asheroft and White House
ofﬁ01als on the PSP from the program’s inception in October 2001 through Yoo’s
remgnatlon from DoJ in May 2003. Upon Yoo’s. departure, Patrick Philbin was selected by
the. Wlnte House to-be: read into the PSP to assume Yoo's role as advisor to the Attorney
General concerning the program.

LTS 2-Philbin told us that when he reviewed Yoo's legal memorandums about
the: PSP he reahzed that Yoo had omitted from his analySLs any reference to the FISA
provision allawing the interception of electronic comimiimications withotit a warrant for a
peuod of+15 days following a Conglesswnal declaration of war. (See 50U.8.C. §1811.)
Philbin stated that Yoo s OLC oplnlons WEJ.B p:remlsed on the assurnp on that FISA did




-aﬁal_ys'i_s' suppotting the PSP but probably not witii. the conclus: ached, an
therefore advised Agheroft to continue to certify the pr‘og,ram‘“as.:to form and legality.”
Philbin.also recommended that anew OLC memorandum assessing the legality of the PSP

be.drafted, and with Asheroft’s concurrence he began drafting the memorandum.

LLO . AN

(U) A New Legal Basis for the Program Is Adopted

IAE) Goldsmith was sworn in as tlic Assistant Attorney General for OLC on
6.Qctober 2003, replacing Bybeg, who had left that position several monthsamliéflt’o serve.
as a judge on the U.S. Court of Appeals for the Ninth Circuit, Philbin told us:that'he
p;e’sScd‘liaxd to have Goldsmith read into the PSP, and that Addington told Philbin he
would have to justify the request before Addington would take it to the President fora.
decjsion. Addington subsequently read Goldsmith into the progmn-on
11 Noyember 2003.

gy

frer o Voo’s memorandums and Philbin’s new draft andlysis
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judicial authorization, and did not fall within any of the exceptions to this Lequnement
Goldsmith later wmte in a-6 May 2004 legal memorandum reassessing the legality of the
program thata proper analysis of the PSP “must not consider FISA in isolation” but rather
must consider whether Congress, by authorizing the use of military force against al-Qa’ida,
also “effectively exempts” such surveillance from FISA. Goldsmith believed that this
reading of the AUMF was correct because the AUMF authorized the President to use “all
necessary and appropriate force” against the enemy that attacked the United States on

11 September 2001, and to “prevent any future dcts of international terrorism against the
United States™ by such enemy—-authority that has long been recognized to include theuse
of SIGINT as a military tool. Alternatively, Goldsmith reasoned that even if the AUMF
d1d not éxemipt-surveillance-under the program from the restrictions. imposed by FISA, the
question was sufficiently ambiguous to warrant the application of the doctrine of




) ) In late 2003, Philbin and Goldsmith were the only two DoJ officials in &
position to brief the Attorney General and White House officials on the status of their legal
reassessment and its potential ramifications for the operation of the program. Goldsmith
adyised Ashcroft that, despite concerns about the program, Ashcroft should certify the

-9 December 2003 Presidential Authorization. Goldsmith later advised Asheroft to certify
the 14 January 2004 authorization as well. Goldsmith told us that he made these
recommendations to Ashcroft with the caveat that although he belisved.Y00’s
menorandums to be flawed, Goldsmith had not yet concluded that the program itself was
illegal.

(U) Department of Justice Officials Convey
Concerns About the Program to the White House

ISUAEY- In December 2003, Goldsmith and Philbin met with Addington and
Gonzales at the White House to express their growing concerns. about the legal
underpinnings for the program. Goldsmith said he told them that OLC was not.sure the
program could survive in its current form. According to Goldsmith’s contemporaneous
notes of these events, these discussions did not contemplate an interruption of the program,
although the White House officials represented that they would “agree to pull the plug” if
the problems with the program were found to be sufficiently serious. Goldsmith told us
that the White Fouse—typically throngh Addington—told him “several times” that it
would half the program if DoJ found that it could not be legally supported.

(FSHSHAFY On 13 December 2003, Goldsmith met again with Addington-and
Gonzales and wrote in his notes that during this meeting he conveyed with “more force”
his “serious doubts and the need to get more help to resolve the issue [as soonas
possible].” Goldsmith told us that during this meeting he also asked to have Deputy
Attornéy Geileral Comey read info the program. According to Goldsmith’s notes,
Addington and Gonzales “bristle[d]” at that suggestion. Goldsmith told us that he
requested that Comey be read in because he believed he would need Comiey's assistance to
help “make the case” to the White House that the program was legally flawed. Inaddition,
he said he wanted Comey read in because, as the Deputy Attorney General, Comey was
Philbin’s direct supervisor.

Goldsmith’s efforts to gain the White House’s permission to have
additional attorneys, and especially Comey, read into the program continued through
January 2004. According to Goldsmith’s notes, both Addington and Gonzales pressed
Goldsmith on his reason for the request and continued to express doubt that additional Dol
personnel were needed. However, in late Tanuary 2004 the White House agreed to allow
Comey to be read in, and Comey was briefed into the PSP on 12 March 2004 by Hayden.
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~(5AE) After his briefing, Comey discussed the program with Goldsmith, Phllbm
and other Dol officials, and agreed that the concerns with Y00’s legal analysis were well-
founded.’2 Comey told us that of particular concemn to him and Goldsmith was the notion
that Yoo'’s legal analysis entailed ignoring an act of Congress, and doing so without full
Congressional notification.

(U) Conflictt etwée‘n the Department of Justice
and the White House Qver the Program

(U) Comey told us that he met with Ashcroft for lunch-on 4 March 2004 to discuss
the PSP, and that Ashcroft agreed with Comey and the-other DoJ officials’ assessment of
the potential legal problems with the program. Three hours.after their lunch meeting,
Asheroft became ill and was admitted to the George Washington University Hospital.'’® On
5 Mareh 2004, Goldsmith advised Comey by memorandum that under the circumstances of
Asheroft’s niedical condition and hospitalization, a “cléar basis” existed for Comey: to
exercise the authorities-of the Attorney General allowed by law as Deputy Attorney
General or Acting Attorney General. The “cc” line of Goldsmith’s memorandum to
Comey indicated that a copy of the memorandum was sent to- Gonzales..

~(FSHSHAE)- On 5 March 2004—six days before the Premdentlal Authorization then
m effect wasset to e‘(pue———Goldsmlth and Philbin met W1t11~ \ddinaton,

| Laterthat nzales called Goldsmith to
FoUtCSL . ICLLCT L0 ULU Statng that Y 00’s prior OLC opunon<; “covered the program.”
Philbin told us that Gonzales was riot requesting a new opinion that the program itself was
legal, but only a letter stating that the prior opinions had concluded that it was.

12{?5#%?7“66&4&1)—'1'116 other officials included Counsel for Intelligence Policy Baker, Counselor to the Attorney
Geperal Levin, and Comey’s Chief of Staff Chuck Rosenberg. Both Levin and Rosenberg hiad been rsad into the
PSP while at the FBI. Comey also discussed Dol’s conicerns about the legality of the program with FBI Director
Mueller ot 1 March 2004, Mueller told us that this was the firt time he-had been made aware of DoJ's:concems.

13(U) Asheroft’s doctors did not clear Asheroft to resume his duties as Attorney General until 31 March 2004,




(FSHSHAEY Asa result of Gonzales’s request, Goldsmith, Philbin, and Comey re-
exathined Yoo’s memorandums with a view toward determining whether they adequiately
deseribed theactual collection activities of the NSA under the Presidential Authorizations.
‘ ‘1;1de‘d'ﬂ1at the memorandums did not. According to Goldsmith, the conclusion
that:-Yoo’s memorandums failed to accurately describe, let atone provide a legal analysis
of, 0) (9), (bx“’ @G| mcant that OLC could not tell the White House that the
uld continue under me authority of those legal memorandiuns.
3 On 6 March 2004, Goldsmith.and Philbin, with Comey’s concurrence,

e to meet with Addingt G o convey their conclusions

‘prograii ¢o

A dingtén and Gonzales -“ac‘d calm and said they would get back withus.” On
Sunday, 7 March 2004, Guldsmith and Philbin met again with Addington and Gongales at
the White Housé. According to Goldsmith, the White House officials informed Goldsmith

and Philbin that they disagrced with their interpretation of Yoo’s memorandums and on the
need to change the scope of the NSA’s collection under the PSP.
~5/ATE) On 9 March 2004, Gonzales called Goldsmith to the White House in an effort
that his criticisms of Yoo's memorandums were i ect and that Yoo’s
d sufficient lezal support for the program. |

to persuade him

Affer Goldstiiith ‘stated that lie disagreed, iles next
get past the expiration of the current Presidential Authorization on 11 March 2004,
Gotizales ressoned that Asheroft, who was still hospitalized, was not in any condition to
sign arenewal of the authorization, and that a “30~day bridge” would move the situation to
a point where Asheroft would be well enough to approve the program. Goldsmith told
Gonzales he.could not agree fo recommend an extension because aspects of the program
lacked legal support.

TSHSTHATEY- At noon on 9 March, another meeting was held at the White House it
Card's office. According to Mueller’s notes, Mueller, Card, Vice President Cheney,
Deputy Director of Central Intelligence John E. McLaughlin, Hayden, Gonzales, and other
1111Speciﬁed officials were present. Comey, Goldsmith, and Philbin were not nvited to this
meeting. After a presentation on the value of the PSP by NSA and CIA officials, it was
] Slained to the group that Comey “has problems” Wit SRS
.~ Mueller’s notes state that the Vice President suggested that “the President may
have to reauthorize without [the] blessing of Dol,” to which Mueller responded, “I could
have a problem with that,” and fhat the FBI would “have to review legality of continued
participation in the program.” '

SHSH A third meeting at the White House was held on 9 March, this time with
Comey, Goldsmith, and Philbin present. Gonzales told us that the meeting was held to
make sure that Comey understood what was at stake with the program and fo demonstrate
its value. Comey said the Vice President stressed that the program was “critically

fliene
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“support authorum (b)(‘” . ’rowdcd the: collection was

Important” and warned that Comey would risk “thousands” of lives if he did not agree to

recertify it. ‘Comey said he stated-at the mieeting that he, as Acting. Attomei Genma]l could

Howeverv he told the group “we can't

“According to CmelWﬁ%E s saidithey could not. agwe to that

modification. -

-€S/A¥F)-Gonzales told us that after President Bush was advised of the results of the
9 March meetings, he instructed the Vice President on the morning of 10 March to call a
meeting with Congressional leaders to advise them of' the impasse with DoJ. 'I'hat
aftetnoon, Gonzales and other White House and IC officials, including Vice President
Cheney, Card, Hayden, McLaughlin, and Ténet, convened an “einergency meeting” with
Congwssmnal leaders in the White House Situation Room. The Congressmnal leaders in
aftendance were Senate Majority and Minority Leaders William FL. "Bill" Frist and

‘Thomas A. Daschle; Senate Select Committee on Intelligence Chairman Pat Roberts and

Vice Chairman John D. Rockefeller, IV; Speaker of the House J. Dennis Hastert and House
Minority Leader Nancy Pelosi; and House Permanent Select Committee on Intelligence
Chair Porter Goss and Ranking Member Jane Harman. No DoJ officials were asked to be
presentat the: meeting.

{SHNFY According to Gonzales’s notes of the meeting, individual Congressional

leaders expressed thoughts and concerns related to the program, Gonzales told us that the
consensus was that the program should continue. Gonzales also said that following the

meeting with Congressional leaders, President Bush instructed him and Card to go to the

George Washmgton Univesity Hospital to speak to Asheroft, who was. in the intensive
gare unit récovering from surgery.

(U) According to notes from Ashcroft’s FBI security detail, at 18:20 on
10 March 2004, Card called the hospital and spoke with an agent in the security detail,
advising the agent that President Bush would be calling shortly to spealk with Ashcroft.
Ashicroft’s wife told the agent that Ashcroft would not aceept the call. Ten minutes later,
the agent called Ashcroft’s Chief of Staff David Ayres at DoJ to request that Ayres speak
with Card about the President’s intention to call Ashcroft. The agent conveyed to Ayres
Mrs. Ashcroft’s desire that no calls be made to Ashcroft for another day or two. However,
at 18:45, Card and the President called the hospital and, according to the agent’s notes,
“insisted on speaking [with Attorney General Asheroft].” According to the agent’s notes,
Mrs. Asheroft took the call from Card and the President and was informed that Gonzales
and Card were coming to the hospital to see Ashcroft regarding a matter involving national

security.
(U) At approximately 19:00, Ayres was advised that-Gonzales and Card were on their

way to the hospital. Ayres then called Comey, who at the time was being driven home by
his security detail,-and told Comey that Gonzales and Card were on their way to the




hospital. Comeytold his driver to take him to the hospital, According to his May 2007
testimony before the Senate Judiciary Committee, Comey then called his Chief of Staff,
Chuck Rosenberg, and directed him to “get as many of my people as possible to the
hospital immediately.” Comey next called Mueller and told him that Gonzales and Card
were on their way to the hospital to see Ashcroft, and that Ashcroft was in no condition to
receive visitors, much less make a decision about whether to recertify the PSP, According
to Musller’s notes, Comey asked Mueller to come to the hospital to “witness [the]
condition of: AG.” Mueller told Comey he would go to the hospital right away.

(U) Comey arrived at the hospital between 19:10 and 19:3 0. Comey said he began
speaking to Ashcroft, and tliat it was not clear that Ashcroft could focus and that he
“seemed pretty bad off.” Goldsmith and Philbin also had been summoned to the hospital
and attived within a few minutes of each other. Comey, Goldsmith, and Philbin met
briefly in an FBI “command post” that had been set up in a room adjacent to Asheroft’s
roorn. Moments later, the command post was notified that Card and Gonzales had arrived
at the hospital and were on their way upstairs to see Asheroft. Comey, Goldsmith, and
Philbin entered Ashcroft’s room and, according to Goldsmith’s notes, Comey and the
sthers advised Asheroft “not to sign anything.”

(U) Gonzales and Card entered Ashcroft’s hospital room at 19:35, Gonzales told us
that he had with him in a manila envelope the 11 March 2004, Presidential Authorization
for Asherofttosign. According to Philbin, Gongzales first asked Asheroft how he was
feeling. Ashcroft replied, “not well.” Gonzales then said words to the effect, “You know,
there’s a reauthorization that has to be renewed . : .. Gonzales told us that he may also
have told Ashcroft that White House officials had met with Congressional leaders “to
puisue a legislative fix.”

: \JE)-Comey testified to the Senate Judiciary Committee that at this point
Ashcroft told Gonzales and Card “in very strong terms” his objections to the PSP, which
Comey testified Asheroft drew from his meeting with Comey about the program a week
earlier. Goldsmith’s notes indicate that Ashcroft complained in particular that NSA’s
collection activities exceeded the scope of the authorizations and the OLC memorandums..
Comey testified that Ashcroft next stated:

“But that doesn’t matter, because [’m not the Attorney
General. There is the Attorney General,” and he pointed to
me—1I was just to his left. The two men [Gonzales and Card]
did not acknowledge me; they turned and walked from the

room.
(U) Moments after Gonzales and Card departed, Mueller arrived at the hospital.
Mueller met briefly with Ashcroft and later wrote in his notes, “AG in chair; is feeble,
barely articulate, clearly stressed.”




(U) Before leaving the hospital, Comey received a.call from Card: Comey testified
that Card was very upset and demanded that Comcy coirie fo the White Houose
immediately. Comey told Card thathe would meet with him, but not without a witness,
and that he-intended that witness to be Solicitor General Theodore B. Olson.

(U) Comey and the other DoJ officials left the Tiospital at 20: 10 and met at DoJ. They
were joined there by Olson. During this meeting, a call came from the Vice Presidert for
QOlson, which Olson took on a secure ling in. Comey s office while Comey waited outside,
Comey told us he believes the Vice President effectwely read Olson into the progrant
during that conversation. Comey and Olson then went tothe White House at about 23:00
that evening and met with Gonzales and Card. Gonzales told us that little: more was
achieved at this meeting than a general acknowledgement that a “situation” continued to
exist because of the disagreement between Dol and the White House regarding the

prograin.

-{5H#F) White House Geunsel Certifies
Presidential Authorization Without
Department of Justice Concurrence

: On the morning of 11 March 2004, with the Presidential
Authouzatlon sel to U(pne President Bush signed a new authorization for the PSP. Ina
departure from the past practice of having the Attorney General cmu[‘y the authorization as
to form and legality, the 11 March anthorization was certified by White House Counsel
Gonzales. The 11 March authorization also differed markedly from prior authorizations in

three-other respects.

{ESHSTEWHSIHOEANFY The first significant difference between the 11 March 2004

Presidential Authorization and prior authorizations was the President’s explicit assertion
that the exercise of his Article II Commander-in-Chief authority “displace[s] the provisions
of law, including the Foreign Intelligence Surveillance Act. and chapter 119 of Tifle 18 of
the United States Code (including 18 U.S.C. §2511(f) relating to exclusive means), to the
extent of any conflict between the provisions and such exercises under Article IL”
Subscquent Plestdc.nnal Authorizations did not include this particular language.

- NF) Second, to narrow the gap between the authority given on
the face of pr101 authou/ahons and the actual operation of the program by the NSA, the
terms governing the collection of telephony and Internet metadata were clarified. The
underlying Ianguagc for “acquiring” both telephony and Internet metadata remajned as it
had been, giving the NSA authority to “acquire” the metadata:




when (i) at least oneparty to such communication is outside

the United States, (ii) no party to such communication is

kiown to be a citizen of the United States, or (iii) based on

the factml;,and practical considerations of everyday life on
which reasonable and prudent persons act, there are specific

and articulable facts giving teason to believe that such
communication relates to international terrorism, or activities

in preparation therefor. [Pres idential Authorization,

11 March 2004, para. 4(b).]

However, this language was now qualified by the following two subparagraphs:

(i) the Department of Defense may obtain and refain
header/router/addressing-type information mcludmcr
telecommunications dialing-

, ey er/router/addressing-
type information, including telecommunications dialing-type
data, shall occur only in accordance with this authorization;

and
; (ii) header/router/addressing-type information, including
telecommunications dialing-type data, is “acquired” for
‘ ' purposes of subparagraph 4(b) above when, and only when,
the Department of Defense has searched for and retrieved
such header/router/addressing-type information, including
telecommunications dialing-type data (and not when the
Department obtains such header/router/addressing-type
information; including telecommumcatxons dxalm o-type data,
R (b)(1), (D). . -
for retention). [Id. at p'ua 4([3)(1) &. (u} ]

The 11 Mawh .'ZOO—L authorization for the first. tune sought to
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ANE} The third departure from prior authorizations was the inclusion of a
statement that “fhe Attorney General 6f the United States Appmved ag to form and legality
[all-prior Presidential Authorizations] authoriziiig the same activities as are extended by
this authomzahon.” (Id. at para. 10.)1#

Cavd informed Comey by telephone on the mommg of 11 March 2004

‘that the Premdent had signed the new authorization that moming. At approximately 12:00,

Gonzales called Goldsmith:to inform himi that the President, in issuing the authorization,
had madé an interpretation of law concerning his anthorifies and that DoJ should not act in
contradiction-of the President’s determinations.

LFSHE Y Also at 12:00 on 11 March, Mueller met with Card at the White House.
Aocmdmcr to Musller’s notes, Card summoried Mueller to his office to bring Mueller up-
to-dafe on the events of the preceding 24-hours, including the briefing of the Congressicnal
leaders the prior afternoon and the President’s issuance of the new authorization WIthout
Dol’s certification as to legality. In addition, Card told Mueller that if no “]hglb]ﬂtl\’e fix’
could be found by 6 May 2004, when-the | 1 March authorization was set to expire, the
program would be discontinued.

) According to Mueller’s notes, Card acknowledged to Mueller that

Plemdent B‘Llsh had sent him and Gonzales:to the hospital to seel Asherofi’s certification
for the 11 Marcli 2004 authorization, but that Ashcroft had said he was too ill to make the
determination and that Comey was the Acting Atterney General. Mueller wrote that he
told Card that the failure to have DoJ representation at the Congressional briefing and the
atternpt to have Ashcroft certify the authorization witliout going through Comey “gave the
strong perception that the [White House] was trymrr to do-an end ran around the Acting
[Attorney General] whorm they knew to have serious concerns as to the legality of portmns

-of the progran. " (ard responded that he and Gonzales were unaware at the time of the

hospital visit that Comey was the Acting Attorney Genetal, and that they” had only been
following the directions of the President.

—(S//MNE) Several senior Dol and FBI officials, including Comey, Goldsmith, and
Mueller considered resigning after the 11 March 2004 Presidential Autliorization was
signed without DoJ’s conewrrence. These officials cited as reasons for considering
resignation the.manner in which the White House had handled its dispute with DoJ and the
treatment of Asheroft, among other reasons.

,(S#NF} On 12 March 2004, Mueller drafted by hand a letter stating, in part: “[Alfter
reviewing the plain language of Lha FISA statute, and the order issued yesterday by the
President . . . and in the absence of further clarification of the legality of the program from
the Attorney General, ] am forced to withdraw the FBI from participation in the program.




Fuithet, should the President order the continuation of the FBI’s participation inthe
program, and in the absence of further legal advice from the AG, I would be constrained to:

resign as Ditector of the FBL” Mueller told us he planned.on having the letter typed-and
then tendering it, but that based on subsequent events his resignation was not necessary.
SUSEAFE Mueller sent Comey a memorandum seeking guidance on how the FBI
should proceed in light of developments related to the Presidential Authorizations. The
niemorandum asked whether FBI agents detailed to the NSA to work on the PSP should be
whether the FBI should continue to-receive and investigate tips based onfiEEs

(U) On'the moming of 12 Match, Comey and Mueller attended the regular daily
threat briefing with the President in the Oval Office. Comey said that, following the
briefing, President Bush called him into the President’s private study for an “unscheduled
mieeting.”” Comey told the President of Dol’s legal concerns regarding the PSP.
Accotding to.Comey, the President’s response indicated that he had not been fully
informed of these-concerns. Comey told the President that the President’s staff had been
advised of these issues “for weeks,” According to Comey, the President said that he just
needed witil May 6 (the date of the next authorization), and that if he could not get
Congress to fix FISA by then he would shut down the prograni. The President emphasized
the importance of the program and that it “saves lives.”

HSLAE) The President next met with Mueller. According to Mueller’snotes,
Mueller told the President of his concerns regarding the FBI’s continued participation ir
the program witheut an opinion from the Attorney General as to its legality, and that he
was considering resigning if the FBI were directed to continue to participate without the
concurtence of the Attorney General. The President directed Mueller to meet with Comey
and other PSP principals to address the legal concerns so that the FBI could continue
paiticipating in the program “as appropriate under the law.” Comey decided not to direct
{he FBI to cease cooperating with the NSA in conjunction with the PSP. Comey’s decision
is documented in a one-page memorandum from Goldsmith to Comniey in which Goldsmith
explained that the President, as Commandet-in-Chief and Chief Executive with the
constitutional duty to “take care that the laws are faithfully executed,” made a
determination that the PSP, as practiced, was lawful. Goldsmith concluded that this
determination was binding on the entire Executive Branch, including Comey in his
exercise of the powers of the Attorney General.

The same day, an interagency working group was convened to continue
teanalyzing the legality of the PSP. In accordance with the President’s directive to
Mueller, officials from the FBI, NSA, and CIA were brought into the process, although the
OLC maintained the lead role. On 16 March 2004, Comey drafted a memorandum to
Gongzales setting out Comey's advice to the ident regardine the PSP. Comey advised

. : o Y\ 2
hat the President may lawfull ‘a(b)“‘)" oy

bl, b3,
b7E



“ongoing coHectmn—f b)), (b)E ) - ra1sed serious issues’ about
Congressional nohficatxon “partwuldrly where the legal basis.for the program is the
President’s decision to-assert his authority to overtide an otherwise applicable Act of
Congress,” L

()] Gonzales replied by letter on the evening of 16 March. The letter stated, in part:

Your mémorandum appears to have been based on a
misunderstanding of the President’s expectations regarding
the conduct of the Departiment of Justice. While the President
was, and remains, interested in any thoughts the Department
of Justice may have on alternative ways to achieve effectively
the goals of the activities authorized by the Presidential
Authorization of March 11, 2004, the President has addressed
definitively for the Executive Braneh in the Presidential
Authorization the interpretation of the law.

Presidential Aut’hori'zation.
O 19 March 2004, the President signed, and Gonzales

certlﬁed ag to form and leuallty, a modification of the 11 March 2004 Presidential
Authorization. The modification made two significant changes to the current authorization




{

b)(1), (b)(3)

{S/AVEY On 6 May 2004, Goldsmith and Philbin completed an OLC legal
memorandum assessing the legality of the PSP as it was then operating. The memorandum
stated that the AUMF passed by Congress shortly after the attacks of 11 September 2001

gave the President authority to use both domestically and abroad “all necessary and
appropriate force,” including SIGINT capabilities, to prevent future acts of intemational
terrorism against the United States. According to the memorandum, the AUMEF was
properly read as an express authorization to conduct targeted electronic surveillance
against al-Qa’idaand its affiliates, the entities responsible for attacking the United States,
thersby suppoiting the President’s directives to conduct these activities under the PSP.
Miuuch of the legal reasoning in the 6 May 2004 OLC memorandum was publicly released
by Dol in a “White Paper™—"Legal Authorities Supporting the Activities of the National
Security Agency Described by the President”™—issued on 19 January 2006 after the content
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collection portion of the program was revealed in The New York Times and publicly
confirtned by the President in December 2005,

(U) Restrictions on Access fo the
President's Survelllance Program
Impeded Depariment of Justice Legal Reéview

A 1. The DoJ IG found it extraordinary and inappropriate thata single
DoJ' attorney, John Yoo, was relied upon to conduct tlie initial legal assessment of the PSP,
and. that the lack of oversight and review of Yoo's work, wihich was contrary to the
customary practice of OLC, contributed to a legal analysis of the PSP that, at a minimum,
was factually flawed. Deficiencies in the legal memorandums became apparent once
additional DoJ attorneys were read into the program in.2003 and those attorneys sought a
greaterunderstanding of the PSP’s operation. The White House’s strict controls over
access to the PSP undermined Dol’s ability fo provide the President the bestavailable:
advice about the program. The Dol IG also concluded that the circurnstances plainly
called for additional DoJ resources to be applied to the legal review of the program, and
that it was the Attorney General’s responsibility to be-aware of this need and to take steps
to-address it. However, the DoJ OIG could not determine whether Ashcroft aggressively
sought additional read-ins to assist with DoJ’s legal review of the program prior to 2003
because Asheroft did not agree to be interviewed.

(U) TRANSITION-OF PRESIDENT'S SURVEILLANCE
PROGRAM ACTIVITIES TO FOREIGN INTELLIGENCE
SURVEILLANCE ACT AUTHORITY

~{FSHSHNE}- Internet Metadata Collection
Transitioh to Operation Under FISA Authority

o)), ( )(u)

- " The application package included:
o A proposed order authorizing the collection activity and secondary orders
mandating carriers to cooperate.

o A declaration by Hayden explaining the technical aspects of the proposed
Internet metadata collection and identifying the government official




ter and trap and trace (PR/TT) devices covered

seeking to use thepen regls | 6 {
by the application for purposes of 50 1U.8.C. § 1842(c)(1):

o _A declaration by Tenet describing the threat posed by
to the United States.

o. Abe;tiﬁcaﬁon from Asheroft stating that the fiiformation likely to be

obtained from the PR/TT devices was relevant-to.an ongeing investigation:

to protect against international terrorism, as vequired by

50U.S.C. § 1842(c).

s A memotandum of law and fact in support of the application.

authority under FISA

this novel use 0 PR/TT devices around traditional autherities provided under FISA. (See
50 U.8:C. § 1842(a)(1).) The government argued that the:NSA?s proposed collection of
métadata wet the requirements of FISA by noting that the metadata sought comported with
the “dialing, routing, addressing, or signaling information” type of data described i

FISA’s definitions of PR/TT devices. (See:18 U.S.C. §3 127(3) and (4).) The government
next»apgucd;thatuthe information likely to be obtained from the PR/TT devices was relevant b1, b3,
to an-ongoing investigation to protect agdinst international terrorism, as certified by the b7E
Attorney General under 50 1U.8.C. 8§ 1842(c). In suppoit of this “certification of relevance”

the government stated that the FRIEL

e government also

.‘ > NSA e to collect metadata in- Dk 0ciiccrvely perform contact chaining
( }(.1 ) B that would enable the NSA to discover enemy compmunications.

T ' “The application requested that the NSA be authorized to collect

The application represented that for most ol the proposed COLECHON Uil
it was “overwhelmingly likely" that at least one end of the transmiitted
d 10 or was destined for locations outside the United States,

'databése. T lie NSA analysts were to be briefed by NSA OGC _personnei. cpnca;nng the
' base could be queried, and all queries would have to be
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collection ﬁlﬂun the United States of Internet metadatay

also:issued separate orders tof

approved by oiie of seven senior NSA officials. The application proposed that queries of
thie.Internet imetadata archive would be performed when the Internet communication

address met the following standard:

[Blased on the factual and practical considerations of ]
‘everyday life on whieh reasonable-and prudent persons act,
thelc are facts gwmg rise to a reasonable articulable suspicion
' 88 15 2 sooiated with

The NSA estunated thai its queues of the database would gener ate apprmlmately 400 Upa
to the FBI and CIA each year. Of these tips, the NSA. projected that 25 percent would
include U.8. person information, amounting to leads including information on about “fevur
to ﬁve US. pelsons each month.”

On 14 July 2004, Kollar-Kotelly signed a Pen Register and Trap and

‘Trace Opnuon and Order (PR/TT Order) based on her findings that the proposed.collection

of nternet metadata and the governmeni’s proposed coutrols. over and dissemination of
this information satisfied the requirements of FISA. The PR/TT Order, which granted the
governiment’s application in all key respects, approved {or a period. of 90 daysthe

(0)(1), (0)(3)

-(—'PS#SM%F? The PR/TT Order also required the government to comply with certain
additional restrictions and procedures either adapted from or not originally proposed in the
application. The FISC amended the government’s proposed querying standaid, consistent
with 50T.5.C. § 1842(c)(2), to include the proviso that the NSA may query the database
based on its reasonable articulable suspicig T joular e .
communication address is associated Wﬂ.h 1) b) (3)

“provided, however, that an[GUGEGHEEEE
not be regarded as associated with{{28k (b)( ) - '
the basis of activities that are protcted by the First Amendment to the Cons’ututlon 7
Regarding the storing, accessing, and disseminating of the Internet metadata obtained by
the NSA, the FISC ordered that the NSA store the information in a manner that ensures it
is not commingled with other data, and ¢ genelate a log of auditing information for each

occasion when the information is accessed, to in the ... retrieval request.” The FIS
service provider:

to assist the NSA. with the installation and use of the PR/TT devices and to maintain

the secrecy of the NSA’s activities.




5 ‘Several officials told us that obtaining the PR/TT Order was seenas a
_ great success, and that there was general agreement that the government had secured all the
,authm Lty it sought to- conduct the bulk Internet metadata collection.
CESHSHATE) The FISC first renewed the PRJTT Otder or (b :
sequent cuders it appL : terv
= ' = T bl, b3,

(U) Department of Justice Notices
of Compliance lncldents

Dol OIPR filed a Notice of Compliance Incidents
1autho1 ized collecuo that had 1aken place foIIowmg

&) Or \% L e FISC 1ssued a Comphance OldBl statmg that
the “NSA v1olated its 5wn proposed limitations." The FISC stated
the duration of the violations, which extended from 14 July throughfl

d that the Court was reluctant to issue a renewal of the PR/TT Order as to

WHOWGVGI Kollar-Kotelly signed a Renewal Order o1

the NSA to continue collecting Internet metadata under FISA on ferms sim

T TR R
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+FSHEHANF)-Telephony Metadata Gollection
Transition to Operation Under FISA Authority

-Another part of the PSP, bulk collection of telephony metadata, was

'blought undel FISA authority in May 2006, As with Intemnet metadata, the bulk nature of’
llection provided the NSA the ability to.conduct contact chaining

: The t1ans1t10n of bulk telephony metadata: collection from Presidential
,authonty to FISA authority relied o a provision in FISA that authorized the FBI o seel an
ordeér fiom the FISC compelling the production of “any tangible things” from any business,
organization, or entity, provided the items are for an authorized nwesugduon to protect
against infernational terrorism or clandestine intelligence activities. (See
50U.S.C. § 1861.) Orders under this provision are-commonly referred (o as “Section 2157
orders ini reference to Section 215 of the USA PATRIOT Act, which-amended the
“husiniess records” provision in Title V of FISA.'8 The-“tangible things” sought in this
‘Section 215 application were the telephone call detail records of certain
telecommunications service providers.

~CESHSEANE) The timing of the decision in May 2006 to seek a FISC order for the

bulk collection of telephony metadata was driven: pumauly by external events. A
16:December 2005 artlcle in T/ze New York Times enhtled “Bush Lets U.s. Spy on Callers X

itho oS
(b)), (bi('ﬁ)

: . On 17 Decembm ’7005 in 1esponse o the icle, President
Bush pubhcly conﬁrmed that he had authorized the NSA to intercept the international
communications of people with known links to al-Qa’ida and related terrorist
organizations. On 19 January 2006, DoJ issued its White Paper—"Legal Authorities
Supporting the Activities of the National Security Agency Described by the President”™—
that addressed in an unclassified form the legal basis for the collection activities described
in The New York Times atticle and confirmed by the President.

18.(1J) Prior to the enactment of Section 215 of the USA PATRIOT Act, the FISA “business records” provisions
were limited to obtaining information about a specific person or entity under investigation and only from common
cartiers, public accommodation facililies, physical storage facilities, and vehicle rental facilities




coained in the White Paper I

””” ‘articlo did ot deSCIIDG TS 8SPECL 0L NG £oky
spect of the program in early2006. Bradbiry
anticipated that a US4 Today article would atiract
significanit publie attention when pu hed. As anticipated, on 11 May 2006, the USA
Today published the results of its investigation in an article entitled, “NSA Has Massive
Database of American Phone Calls.” :

(ESHSHATE-0n 23 May 2006, the FBI filed with the FISC a Section 215 application
seeking authority to collect telephony met lata.to assist the NSA. jn findine and identifying
mermbers or agents '(',b)ﬁx* e linsupportoftheE -

FBI investigations then pending and other IC operations. The application requested
an order compelling certain telecommumications companies to produce (for the duration of
the 90-day order) call detail records relating to all telephone communications maintained
by the carriers. According to the application, the majority of the telephiony metadata
provided to the NSA was expected to involve communications that were (1) between
domestic and foreign locations, or (2) wholly within the United States, ncluding local
telephone calls. The application estimated that the collection would involve the NSA
receiving approximately|[EGIBE call detail records per day.!

SHASEY The application acknowledged that the vast collection would include
comumunications records of U.S. persons located within the United States who were not the

subject of any FBI investigation. However, relying oii the precedent established by the

- 1} lication asserted that the collection was needed for the NSA to find
e and to identify unknown operatives, somie of whom may be i
the United States or in communication with U.S. persons, by using contact chainingll 20|
BIGEEIRE As was done under the PSP, the call detail records would be entered in an
NSA database and analysts would query the data with particular telephone mumbers to
identify connections with other numbersiG € |The proposed
query standard in the Section 215 application essentially was the same standard applied
under the PSP in connection with telephony metadata, and the same standard the FISC
authorized in the PR/TT Order for Internet metadata. The Section 215 application also
included in the proposed query standard the First Amendment proviso that the FISC added

to the PR/TT query standard.

average amount of telephony metadata collected per day i f detail

19 crsHsTAR) Theactua
@b}_(jv)};(,b)}: _ estimated in the application.

records rather tha
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% On 24 May 2006, the FISC approved the Section 215 application,

fﬁndmg that there werereasonable grounds to believe that the telephony métadata records.

sought were relevant to authorized investigations the FBI was conducting to protect against

{nternational terrorism. The FISC Section 215 order incorporated each of the procedures

proposed in the government’s application relating to access to-and use of the metadata,

'Whlch were neaﬂy identical to those included in the Intetnet metadata PR/TT QOrder.

" Throuoh March 2009, 1he FISC renewed the authoutles gtantud in the

did c”)"'t ré" re the NS A to modily its use of the telephony metadata from an analyﬁcal
perspective. NSA analysts were authonzed to query the data ag they had under the PSP,
conduct metadata analysis, and disseminate the results to the FBI, the CIA, and other

customers..

NP However, the FISC drastically changed the authority contained in its
Maich 2009 Section 215 Order after it was notified in January 2009 that the NSA had been
querying the metadata in a manner that was not authorized by the court’s Section 215

Orders. Specifically, the NSA, on a daily basis, was automatically querying the metadata
WﬂhMtclcphone nuinbers from an alert list that had not been determined to

satisfy the reasonable articulable suspicion standard required by the FISC to access the
telephony metadata for search or analysis purposes.

~(FSHSHASEY On 2 March 2009, the FISC issued an order that addressed the
compliance incjderits that had been reported in January 2009, the government’s
explanation for their occurrence, and the remedial and prospective measures being taken i
response. 'The FISC stated its concerns with the telephony metadata program and its lack
of confidence “that the government is doing its utmost to ensure that those responsible for
implementation fully comply with the Court’s orders.” Nonetheless, the FISC authorized
the govemment to continue collecting telephony metadata under the Section 215 Orders.
The FISC explained that in light of the government’s repeated representations that the
collection of the telephony metadata is vital to national security, taken together with the
court’s prior determination that the collection properly administered conforms with the
FISA statute, that “it would not be prudent” to order the government to cease the bulk
collection.




{ESHS AT However, believing that “more ismneeded to protect the privacy of U.S.
person information acquired and retained” pursuant to the Section 215 ‘Ordets, thie FISC
'pfolﬁbited the government from accessing the metadata collected “until such time as tlie
government {s able to restore the Court’s confidence that the government can and will
comply with previously approved prOGedUreé for accessing such data.” The government
may, on-a casé-by-case basis, request authority from the FISC to query the metadata with a
specific telephone number to obtain foreign intélligence. The FISC also authorized the
government to query the metadata without court approval to protect against an imminent
threat to human life, provided the govermment notifies-the court within the Tiext business
day. : '

TSHEHMNF] Content Collection Transition
to Operation Under FISA Authority

{TS/SHATEY-The last part of the PSP brought under FISA authority was telephone:
and Tnternet communications content collection, As expldined below, the effort to
accomplish this transition was legally and operationally complex and required an enormous
efforton the part of the government and the FISC. The FISC judge who ruled.on the initial
application approved the unconyentional legal approach the goveriment proposed to fit
PSP’s content collection activities within FISA. However, the FISC judge responsible for
considering the government’s rencwal application rejected the legal approach. This
resulted in significanit diminution i authorized surveillance activity invelving conteiit
collection and hastened the enactment of legislation that significantly amended FISA and
provided the government surveillance authorities broader than those.authorized under the

PSP,

on 13D.

application sought to replace.the conventional practice under FISA L Ting maividual
applications each time the government had probable cause to believe that a particular
telephone number or Internet cominunication address was being used or about to be used
py members or agents of a foreign power. In the place of the individualized process, the
application proposed that the FISC establish broad parameters for the interception of
commiunications—the groups that can be targeted and the locations where the surveillarice
can be condncted—and that NSA officials, rather than F ISC judees, determine within these
parameters the particular selectors to be collected against, & e
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) C 'ew and supel vision. The govemment’s '1pproach in thc
A pphcatlon 1estecl on a broad interpretation of the statutory term “facility” and the
use of niinimization procedures by NSA officials to make probable cause determinations
-about individual selectors, rather than have a FISC judge make such deferminations.

—CFSHSHAREY- T shoit, the government’s cortentapplication asked the FISC to find

,-pmbable £AUSE {0 beheva ﬂnt , -
: : " iternational terrorism, and thatf

1 ' . , and whether the

commumca{mns:o. 351 0 ol ffom a orelgn country. When
probable cause findings. were made, the NSA. could direct the telecommunications
‘companies toprovids the content of coinmunications associated with those telephone
numbers and Internet communications addresses.

F ! : 3-0n 10 January 2007, Judge Malcolm J. Howard approved
the govemment’s 13 Dccember 2006 content apphcahon as it pertained to foreign
selectors—telephone numbers and Internet communications addresses reasonably believed
to be used by individuals outside the United States. The effort to implement the order was
a massive undertaking for Dol and NSA. At the time of the order, the NSA was actively
tasking for content collection approximately S lforeign seleotors—Internet
communications addresses or telephone numbers—under authority of the PSP.

Approxi; aLely- of these were filed with Howard on an approved schedule of rolling:

submiissionis-over the 90-day duration of the order,

Y However, Howard did not approve the government’s 13 December 2006
content apphcanon as it pertained to domestic selectors—telephone numbers and Intemnet
communications addresses reasonably believed to be used by individuals in the United
States. Howard advised DoJ to file a separate application for the international calls of
domestic selectors that took a more traditional approach to FISA. A more traditional
approach meant that the facilities targeted by the FISA application should be particular
telephone numbers and Internet communication addresses and that the probable cause
determination for a particular selector would reside with the FISC. DolJ did this in an
application filed on 9 JTanuary 2007, which Howard approved the following day. The FISC
selectors order approved by Howard for the final time in

has since expired.




TSHSH/ANEY Dol's first renewal application tor extend the foreign selectors authorities
was filed on20 March 2007 with Judge Roger Vinsor, the FISC duty judge that week. On
29 March 2007, Vinson otally advised DoJ that he could not approve the application and,
on 3 April 2007, he issued an order and Memorandum Opinion explaining the reasoning
for ‘11’iS'~0011_c1uSiOn. Vinson wrote that DoJ’s foreign selectors renewal application concemns
an “extremely important issue” regarding who may make probable cause findings that
determine the individuals and the communications that can be subjected to electronic
sutveillanice iinder FISA, In Vinson’s view, the question was whether probable cause:
determinations are required to be made by the FISC through procedures established by
statute, or whether the NSA may make such determinations under an alternative:
mechanism cast as “minimization procedures.” Vinson concluded, based on past practice
under TISA and the Congressional intent underlying the statute, that probable cause
determinations must be made by the FISC. -

__(IS#SI#ISDE—)—Vinson also wrote that he was mindful of the government’s argument
that the govemmet’s proposed approach to foreign seléctors was necessary to provide or
enhance the “speed and flexibility” with which the NSA responds to threats, and that
foreign intelligence information may be lost in the time it takes to obtain Attorney Gerneral
emérgency authorizations. However, in Vinson’s view, FISA’s requirements reflected a
balance struck by Congress between privacy interests and the need to obtain foreign
intelligence inforntation, and until Congress took legislative action on FISA to respond to
the government’s concerns, the FISC must apply the statute’s procedures. He concluded
that the government’s application sought to strike a different balance for the swiveillanice of
foreign telephone numbers and Internet communications addresses. Vinson rejected this
position, stating, “the'[FISA] statute applies the same requirements to surveillance of
facilities used overseasas it does to surveillance of facilities used in the United States.”
Vinson suggested that, “Congress should also consider clarifying or modifying the scope of
FISA and of this Court’s jurisdiction with regard to such facilities . . ..” Vinson’s
suggestion was a spur to Congress to consider FISA modernization legislation in the
surmmer of 2007.

} , : : - In May 2007, DoJ filed, and Vinson approved, a revised
foreign selectors application that took a more traditional approach to FISA. Although the
revised approach sought to preserve some of the “speed and agility” the government had
under Howard's order, the comparatively laborious process for targeting foreign selectors
under Vinson’s order caused the government to place only a fraction of the desired foreign
selectors under coverage. The number of foreign selectors on collection dropped from
abou-under the January 2007 order to aboul-’under the May 2007 order. The
situation accelerated the government’s efforts to obtain legislation that would amend FISA
to address the government’s surveillance capabilities within the United States directed at
persons located outside the United States. The Protect America Act, signed info law on
5 August 2007, accomplished this objective by authorizing the NSA to intercept inside the
United States any communications of non-U.S. persons reasonably believed to be located
outside the United States, provided a significant purpose of the acquisition pertains to.
foreign intelligence. The Protect America Act effectively superseded Vinson's foreign
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selectors order and the government therefore did not seek torenew the: order when it

expired on 24 August 2007.

—@S#S-L%JP)— The DOJ IG concluded that several considerations favored initiating
PSP's trapsition from Presidential authority to FISA-authority edrlier than March 2004,
especially as the program became less a temmporary response to the Septeniber 171 terrorist
attacks and more a permanent surveillance tool. Thesé considerations included PSP’s
substantial effect on privacy interests of U.S. persons, the instability of the legal reasoning

or which the program rested for several years; and the substantial restrictions placed on

FBI agents’ and analysts’ access to and use of program-derived information due to the
highly classified status-of the PSP. The DOT IG also recommended that DoJ carefully
monitorthe collection, use, and retention of the information that is now collected under
FISA authority and, together with other ageneies, continue to examine its value to the

goveriment’s ongoing counterterrorism efforts.

(U) IMPACT OF THE PRESIDENT’'S SURVEILLANCE
PROGRANM ON INTELLIGENCE COMMUNITY

. COUNTERTERRORISM EFFORTS

(U) Senior Intelligence Community Officials.
Believe That the President's Surveillance Program
Filled an Intelligence Gap

~(TSHSHMNE)Hayden, Goss, McLaughlin, and other senior [C officials we
interviewed told uis that the PSP addressed a gap in intelligence collection. The IC needed
increased:-access to international communications that transited domestic U.S.

communication wires, particularly international communications that originated or

terminated within the United States. However, collection of such commurications: required
authorization under FISA, and there was widespread belief among senior IC-officials that

AL'Vhe September 2001 attaékvs, hu aclcér; _Khahd Almihdhdr ar;d Nawaf .A]hazmi almost
certainly would haye been identified and located.
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SHE) Hayden told us thathe always fe PSE shile-and successful.
His expectation was that the CIA and the FBI would be customers o1 p d
information and integrate it into their respective operai .

told us that the program helped to determine that terrorist cells were not emoedaed within
the United States to the extent that had been feared.

(U) Difficulty in Assessing the Impact of
the President’s Surveillance Program

£5¢ ) Ttwas difficult to assess the overall impact of PSP on IC counterterrorism
efforts. Except for the FBI, IC organizations that participated in the PSP did not have
ssternatic Processes for tracking how PSP reporting was used. | ' -

Were Tep y'fold that the PSP was one of a number of mtelligence sources ana analytic
tools that were available to IC personnel, and that, because PSP reporting was used in
conjunction with reporting from other intelligence sources, it was difficult to attribute the
success of particular counterterrorisin operations exclusively to the PSP.

(U) Impact of the President's Surveillance
Program on FBI Countertercorism Efforts

—(S#AEY-The Dol IG found if difficult to assess or quantify the impact of the PSP on
FBI counterterrorism efforts. However, based on our interviews of FBI managers and
agents and our review of documents, we concluded that, although PSP information had
yalue in some counterterrorism investigations, the program generally played a limited role
in the FBI's overall counterterrorism efforts. Several officials we interviewed suggested
that the program provided an “carly warning system” to allow the IC to detect potential
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terrorist attacks, even if the program had not specifically uncovered evidence of
preparations for-such attacks.

(U) EBI Efforts to Assess the
Value of the Program

ANFY-The FBI made several attempts to.assess the value of the PSP to FBI
countertcrronsm efforts. Tri 2004 and again in 2006, FBI's Office of General Counsel
(OGC) attempted to assess the value to the FBI of PSP information. This first assessment
relied on anecdotal information and informal feedback from FBI field offices. The 2006
assessment was limited to the aspect of the PSP disclosed in The New York Times article
and subsequently confitmed by the President, i.e., content collection.

—QS/:‘N?‘) The FBI undertook two more efforts to study PSP’s impact on FBI
operations in early 2006. In both of these stat1stlc'11 studies, the FBI soughtto determine
what percentage of PSP tippers resulted in “significant conttibution[s] to the identification
of terrorist subjects or activity on U.S, soil.” The.FBI considered a tipper significant if it
led to any of three investigative resulis: the identification of a terrorist, the deportation
ffom the United States of a suspected terrorist; or the-development of an asset that can
réport about the activities of terrorists.

(FSHIPOCEAIEY The ﬁrst study exammed a sample of leads selected ﬁom the

2007 to Deceniber 2005, Ehe study found th"u‘: 12 percent of the leads made si gmﬁcant
contributions, as defined above. The study extrapolated this fious e population
of leads and déterniined that one could expect to find th
made significant ¢ontributions to FBI counterterrc , tud
teviewed all of the Ieads the NSA prov1dec1 the FBI from
Angust 2004 through January 2006, wdentified no instances of significant contributions to
FBI counterterrorism efforts. The studies did not include explicit conclusions on the
program’s usefulness. However, based in part on the results of the first study, FBI
executive management, including Mueller and Deputy Director John Pistole, concluded
that the PSP was “of value.”

(U) FBlJudgmental Assessments
of the Program

—(5/ANF)-We interviewed FBI headquarters and field office personnel who regularly
handled PSP information for their assessments of the impact of program information on
FBI counterterrorism efforts, The FBI personnel we interviewed were generally supportive
of the PSP as “one tool of many” in the FBI’s anti-terrorism efforts that “could help move
cases forward”. Even though most leads were determined not to have any connection to
terrorism, many of the FBI officials believed the mere possibility of a terrorist connection
made investigating the tips worthwhile.

bl, b3,
b7E



(/AT However, the exceptionally compartimented nature of the program created
some frustration for FBI personnel. Some agents criticized PSP reports for providing
insufficient details about the foreign individuals alleged]y involved in terrorism.. Others
occasionally were fiustrated by the prohibition on usin information in judicial

processes, such asin FISA applications, although none of the FBI field office agents we
interviewed could identify an investigation jn which the restrictions adversely affected the
case. Agents:whovmanag’edfcoimterterroﬁsm programs at the FBI field offices we visited
were critical of the project for failing to adequately prioritize threat
information and, because of the pro gram’s.special status, for limiting the managers’ ability
to prioritizé tlie leads in the manner they felt was warranted by the mformation.

—{S/AE)- Mueller told us that the PSP was useful,” He said the FBI must follow every
lead it receives in order to prevent future tefrorist attacks and that to the extent such
information can be gathered and used legally it must be exploited. He stated that he
“would not dismiss the potency of a program based on the percentage of hits.” Mueller
added that, as a general matter, it is very difficult to quantify the effectiveness of an ’
intelligence program without “tagping” the leads that are produced in order to evaluate the
rolé the program information played in any investigation.

(U) Impact of the President’s Surveillance Program

on CIA Counterterrorism Operations

(U) The CIA Did Not Systematically
Assess the Effectiveness of the Pregram

~(§#p8-The CIA did not implement procedures to systematically assess the
usefulness of the product of the PSP and did not routinely document whether particular
PSP repotting had contributed to successful counterterrorism operations. CIA ofticials,
including Hayden, told us that PSP reporting was used in conjunction with reporting from.
other intelligence sources; consequently, it is difficult to attribute the success of particular
ountel ) fons exclusively to the PSP, In a May 2006 briefing to the SSCI,
the Deputy Directo said that PSP reporting was rarely the sole basis for an
intelligence success, but that it frequently played a supporting role. He went on to state
that the program was an additional resource to enhance the CIA’s under: ding of terrorist
networks and to help identify potential threats to the homeland. Otheif g
interviewed said that the PSP was one of many tools available to them, and that the tools

combination.
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only limited information on how programn reporting contributed to successfil operations,
and the CIA 1G-was unable to independently draw any conélusion on the overall usefulness

‘(U) ‘Several Factors Hindered GIA
Utilization of the Program

—{S/#BY- The CIA. IG concluded that several factors hindered the CIA in making firll
use of the capabilities of the PSP, Many CTA officials told us that too few CIA personel
-at the'working level were read into the PSP. At the p ogrants 1nccpt1on, a dxsplopo ionate.
number:of the CIA personnel who were ‘

nuriber of senior CIA managers

e PSP and the number of wor]cmg-level CIA. pelsonnel read into the program
resulted in too few CIA personnel to iully utilize PSP information for targeting and
analysis; ;

£SHA | workingslevel CIA analysts and targeting
officers who were read into the PSP had too many-competing priorities; and too mar
other information sources and analytic tools available to them, to fully utilize PS
officials also told us that much of the PSP reperting was vague or without context, which
led analysts and targeting officers to rely more heavily on othier information sources and
analytic tools, which were more easily accessed and timely than the PSP.

£S#AE)-CIA officers said that the PSP would have been more fully utilized if
analysts and targeting officers had obtained a better understanding of the program's
capabilities. There was no formal training on the use of the PSP beyond the initial read in
to the program. Many CIA officers we interviewed said that the instruction provided in the
read-in briefing was not sufficient and that they were surprised and frustrated by the lack of
additional guidance. Soms= officers told us that there was insufficient, legal gu’idéncc on the
use of PSP-deérived information.

—~(S/AE)- The factors that hindered the CIA in making full use of the PSP might have

been mitigated if the CIA had designated an individual at an appropriate level of
ménagerial authority, who possessed knowledge of both the PSP and CIA counterterrorism
activities, to be responsible and accountable for overseeing CIA participation in the '
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 NCTC analysts characterized the PSP as a useful
ed that the program was only one of several valuable sources of

information available to them. In their view, PSP-derived information was not of greater
value than other sources. of intelligence. Although NCTC analysts we interviewed could
notrecall specific examples where PSP information provided what they considéred
actionable intelligence, they told us they remember attendirig meetings where the benefits
of the PSP were regularly discussed.

) C@un‘terterrorism-'Dperations Supported by
the President's Surveillance Program

LAVHS v Our efforts to independently identify how PSP information
impacted terrorism investigations and counterterrorism operations were hampered by the
natire of these activities, which as previously stated, frequently are predicated on multiple
sotirces of information. Many IC officials we interviewed had difficulty citing specific
instances where PSP reporting contributed to 2 counterterrorism success. The same b1, b3, be,
ndfil of case ded to be cited as PSP successes by personnel] we interviewed from b7C, b7E

e e e e WAL AN ALD I LA AN IR AE AYVE A BE




b1, b3,
b6,

b7C,

b7E

bl, b3,
b6,
b7C,
b7E

bl, b3,
b6, b7C,
b7E



bl,
b3,
b6,
b7C,
b7E

bl, b3,
b6,
b7C,
b7E

bl, b3,
b6, b7C,
b7E

e e s e e R R R T R R W Do ang 12 s ELL (ks




surveillance program, which was 1ot accurate. [n adchuon, we believe Gonzales’s

B
ON THE PRESIDENT'S SURVEILLANCE PROGRAM

(U) As part of this review, the Dol IG examined whether Attorney General Gonzales

made:false, inaceurate, or misleading statements to Congress related to the PSP. Aspects

of the PSP were first disclosed publicly in a series of articles.in The New York Times in
December 2005. In response, the President publicly confirmed a pertion of the PSP—
whlc;h he called the terrorist surveillance program—describing it as the interception of the
content of international communications of people reasonably believed to have links to
al-Qaeda and related organizations. Subsequently, Gonzales was quesfioned about NSA
su:ve111a1103 activities. in two hearings before the Senate Judiciary Comiittee:in

February 2006 and. July 2007.

{SHNEY- Through media accounts and Comey’s Senate Judiciary Committes
testimony i May 2007, it was publicly revealed that DoJ and the White House had a major
disagreentent related to the PSP, which brought several senior DoJ and FBI officials to the
brink of 1esighation in Match 2004. In his testimony before the Senate Judiciaty
Commiiitee, Gonzales stated that the dispute at issue between Dol and the White House did
notrelate-to the “Terrorist Surveillance Program” that the President had confirmed, but
rather pertamcd to other intelligence activities. We believe this testimony created the
misimpression that the dispute concerned activities entitely unrelated to the terrorist

testlmony that Do] attorneys d1d not have 1eservat1ons

BT 2 o s Welads

a period of months before the

Tnese concerns had been conveyed to the W hite House over
issue was resolved.

15744 The Dol IG recognizes that Gonzales was i the difficult position of
testifying about a highly classified program in an open forum. However, Gonzales, as a
p_ax_‘:tidipant in the March 2004 dispute between Dol and the White House and, more
importantly, as the nation’s chieflaw enforcement officer, had a duty to balance his
obligation not to disclose classified information with the need not to be misleading in his
testimony. Although we believe that Gonzales did not intend to mislead Congress, we
believe his testimony was confising, inaccurate, and had the effect of misleading those

who were not knowledgeable abouL the program.




(J) CONGCLUSIONS .
(U) Pursuant to Title IIT of the FISA Amendments Act of 2008, the Inspectors General
of the DoD, the DoJ, the CIA, the NSA, and the ODNI coniducted reviews of the PSP. Inthis
report and the accompanying individual reports-of the participating IGs, we describe how; -
following the terrorist attacks of 11 September 2001, the President erthanced the NSA’s
SIGINT collection authorities in an effort to “detect and prevent acts of terrorism against the:
United States.”

TTSHSTNFY-Pursuant to this authority, the NSA{

= ;1},}. . collected significant new information, such as the

content of communications irito and out of the United States, where one party to the
commimnication was reasonably believed to be a member of al-Qa’ida, or its affiliates, or a
group the President determined was in armed conflict with the United States. In addition,
the President auithorized the collection of significant amounts of telephony.and Intetnet
metadata, The NSA anatyzed this information for dissemination as leads to the IC,
prinicipally the CIA and the FBL As described in the IG reports, the scope of this
collection authority changed over the course of the PSP. '

(U//FeE©Y The IG reports describe the role of each of the patticipating agencies in
the PSP, including the NSA’s management and oversight of the collection, analysis, and
reporting process; the CIA’s and FBI's use of the PSP-derived imtelligence in their
cotnterterrorism efforts; the ODNI's support of the program by providing periodic threat
assessments; and the DoJ’s role in analyzing and cerlifying the legality of the PSP and
managing use of PSP information in the judicial process.

(U) The IG reports also describe the conflicting views surrounding the legality of
aspects of the PSP during 2003 and 2004, the confrontation between officials from Dol and
the White House about the legal basis for parts of the program and the reselution of that
conflict. The ensuing transition of the PSP, in stages, from presidential autliority to
statutory authority under FISA, is also described in the IG repotts.

(U) The IGs also examined the inpact of PSP information on counterterrorism
efforts. Many senior IC officials believe that the PSP filled 2 gap in intelligence collection
thought to exist under FISA by increasing access to international communications that
transited domestic U.S. cormmunication wires, particularly international communications
that originated or terminated within the United States. Others within the IC Community,
including FBI agents, CIA analysts and managers, and other officials had difficulty
evaluating the precise contribution of the PSP to counterterrorism efforts because it was
most often viewed as one source among many available analytic and intelligence-gathering
tools in these efforts. The IG reports describe several examples of how PSP-derived
iiformation factored into specific investigations and operations.

(U) The collection activities pursued under the PSP, and under FISA following the
activities! transition to operation under that authority, as described. in this report, resulted in.
unprecedented collection of communications content and metadata. We believe the retention
and use by IC organizations of information collected under the PSP and FISA, particularly

information on U.S. persons, should be carefully monitored.
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