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CHAPTER ONE 
INTRODUCTION {U) 

·T·l· ·~ r -rs J_\ n (1.1'1':1 ··c·><r I .,.H .. '""'[ 4 P1 .. ~ t ·, ·~d ·~~ r,> .... ~ ·tf·I·O • ·z .. Q t . ') ~ 1\c·t 0" f' ~'0() h . . te .. u ..• -J. .~:·1-,_ 0\l . . r. "'.·'r '·' .)p .et1. a ...... h.~,··-~~.t. . . r l ~ .. . u: 1 '· .• a ,$',< ,J 

(Reaut:horL?_,ation Aet or the .Act) directed the Department of .Justice 
(Depmi:me:nt. or DO.J} Office of the lnspect:or General (OlG) t:o conduct .;~1 
c<m1prehensive audit o:fthe effet~tiveness and use~ including improper or 
illegal use~' of the :F~'ederal B11n~au of Investigtltio.ri's {FBI} investigative 
authmi.ty that was expanded by Secti<Jrl 215 of the Patriot Act.l Sec Pub. L. 
No. 109-177. § 106A. St~t~tlon 215 of the Patriot A<:~t allows the FBI to seek . ~ . .. 

on:lers frnm the f'oreign lnte:!lig<:~nce Surv~iUmtcc Court {F.'J:SA Court) for "a.ny 
tangible things," indudlng bo()ks, records, ~nd other items from any 
business. organ1zation. nr enWy providt~d the itt~m or iterns are for an 
nuthorized investigation to protect aga1nst h1ternational terroristn or 
d.andestine intelligence actiVities. The Reauthorization Act also required the 
OIG to review U1e FBI's usc of Section 215 -£or t\vo time periods- ca.lendat 
years 2002 through 2004 and 2005 through 2006.2 (U) 

On :rv.tarch 9. 2007, the OIG issued our first report. whi-ch. reviewed the 
use of Section 215 in 2002 thruttgh 2005.3 This is tlH:: Old's sec.ond repm:t 
reqn1red by tl1e Reauthorization Act. 'l11is report exanlines the FBI's 
requests fo.r SecUon 215 01~der.s in 200(i hl addition, as required by the 
H.eaut:horiz.ation Act, thi.., :report. t.-...."'amincs the mlnimizatim,l procedures tor 
b'!l-$iness records which the Reauthorization Act requ.tred the Attorney 
General to adopt in 2006. {l.J} 

"' 111ts report iJldudes inf·ormation that the Departtnent of "Jus'Ht~~ conmc.k~l"ed to be 
dassiiled and therefore eo.:uki not lx~ pt.tblicly 11.-~leased. To create the public version of the 
r(~pod, the 01(} l'edacted h:lekied} the portions of the report U1al llie Deparll:m:nt corwfdered 
to. be. dassitled, and w~~ indicated where those redacti:ons ~.verc made. In addition., the OlG 
h~u; pn:,vh:J~·d ~;()p~~$ of HW fVU d;;ts.sffi~d n::p(Wt to tb.(~ D~p~'f~irnent. the f)in;t-tO·l' <)f National 
Intelligenc-e, and Congi·(~~~- ID} 

' The tenn ~usA PATHlOT Ace h~ <u:.t ~wwriyrn ft)r th(~ Ut~Hfr~rJ (Ind Stn:~rtoth~~tl.rtg 
America l~y Providing Appr:optia(f..~ Tools H.i:~quir~~d t() lrli~~nxtr.Jt (.lfld Ohstn!Cf.T(~nmlsm Act •?f 
2001, Pub. L No. 107-56, 1 !.5 Stat-2'72 (ZOOll. It i!\l t'(.muuonlyreff:::-I-red to i:l.s ·'th.l\ f>atn()( 
At:.t.." (tl) 

2 The USA .. f'i\1'RlOT lmp.rot.~em~n:r.t wl.d I~ecu:ttharization Act qf 2005 (1-{eauthor~Uotl 
.Act Ol' tlv~ Aet) also dtn~:ted lhe OIG t() condu:f.:t revte\vs on tbe use. and dl'er;t:lven{~ss of the 
.FB:l's U.S{~ of national !;ee.ulity letters (NSl.J. anothtr investigatf\'C authority that W\O(S 
expanded by the Patriot Act 11H~ OlG revie1.vs of the Ii'Bl's us~;.~ ofNSL <:tuthority are 
contained in separate n:~ports.. '.!:'he OrG's Ur:~t report on NSLs. issued iu March 2007. 
reVk'i.Vl:~:i tl~~: FBI'.s use~ of NSLs in 2003 tl1rough 2005, 111e OlG is issuing a second :n:::p<1rt 
<.m N$L-s th~\t t':X:<~:Inin<:~ei t11~:: F.Bl's and Depadment's <)OITedive actions taken in response to 
our fir~t NSL n~JX)lt and th(-: ~F:Bl's u1?le of NSl..:.s ~n 20.0-fl. ln. addit!tm, · !:h~ OlG- rs ,:;otnpkHng 
a third report on the FfJfs use of "e. .. ~.gent tettt-.:rs." (U} 

::: Although we w-ere c.m~y n·xpli:reo tu .rt.~i,~w 20{)2 thnn.Jgh 2004. i.n tht~ Ikst revk\'<', 
we eh:!Ct(~d to indlH:k data fmm 2005 In that report. (U) 
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I. The Patriot Act and the Patriot Reauthorization Act of 2005 (U) 

Enacted afler the Septel.rtbe.r 11. 2001, h.~rrmist attacks~ the Patti6t 
Act sta.tes that it: seeks to provide federal auth()rit:h.~s "·with th~~ appropti.ate 
tools required to intereept and obstruct tcrroris:m." St.~vcral Patriot Act 
provisions,. induding Sectim"l. 215, were oiiginHlly scheduled to sunset. on 
Dceernb(;~r 31, 2005. On Ma.rd:!-9; 2006,. the Pn.~~i(k:nt stgt1ed il1to la\V the 
HeauthoriZatlon Act, which, am(}ng other things. made p{'!rrrm .. w~nt or 
eX:.iended several Patriot Act provisions. However. Sed:i<.m 215 was not. 
:made permanent but was exi~nded for 4 years tUttil De.eembc.r 31. 2009. 
The HeauthoriZC!Hon Act also result~id in several sttbsta.tltfve d-t~ngc~ to 
Section 215. which we discuss in Chapte.r 'I\.vo ofthis report. {U} 

II. Methodology of. the OIG Review fUl 

Iu tltis revkw: oftJte ·use ofS<:~ction 215 orders, t:he OlG exa,n'lined 
docurnents obtained tt~on:t the FBl ~nd the Departrnenfs Oflke of 
Intelligence Policy and Review (OIPHl relating to each instance of the FBI's 
use or attempted use of Section 215 i,luthorities duting 2006:~ In a:ddit.iDn. 
we reviewed Dcparbnen:t reports concerning th-e FBI's use of Section 215 
authorities. (U) 

fn this review~ the OIG conducted over 130 int.crvie~-s of FBf. 
Dcp<:u:tment. and other otlkials, 1he OlG t:Uso visit.fxi FBI tleld o111ees in New 
York Ct~y and suburban Maryland to review investigative ease files :tr<>m 
which requests tor Section 215 applic.atio.J1s o.rlgina:tt~d <nld to interview FBI 
en1ployees, indudtng I~BI Special Agents in Charge {SAC)~ Assistant Special 
Agt~nts in Charge:., Chief Dlv"isio:n C<H;.tnsds, Supt~nrisory Special Agt.:'!nt$~ e:ase 
agents, and intelligence analysts.5 \Ve ~lso conducted t~Iephont.~ intervi.ews 
of l'~l31 (:U:lJ.)loyees in seveta.l other field of.nces who had irliUa.tqd Section 215 
requests.·· (U) 

The OJG ~lso interviewed senior FBI <:i.ti.d OJPR offic.fals who 
partidpated in hnplenlentitlg procedures and p.toc:essirtg 1-e:quests fo.r 
Sectton 215 ordet:s, lncludi.ng OlPR's fonuer Acting Cotu1set and forme:.t· 
Counsel for Intelligence Policy. the fi'Bl G€~ncral Cot~nsel and the Deputy 

4 lJnUl fan 2006, the Offtee oflntdUgen<:~t! Polit~Y fkvi(~w {OIPf-<} '"--as a $~par~~te 
comp.on~~:n.t of the D(~P<~rtmt-:nt. ln .M~rch 200H;. thf; R~~<i!.uthoriZation Act autl11Jri2:ed the 
tn~.a:tkm ofa NatitJmu Set--:urity Division (NSD) \Vithln the De~1.rtmenL In September 2006, 
I\(mnet.h L. Wainsteln was t~o.nfir:med as tile -first Assistant.Attonrey Genr:ral for the NSD. 
and shortly atkr th<"lt OlP:R W<"iS moved t-o the NSD. OIFR's :JI)d NSD's intdllgf..~tl:~..~~t funet.lon$ 
wHl l::i(~ remwu)j:ted Withfu NSD':s plan:n~·d (.)fficf<~ ()( lntdltgf..~li:Cf..~. L~ocause the t-eo:rgtUllzu.Uon 
i~ nut yet complete. we re.fet to OlPR iu this repol't. {U} 

5 FBI n.ekl ofB.ccs are <l.lso r{!fern~d to> as "divJ&ions.'· 1W:: Chief Divist{ll'l Cf.m:ttsd is 
th~ dti.ef legal of.Hcet' for· the Held offit::*. (UJ 
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Gcnenll Counsel of the :F'BI Otlk.e of Gtn}eral Cou.nsd's N~:ttional Sccutity 
L~1.w Brm1c.h (NSl ... H)~ other attorrt.ey,cs and pet'soi111el fnnn NSLB and OIPR 
and oftkhllS .responsiblf~ for t-1drninistering the FBI ~uid OIPR Section 215 
irlckino· systems 1'[1') · . { . ... . . b ... _ lo. • " ,.,., .. '· > 

JR. Organization of the Repol't (U) 

ThJs. t:eport is dividt~d into t~ight chapters followed by one Olldass:i:fied 
appe.ndix and two da-?sifled appcndic(:;~s, After this introduction, we describe 
in Chapter ~L\vo U1e legal. background related to Section 215 authority and 
the processes for seeking Sectiort 215 on:,kTs and for retaining and 
disserntnatb1g records :re(~eived pursuant to those orders. (U) 

ln Chapter Three, we provide an ovt.~iew of the il1stances in which 
the FBI sought to obtail'I Section 215 orders in 2006, indud.tng the :nutnber 
of FBI requests, the uulnlx.~· of ()tders obtained, and the~ type of iili{)tt:HatJon 
reqrR":Ster.L (U) 

In Chapter Four. we provide a detailed dt~sctiptiori of the :~'Bfs 
:requests for Section 215 orders processed in 2006. We describe the :records 
requested; the purpose of the reqtrests; the pr-ocessing tinK~ for the requests; 
whether the applicatit..ms wen~ granted, rnodHled. or 'mthdrawn; \~~heth¢r thG 
recotd~ were produced; and if so. how they wete used. {U} 

In Chapte1· F'ive, we present ou.r findings and ani:'tlysis. of the 2006 
applications and orders. including their processi.ng tinxe, Foreign 
Intdlig'Cnc-c St,uveillance Court InodHkations. and their use and 
effectiveness, (UJ 

ln Chapter St-..;. we klentifY any hnpropt~r. illegal; or noteworthy us~~ of 
Sec:tion 215, m1d in Chapter Sevt~t.l wt~ exatnii'le the tninimi7..ation prot~edutt~s 
adoptt-~d by the .Attorney GeneraJ hl response. t:o th .. e Rt:~authori.z:a.t.ion Act. (U) 

Chapter Eight contains o-ttr co.ndusions. (UJ 

TI1e Uudassilled Appendix to the report contairis the. c:ouu:nents on 
the :report by the Directot of National Jntelligt~nct.\ the Assist<.-tn.t Attorney 
Geneml for the National SectuH.y Division, and the Director of the FBL (tl) 

'1~1 .. •• ·tn·ro ("~n~sifle.d Annen dices d~<:lC'~b-·"" ot··1·1e·•· 11 ·e·"' o· r··s··~e...,t·"11 'J. 1 ~ ordt~rs -;,~f;,ccllect ~--~ ub· 'V< eSt . -~ g ~,-, >.,. ,,, lM • _.,. • ,) 
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IV. Summary of OlG Findings (U) 

Our review deter:rnined that, sirnilar to the findings of our H:rst report 
on Section 215 ordeJ:-s~ the FBl a11d OIPR processed v':<.ltlous F"BJ. requests for 
the use of both .. pun!" and "<xlmbitlatkm·· Section 215 ord(:~ts in 2006.6 In 
2006, the FBl and OIPR p:rot:(~sst":d 15 pure Sed:i<m. 215 applications and 32 
conlhi:n.atiou applications which W(.:~re fonnatly submitted to the FIS.>\ Court. 
All 4 7 Section. 215 applications subn:titted to the. FlSA Court were approved.~: 
111e Section 215 applicatioilS reqttested a variety ofinJonnatiott. including 
credit card records.l ::::J 
I li*HU! 

I 

>< ITJII 

\Ve a.Jso detennined that duting the. pen.od C(J~~<"Cred by this repmi: FBI 
agents encountered sin1ilar processing delays for Section. 215 applications 
as those identified in ou.r previous report. These ddays: \\~re caused by 
unfa.miliarity with. tlR~ St."<..:tion 215 ptmtess~ too ihv resoun:!(!S to handle 
tequests expetiitiottsl~{. a rnttltl··la.yered revte\v process. and vaxious 
substantive issues regatding whether cert~n appucati<ms mot the statutory 
reqtlirements. Overall, the av·erage processing t.fmf:3 for s~~:r:tion 2J 5 orders 
in 2006 was 147 days, whi.ehwassim.ilar to the processing tiJnes :for 2005. 
Howevel'; the FBI and OIPR were able to e..~peclite certain S~ei,J.qn 215 
.requests in 2006~ and when the ll'Bl identifi~d two ctnergency requests the 
FBl and OIPH processed both Section 2.15 r-equests ctuickly. (U} 

Similar to ou.r previous report, we. exantined how the .f!~BI has used 
i:i:lfbrnru.tion obtained fron1 Section 215 o1rlers in national. sec·u.nty 
investi aUons. A~tde froil.t theL..I _______________ ____. 
~--=--~ w-e; found that ln 2006 Secttqn 215 orders \vere used p:dtnarily 
to exhaust investigaUve lf'ads, although in son1e iri.stance$ the FBI obtained I ::_:u:waHnn lu SIIUIKlrl addiUtmal EBII!W!'alb:mtin·wmf'Sts and id Irs: 

'U' . I 
I I 

-~-·---·-------~-·~---~~~---·-----~-----~---------

o Pure Sed:Ion 215 n.>:quests .an.>. not a.ssoc.iakd Mth applications for the use of any 
other I:l~Jmfgn. ln.t.elligcnce Surt.--eilla.n~: A.ct (l"lSA} authorlty, Co.mh:tn"'ltton Section 215. 
requests <:.'tr{~ business recotd n~que~m• added to or ootubim~ with a FISA apptkatto.n tbr pen 
rcgtste:r I trap and trnre or(icrs., {U) 

)' Four of tht~ pure se(~Uon 215 appHcatt~ms prottsscd in 2006 were signed by the 
.FISA Cot1rt in 200'7. {U) . 
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\Ve did not ideilti~y anyUtegru use of Section 215 authol'ity;. However,. 
our review identified two 111stances in. v-.~hich. the provtder JkOdueed records 
that we.re in n:~sponse to. but outside the scope of. Section 215 ot·ders. I:.n 
on~~ of these two insta11ces. the F'BI qUJckly determined that it had 
inadvertently r-eceived inf.onnation not a.t~thttrized by the Section 215. ord{,!r$ 
.a..nd took approptiate steps to addr~ss the nmttet. In the other case, 
approx.lmately 2 :rnonths passt~d beftJn:~ th.e FBI recognized and addn~ssed 
the rna.tter. As a result, we recornrnend that the FBI develop and itnpletnen:t 

. . K ~ 

procedtu't~s to ensure th.at F'BI en1ployce.s check that they are not n~ceiving 
or using infonnatlon that is not authmized by tht~ Section 215 order. (Ul 

Our review also ident:ifi:ed that the F'BI reported only on~ of·the. hvo 
matters to the Presidenfs lntdligcncc Oversight Board (IOB).a The .FBI 
cleterJnlned that only one of the 'two lnst:m:tces involv'r::d statutorily protected 
nu1.ter:ial and that only the instance involving the statutf)tily protected 
tnate.rial was reportable to the IOB~ The :£fl~l also deter:m.ined that the non·· 
statutorily protected material should be c<lnsidered as voluntarily produced 
n1atmial even though the provide!:' tuld refused to prodl.tce t.h.e 1naterial 
without a court order, (U) 

As a result. \VC reco~:rnn.end that tht~ l?'Bl devdop procedures for 
identifying and hanqlinglna.tedal thnt. t.s produced tn response to, but 
outside th(.~ scope oC Se<;ti.on 215 orders.· 'I'hc prnc:t;dures. should include 
the FBI's justification for handling any class of such material differently 
from other classes, \>Ve believe the .fi~Bl s..houl~l 11:ot ba.sc the procedures for 
ha:ndU.ng such n1ateri.al solely on whether the n1aterhtlls or is not statutorily 
protected. For ex:;:unpJe, the procedures should address.. additional 1b:ctors 
such as wh<::th{.:~r the nJa:terial contains non-pulilie 1nibnt1ation abuut U.S. 
persons who are not the su~jects of VBI national security hwestiga.Uons~ 
and whether tht; und<:~dylng SedJon 215 order Jnduded pa.rti.cttl~.lrized. 
mi.ntmh:atlon. procedures. {U} 

\Ve nlso identifted two other ··notew~orthv" issues. Ftrst. \V'(~ found that 
the FBI had issued national security letters {NSL) for tnft}rmat.io;n abou~ I,,.. 

! s 
1 
I btt:er thf~ FJSA. Co·qrt, citi.ng First Arnendment ', J! 

' · conce.r.ns~ had hvice declined to sign Sfi.t.~Uon 215 orders in tl1e same 
investigation. We q:uestloned the appropriateness of the FBI's issuing these 
NSLs atl.er the Court's dc<~ision becaH$e NS!..s have the same Vfrst 
Amendtnent caveat as Section 215 n~quests and the FBI issued the NS.L.~ 
based on the san1e tactual predi(~ate, \Vithout {1;uthcr revi:e\>ving the 
underl}'i.ng investigation to ensure that i,.t was not pr~n1iscd solely on 
protected First Antendmen:t GOndt.tct, :00:1 !T~'. 

llj I ·--·-·--------
~ rn. 197G t11e lnt:dHgeuce Oven~ig,ht Board !J<JO) was crcMed by Eix~cutive Order 

nhd charged \vtt.h revie\:l.•tng atti'\>ities ofthe U.S, int.~Higent~e community and tntorming the 
Presl.de:nt of ~nv <~ . .::tJv:HJes tht\1 the JOf:!. bt':'litwes '"m;w be uola:wf\.~I or e:<lliharv to ~:.~xocuUv¢ 
order (Jr Presld~~nu~~l Ditetttv~s." Set~ .e.;.;:etuHve Or-d~~r 12861'5, (U} · · ' · 
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The second i1oH:~wortb.y issut. 
r ____ ___,; ______ ........ _..;.....1.... _______________ __jlol 

I . 

L...---------------....::;;.......;;;:.-..;·.y.). __________ ___. 

Finally~ as directed by the Heauthonzation Act. v.re also exanxined 
whether the interim li1i11in1i:Zation IJrocedurt.~s acktpted by the Departrne:rit 
for Section 215 orders ptnkct the constitutional tights of tJ .S. persons.. \V.e 
eondtn.kd that the sti:"t.ndard mi.n.tniization proe .. !dures adopted in Septen1ber 
200H, which are interim procedun!~, do not adequately address th1..:~ intent 
and InininliZation requu-etne~tts of the Reauthoriz:atio.n Act, and we 
recommend that the Departn1tmt devqlop specific standard minimization 
procedures n~latingto Section 215 orde.ni. (U) 
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CHAPTER TWO 
BACKGROUND (U} 

I. Introduction (U] 

111is chapter provides a brief description of the Jegal background 
r~~lated to Section .215 authority arid the proc~s$ fot obtaining Seetiqr~ 215 
orders, (lJ) · 

II. Legal Background (tt) 

Pursu<:int to Sectitm 215 of the Patriot Aet; the FBI may obtain ··any 
tangible things, .. induding oooks. records. and other itt~tns frorn any 
bustness. organization~ or entity provided th~1t the it~tn or items an~ f{'lr ~.:rn 
authorized investigation. The tangiblE: things <1.:rt..":: available "fbr au 
invt~stig4:)tion to obh)in foreign intdligtmce in:fom1at;ion not concerning a 
United States person or to prott..>ct aga:inst international terrorism or 
clandestine :lntellige,nce adivitJes, providt~d that ai1 iiWestigation of a United 
States per..sm1 is not coridur:ted solely upon the basis of ;u-;ti:viiJes prnt:eeted 
by the flrst a,n1endnu~nt tn theC()tl.st.i:i:utior1.'; 50 U.S.C . .§ 18Hl. Sectim1215 
did not en~ate any new iriVestigaUve authority but instead expanded existi.n,g 
authority f()und in tlle Foreign kttelligence Surueiflon.ce Act qf 1978 (F'lSA). 
50 U.S.C. § 1801 et seq. (0) 

f.1SA tequires the FBI to obhdn an ortk"'r fn.>rn ill(! Foreign lntellig~mcc 
Surveillance Court IFISA Court} in order to conduct electto.nie stuveiUanre 
to collect foreJgn tntclligence infon:natton;s In 1998. Congress an1enclecl 
FISA to authmize the FBI to apply to the FISA Court for ord~J:'S cornpdling 
four kinds of businesses to "release records in its possession" to the I~3I: 
common caniers~ ptib.lk accnntrnodaUon f~.\cilitit!S; physical storagt.~ · 
faciHttes, and veh.ide n:.~ntal.fat:iHties. Th.e <mlendntent dld not furt:h:er define 
"records." This provis.i.on. \l,thidl w<.i$ c.odified at 50 U.S. C.§ 1862. lx.~carne 
k:r.l0\\>1:1 as th<:~ ,;btlsin(:ss records" provision and was the provision expanded 
t)y S"" "". ·· 21 ~ .,.f the ·natr':""t. Act· t r.i (t···'J· . . , ·,;.Cd011 ~ ;.) :t:.o l..~.·· .t: ( i':' . . ... · ·· J 

The 1998 business records amenchnent required a .FISA a:pplication to 
specify that the. records \Vere sought for an investigation to gather foreign 
intelligence information or an investigation concerning intern<!J..tional 

9 OlPR prer.mn~:~ .<m.d prs::sents applic~Uo.n.s ibt Se.::tion 215 ordeJ.:a to the tt;JA O:ti.ilt 
on hcb::tlf of the FBl. t'\k~co.rdlng h) fhe .FISA Cutl.rt Ruk~s of Pr:oc>t~dtln.~s, th(~ Attot.ne.y 
General detennine$ \\•ho is J)e,m'litt:e(l t() appe~tr beiorc the FISt\ Cou:rt, and I·~Hl att6i~neys 
have not been a.uthmized to app{'.ar before d-H~ Court for this JH.trpose~ {Ul 

lj) 50 U.S.C. § 186~~1h)(21{H} {i99BL <~$ nm:~~n.ded, 50 U.S.C. § l$61 (2001}. (U) 
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t<:-:rroli.stn~ and that there were ''speeific and artlctdable fact$ givu·•g reason 
to believe that the person to whorn the records pertain is a fon~ign power or 
an agent of a t(n:·eigtipovter.'' SO U.S.C .. § 18{)2 (2000 etl.) .. This language 
meant that the FBI was li:tnH.ed tn. obt.ainit1g inf(lrmatioti regardi.t1J5 a specifk~ 
per-son or entity the FBI was investigalii1g and about whom the FBI had 
individualized suspicion. hi addttion, the amendment prohibited the entity 
corn:ply:ing with the Qrdt~ from <,lisdusing either the existence oft he ()rder or 
any tn:form.atton produGecl in re.sponse to the order, (U) 

Subsequent t.o th~! 19.98 fi"lSA an1t;ndment creating this investigative 
authority and prior to pl:.lssage o:f: thG Pa;tli<.H, Act h1 Oct.ober 200 l. the B~EH 
obtained only one FlSl\ order for business tec.o:rds, This q:rdcr: \\i•t-\5. qbtained 
in 2000. {U) 

Secti(m 215 of the· P~ttriot Act signJfi~~rntly ex,pa.nd~d th~. scope \Jf the 
FBI's investigi-lti'Vt~ authority pursuant to t:ht~ business re~or.cts p:rovision of 
FISA aud lowert~d the standard of proof requil::(~d to obtain th~s type of 
business record, The pet·tin{~nt. part of Seetion. 2.15 provides: (U} 

TI1.e OJ.rector of the F'ederal Bureau ofln.vestigation or a 
desig't1t~ of the Director (whose rank shall be no.lo\ver than 
Assisttu1t Spt~cial.Ag.en:t ln Cha.tge) ntay :rr.i.<:ike ~tn application fm· 
an order requtring the prGduction of a:ny tangfble things 
(including boQks, rocords. papers, docuxnenis. and otht~· iteins) 
fbr t.m investigation to obtain fon.~lgn irttelligen.ce infonnatio.n 
not concerning a United St<-1:tes per$ on or to p~·otect against 
intern.atinnal t:errmisn:t nr dandnstin.e intelligence ~.Qti.vi:Ues, 
provid:t:d that such i.nvesliga.Uon Qf a United States person is not 
conducted solely npon th.e basts of activ:tttes proteett~d by th.e 
first a.rm:~nd.ment to the Constitution)! 50 U.S.C. § 186l(a}(].). 
(U) 

\Vhile the 199.8 langttage lltnited the reach of this type of investigativt~ 
authmity to four types of entities~ the ne"v language did n.ot t:."{pUcitly Hmit 
the type of t.~ntity or b:t~$1rl~~ss that C<:'lll J'c cqrnpdled by an otdcr. Section 
215 of the Patriot A<~t also e...x"'])Unded th{~ categories ofdoc:t.Iments. tb.<1t. the 
FBI c~m obtain under tlle business reco.rds provision of FI&\, b~:.cause It no 
tonge.r was Utnited to "records,. and provides that the I~Bl ntay obtain i:Ul 

order for "the production of any tant:,rible things (induding books~ records. 
pap<:'!rs. docuntcnt.s • .and other iteu1s)." Id. (U) 

---v-.---------•.-.•---••--·-------
n "UtJ:i.h?;d St~lt{~S person"' is deflne~:l as a citizen, legal permanen..t resident ~m 

tmineorporated assud::.-tUQP tn whl.dt a "'~nibs~nnti~d rw.nib<.:::r.'' ~:1f mf.:~nb~~·s .-:~rr.: ~~i:hzens <W 

kgal pt." .. nnanent re$~den,t.s, Qf {;orpt:m:.ttions ii'l<.:orpqr:ated in the Utiite~:l S~:.;lt(~s ;:~s long ~~~ 
sut~h a~::>soda.tions or corporations arc. not tht<.J.n$dvt.s "'foreign ~v,r~rs;' ~0 U.S.C. § l&OJ(l). 
{U) 
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Section 215 also lowered the e\1dentiary threshold to obtain such an 
order. ).'-\s a result, the nun1ber of people whose information could be 
obtained was expanded becau,se the ll'Bl js no long~r required to show that 
the 1ten1s b~~i.ng sought pertain to a person Whom. the t;·nt.is investigating, 
Instead, the itmns sought need only be requested ~for an authorized 
investig'<..ttion conducted in HCcorda.nce with Ia.pplicable law (.lnd gu:ideliriesl 
to obt:n:in foreign intelligenee irlf<)imation not contenlin.g a United Stat.es 
person or to protect ~~ainst international te:rrorism or clandestine 
intelligence activities." 50 I.J.s.C. § 1861 (b)(2J, ·this standa.rd~ referred to as 
the relevance standard, penrtits th~~ .F~Bl to seek inh.')trri~ttion concerning 
persons not necessarily under in\resttgatton but: who ar:e connected in sorne 
way to a person or entity under investigation. (U} 

11)e Reautho:riz.a.Urm Act ft:irther. amended Sed:ion 2l5l1y requiring 
that an application establish "reaso:nabk~ .grounds to believe that the 
tm1gible th:ings sought .at·e relevant to an autho.rii:ed investigation • ., Id.. At 
the satne t1n1e, the HeauthmizafJon .Act p.rovidecl for a presumption of 
rele\><lilCl~ for four spedtkd (~nt.itics or individuals: fon."Jgn. powers, age.nts of 

. ford&111 pow .. ~.rs. sutryects of autllOtized counterterrorisnl ()r 
counterintelligence investigations1 and individu$:ils knf>Vv"tl to associate \Vith 
subjeets of such investig~.ttiuns. hl 'When an application involves one of the 
tbur t~ntities or individuals ret~:rer:ie~~d .in the ]1resnmption~ the applic<ntt 
need. not establish reasonahlt~ gn;:n,tnds to bdieve the requested itern$ ar:e 
t·e.kvanL {U} 

The Heauthorization Act incJrtder.l other $libstant.ive amm'ldments to 
Section 215. For (~.}\.:atnple, the Aet speciflct.illy autb.o:rizt~d the collection of 
certain st~nsitive records, irtclurLing ltbnuy,. 1nedi.cal, educational~ and tax 
ret.u1n records. Th~ Act also required that an application fur Hwse se1lsittve 
n~eords l)t; approved by the FBI Director or a sp.t::.cified designee, and spt~clllc 
congressinnaJ reporting, J2 hl addition; the Reau.tlwrization Act specifically 
provided that Section 215 ord(::rs must. among other thtngs. contain a 
parttcula:rized descli.ptton of the it.elns sought and pr<>Vicle for a reasonable 
tin1e to assemble thern. <J~he l\ct also t$t~blisht~d a detailed Judicial nwi~w 
process for rec~pients of SeeHmJ215 orders to challenge. their lega:Uty before 
a F'ISA Court. judge and extended Section 215 fbr 4 year£ t.mt~t 
December 31. 2009. OJ) 

:'\.dditional changes to Section 215 \vere adopted \vith the eriad.n1et1t tlf 
the USA PATRIOT Act ~~ddi:tiona.l. I?ca:uthmizing Amendment~ Act qf 2006. F't'lr 
exarnpJe1 the ~~006 a:mendnu~nts pn:.nrtded th~:it a recipient of a. SectJtm 215 
order may petition the FTSA Court to .mod1fy or set aslde the nondisclosure 

12 As pem.litf.cd by the Reau.tbi:uization Act t:h~ FBI Diredor delegated appwval 
an.thortty kw these rem:rds to the Dtputy Dtrecto:r and the .Executive Assistant Dtredor f(>.r 
the FBI's N~Htm~l s~~curity B,·and:t, (U) 
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require:me.nt. att:er 1 yt'!ttr fr.on1. the issuance of the order if cert;:ilil th1dtn.gs 
- · d U (n) me n1a .. e. v 

m. The Process fo~ Seeking Section 215 Orders (U) 

As \ve desctibed .in. our M:t.lrd1 200'7 report regitrdJtJ,g the use of 
Section 215 orc.lers from 2002lhtough 2005~ the process to obtain a Se~~ti~~Hl 
215 order gen~!_r.ally hwolves five phases: f.~BI tleld office tnitiation and 
t·cvicw. ft~BI Headquartet·s review. OIPR review; :Fl&\ Court review. and .F~BI 
servic(;: of the order. (U) 

The process to obtain a Scctitm. 215 order nor:o,-:taUy begi:ns ·when an 
FBI case agent in a field office prepan-:s a business recnrd.s request forn1, 
which requires the agent to pt·ovide. atnong other thing~. the folkiwing 
i.nfi1nnaUnn: a brief summary· of the investi~ta.tion, a specific description cJf 
the ikms requested, an explanation vf the tnanner In which the .requt.~sted 
iten1s ~\re exped.ed to provide fm.--etgn intellig;enee tnfonnatJtin. and the 
.identity nf the custodi~ln or owner ()f the tequ~~st:ed ite:ms. The request fotm 
musi: he approved by the squad's Supt~rvisory Special. Agent, the Chief 
Division CQunsd, and the S/\.C at the FBI field otlk~~. Tht~ approvalp:rQCGSS 
is antomated tlu·ough the FBI's Yt:SA Mana,~et:nent Systern (FfSAMS). which 
sends electronic notifications to each jndividual responsible for taJctng the 
l:l(~~t at.::tton in. order to process the business record ln. tht;~ field ofllce. After 
the approvals are eornpleU!d tn the fleld ofilet.~. thf~ F'ISAMS notifies t:h.<:~ 
"subst~mtivt~ desk'' (in the Connterten·orisnl DivisJon or Coun.tc.rintell~ge.nce 
Division} at r'TU Hea.dquart.ers. (0) 

At FBI Headquarters, the business n~cotds rt'tluest fon:n is reviewed 
and approved by both the St.Jbstanuve desk and the Ofl:lce of G-eneral 
Counsel's NSLB. Once the F'iS.AMS delivers the request to the sutJstantiVfj 
desk it is assigned to an NSLB attorney who \Vorks with tlle case agent and 
other FBI personnel to obtain rh.e infonnation the NSLB atb)rney believes is 
necessary to inch.1de in the draft applkatim'l and order. The dJ""aft 
application package is then review€~d by NSLB sup~~nrisors arid forn";lrded w 
OIPR. whe:n.~ the 1·equest is assigned to an OIPR attorney. (UJ 

n US:l f:-1_,_'\T'HifJT Act ltddi't.wnal. H.eautftorfz.inft.-lmendments .lkt R{ 2000, Pub. L Nt). 
109~178. The Court may g1~ant a pelltton t.o modtfy o.r set asidf.: :1 pi\~Vtion tf th1;) Cottrtilnd.s 
ther(~ .i~ w:.. rea.~t)O io bell.c-s.t<.: tl'H=tt disck~tm~ ttwy ~·nda:t:tg~~· the z~atlmlal securtty • .interfere 
with a (!rhnina1, <!ot.mtt~rt-~rrorism, nr ¢O'!Jtiterintemge1u~e imte~1t.1gatton. intc-dere \~ith 
diplt~matic relations, or e.ndangcr th~ iifu· or physical safety wl)' flt>..rson. Hml<tevet, if the 
Atto=rn(~y General. fkputy Attoi."l:lti'}' Gene:ral., nr J?BJ Di:r~etor li!rtlJles that the di.5do&ure 
may endanger the national st~u:r:lty t)r intedere with diplothane relat.inn:s, the cerNfie>:itio:n 
wiU be treated as conduslve unkss the C():tlrt finds that ~:<uch ;;t ce.rtHkation ""'~s made hi 
h<.td taah. (lJ} 
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Tile OIPR attorney works With tlv:. NSLB attoiuey, cast-: <:'l.gents. and 
occasionally FBI intelligt~nce analysts to pbtaii1 th~ information die OIPR 
attorney believes is ll(:!(;essary tu mclude in the drt.Ul application and order, 
An OIPR supervisor fhen reviews the draft 4ppl1e:aUon pack(.lge, The final 
applieation. pm~kag~ tsretu.rned to th~~ vnr for an accuracy review and 
a.ddiHonal edits n1ay be 1nad{~ based on thf~ VBrs review <Jfthe final packag~\ 
Upon. comph.~Uon of tht~ flnaf version, signatures of designated sentor J'~BI · 
personnel are 6bt:ained and an OIPRatton1ey pn~pm~es the p<l.ckage for 
presentation to the FISA Court:.. (U) · · 

\V:hile the flnal signatures .(.'l:re collec~ted~ OIPR.schedules the case o.n 
the FlSA Court's docket for a heating and provides the FISA. Court '\vit:h an 
advance copy o:fthe application and order, whkh is called a ··read'. copy. 
The f'"IS..>\ Court through a FISA Court .legal adv.isnr, mny identity concerns 
and n:x}ut~st changes to the docurnent.s after i~~viewing tlK'! "read" eopy. 
OlPR and the FBI then address the Court's. questions or concerns mld n1al~~:~ 
n~visions to the application o.r order. Ifth(: F'ISA Court deems it ne4"CSS:ary. 
OIPR tll(~n thrrnally presents the appllc<J..Uon p~ck:a__~e to the FlS/\. Court at 
the fi<iht~duled heartng.H If the FISA Court judg~~ approves the application, 
the judge signs the order, A.t the lK~a1ing. the ju.dge 1nay tnake handwritten 
changes to the order .and,. if Sfl, \Vilt stgn the order \Vith the handwri.tten 
modifications, {Ul 

The order is then entered into the FISAMS and served bv· the FBI fidd . ~ 

otllce nearest to the provider designated tn the order. .t.\mong other things, 
the order sets f(nth the ttme period for producing du.~ itt.<.Ins. (U) 

IV. How Section 215 InformatiQn is Collected, Analyzed, Retained~ 
and Disseminated (U) 

The FBI eontinues to eolle<.~t. anaJyzc. and retain St-x!ti.on 215 
il:tlhnnation as desr..ribe.d In our pnwious report., In brief. a Section .215 
order is served by th<~ f!~i31 ofllc.e neare$t thq ctls.todiau:t ofrecords narued i.n 
the Cout1: ort_ier. The records are either provided t<J the FBI lll lmrd copy or 
in electronic forrna:L Upon receipt the re(x>rds .tnay be uploaded into the 
Autmnated Case Supp<Jti (ACS} systeul; the FBI's electronic ca:se file systcnl. 
or review(.~d and analyzed hy the. cas·e agent or an FB.:I analyst lf the re(~ords 
are provided in der~tron.tc format~ they m:ay be uploaded into the. ACS 
system by a t.echnidail prior to an ~J..gent's r<:!vtew, Ifthc teco:rds at·e 
p.tovided tn paper fon:nat, the. agent rt1a,_y _review them and if the case agent 
deterntines no further invest1.gat:ion is \v~rn'int:cd~ the agent n1ay store the 
jnfonntiHon ·with U1e rest ofthe. invesUg<.;ttive <~aseJile. \Vhether provided in 
1"'•p· ""r r<.r "".](''~u·· ·on:l.<' .c..(>rn·l·"'t· ·ti··.,. <"' ·~e •}· ·r ... ·~1~· ·m· 8" .... ~~-....,. a11 t<'·t·.::.c:· ~-. .. ,....nl.(' f.f'CA.. '\:.- .-...~. "<.'..- ·,:~. • ".l~ . . ~ ,. £'\,. .-"t'..t~ .. :t·~,g\..·.~ $,. 'J. \'Y.l.;J~f(·; ·(: ~~ ~·:o ... ~.,.,~ ....... 

1~ Son:~~ l\pplicat1oil5 an~ signed by the FlSA Co\H:t wH:h011t n~qutring an OlP.R 
atwrney to ~~pp:)a.r ;~.t the schedt.lk~d h{:'(.tring. ~ !U, ~. 
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Cotnmunication (EC) stunmari.?Jng the infonnaUon ob~;;tined fbr purposes of 
docurnenttng the exist~"ince of the records e1ectronicaHy in the. ACS system. 
{U) 

If t.he information wa.l'rants dissemination \Vithi:n the FBI. the a,gent 
prepares an J~C {:() the relevant field office or offices. lf the irdb:rm(lt:ion 
warrants dissemination outside of the F£31, such as to an int~Uigencc a:ge.nc!y 
or foreign goven1men:t~ tl1e agent provides the records to the appropriate FBI 
office for approval. Records provided to a foreign go\."ernrnenl.for intelligence 
pnt,:m,<:>es are vetted thruugli the Designated [nteJligenc~e Dl$closure Offidal 
and rec.ords provided f(>r use in a ctiminal proceeding at-:t~ ptocessed 
pursuant to the Mutual Legal Assistance Treaty·, ('$( ~m , .. , 
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CHAPTER THREE 
OVERVIEW OF SECTION 215 REQUESTS 

PROCESSED lN 2006 {U) 

Introduction (U) 

As part of t.he OIG's review of the use and effecti\.>-eness of Section 215. 
aut.hmities, the Rec.u~fhQriz.ation Act. directed the OIG to examine the 
lbUowtng: (U) 

• Ev(:-::ry business n~enrd applkation $Ubt:nltted to the FISA Court 
ii~<~lttding: whether: (a} the FBI n.~quested that tht~ Departrue.nt 
of \.Justice submit a bu$-ine~$ record application to the FlSA 
Court and the a,pplieatlon was not subnutt~d. ~d {b} whether 
the FISA Cm:irt, gtanted, 1110dified, or denied a,n.y busiiiess 
record application; (U) 

• \V:hcther l::n.rr.eaucratic or procedun.U in1pedim,cnts prevented the 
FBI fro1n "taking ftdl advantage·· of the FISA bus:i.ness record 
provisi.ons,; {U) 

• Any noteworthy facts or circumstances concen1ing the business 
record requests. including a.rry illegal or irnproper use of the 
authority~ (U) 

• 'fhe efie,<~ti'vm1css of the business record requests as an 
;1nvcstiga:tivc tool," indudir1g: (.a) what types nfrec.ords arc 
obtained and the .it:tlport.n.nce of those records Jn the tntdlig~~J.lce 
activities of the FBI and the DOJ; {b) the :tna:rmer in whkh tht.~ 
information obta1ncd thr9ugh business record tequests is 
c6llected,. retatned, analyzed, and disseu~1I1ated by the FBI; kl 
whether iil.nd hcwl otlen t~e tn:H used inforrnaUon obtained trQ.m 
business record requests to produce. an '' ana:lyticaJ :in:telHgcncc 
product>< for dJstributioii to, an1ong others, the intelligence 
con1n1unity o'r l.edet:al. statef and lo<.:al governments.; rn1d (d} 
whether and howu:ft{m the FBI ptovidecl i:nforrrmt.i:on obtainfxl 
fro.m business record .requests to law·enfo.rce!nertt author:l:tJe,~ 
for ust:~ in eriminal procetx1ings;. and (U) 

• 'With respect to 2006, an t\:"(amlti<-:tUon of the rnin:imW..aUml 
pro<:~:dnres adopted by the Attorney General pursuant to (he 
Reauthmization Act <:i.nd whether such minimlzatio:n p.tocedures 
protect the constitlltlbnal rtghts of United States pets.ons.15 (U} 

l$ The Reauthorization Ad a}$o din."X:t{~d thm th(~ OlG ~~X~\I:t.line theji~st{fi(:il.tlOn n:~r 
the falhll'{~ <)f the Attorney (~eneml to is~me im:pletne.rrtir~;g pt·oc.!edures goveming r~t1tmsts J()t· 

{Conf'd,j 
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In this chapter we pn:wide ttn overview of F'BI .request"<;; :fhr Sec~tion 215 
orders that were processed in 2006. V\fe describe the ilutnlx~r of rt~uests 
submitted by FBI age:nts, the ntnnber of Section 215 orders obtain~~d. the 
type of i:ntonna:Uon requested, a:n.d tht: numb~~ qf reqncs:ts th.a:t were 
withdrawn. (U] 

II. Two Uses o.f Section 215 Authority (U) 

In 2006, as .in preVi.tJus years; }''HI Headqui1rters and OIPR subnlitted 
to the .FISA Court applic~'itions for two dUlete:nt kinds ofSectiotl2.15 
authmity: --pu.re .. and "cmribinattorC Section .215 applic~ttions. (UJ 

A ''pure" Section 215 applieatio:nJs a tt~tttl used by OIPR f:tj reft~:r to a 
Section 21 5 application for any tangible :iten1 that is not associated with 
applteatinns for any other :FlSA, autholity. For example. a SectJon 215 
request 1ur driver's lieense tc<~c.rrds fr<lm stale clepmtu:tettts <Jf rnotor vehicles 
would constitute a. pure Secticm .215 request. (U} 

A "'cmnbination'' application is a tenn used by OIPR t<) refer to a 
Section 215 request that is added to (>r combined \~tlih a flSA application for 
pen register/trap and trace ordt.!rs. w 111e use of the con&bination request 
evolved fron1 OJPR~s detern:~tnatton that FISA pen register/trap and trace 
orders did tmt .require pto\lid:ers lo turn over subsctibet int{n,natJon 
ass{_'lciated with telephone ntunb<~rs obtained through the on.t(~rs,l7 {U) 

A. Pure Section 215 Applications {U) 

'f.'f.J .• 1 ll .... 0 "' ,.... 21r-::: 1··· ... +I . N·s:yn ()lPR ~ e reVlewec a pure . .-~~c :mn . . . .._) app tcat:mns ~: 1a.r . , ;~v~6 or . . : .. 
processed in 2006 Jbr submission to the .F'ISA. Court. In thls sectiotl, \Vi!: 

describe. the number of pure, Section 215 requests: th~;.nutnber of pure 
appliCations lonnally subnt.ifttd fo and apptoved by the FISA Cotnt; the 
n.tunber of t.LS. and non-U;S. persons th~t. were t:he subjects of these 
a:ppH.catfons.: the types of records obtained; the FBI field ofilce$ that 
requested. Sedion 215 applications; and the types t:>f investigations that. 
ge;~nerated Section 215 requests. (U) 

----.. ··-.. --····-----------------------------
businel'.>s I'ecotds appllcatio:us ;:.u~d wh¢ther such delay hai'med tl<:iti<i~ul.l security. w~~ 
;;tdd:ress~>:d U1is reqt.t(~st in our Mardl 2007 s~~dion 215 retw:rt, {U} 

H.i A pt:~n reg1$tt:r Js a sunreiUance device that captu.res th~ phon.e numbern. dialed. nn 
outgoing telephone calls: trap and trace devices c.apture the n:mnbt:Jrs. idenu(vtng iu<::.oiHing 
C<.lH$. (U) 

!7 We discuss the (r.r.i.gii:~ of ~ombinatit)n requests u:l r~1ore d{:lail iu Ch~tpkr. '111~(.-e of 
our .Mareh 2007 f(~porl. flJ) 
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l. Number of Pure Section 215 AppliQatlons (Ul 

In 2006, the F'BI or OIPR processed 21 tequesl"$ :f(J.r pure Sccti{)n 215 
applicat.ions. Of these. 15 were fonJ;mily submitted to the I.-_lSA Cottrt for 
approval - 11 were $ulnnittecl in 2006 and 4 were submitted in 2007, l$ Tl1e 
six a . .dditional requests tvere "Withdra\\<1.1." \Vlthdra\.v1t applications are those 
whk-:h are eith~~r not prestmted or twt k.>rrnally presented to the FJSA Court 
{~)r approval. ~9 (U) 

Each of the 15 formal subnli$Slons processed in 200fi was approved 
by thf.:~ FISA CourL Table 3.1 i.llustrat'<~S tht~ 1ntor.n1a.tton, {U) 

T.H..ti~ ;:s ... l. 

Pure Section 2.15 Applications 
Processed by NSLB or OIPR in 2006. {U) 

2006 and \Vlihdrawr1 ...................... ..;.. .. _____ +---
~~~'PE.~~-<.:~!:r=.~'-~·-·'pr~ce~sed during 2006 (UJ ·····-····--··· .... ---. .......... ·-··-·····-· ............ ~! ... . 

Source: CHPR <:\nd FBI {U} 
$Note; The 15 applkatlons proces;sed during 200o include 4 U1at the P'ISt\ Court. appnwed 
in 2007, The si:11:· \.Vit.hdra'\vn appHc.:ations pr-o<lessed du:r.ing 2006 .include tme that. w:as 
withdn:t.~'"i.1. in 2007. (U} 

In total. lx~twcc:n 2002 and 2006, 36 Section 215 applic.ations. wen~ 
process~d and lbnnally suhn1Hted to d1e f:]SJ\ Court. I3:a.d1 of the 3.G was 
approved, as indicated in Table .3.2, (U) 

IS'$ OIPR fi)nn<:tlly su.brnJtit::d :!nt~~r.iin standard minin:li:?~tkm pn:x:cdute~ to th:<~ flSJ.\ 
Court in. 200H. Although this ~H1brnl$sion was g1ven a bw$l:ness record docket number, it 
W<t~ U(.lt <l St~ctiun ~H5 <:1.ppJl:e.:tU~m: and th~!r~~fu1\: w~:~ dv not 4"0ttnt it ~ts a bt;.tsip,ess r.et:Qrd 
.applic.ation. We diS('USS u~e interi:m sta.nde.u·d !UirlirJ.l.tZ<\Uon proceth.tres ~rt Chapter Se\~en of 
Uus report. {UI 

;~ Om.~ pf the six. withdrawn atJpl~d~Uon.~ vms pr{~se:ntt~i H~ lhe FfSA Cotlrt ·h~Jice as a: 
"rt!ad" eopy before :it was wtthdn~v;m .. We dtscuss th(~ '~ectsons for the wit:hdra"\Vn 
appUcattnns in Chapte.r :Fottr. {Li) 
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TABI~E 3.2 
Pure Section 215 Order& Issued by the 

Foreign Intelligence SlU'Veillance Court (tJ) 

Total nim1be:r of applications 
$t.thml:tt:ed to a:nd approved 

the l•'ISA C()U.rt {ti} 

Sou:rcc: OlPH and FBI fU} 
""'Note.; The 15 applicatiOl1S processed during 2006 indi.li.k 4 that tile FISA C-o-urt apprOVf:d 
in 2007. (U) 

2.. Subjects ofPUre Sectioit 215 Applications (UJ 

\Ve con1piled the nu1i1ber (}{U.S. and tlOU·<tJ.S. persons wh.o '\V'ere 
identJ.llt~ct <lS the subject of U:te S(:Ctio.n. 21.5 request and the trndedying trBI 
investigation. vVe relied Qn the infi>nnation provided in the Section 215 
applieations for this infonnation)W ~fable 3.:3 shows the n~sults for 
applieaUon.s proeessed in 2006. [U} 

TABLE 3~3 
Number of U.S. Persons an<! Non-U.S. Person~ Identified as Subjects 

in Section 215 Applications Processed in 2006* (U) 

Non~(LS. Perso·n {I.H :s:1 
'···,Qs(~lt.-~t~r~c:e-~.-· rG~~ul~v{-~ru:~1~di1l~~~m3lr---~(U~JI----------------------·------·------·------·---L--------------------------------~ 

~Note: Tahle ~)-~~ injd.J' u.w~ :.a..JiJlc..l.UJLJL~.:li.1:~Uli..OJ:c.t.ta..ou!£.Cos:s.t::d..l~:mlii...il!..lltl....si~~~ 

The muu.ber of persons .referenced in Table 3..~1 is g'reate.r tban. the 
nuinlx!r of applications approved by the FISA Coutt because Section 215 

'S) applicatior s ,._ · · 1e n1ore thar~ one sub-ject, and \\l(~ cot~nted each Sitbject 
separately f the an Hcations .requested business records for mnrc 

t S :1 than <lnt: subject :tpplications requested business records lor 
0dtfferent s'uqjec.s. 

Moreover. Table 3.3 does not present the full universe of U.S. persons 
and non-·U.S. persons named as subjects or otherwtse affected by SedJ~:J11 

2o As previously stated, the.~'l$A Matutedcftn{~S a "United States p~~rson" as a 
citizen .. legal per:rnru1<~nt rcsld(!nt, t:t.itl.nc~lrpornted. n&soci.aUon jn \v.'hl.ch a "subst<~nW~l 
:ntunb~r'· of rnemhers are citfuerxs Of leg<.u _pet'l'il<u-;~;~:mt n.~sidents, cw cmptm:J.Hons 
irwotporated ln. t:he.lJn:H:ed Sb'tk:~ ~~s long as. su.ch ass~)Cl:Hl.ioris Qr corpi)mt"im:ls .are· ru)t 
ihemst-~h,es "Jhretgn powtirs."" 50 U,S.C. § l80l(il. (lJ} 
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215 applications pi\)Ces.._,~~~ in 2006 for. two reasons, INrst. Table :3.~~ does 
not include individuals \1/l:m were the subJ!.:~<~t of a Sed,lml 215 applica:Uc,m 
hut not the su~jt~et of an FBI investigation (a. "non-subjecf'J, \Ve did not 
lnclude the nuniber ofnon-subject~ be:cause Sectkm 215 appUcaiions 
n~quested records ofnon-subjects, but ·aentified 
whether the non-suqjects weR"; U.S. or non-U.S. pcrsons.2t ~ iU) 

Second, Table 3.3 does not. reflect the number of U.S. persons a.n.P.. d;:;.,.----. 
noa-n s cetsoas abou! llrblllll lcfarmatiOJJ Mrus callecte.d as a t:f'Sill! ]k iU'I ,5! 

ln our March 2007 report we reported that in 2004 (the flr.st calendai· 
vcar. .in which pure <:.~pplications w"t.-..re subrnitted to the F'lSA Court] I 

I \Vith these important <:aveats, 'fable ;5.4 shm:vs the 
._l-1l-ln-1"":'b-:e-::.r-o~f~-s-,,~.lb~J~.e-.e~.ts--:~tl:-~lat were identillG'ti ~\!s U.S, and non-U,S. persons for 32 
of the 36 Section 215 ~\pplications processed fron1 2002 t11rough 2006 m.id 
approved by the fllSA CourL ~ \UJ 

TABLE 3.4 
Number of U.S. Persons and Non-u.s. Persons Identified as Subjects 

in Section 215 Orders Processed n-om 2002 through 2006 (tJ) 

Source: OlPR and FBI {U} 
.,Not(~; CY 2006 inch.1des nu:~ fmir s~~dion 21 5 orders · n: .. <t~e~~ed l.n 2D06 t.ind si 1ued in 2007 
ortd pyc].udo~ tl"~f• 

.___ ___ _.lt$i<L..!~U~~-----------------------:·~J) 

....._ _____________ __.!~ i:U) 
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3. Types of Records Requested in Secti1)n 215 
AppUca.tions (U) 

We also identified the types of bt~siness records that were sought in 
Section 215 ~pplicaUNJS processed in 2006. Table 3.5 shows the types of 
records requested. as v.rell as l:h(~ nuu:iber of n~-quests for each type of tt~ctird 
in Section .215 a ·UcatWns .)recessed in 2006 and a· to\~~d b' the FISA 
Court. cxdudin 

r==~==~--------""'mo":"'r"T~"""l!'!"'"""T"""~---:"'1'----__J; s ~~ 
a· .e . , · .. s.1ows e smne · I 

~~----~~~~--~~~--~~~--~ information Jor the \vithdra\V11 Section 215 applications processed in 2006. 
~~u· I j 

I ' 

T.t'\.BLE 3. 5: 
Types of Records R~que.sted in Pure Section 215 Applications 

Processed in 2006 and Approved by tb.e FISA Court* (U} 

St:Ji..n~e: OIPR ~md FBl ftrl 
·~Note; 'fable 3.5 .i:.ndudes tht.~ [{)Ut S~}etWn 215 ol·de.:rs 
2007 a:nd exdt.:Hles th 

ITJl 
l I 

TABLE3.6 
Types of Records Requested .in Pure Section .215 

Applications Processed in 2006 and Withdra-wn* (U) 

Sour.<:e: OJPR and FB1 !11) 
*Note: Table 3.6 indudes .a:n application I)l'Ocessed u1 2006 hut w~thclrawn in 2007. fU) 
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In tot;:'lL 16 different typ(~s of records were requested tn the Sect.itm 
215 o.rders processed be~hvt'*~ii 2002 and. 2006 ;:u'ld approved hy the F'ISA 
Court.. The types of n~cords art~ illustrat(>.d ii'l Ta.ble :3. 7. (lJ) 

TABLE3.7 
Types of Re<=ords Requested in Pure Section 215 Orders 

between 2002 and 2006 and Approved by the FISA Court"' (U) 

S(~u.I'C:·:e! OlPR <lnd FBI (U) 
~Not~'!: Ta:bk: 3. 7 Jnd~.i~::io,;~,~;.l.lo,;.,l~~~oLU.L.~...o:;..i.i.l.~.,ll;:;l..o:u.~~==~~.I.I..IL~oi.U...::w.r..l..l.-'"l~ 
200'1 and t.~xdud~~ th 

lUI 
I I 

~I" 
.1..,( 

4. FBI Field Offices that Submitted Requests for Section 
215 Applications (U) 

The OlG also analyzed how n.1any P"Bl ildd offtces snbinitted. requests 
for pure Se<:tion 215 applications. We deten:nined th~,rt0fthe Ei'Bl's 56 
neld, onkes Derce.nt). applit~d ror the 11 pttrc s~c.tton 21s o.tcters 
processed in 20()(). A total of0~t3I field offices Q~rcent) have rcqm.~.stcd 
Section 215 o1·ders sir.lce 2002.22 ,;~ :u; · ;s) 

~ As di1'>Cu~:litxl in o':ir first S~ct;tpn 215 repmt, tht:tc l>'lti.rr.; nn SecUoi:l. 215 prc:krs 
<.tpproved in 2002 or 200.'5, The flr.st S.ec:tion 215 <mkr was.appmved in.M~~y 2004. (U} 

HJ 
~~u-~· ·I 
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5. Types of Investigation$ frOm which Section 215 
Requests Originated (U) 

\V'e also examined the types nf tnvest\_~at1oi1s front '-Vhich pure 
requests originated. 111e pure St~:et.ion 215 applic~It:ions origtrtnh~d froi'i1 
either counterintelli,gentx~ {Cl), ctRini:erterrorism {Gn~ or eyber 
lnv~sti.gati.t)ns. 1\'lhJ(~ :3.8 shtJws the types of investigations fttml whieh purt~ 
Sedkm 215 aJ>plicatio:ns "~t.Ocessecl in 2006 and a • · t<)Ved hv th(:~ F~ISA Cot..trt 
ori~inated, exdudin~ 

r--~----~------~~~~--·--------------------------------------_jJ~· ',J! 
!ij) 

TABLE 3..8 
Types of .Investigations that Genera,ted Pure Section 215 Requests 

Processed in 2006 and Approved by the FISA Court (l1} 

B. Combination Section 215 Applications and Orders in 2006 
{U) 

In this section~ we describe Uw nurribet ~md types of applieatioi:1s for 
combination orders that \'lett.~ subxnitted to the FISA Coutt in 2006 .. A 
C(~mbina:Uon apphcatiotl. ts ~l tern1 t.lst~d by OIPH. to refer to a Sedjon 215 
requt~st that was added to or cotnbined with a FISA application for a pen 
register/trap a:.nd trac<~. ·the use c}fthe <~")tnbinatlon reque.~t evolved from 
OlFR's detr~rn1ination that :FlSA pen regtst.er/tr~p and trace orders did not 
requu·e providers to ttttn ove:r·subscdber information associated with 
telephone nuutbers obtained U1rough those orde.t·s. As a result SccUon 215 
requests were added to pet\ register/trap and trace orders to sc:.ek 
su.bsc1iber infon11atio.n. OIPR a:lso ust~d (,:on:thii1atioh orders in 2005 and 
2006 to obtain! I 

' 

I _ fH ($( •r·• 
11.-i 

After passage of the Reauthor.it;ation Act on March 9, 2006. 
con1binatJon orders be.came unnecessarv for subscriber infonnation and 
OIPH. terrtporarily ceased using ~~otnbinntJon orders._l __ ~--------------.....11 
Section 128 of the H.eauthmization Act amended the FIS..A statute to 
··--------------···-----------------~-----~---------------------------------

:..'-------------------------~~ ~U) 
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----------------.. --------····-· 

authorize subscriber i:n.forma:tion to be provided in resp{mse tn a pert 
register/trap <U"ld trace order. '11:lerefore, combination orde.:rs for subscriber 
infornlation were no longer necessanr, In addition. OIPH deten:n-:tned that 
subst.anUve an1endn1tmts to the statl:rte undennined the legal basis for 
which OlPH had rcceivtxl aU:thotizationl I from 
the :FISA Court. "ll1etefore. OlPR decided not to request._! _______ ...... 
pursuant to Section 215 until it. :te~btiefed the isstle for the FfSA CourL2·4 

As a. result, in 200£3 corr1hin;lti!ltl orders we~te subntitt<:~d ·to the FI.SA Court 
only fron1 ~January L 2006, through March 8. 2006. ~ \Ui 

1,. Number of Combination Applications Suhn1itted to 
and Approved by the FISA Court (U) 

.r.~rom.,January 1, 2006~ through Mardt8, 2006; the F"ISA Court 
approved 3.2 eombination bus:iness t(!L-ord applications. Of the 32 
combinalion applications. 7 \Vere new· requests for cmnbi.natlon orders and 
25 wt~re request<; to .renew or ~x:tend previous orders. (U) 

2. Types of Records Reqttested in Combination Orden; 
(I]) 

\Ve determined that t~~tdt bu,siness record applicaUon attached to the 
pt~n register/trap and trace applications included a.n:!quest forsubsc1iber 
infonila:tion for the telephone numbers captured .in the pen.regtst.er/h-aQ 
and tn;we. So:me of tX:~ btts~ness r~on:t reques:s a.lso lnduded requests~ ! ,. , 

lhe SZ combmatlon a :Jhcanons re :nested subscri"6et ·,J;1 

information of those 
'----~~--·------------------------------------~~1 ·11}11 '1J,I 

I I 

3. Number of 'U.s. Persons Identified as Subjects in 
Combination Orders (lJ) 

--------"""-"""""""""'"""""" 

:H OIPR fir~t briefed the lss.ue to tilt: EISA Cot.ut in. il'ebn.1a:r 
ortzai:fon Ad. 

2.1 
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4.. FBI Field Ofiices that Initiat.ed Requests fot' 
Combination Orders (U) 

Vve dete:m1incd tha0FB1 field ofliees subtnitted. a2 cornblnation 
applications approved by the FISA Court frorrtJanu;;ity 1 ~ 2006. thr(mgh 
Mareh 8, 2006. (~ 

!U', 
i , 

5. Types of Investigations from which Co.ntbination 
Orders Originate (U) 

Of the 32 eon1biilati<:in orders we revie:s.vcd, 25 were issued in 
counterterrorisnl cases and 7 were lSBued in counterintelligence cases. (OJ 

~iU) 
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CHAPTER FOUR 
SECTION 215 REQUESTS PROCESSED IN 2006 (U) 

In this chapter. we discttss the F'BI's requests fur Section 215 orders 
processed in 200G. \V(~ first dcscribt~ pure section 21.5 .requ.ests and identify 
tl1e types of records requ<;~Stt~d and any delays in. the processing tilne.25 If a 
Section 215 request was \Vithdrawn~ we identifY the reasons for the 
withdrawaJ and at what stage it \vas withdraw!t. If a Sedion 21 () 

'· . 
application and urder was presented to the FlSA Court, \Ve. identify wht.~thet 
U1e Court granted. modified or deni~~d tbe requ~sL If <:l Section 215 ord~~r 
was issued and re<;otds VJttt~ nx:dvt..>(i by ti'l{: agent. we describe how the 
records were used. \Ve then briefly discuss Section~~ 15 cornbination orders. 
{lJ) . 

l. Pure Section 215 Requests (U) 

ln this sectio:tl we~ discuss 11 of the 15 ptite Section 215 requ.es:t.s 
processed in 2006 fbr which Section 215 ordcts w...,.·"~..~.-.:i.l.l.ol~·........,~"""-1.~.~...~"""-lo.lo......~.~. _ ___, 
re(luests that \vere withdra\\'11. \Ve do not discuss 

r---...:,.~------------------....... --------------~ :s:~ 

A. Requests for whieh Section 215 Orders Were Obtained (U) 

1. Requ,e~t foJ b,y 'U' 
IJL... -------------~ ·, ,1 

~'·~ ~<~i:~l ~- (('...,..,., ... submitted.a Section 21~) request.fm1 
14~ ~L countetintelligence investigation~ 

;V/" .. 

The Section 215 reoucst 'Vv'1.lS processed in 188 chws.l 

!lti We do not dis~~us.~ evety delay in p~·o(:(:~S!':i~ng. only those whkh had a signifkanl 
ruu.l idenHfi;.~ble dfed on the oven'Ul pnJt:.(~ssing ti:t:tH~. frJ) · 

'S'I . ; 

fi ' . 
I(S 
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After reviewing the n~a.d a,pp!k.a:Uon and orckr. the F.lSA Court 
tequeskd that OIPR clarify the spech.dized minimi:ztl..t:i(m prneed1.tres and 
indicate that the speci~i.liz.ed minirnization procedures wen>. tn addition tu :the: 
tnte.l"itll standard niinlmi.za:tiqn p-rocedure$ adopted· by U1¢: Attorney General 
in Septenlber 200H. {U} 

iSi ' . 

Request fo, J ! S) 
~----------~~======~~ 

An FBI a:~·ent subntltted a S~~ction 215 .request fo1i ];,, 

2. 

,;~, 
. I . 

'.:!'1 ,w, 

~S) 

lr-----------------~ ln:.f.! co:t.Jnterintelilgence investigation. ', S} 
.~r b) 

z~ .M:inimizatlon proce<lm-es 1i:tiut: ae<:ess, t·etent.iotL ~uld 4i:ssenlinatir.m oflJushiess 
reeords. 'lhe Att:ont{~Y GeJ.R~rah'i itl:t¢r:i:m st~mda:rd tnir:ri:it\1~::ihot:l prt)t:edures applie~~hk to WJ 
business reeords tJmt W{~r(~ tSS'l:l.¢d it~ SepWi:nl::wr .2006. are disn~ssed in Ch::1pt.er Se-t•cn. (UI 

24 
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------·-··--·----------·-· 

This Scd:lon 215 request was processed ill: 175 days. The case w.."'lli 
delayed initially tor ahnost 2 Inmtth$ at t..he field otllcc bec~-tuse the a.gent 
thought the request w~s pendirlg at NSlB when it was actually awaiting . 
npproval by .a field office st1J)ervisn1:. Once the reqtu~st was drafted bv NSLB 
and sent to OlPH. the 1.:\vo offices disa reed as to whethe 

According to the i:\..~ent, the .information received pu.rs.uant to the 
Section 215 order did not furthet· th~ eountetintel}jg~;nce in\•esttg<.ttion, (U) 

3. Request (o~._ _______ __,ICsr ;U) 

AI FBI l • t b ·t d s ti 'J.J- t · t 1 · tr ae.en· su rm 't.e ·. n •. ec on ..... ~-) re,ques . m . .a cot:fn .er nte t~~:mcc 
investi a a tionl 

~rh i ~ rf•{lll f~:c:.f· U/;;4 ~ nrhf·p~-~r<d i jj 20~ ri::nr~ I 

Pltin1atdy, th.e r:Bl did neither. According to the fi"Bl GetH:.."'a.l 
(...(H.lllSCl~ additional nt.in.Jmizatton . Jrocedures were not necessary because of 1 . 
the limited rnanner in which the FBtintended to use the infonnatlon front 
this Section 2l5 request. ~ ,U.l 

2'7 A fttll flSA is a req~u::st f()r &tltllodty to condu<;t electn.tfl)C sutveillaiH~t:: ot 
physical se::1rehes .and 1s lnor(~ detaileq thun ft Sedi.on 21.5 r~qi:H.~st fxK:ause the appHcati~)fl. 
n:n.1st (;stablish p.robable c~tuse l<) be:kve, among other thtng~"l<, thattbe target ts ~ foreign 
powl~.r tlr an agent of a fr>rci&trl power. (U) 

25 
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_______ ,_, _______________ _ 

\S1I 

i\i'tet revtewlng the. rea.d application and order, the l"ISA Court 
.requested that OIPR explain the relevance of an aspect of the reqnest 
According to OIPH e-r:ntiils, the OIPH ~1ttorney had previously rtsked NSLB 
the same q:uestlon and was able to <-.X1Jlairl the n~levatu~e to the F'lSA Court 
·nw «'>'mrt <•x·•ntt~d Jhe St~dion 215 request. AccQrding to the case agt.':nt, the 

[:lrtlduced an at:kUti<m.al 2 months o.f records not · 
L...-a_n_t'!""h-m-:l-ze-c'!""l ~b-y~t:~h-t:-:~lf(SA Court order. ~ !U= 11 

I I 

The agent toJd the OIG that he tnade a copy of thel lre<:ords 
that cUd not tnclnde the two ~clditional months otc::::J produced to the f~HI 
but .not. aut:hmized by the FIS..>\ Court order. 'Ihe agent then se}lled the 

I )records that he had qrig:in<:lliy received frorn the provider into an 
envelope. l8.J:: 1u1 

· 
I . 

The aacnt stated thal he sent H"lG redacted co ·IV o:f th~~ records to F'Bl 
~---~~-~--~--~~--~~ ........ ---___,j~-T_ll_e agent stated 
that t11e additional rN;ords and the siZe ofthe had delayed 
his evaluation of the portion of records appn1pri.ate~v pt00dueed pursuant t() 
the Court order.; hov .. >ever, he stated that he exped:ed that these .records 
would be usefuL~ ,~ri\ 

IIJ I 

The .FBI lnforrned the Ol(} that it had determined that the receipt of 
additional records beyond tht~ scop<:~ o:f the. FISA Cpurt order was not 
n:~portable to the IuteJJigenc:e Ovetsight Review Bo~u·d (lOB) and that the YBI 
would consider the additional nmterial to be a voluntary production by tlw 
prO'vider. OlPR hqd not yd. dectded whether the .incident ~s .reporta.hk~ t(} 
~\ L~ISA (·~ ·t· 28 {t ·J~ ule l' . _,our .. 1.. J 

4. Request fori 

t.si 
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_________________________ , ________ , _____ , ______________________ _ 

!~~·, ! .. i 

'fllis Set~Wm 215 request was processed iri 120 days. The reqtie~r-''t;;;..... __ _, 
rais,~d ( ucstio.ns conce.rili:n · the a · }ro · tiate \.tse of a Section 215 orde 

_i ~ ~i 
": .. ,. 

As a 1·esult uf the Section 215 orde 'S'I ~-----------------~---------------~. ' 

· JeUnHed Stah~s.intende.dto 
L.....r'"""'W'TI~rT'IT'II"'"'"""""T"I"'l"J'!'!"TT!"!''"''"I..,..."'T''"~rV-'I""''"""T'rT!"''"'r~J""'T!'"'""''!I~~l-l he \Vas going to be dt~portl!d 

wanted to arrest th{~ subject on :forgery chargt;~-$ sterttming fro:m the. use of a 
fraudulent identification · ortedlv issued by the fort!ign govem:rn.etit) 
f-ounc 

~--------------~,s) 

According to an FBI ai1alyst. ptn·s-.Jant to the MtH:ual Legal 1\..~sistat1c.e 
Treaty requtrexuents, U"1e FBI provided the fo.n:.ign police with th{:~ fraudttlent 
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identification and other evidence to be used in ~1 not(~lti.£.U e:rhtl.inal 
~n~~n~o~s~t'~C~~t~ltw~l~orrun~J------------------------------------------------~L~, ',J;I 

tl '-"" Ns·r ll t·""' ,1""'v· "lect2~ •A t"' ..,,.l,·t-..,m'·t ., S'·ect'··o ., 215 t' =-q ·.1"'~~ ·~m 1'-; .. 1..:,. · .. ,··;:,a ot_.(Jl .. > .. ~, '· .'. ~J.,.te..._. '·' S<.o.•.i.•: .l .. (;.,. ~. ', J .. .t~. ,. • ~- l ,,_,,:,L ~" 
....._~~-----~ 

~ ·u· i, ,1 

11liS Section 215 request. processed in 125 d:a rs., raised 2 snhst:nnt:i.ve 
lssues, 11te first '\vas a legal qm~stion as to \\ihethel.-r------~;;;;;..;;;....____, 

...._ ______ ___.I According to e-tnai.l cornmunications \ve reviewed.; the 
NSLB attontey ass.igned to this ca·~..::il:.aL:WJ..JJ:I.W:...l.I....l&::U.S..JJ.m~~~:uJ~..J.,!;;!...... __ ...., 

t~st.ablish probable Calise stoce th"' 
r-------=-----------...&...-----------------~~~5) 

r----...;·.;.;;;A;.;;c;.;;;'c;.;;;.o.;;.n;;;;::l.;;;.il.;;,i'l:::r....;:;to.;.;...;;t.;;;.h;;.;;e;..;f;;..;-~;;;;;B.;;.I...;;;a~~:l,;;~c;;;.;n;;;;· L.------------------...... ~ S) 

l~'RI determined were of · oten:Ual intdH Yt:~nce or na:Uona.l seeu:ri.tv valu 

value to the United States. ~ .'T~l 
,lo, 

~9 A &~cuon 2.15 ;)r(kl~ may b(..>. iss~:H~d for a t~ngtbk HHng that ~~ ~~l:S() ~~~h~~'tinahk 
purswmt t(l a grand Jury subpoem:1 or court on:.h!r dl.rechng the p:roduc.t'tou of re~ords or· 
t<nlg1h!ethtng~, 50 U.S.C. §18tH {cj{2}(D). IXJ) 
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6, Request fo~._ ______________ __.( ;S) 

An FBl a~fent s.uhn1it.too aSectJon 215 reqtiesttnr records relM:ed to 
by sev~!tal il{JI'1-U.S. persons in a 

.__-.....,.~~-~--:--~-~--~~15 request was generated at Fi3t 

,....llllL:S~.llJ!....I:llj:!....QJillllecl.S......Uli:..l.f!.ll:w:l.IWlli---------------J ~ s) 

:s:1 .__ ______________________________________________________________ ~ 

This requ.est 1,:vas processed tn 72 days. After reviewing the read 
application and order, the FISA Court reqw:!ste<l that OIPR revise tht-:. r------, 

nnnHcatlcm and Qrd{"'f fo mnn~ nreCJselv ldt-'nHi\r llw reCOrdg n;suwsfedl J_ :,S) 

11.S 1 
L-------------------------------------:----------------------------~ 

Section 215 re-quires that orders describe the recotds requested With 
~suftl'-."::k::nt particulanty to pennit tlleJ11 to b~~ fairly identified." 50 u.s.t.. § 
186l{b)(2){A). l$) lUI 

·, ! 

The ease age:rtt told. the OiG thaLhe J.>.ruvicle 
~si With a surrumu:y of the rt~cords fbt le.ad pui1)t>ses o._v_e~r.......--1i~1o~r-1"·· -1 "'"· .-,..,.o-,-r-(~·!~t""'l-e.~ · · 

defendants pled guilty and 4 months after the tr.iru was originally scheduled 
to begt.n, According to the case agent; some of the ddav hl obta1niJ 11 the 

.•. . 

Because a summary of the re~~ords \"'las l'lot provid~d until after the 
triaJ began and a month (Jl." two before lhe def(~r.i.dants pled gttilty, the age,nt 
told us that he d.id not thfnk the rec.ords W<:'!re used at the triaL The agent 
also told the OIG that the investigator frqr.n th.eJhreJgu gover:nrnet'lt asked to 
meet with DC\J oftkials to discuss h.o\v the M.utual Legal A:ssistance 1reaty 
proeess could work faster ii.l th~~ future. The t.~l..~nt. told th.e OIG that the 
records produeed .in .response to the Section 215 order were not relevant to 
any FBI invesUgaUo:t1s oftJ.s_ p(~rso:tls. ::tSJ 

7, Request fo~r-------------,l~:s j 

lSI . I 1----------------------------------------------il .I I 
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~T~. ~ ... 

1111s Section 215 reqne$t \\teas proc~s$ed in 212 days, According lo the 
NSLB attorney who handled th{~ matter-. the a $l~t \Vho submitted the 
request. establisht~d the relevance of the l()r the U.S. 
subject. and his rela:tiv(~S who were also subjects of other .FBI i.nvestigatim.1s, 
but did not 1rovlde :ID:lV inf(>nnation to estabhsh the n~levance ol U1¢ records 
fi)r 
Alt~1-o-u~ .. ~1-~~·-.e-~-a.~i~er-l~t-e-v~er-1~tu--~.~--~~~~~~~~~~~~~~~~~~ 

f.€~ :ep . one contact ~11: 1 . :\ raisec a eon~~t~rr ...... ____________ ..... 
I I After discussion_s betwet~n the NSLB attorn<:!Y and (Ul OIPR 

supervisor. OlPR e-l.tbnlitted to ~he ~~rsA Court: an application tor the na:mcs 
and ac ciated \Vith. · · · 

This request Y.vas further delayed ':vhen it '~'as l:lot .proper~v entered 
into the f.ISAMS. OIPH: added and then n:~mo\;·ed deU1iled fhd:s fn:>m. a 
relc.1.ted fi~ISA applicaUoni the ~ls&ign(~d OIPR attorney went nn vae;·l.tion, and 
()U>R n1odified the Sedion 215 terr1pla.te to contbrtn to the requiretuent.s of 
the ncw~y enaeted Reauthcu:.ization .tV~L (U) 

·sl :, ! 

r------...;;I~n;..;t;;...;'C;.;;~S;..~,;rp;..;iO~r;.;..;lS;..;;'C;...t.;;.;·.:(;...) ~tl;;;..;;li;;.;.;;S...;Sf;;..:.;;..~C.;;...··t~'iO.;...n;....· _2...;.1;....;. 5...;.· ..;.O_.rd.;...: e_~.~""'. ------------------------------'~.~ :
1 

fSi f--------------...-----------------...J 
L...-___,------------~-------_,tf..he agent told the OlG that the 

infonuation received frorr1 the S<:~ction 215 order did not sht:lW r.:~videmx~ of 
tt.~rorist ad.ivi.tks, but that obtatntng the tnfannatJon helped close a k~.d. 
~,U. 

I I 

r I" 1 

·,JII 

1 • 

8. Request foJ._ ____________________________________ ___.I (S! 
(Sl ·'TT'i l . 

1 .. 1 

An .FBI agent subnlitted a Section 215 request in a c.otuitertcn·orisnl 
lnvesUgatJon of a U.S. person. The case agent was investtgaong a subJect 
who conducted business with a (:ompany that wa.s linked to a. group 
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The &·cHon 215 :request was pl'Ocesscd in 604 th.tys. According to an 
NSLB attorney's e---mail, the. draft. a.ppHcat:ion. was sent to OlPR 1 year bt~fore 
the OIPR attorney began conunqnicating 'VI.1th NS.LB about the request. The 
former Acting Counsel tor Int.ellig(~nee Policy told. th:e OlG that on several 
occasions durlrt..f:{ the fi:rst year the S(~c!lion 215 applkation was pendil:tg at 
OIPR, she spoke to the FBI Deputy General Counsel rega:rding the status n.f 
the appli.caUon. In an e-m~til to NSLB fron1 OIPR, the OIPR attorney 
expressed conce1.ns that tb.e application im?.ked a nexus to te<ttorisn~- OIPR 
reouested a.dditi.onal hlfot'ination ft~~ardintt tht! reo:uest, such as ani ts _,, l 

I . 

:sl 

111 res onse to the Section 215 orde.r the a~:5ent received record~ ... -....--_ _.Ls) 
o\.vever. 

the ac.l'f.mt. did not receive infom1at.ior 
r--~0~------------~-----------------~·c· ,,;,,1 

9. and 10. Requests fo.~ * (1]1 

1 ~ L: S :1 An FBI agent subrnitted ~ection 215 reqt~ests foli._ __ ~~---..... 1, S, 
'"I ~s part of a counte:rt.err.odsJn inve~tigatton. ~rt~e requests were , ;1 

deen1ed urgent based on tht.t st~rious and ctedibk'!. nature of the tjut~aJ 
'S' reported. B<.:~eause ():f the threat, the FBI investigated h'ldividu.al~ ( :.S',i 
i 1 ~;ontaet with kt.'lown C()ntacts of a ternnist organiza~tl.,.... c-Jr_L_1f""''1:~te-~ _ _. 

sut~ject."' of the .Seet.i<>n 215 :requests were a O.S. p<:~rsnn tltld a non-U.S. 
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0 I 

1 erson. 111ey were beit ·. 'Sii 
. f 

:s' ·, ,1 

151 
I . 

~s! 

!S'1 
I o 

The Section 215 request to~ ....... _______ _,lvas processed in 10 · :.S) 
days. The Section 215 :renu~~st toll 1\vas orocessed in ·17 
davs.l 

1111e 1']31 then 
~------~~~~~--~~~~~--~~--~--~~~~~--~ 

reqtu:~sted fttll .FTSA orders for the information., but NSLB s11"r ested seddn ·r 
Section 215 orders instead. 

~----------------------__ ..... nlodi:fled those requests to conform to the 
business .re<~ord applicatio-'.1 ~tnd ~ubrrlitted the Sectkm 215 applications to 
NSLB. ~ ~U:1 

'l11e agent received no records in n:.s Jonsc to the Secti n 215 o:rders. 

I 

Accordin · · to the · ~t(~r 
1 
S i 

, . and t1:e ageJ1t 1~td il1ittated .is Sectim1 215 I · 

~r-e_q_u_:e_s":""t_a_p_p-.r-.o-x-:-im--~l-::t~eT"y~·.;·~G:-n--:1~,iths atler the tin'le p{~rtt>d he was invesHga.ting. 

:(:8) :'U 1
1 

' ' 

.11. Reque$t fo~L..----------' 

JJ 18 U.S.C, § 2709 authorizes NSLs for ~.rub.scdtwr infonnt:tti(1t1 ~wxi ton billin~ 
ret;onl~> ~n#t)rmaUon, or electtn:ni:(; c.~onnlH:I.nication tr~m~mctitms r<~cord:=! .. (0) .... 

·s· ·. ! 

'S'1 
! • 

'I"' 
·~J~I 
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This request was processed in 13.7 clays . .Aiter ret1evzing the read 
application and orde:r, the i"ISA Co·urt requested that OIPR extend the t.i.rne 
for the provider to produce the records frmn .20 to ;.{O d;:1ys. {U) 

r----------, 

~S) 

Jr<• 
',J! 

Nevertheless,. Ute case (\,~ent stated that the ini(lrmaUon. \-vas useful 
~...o..t~Jr~ .. c~.a~l~ts~e it dosed the lead and corroborated other infon:natio.n. ·{£! !JT'i =:SJ 

I U t 

B.. Seetion215 Requests that were Witltdr:awn (U) 

In t.he following S(:~ction. Wt..~< describe the six \vithdrawn. Section 215 
requests. \Ve discuss the type of t·ecords requested. the processing time, 
and the reason the request was \vithdrm.\'11. :Based on. 01i"t jntervlews and 
documt1nt re·v:iew. we identHl(:~d two priinarv reasons fbr tht.n.v.ithdrawal of . * y 

FBI requ.ests for Se<'~tion 215 ~:tpplkations: the t(~qnest.lacked suffh:-;ient 
pn~dicate or the prov:;ider did not rnai.:rita.in the rec(irds n~qu<:~sN:~d.-14 \Ve also 
identify whether tht~ I-equest was \vithclrawn at NSU3 or OIPR (U) 

1, Request~ I 'Si 

r----.....o~..Jo.lo.l.,.;l;,j..,._~~~ -subrt1itted a Seetiort 215 r.FJ-l..L.I,I;M::I.io.....Lio,j~;i,,,..lo.o..o.;~~~.~.~.o~.~ 
·~a cott:nt.e:rtet:rurisr.n case, rr---------.c;., ~ r ;.l.l 'r 

,~. 

<l·:l We use tl"l(! tertu "p.rirnc:u·y re:a.~'>on" bt:;<iause tw·o ill~'\~stigHtions chai"l.ged C(lt\fSC 

wbtle ~'SLB or OlPR at.totneys wm~e w·orking "\vtth fl:li ag~:.:nt~ t{) d~vdop suffkierit 
infonm.ttion tu Sltpport tb.e n:~quest. We consider the cb~mge of course tn be a secondary 
re.'lso:n b~cnuse both {~ases changed wurse bdbre the .FHt :case ngcnts p-rovided the 
infonuation required by NSLB or OlFR to subntit the: Section 215 n::~qt.tet~t in the 1<"1SA CourL 
(t.rl 
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occasions. On both oceas.tons~ the f.l~lSA Court indkatedlt would. not sign 
the nrdt~r because of ffil'stf\mendment eoncen1:s. ::t8K , U\ ... 

. . I ------------------- bl 

2. .Request fo~L..---------------'1 ~S) 

·SII b3 
j I b7E 
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.1\n F'I3I agt~nt suhniittect a Section 215 .request· in a nrc-<HtYrrn;;)rv 

co:unt:ert.er:rorisn1 .investigation of a non~U.S. person.! ;"1 

r--------------------.....:.~--------------...0:...----....L..----------------------....... ', ~;I 

'This Section 215 «~quest was withdrawn t1·om NSL8by the FBl aftet 
4.·26 days. Plior to it being withdrawn, the NSLB attorney sent several 
e··ma.ils to the agent. requesting ;additi()l1al infmmatton to st~pport. the 
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Counsel ii.t.nd Deguty Gent:~ra.l Counsel for NSLB ''legal~v killed" the Si:x:tton 
215 requ.est.36 )$),~UT\ · 

I o 

3~ Request. f~ b j 
An FBI agent su.bn:iitted a. Section 2H) teCJU(!St in a t~ountert~~rtoiism 

investi~a.tion of a U.S. perso:tl.l I r--=~=~=;;.;....;~;;;....;.;;..;.;;.;.;......~;;..;;;.;;~=,__----------------------.J·I :s:~ 

lhe 
~~~-----~~~~~~-----~-~-~~-~------J FBI agent <>:tnailed FBI Headquarters and ~onJirrned that he was pursuing 

th~ Section 21 5 b11siness i'ecord request. t'S:l T' 
l""f 

This Sectton 215 rt'!questwas VlithdraWtl fro:tn NSLB by the FBI a1tet · 
608 d.ays, Th~~ ca.se agent told tht~ OIG that .FBI Headquat.ters informed hirn 
that. the case would not be approved because the subJ<~ct was a. naturalized 
lJ .S.. citizen and there was no connection to a. fbreign power. Although this 
request was intHaUy provided to OlPH v.rithout prlo:r approval by the NSLB 
attorney, it subs.t~quenUy was re-roub:~d to .and later wH.hdra:wn at NSLB. {LJ) 

4. Reque~t fo~ I ( s) 

;s·~ 
~ ' 

'I11e FBl case a.g~ent. told the 0£0 that he generally 
~------~----~~ ' ~ ~ pursue . ina.ncia. tnfonnation. using NSI .... s. but decided. to try the SectJnn 

215 n~quest s:in(~t: he had not pr~viously used this Investigative tooL ~ ;m 
. l.; 

This Sect.lon 21S request was withdrawn from NSLB by the FBI atl:er 
160 days. The request wa .. ":i withdrawn afte.t· several e-mails frorn the NSLH 
attorney to the case age.nts.3? In t:he e'·:rnails, ther-~·~·llto.O--:.a.·""""~loo.lio6lo..&.Lloo~o~.~o.~o.~o...u.l""'""";l,;ol,,.---, 
several concerns rc'tardin the rc ucst, indud.in 

36 ln <:.tddition, an e .. mail fnmt the asslJ:.l'IH'X.l N:SL:f:l attorney indicates that the FBI 
Deputy Ge~ncr<:"ll Counsel questioned -.v'h~~th(~r the tm~(1Stlg:abon t><ras r~;roperly opened.. (til 

37 NSLB w.as in t:.:0.~1tact With 1:\vo ()SSt.~ agents ht~(:~m.J.se the t~ase was.n~a.ssig:i'it-"d while 
the app1i.catto:n was pending. ftJ) 

! ,. '· 
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r...:ventuaJiy, the case a,~ent. to whom the investigation had been trm1sferr:ed 
asked to withdraw the requ:est b(!causc he dtd not see: the need forth<.~ 
records requested. JS( rUi 

. 5. Reqtu~s~ foriL.. ____________ ...,.... ____ ___.l:s' 
i\.n. FBI f-l.,_I;ent submith~d a. Section .215 request .in a qrber-~terrorism 

r-~i~n~v~e~st.~_t=~~a~ti~o~J1~o~f~f~~~n~o~1~l~~t~L~S~·~T~J)e~J~~-'b~J~~·~--------------------------------~ 

This Section 215 request \.vas withdrawn front NSLB by the FBI a11:("X 
.186 days \Vhen the agent lean1ed that the provider dtd not .maintaln the 
records requested. (U) 

6. rR;.:;.;'e:;.;;oglo,.;:;;u;,.=.:e;;:;.;st:;..:£.,;;;o:=~.~-.,_ __________ ____JI:.s) 
L..----------------'1,, ~' ... , 

!S', 
·1 f 

.An F'BI a·-<ent subinittt:d a Section 215 teq. uest fo I L~' ; f', 

las part of a eou:n.terinte1li12:encc·~l~Jn~v~e~sr~-1~~oa~-tr~.1--o~n~.1r-----~r ', J! 
:s:~ 

This Section 215 req\.test \vas withdrawn fro.tn OIPR by the I~'BI after 
58 days when the agent learned tha.t the provider did not niaintain U:~e 
records for the. crnpluyees of the fo.teig.11 pan:~nt cO.Iupa.rt.y, ~ 1u.

1 ' . 

II. Combination Seetic:Jti 215 Requests (U) 

As previously dj$cussed. ns a. result of the March 2006 
Heauthorization Act. cotttbinatlon otdt>:tslot subsctib.er in!brtnation became 
unnecessar ·and OIPR ceased preparing ~on1binat.ion orderl I ~S',I 

rhcrefore, hl 2006 cornbit~ati.on orders were st.~bimtted to the 
~~~~--~ ..... 

FISA Court only (rom ~Jmnla.ty .l through March 8. 2006. Below we p:resf!nt 
a btief ove:rv:ie\v of the use of combination orders. ·-vvr.:.~ also d<:~scnb<:~ the 
nmdifica:t:ions or handwritten notations bv Uit! FISA Cot.trt to those utd(~t.s. 
18( :'UTI v 

I o 

A. Use of Combination Orders {U) 

',J! I 
J,.. 

L..------------------------------------------------------------------1 
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I ~~.~ 
L... ------------------------....lr' ~ !JTii 

1 u 1 

Combination applie~t;ions are drafted at OIPH and after they are 
signed by the F'lSA Court, th~~ o.n:krs a:re sent to t,ht~ fldd oHke nearest th.e 
custodia.n of reeotd.s fbt S(:rvlce. The rnost cornn1on co~nb:inaticJ.n ord~..r is for 
subscriber information, w·h.ich identifies the person \·dlose phone was trsed 
to contact the su~ject o( an investtgath:m. The stibscrtber infm'lnation is 
only f(>r :records th.at are rnw:ntained by the cou.ttnutlica:.tion provider tl:pon 
whorn the order was seP.ted. lf the phone numbet• of interest belongs to 
another provider. otltt~r investigative tools Stich ~ts NSLs can be used to r--;...._ ___ ____ 

obtain the subscriberinforrnatio:n related to that phon.e n.urribed I 

L...------'1~ ~u:1 
Cmnbination OJ'dtt.rs are also used to obtain .Four 

agt~nts told us that they received as dired:ed by the 
F'ISA Court .in 2006. Ofthe four agents who sai they received '-1 __ ..... 

I I onlv two told tis that the information vvas helpful. One agerit 
told us that: th~ I 

L----------tl ~ :J: 
1\vo a~e:nts told u.s thcl I was not us.efu.l. I I 

I The other agent said he nev<:~r 
'--------~----~--~--~----~--~~ attempted to utili<~{~ the infonnation, because hJs subject 1ot1oved out of the 
countty. :fSt ITJ1 

l I 

As we noted in ou:rMatch 2007 report, agents \Vere not ahvays aware 
\Vllt~n OIPR added a bttsJn(~ss record request to their pen regtster/trap and 
trace requesL \Ve. spoke to agents who subrni.tted both initial. and renewal 
n:.quests for pen register/trap 4-rtd traee orders In 2006. Many ag\~nts wi1o 
subn1itted initial requests could not teU us whether OlPR added a business 
record to their peu.reg'iskr/trap and ttace reque.sts o:r whether they receiVNl 
subscriber inforrnalion pursuant to the order. Agents who submitted 

::rf.! Telephone ApplkaUons is a:u investigative tonl that also serves as the C<~nt.nu 
t·eposito.ty for <':I.H teh:::phonc data c61kctcd during the r:ourse of I'IJ1l im~stigatil.ms. {U) 

37 
~ 
~·:r;:. 

b7E 

b7E 

b7E 

b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

------------·-·-----------

~;Ui 

renewal applications were rnore. likely to bt~ aw(l.re of the addition of the 
busi.n.ess record. If an a~~~~nt .is not a:ware of the addition nf the bu,'$iness 
re<Xlrd requ.est and the provider does notprmluee tile infonnation required 
in the eourt order. then the ag·'-erit does not l~.Jiow to e:nforce the Se<..~Uon 215 ,, 
on.k~r. {U} 

B. ~lodifications and Notations to Con1bination Orders (U) 

The following st~ctlon desctibcs the .ntunber ofSectim.1 215 
applications and orders n1odtficd by the FlSA. Court. We identitlcd 
motH!lc:a:Uons ot notations on four combination. orders. (U) 

Tht~ FISA Court h.andwrote .modtfk:ations or notations on ihtlr 
combinaHon applications and orders .in 200€). \Vith. reg~rd to one 
conibination ordtx. (he FBI had intbnned the FISA Court that it reeeived 
rec.o1·ds in response to, hut beyond. the scope of~ the F'ISA Coutt {):rder but 
had not provided the additional ma(qtial to OIPR ·whet,l the FBI sought. to 
n~nevv the order. The FISA Court rnodified the order lD requin~ that the FBl 
provide the :material to OlPR by a spec.tfk oate. lU) 

'fhe second cnml)ln(.ltlon order cQntain~d a handwritt(" . .Jl cornx:Uon to 
the e:1>;.1)iration date of the Court's order. Although the application C()rrectly 
stated the order would e;.'tpit·e in 90 days, the rnonth of the expiration dat(~ .in 
th(: on.k.r was incorrect and. the FISA Court modified the order so that. the 
month correctly reflected the 90~day du.ration tif the otder. (U} 

L...------~-------~----~---~-----1 The 
Court's hRndwritten notations on tl1e, t\:v'"l:;) con'ibitlatio~l orders reference the 
Court's opinion. $) !U', 

i , 
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CHAPTER FIVE 
OIG ANALYSIS (U) 

In this chapter. we provide out ttnatysis of FBI requests for Section 
215 orde:rs processed :in 200f3. In addition. as tequJ.rt:d by the 
Reauthorization Act. ""-'e discu~s bttteaucratle and other tmnedin:.te:nts tn .. . . . . . . . . . .. . ~ 

obtaining a. Section 2 H> order, F'ISA Court modifications i:<} the applications 
and <Jrde:rs, t:u1d the use and dlecUveuess of tht~ infbrrm~tion n!ccived 
punruant to the Section .215 orders. (U) 

I. Delays in Implementing Section 215 Authority and Other 
Impediments to Use (U) 

'I11e H.eauth.miz.ation Actdir.eded the ()lG to identify bureaucratic or 
pro<.."etlural im:p~dtrnents that negatively affected the FBI's ability to obta.tn 
Set~tiQn 21.5 m~ders. In u1is section_, we identifY the processing time f()r 
Scetion 215 requ:estsin 2006 and then cornpa.re our findings for 2006 to the 
tlndings in our p.rev:ioilS reyxni:, ·whi:eih covered SettJon 215 requests from 
2004 through 2005)~9 \Ve then discuss the c;-il.1ses for the delays. (0) 

A. Pure Section 215 Processin:g Times in 2006 (U) 

ln order to calcula.t-t~ tlte processing thne lbr eac'h Sectlon 215 request 
in 2006. we sought to determine h()\~.rlong each. requt:st: \Vas pe.ndH1g ~II: an 
:F'BI Hdd office, FBI Headquartets. a:.n.d OIPR. Initially, we expe<~ted to 
identify th(~ relevant dates through the FBrs F1SA Managen1ent Syste:m 
(F.t:SAMS) and OIPrrs OASJ:S case management (h:ttabase, the F'ISA tracking 
systetns used by the FBI and OIPR However, we learned that the clate.s
recorded Jn thf..~ F'Bl and OlPH tracktng systems were not always .reliable. 
F'or exan1pk~. Section 215 requests were not aJways enten~d into :flSAMS 
when Hl(~Y were actually initiated in the .FBI field office. Oth~x requests \\rere 
initiated at FBI Headquc.uters and enteted .into FISAMS at an arbitrary 
future date. \Vhen this occuned, FISl\MS :reflected the date the reqnt~st w:~ls 
enten~d into the syste.m as opposed to the actual initiation. dat.e, F'or 
exmnple, FISAM:S indkat(~s that onf': particular See-Uon 215 request was tlrst 
initiated n1ore than 2 wqek~ ruler tlK! FISA Court sigm~d the order. FIS.Al\>tS 
also indicates that another SedJon .215 request was initla:ted after NSLB 
sent a completed draft application to OlPH. (U) 

Similarly, OlPH.'stracklng systen1 does not always contain accurate 
processing dates. .:For f<xarnple~ OASIS :reflects the date on which OIPH. first 
receives an application from FBI Headquarters. However~ :f1JI Headquarters 
en~oneonsly sent three requests to OlPH. befnte the Section 215 applicati<ms _________ ........................................ . 
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~uld orders were drafted and approved by NSIB. As a result. thes~~ thtet:~ 
requests were retun1cd to NSU:l for drafting and approvals. OASIS shows 
·-·1 d -J· ·th· ()•pJ:J • . ~-· ,·,·ct t'h"' I d··t· · ·. 1. ·· .• ,.., ·. ····· ·ct· ·. ·ttl·; ct-·-· "'·'t t1e a1.e ... .dt .J ..• :'. rec~.l~ e . . . ~ m. s .. ~rectA.~( 11 .. qucst an . no 1e . clt~ 1 

reeeived and began reviewing the draft Section 215 app:Jieatton and order 
approved by NSLB:te (lJ} 

·n:tcrefbre. the dates ·\ve relied t~.pon to identify the processing tirne tbr 
Section 215 applications in 2006 rdlect inforrnation fton.1 our interviews of 
l"BI and OlPR .staf(. contenwora:neous e.-mails, and the FBI and OlPH 
tracking syste:ms. {U} 

As W:!t."tl tn this report, the "proc{~:Ssi.ng tirne" for a, request iududes the 
nunibcr of days that elapsed fro.m. the date the agent initiated. the Section 
215 bustness record n:~<p.test to the date the request was signed by the FISA 
Court or \•lithdl"a'VJil, Vle did not ft:l(:lude the tinte required to S{~rve the order 
on the recipient :in our pro<:~(~ssing tirtte c~a.leul~tion bf~~4tilse that inforn'latit:n'l 
was not ava:Uabk~ for each rt~quest (Ul 

Chart: 5. 1 .illusttates the total processing timt~ :for the 11 of the 15 
.approved SCi.~tion 215 on..ters process(-~d tn. 2006. The chart ptovides the 
pr~cessinq t;:;:: for each enHhr ipvolw~-d in dw nrocess ,...fhe chm+ does n~t 
.fnclude 1 ;__ _ J I . . . 

.o~o ln addition, .u1 2006 r.1eiUter the F.......,.a..~ooliWol;....:...:.~~~~~.o.lolioilo."""'-~~~...l.l.lllo,;l,;,l,i~· 
·s· '· ! 

infbnnation that tracks 3J)l1Hca:tions rdak:c lPN ~ ,,.. 'I 
bc-.gan to i:J'ldt~de a r.cfer·(~HC(~ to npplkHU(Y,0.-'5o· r:dtd:(~d {( in 2007 ·, J' 

Mie.r the OJG questioned hm\' OrPR muld ac:~-::uro:tte~ track and .report the total numbe:r of 
Sedio11 215 ~\ppUc~:t.Hons in its sem.Htru1nal reports to Co:q,gress if ti:~,e n~<:o.rdlt.t:(~ping s:yst~ril 
did. not indud~ ar,pli.caUons t¢lated id I~} . · : : ~:s i ;TJ1 
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CHART 5.1 
Processing. Time for ll ~~Pur.et?· 

Sectioh 215 Requests Processed in 2006 (Ul 
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Chart 5.2 illustrates the total processing time fo"i< the six withdts.\1.-'n 
requests processed in 2006. (UJ 

CHART 5.2 
Proce$$big Time for Sbi W.itbdtawn. "Pure'" 

Section 215 Reque.sts Pr()C~ssed in 2006 (U) 
----·---·----·----------·-----------------·-----------·-------------------------·---------------·-··----------

' 
~ 
i 
! 

...... ·-·····-····--····--····-·····-····-----··--····----.. ·--------·-·--···---···-------···--.-.-------·--.... .-............................. -. ........ -... · 
Source: FI:H and OlP.R (U) 

NSLB and OIPR attorneys told us that the experience both agencies 
ha.ve gained in hHndling S<~ction 215 .requests resulted in ~~mci~md.eslrl the 
review· and approval process. By 2005, NSLB and OlPR hr1d assigned 
specific a.ttm-:neys to process the business .record applications in their 
respective. offices. The dedicated FBi and OIPR attorneys developed a 
pro(.:edure arid a "'-'Ol~king relationship that alluwed them to process busines~ 
r ... ~cord.applicatio.ns ·more effidently.'H (U} 

-u Tbt~ pruGe~~ ha~ :~io~~(~ l~h~u·1g(~:) _.l.j butb tl\f~. F8l f.-trld OTPH,. ln eRr'l.y 200?, t:.h:e FBl 
dedded r.wt tf-$ d~dk~te a ~pet:.ifk.ut:torm:y tz) ${~(:tkm 2~5 requ~~~ts and :m:m" assigns routine 
requests to one of four designated Elt:orney~ wlw e~ither p:rovide ~~ prelix:rtinalj· .draft of the 
l:nJsiness record application to OlPR or assist a colleague in dolng so. ln addition., in 
Octoh(~I· 2007 th(~ OlPR att.on1e~' as!.'l<igned t:o Section 215 requests left O.IPR and OlP:R 
assib•ried the Section 21.5 re~prm.sibi:Hti(lS to two other attorne.ys. (U) 
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I-h1\Vf..~ve-r, we fot:.n1d that several. requests wen:~ delay<:xl at FBI 
Headqumiers in 2006 because they were pteniatnrdy sent to OlPH. held up 
by the substantive unit at FBI I-Ieadqtlarters. or asslg!led to the wrong NSLB 
atton1ey. YNe also found S()me pro<~essing d:(:~lay.s. at OIPR as well. We 
discuss both types of prntt~s&ing ddays h1 Ute fnHowing section. (U) 

B. Pure Section 215 Processing Times 2004-2006 (U) 

The F'Bl and OlPR processed 21 pure St;,cuon 215 requests in 2006.. ~S) 
In. thts sectton, we discl.tss only 17 ofthe 21 appHcattons.l I 
~-~-------~~-~~--~~~-----' ,..rhe ptoct~ssrra.g tirrie 

f<)r these requests ~-anged frorn 10 days to 608 days, With an averag~~ of 169 
days for the approv-ed orders and 312 d¢WS for the withdrawn tequests. 
These statistics are not directly comparable to those ln our previous report 
because we have included the time spent prepad.ng the application in an 
FBI field oHlct::~ in m.tr cakulatious fhr 2006. lSI ·r·, .. ·,~,.-,1 

However. if we exclude FBI field office time, the 2006 ptocessing tlnt~~ 
average is 147 days fur approved orde.rs and 231 da:y's for withdra\V.n . 
requests. Ch•~'l.rt 5.3 tllusttates the con1b.ined FBI Headquarters and OIPR 
processing tirne fol' Section 215 requests froril 2004thtough 2006. 
e"Kcluding VBI field Ume, Ch~1rt 5.3 sh()WS th;tt the :[lro<!essing time for 
approved Seeti:on 215 tequf!sts has decreased t~~1dl year sinet:~ 2004, 
although the process1~1g ttrne tor withdrawn requests rose in 2006. (U) 
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CHART S.3 
FBI Headquarters and OIPR Average Processing Time 

for Section215 Requests from 2004 through 2006* (U) 
r .................................... ·.~:.:.:c ........................ ., ................................................................................. " ........... _. ___________ ........ .. 

1
:': ... ··· ''·,' 21:? VlO······ . ''. l 

I 
~ . ' ........ . 

~()t} ~> 

l 
l 
! 
! I IA9 I·U : 

, Y"ar Sub.n1ttt:e1l l 
1 .......................................................................................................................................................................................................... ~ 

Source: FBI and OJPR (U) 
• N ott-~: Chart 5. 3 i q.cJ' llJJ::ILe.s..l.!le...JJ:wJ:...:il~ll:ll:i~.l.,;;l.~lf:l::s.J:l.m~l.&::ii.1..1:1l...:.::.!..W~ltl..l:l..Si~i£.1l..;l.lj 
2(}07 and ~xchide.; 

~------------~~ 'TJl l I 

Eleven Section. 215 orders t--v~~re ptix;.e,ssed .in 2006 and a.pp.n.}\l~)d by 
the FISA Court 'The average processing time at JI'Bl Hcadqt.lartcrs and OIPR 
for applicatip.n.s that resuit~~d in. orders fr()m 2004 thro·ugh 20{,)6 is 
illustrated in Chart 5.4. Chart 5A illustrates that FBI Headquarters and 
OIPR. pro<..:essing tirnc (.kcteased signific.anUy fi:"'r.rt 2004 to 2005 and has 
.rem.ained relatively constant .in 2005 a.rtd. 2006. Processing time. in OIPR 
inc:reas.ed slightly in 2006.<12 (U) 

----------------
.q Wf:. dJd n.(.)t (:().mp.-xt.~~ tbt~ .iW!i.~r~~g~ j}.l'(l(}(!~:S:ing (i:(l'~(! for ·~·ithdr'~vi.'r:;: t:eqi..t~~s~~ between 

th{~ F'BJ c.tnd OiP.R b(~f~aw:>~ the FBf .tletetmirl~s wh~n ~\i;l<l if to \vlfhd.i'a\~' a requ~~L fU) 
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CHART5.4 

FBI Headquarters and OIPR Aver~g.;! ProCe$slng Time fo~ Soction 215 
Order$ from ~004 tlu'otJ.gh 2006* (U) 

We identified t..~e same reason$ f~)r processing dda,y$ in 2006 a.s we 
d "1. d ' . i"f3t ' • f '1' . '. h escnoe 1r1 our prev:t<n.:ts report"' some s.~.-- ~ emp1oyees' un. am,1mnty Wlt. 
Section 215, too fetv resources, the multi-layered revi.c\v process. and 
substantive isstt(;s. :reg$.tding sta.tt.ttory.· interpretation. (UJ 

Wr:. discuss both the procedt:t.r1-11 and suhstantrve delays helo'~'- (U) 

C. Bureaucratic and .Ptocedu.rallntpediiiients (U} 

1~ FBI EmplQyees' Unfamiliarity with Section 215 
Requests and the Approval Process (U) 

Our revi.e\v deterrnined that FBI t~mpioyees• unfamiliarity \\:i.th Section 
21.5 requests was the primary cause of the delays that occur fi·onl the time a 
case agent initiated a Sc.cbon 215 request un.tii the time the request vras 
assigned to the NSLB attorney responsible for business record applications. 
(U) 
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As previously noted. in order to initiate a request an agent rnust 
complete a Section 215 request forrn found on B~lSfu\1S which atrtontaUcally 
ditects the t+equest through the proper chain of approvals in the field office 
and then to the suhstqx1tive desk a.:l FBI Headquarters. At li'BI 
Headq:uarters. an NSU3 supervisor .<:lSsigns the request to the NSLB attorney 
responsible for business rec.m~ds. TI1e NSLB attorney then drafts the 
Section 215 application package. which is r:cvtewed by- an NSLB supervisor 
before it is provided to OIPR, An. OIPR line atton1ey and supt';I'Visor revie\\f 
and edit the Section 215 package before the ~Jlnal" version is sent to NSLB 
for final review and sirmature. (U) .e.~-· 

Most -of the FBI a.ge:nts we int.e:rviewed saJd thei.r Section .215 .request 
\\"'as the first s:tib:mltt<.~d fhnn their respc.cUve field office. Agents told us tha.t 
because theit supe:rv:isors wete less t~uttilit:tr with Section 215 requests than 
with other rno.re commonly used investigative tools such as .national sec~~uity 
letters. they took rnox:-e: tune to review and approve each request. Accord.tng 
to the data v;c collected tn this review, the average processing ttme for 
Sectiorl 215 requests in FBl fi.dd ofi1c.es in 2006 w;1s ~)0 da.;r.-s. (U} 

\Ve also determined th0)f the 17 Section 215 reqqest,s p.r.ocessed ~ S) 
in 200(} were dt.~layt.~d becaus<~ tht~Y we:re not properly routed after they were 
approved by the field oftke and sent to fi'Bl Headquarters. Several requests 
wt.~re delayed because F.'Rl Headquarters did not assign the Section 215 
.request to the desi.gntrted NSLB attorney. Ji'nr exatttp1f fequest..~ ;s:1 
were. de.h.1_ved b(:~tween 2 and 6 weeks because FBI 11t.~adquarters sent th.e 
rcqtte.st dinx,tly to OlP.R inst~~ad. of routi.ng the request through the 
designated NSLB attornt.~y,4s {Sf ,'(~' 

I I 

Another St"!ction 2.15 n.-quest wa$ delayed or rnisdin~t.ed at four. 
dtfle:rent points beton~ it. was withdrm:vn. 'f:h.e .sHhst.anttve des}{ at Iry3I 
Headquarters did not assign th<:! request to NSLB fnr appruxirnatdy 
2 months. NSLB assigned the tequest to the wrong attorney. and therclbre 
U1e request was delayed for an additional 11 months. The same request. 
was then s.erit to OlPH bcfbre NSLB tevtew·ed, drafted, and approved H1e 
application. One month after the .reque~t was n~tur.ned to OlPH~ th~ requost 
was assi,gncd to the approp.1.i.~1.te NSLB attorney. who was tht>::tJ told byth~~ 
substantive dt.~sk not to \v"Prl~ on the p(lC.knge tmUl further notJ(~e, The 
substantive desk wtihcln~w the .request for the Seet.i()n 215 nn:kr 
appn>xhnately 10 W(x:ks later. (UJ 

~~~ As uf .July 2007, ~be FBI FtSAMS ind.uded. an automated work flm1t f6r business · 
ret~o:rds requests, The F'Bl stated that the d(~ie .. ;'tted WfJrktlm~; should reduce tJ1e routing 
error:~ di};t:~USS(~d above, (Ol 
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~~UJ 

2. OIPR Resources (U) 

According to e-mail tratllc we reviewed. several delays in subrnitUng 
Section 215 appUcations by OlPH were attributable to the fact that during 
2006 business rec-ord applications were assigned to a Bingle OIPR attorney 
wh.o h~1d other respoilsi.bihties. As of November 2007. OlPR had two 
attorneys a.ssigne...>ti to pto(..'t~$S business re.cotds but. both att(Jt1l:t.~ys have 
other resp<msihilities. (U} 

Sin<..-e our last report. the .rnulti-layeted review process to:r 215 
appUca.tJOllS h<:lS not chr:inged. As a result~ Section 215 requests tnay lx! 
dela_yed at any one of stwcrallevds, \Ve found delays at the tleld otllce level, 
at FBJ Ht~adquarters. and at OJPR, (U) 

For the most pru:t~ the Ululti··layered review process is s.elf.·i.r:nposed 
because the only statutorily .required review is that of the JtlSA Court The 
other tnu.ltiple levds of review leading to submission of an .application to the 
FlSA Court wen: ·established. by DO.J and the f.l'BI. OIPR 1~ev1ews all Section 
215 applications because OIPH attorneys p.tesent the applications to the 
:FISA Courl. Ac.cording to OIP.R. the P"ISA Court Rules of Ptocedures provide. 
that the Att.or-n.ey General determines who .is pet.t:nit.t:ed to nppe~l'r before the 
FlSA Court. and fl~Bl atton:H'=ys have ttot bet~.n autl:writ..ed by the Attorney 
Ge.neral to practice befon:~ the FISA Courtfot this. purpose. In turn;. th.e FBI 
require~ that its NSLB attorneys d:taft the a:pp:ticatirms becau~e Section 215 
provf.des that only the FBI Director o:r his designee may apply for a s{:~ction 
21 !5 order. 44 (lJJ 

At the tl~!ld kvel, the rm.ilUplo lev~.:~ls of apptoval at-e sim.Uar to thost~ 
requin~d fi)r <..)ther investigative tools~ includii1g NSLs a:nd other FlSA Court 
applications. (lJ) 

\Ve found that incftkicndcs caused by the ·ltBi's m1d OlPH.'s nlulti
layered review process are rnag:n.i:fi.ed by the general na.t.ur~ of the Section 
215 request. Because the standard for a. busi:iless record. tcquesus 
rdev;-iJ.nce, Secti.Dn .215 app:licaUons do not contain the detailed 'factual 
allegations fhnnd in. oth.er :t'l:SA applications that require a. showing of 
probable cause. a. higher c.videntiar.y standard. In orde.r to better 
understand. the request~ revie·w(~rs at tht-:. F'Bl~ OIPR. and the F'ISA Court 

-a t'he Director Qf the l"'Bt has delegated to the following FlU fJ01dc.tls tl-1{~ authority 
to apply fbr ~' Sedion. 215 ordt~r: the I•~m (;eneral Counsel; tbe}'Ol Deputy Director; the 
BxentUve Assistant. Dtn.K·J.or I(rr Nationn.l Security: the Assistant Din-:ctors and Deput}' 
~t\s&istant f.)l.rectors ofthe Count<.:~rten·o.rism. Count{'!rtntdHgence., <:\nd Cyber .Dit•isrons: the 
Deputy Gen.(-~ral Cuum~d frw NaW.lll~ti f.;~-curity Af.fai:i·s; and th~ .Senior Counsel fot N~tl:iona.J. 
Security Affairs. (U} 
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often have questions about det;iils of the invt:sugaUon that axe not alv.rays 
included in the .initial applicatiotL Many of the qoestiorts may have ah1'~¢ldy 
been asked by other revkwers, but the answers are n()t int:ol.'pond.ed. .fntx:> 
the application bt'!cause of the low sta:odard ttf :review. As a result, the 
.review process C(:tn ·be siowe.r \V.hen diflerent re'riewers a.sk si.mil:.u- qoestio.ns 
about the application. (U} · 

D. Substantive D~l~y.~ (U) 

In addition to delays itihen~t1t in a J11Ulti-1ayeted review process. many 
of the delays a.re ah~(} att.tibutabk to the issues presented by individual 
Section 215 requests, Of the 17 approved and withdra,~'ll Section 215 
.requests processed in 2006 a.tld dcscdb€..":d in the bPdy of this report.Qve~·t.~ 
delayed because they ra.ised substantive i$sues regarding the natu~re nf the 
records anQ.,tiscd concerns regarding whether the application 1net the 
statutmy requ.iren1ents. ~ JTJ!II · 

I I 

1. Nature of the Record (U} 

.....__ ..... bf the requests were delaved because they invd.htecl uniqtle 
substantive issues. inc.ludir~g I 

L..._-----------------'~ J;Sj:( ![Til - 1•'1 

~~ lre(p.J.est: .raised a. qnestion as to whether al I 
~....-_______ ___.lw(::rc bu$iness n:~t~ords \Vit.hi.n the •i.1.eani:ng of St~dion 
215. This .request also raised a <:onc.~lTl about the releV<':Hlte oftbe n~ t.Jest 

·· · e ··. ···x·· 

I 

L...----:--:~--"""":"'~--~r------------..&.I~n --=a~n~o~-. ·=e~r-:o::(;~.~-=.:s~e~, _~a-.... :.s) 
n.~quest for :records from m1 aised an issue 
rega.rding whethe-r it was appropdate to use a Sectioil 215 :request tt> 
det.en:n.ine .if <-i. con1pany was an enUty nn whkh an NSt could be served. 
Another Section 215 reque$t tori I 
raiS.i.~d (:().11C-~~rns because of .it~ scope and I I 

I I (S) iU! 

F.:ach of thes~equests rat-sed new issues that took sign.ifica,nt 
time to research, negotiate, ;1nd resolve. On average, the total ptC-<~ess.i.ng. 
tirne ib:r thescc::::J:equcsts was 162 days. ~ !T]j 

2. The Statutory Requirements (U) 

In addition, we found that FBI Headqu.arte.r:s 01· QlPt{ attonuws r....Used 
concerns thaQof the 17 applications did not 1neet the statutory 
n~quirements. \¥hen NSLB or OtPH .attorneys have questions about a 

48 
~~TJj 

b7E 

b7E 

bl 
b3 
b7E 

b7E 

b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~(UI 

request. they .may contaet ead1 other, their supervisoi·s, or the east~ age:nt 
'l11e resulting dialogue can affect tlte tin1ing of the request. ~ (U) 

, .. i.~ :1 I nstances the re :u<:~:sts were :eventually withdra.wn 
·,S1 ~'tck of predicat(\ wit \Vitlrdrawn at NSLQ..__~:o--~----~~:S) 
~S) l__jwithdrav.m at OIPRafter the F~l:St\. Court dedined to sit,tn t\vo difien:;nt 

ver:inns of Hw requesf I : s) 
~he FlSA. Court granted SectJnn 2 Ib orders lor th1 1. S, · 

applcations. ts( ;U) ~....-____ ...... I 

a. Requests Withdrawn at NSLB (U) 

As noted above.! J)f these requests \Vere \Vithdra\vn at NSLB. 
Befort~ the req:uests were withdrawn, the .FBI discussed t.he case witll the 
case agt~nt. and eitbq the agent decided to \\-itl1draw the requ~st on his QWU 

initiative or FBI Headquarters told the agent the request would. not be 
approved, One cas~~ involved a requ{;~st Jm- inforrnat:innl I 
I land the case age11t agret.>d to v>i'ithdraw the request on his 
own initiativt:~. \Vith regard to the requests 

~--~--~--~~~~--------~ the agents did not agJ.•et~ to withdraw the requests until after FBI 
Headqttati:ers told the.m. that their applications \Vould 11ot be approved. The 
average pr<K~t~ssi.ng Urne lor thesq !requests was 398 davs. ~ 'U 

.• " • • ~ !, I 

b. Requests Withdrawn at OIPR (U) 

The single requt~st wtthdra\\>il tJ.t OIPR was Vlithdra\\-11 by tlJe FBI aftt~r 
the l?ISA Court dcdint~d to approve the application on two occasions. 11:1e 
tbnner Acting Cotmsel for rnteUigence Policy told the OIG that pursuant to 
the F'ISA statute. only the FBI is permitted to withdraw a FISA request. Thp 
form('..r Acting CQunsel cited Se<~Uon l04(e}(l) of thf:~ FlSA statutf>., which 
pn)Vide.s that the Director of the FBI rna.y .request that a FISi\ applicatio.i!l be 
l·~·.,t·~·~ .... ,u,.(·1 bv t.il'~ J.~'>tt'·""rl"'C''V ("·e·•"'"'f·-z<J. ff t.,.11· "" f) 1t"'"''1''')·•' c-t:,;·t.,."' jt-'t 'nr·i·l'i·11g·· t. ·ll"'t ·tl:le . "-·"' ~,.'-.\''-· l .. • .. \,. :~). .. ·~1 • .. \, . .J ~ .. Jo;J...'i..~ ~~ ..... \ ••.• Jr.. .·\ •• 4.,.·J..., I. p tl. ~.:.:...;:;, .ii,.,. '\o:V ,s., ·~1.- .. · ... 

FfSA appHcationtueet.s tht~ requitetnents in. the statute. 'I11e fmmer Acting· 
Counsel stated that as a. practical matter this provtsioi:l n:xJUin!s that OIPR 
either work with the F'B.l until OIPR determines that the FISA request meets 
the st:atutmy requirements or the ~~B:r cons(;nts to withdraw the requc~t. 4~ 
(U) . 

<~~ On.ly two otht.:r Section 215 tequests ~vere wlt.hdtawn. Both V.lere v.ritJ.tdrawn after 
the agt-~nt lear:n{~d that th(~ provid<~r did notm~li.ntain the n:~oms requested. A n~ll~-mst f(n· 
in.t(mnation I lwa.s wUbdra:w:n ~~t NSUl while a requ.esLfor 

l~vt1SJ '1.\'ithdra:wn at OlPH.. ~ 1---------------......_ ________ ...:;_;:.........,'.y.'~------------. . ' 
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This p()licy rnay at~eou:m: .il:l part for the ptocessi.l.'lg time of requests :fbr 
v:ihkh OlPI-<idenHfled concerns about whether they rnet statutory 
reqniretnents. Of the 17 pun~ Sf.X"'.tJon .215 re ttests . rocessed in 200G~ 

h 

~----........ -------......1-"· n avera,g~:. these rec~uests ·were processe in 
416 days, (8:} ·:U) 

E. Expedited Requests (U) 

'1\vo of the rG"'tJtl<.."'sts processt.x1 in 2006 wee~:\~ e:.xpedi.ted by the FBl <1t1d 
OIPit TI1ese t:\.v(} req1.lests shtmr that when th(:-~ F'Br .id:t:ntilles the .need to 
expedite a Section 2 u; rt~qut~st, both the FBI •~md CilPR ean e...xpedite the 
task. 11te two tt.~quest.s. N"en:. 
c.x:pedited because of a senous secnt· .y . 1rea: an. were processed in 10 and 
17 da\:s. respectivelv, ~ ·u' 

~ . ~ '. ,I 

F+ Unremarkable App:Ucattons. (tJ) 

L...--..... ~equests did nQt seek sensmve re<.~ords. n~Ise statutory 
questions, m· involve e.xlgent <:ln~umstaJlCt~s. ·.•ere signed by the FISA 
Court uest tor 

withdrawn one~ the acrents learned the 
not maintain 

On average. these requests 
~----------------~~--~~----------~ were processed in 113 day~~~ ~· !UJ 

II. Modified Pure and Combination Section 215 Ordets (U) 

As re-quired by the Rea;uthOii7atjon Act~ \ve tHso revieWed hO\>\i n1a.ny 
tin'ies the l'~IS.A Cm.irt uwd.illed Sectinn .215 m:dets. Wtf. examined 
intonnation about the uumbe:r and types of HlO.di:fic~\UCfns :t~n- both pure and 
con1bination Seetlon 215 orders discussed in the body of this .report \V~,:_; 
:re\>iewed t~ch Section 215 pure a.nd comb:i.na.tion. o:rdt':r lor hand\vrH.ten 
changes signed by the r'ISA Court judge. In addition. we reviewed OIPH. 
doctunents and e-rnaU.s and asked OIPR officials about revisions to Section 
'] 1 r.:: 1· · d · t . · t f h r; .. roA ('' {l '} ~ .. o app.Icatwns n1a , e at tr1e rcques o t e .:1' 1-:l • ;ourt. . ,; 

Vle found that the FISA. Court modified four combination and 1lve 
pure Section 215 :applications and orders. '.V.e determined that six of the 
nine modifications were for substantive reasm'ls. (U) 
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As noted in our first Section 215 report, OlPR. considers rnodHkatinns 
to be Un:litt~d to the han:dwritten changes to orders lTiade by I<"ISA Court 
Judges at th.e hearings in \Vbich the orders ~u,·c sign.ecL OIPR does not 
consider re\'isions to appli(~ations and orders nt::·:tde at the request of the 
FJSA Court after it n~viewed read copies to be rnod.tftcations. ln U1is review. 
we eonsider each ha.ndwrtt.ten notation nr required revision to a Sectton 21S 
subntission to be a rnodlllca:ti<m. (U) 

A. Handwritten Modifications ('U) 

The: FISA Court rnack h:u.nr.h~llit:ten rnodifieat1ons to .no> pure Section 
215 orders in 2006. It ntodi:llcd four contbinaHon ord~~l~s, ·l\vo of the 
handwritten rnodi(lcations to tornbinatJon on:k~rs were stibstant:tvt:~, One 
required the FBI to pri1vide OIPR '\\1th i.n:fonnation to. be sequeste:red \Vith 
the l<~lSA Cnurt. by a specified date, ()IPH .had previou,sly notified the Court 
that it received records in response to. hut beyond the scope oC one of the 
Court's previous orders in the satne n1atter, but had not sequesten:~d llle 
information with the Court prior to tcquesttng that the ilpplication be 
renewed, The second hand\l.>'Titten mod.tfl.ca.tion corrceted the E:.~x:piration 
date of the Comi:'s order to reflect the 90--da:y dura.tiOll requested tn the 
applieaUon, Although the appHea:Hon con"ectJy stated the. order would 
e.~qJite in 90 days, the mOtlth of the ~\Pi.ratiun dat<~ in the order \.ll'&s 

incorrect and the Court n1odlfied the order so that the ·month correctly 
reflected tl1e 90-day dnr~ttton of the order. (U) 

The 
~--~~--~----------------~----~~~------------~ Court's hanthvrltte.n·.notatil'.l.ns tefen~ntx~d thf~ Cot.ttt's O{.Hnion. ~ 

Jr.Q't-. ( u i 
B. Revised Applications and Orders {tt) 

'· 

.After re·v:ie'\vin,g the read copies of the 11 approved pure Section 215 
orders discussed in the body ~~f this report, fhe FtSA Court .requ.ired 
rev:isiuns to 5 c.lftlw applkatiorl.s.47 F'our of the five wen~ suhstanUvt:~ 
revisions. (U} 

One revised applicati-on and m·det relat.txl to thG request fori I 
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...__ ___________________ ____.liS! 

'~1 
·S'1 

~--------------------------------------~~~------------------~· I 

"---------------------------· __________ ___.Section 215 requires that 
orders descri~)e t1:1e re~~rds .. reque~t.ed. \:Yith '"suftldent pmi.i('~?rit; ·t.(> p~nnit 
U1Cn1 to be frurly tdel:ltlhed.. See 50 t.r.S.C .. § l861(b)(2l{A}. ~ rU! 

A third application :s.u1d otdt:t w(:ts revised to extt?:nd the time for tlw 
ptoVider to produce the rccotds from. 20 to 30 days. (U) 

A fourth applit~atio;n was revised to tnch.J,d~ .... ----------------------..... L S) 

. t$R ~u·· ....._ ____________________________________ _. ~:s l , , ! 

Hevision to a Jlft:h application was a. styltstic change that we did not 
Hnd to be slih.'3tantive~ (U) 

Ul. Use and Effectiveness of Information Obtained from Secti()n 215 
Orders (U) 

The ReauthoriZation .Act also di.tect<.~d that the OlG analyze the use 
and effectiveness of Section 2.15 as an investigative t:o<il. Jn. this section .. \Ve 
describe how tl:w informatit.)u pr<iduced pursuant to pure Secti(m 215<>-n .. ters 
'\>vas I!Sed in the ·i.nve.et.igaUon Jbt whidl it tvas .n--:qm~shxl and whcthor. th<.~ 
informntJon was dJsserni:nated to the inteUiget'lce con:m1unity or used in any 
criminaL pro<:.ecding~ (U) 

A. Use in InvestigattQns {U) 

The FBI r~~eiv~d records ·tn resporwe t<Olf the 11 pure S~(tiQn 215 
o.rde.rs processed in 2006, approved by th<:~ F'ISA Court. and djscussed in the 
bmly of this report)a .FBI agents toklt.he OIG that the :reeords wt~re used to 
assist for'<.~ign governrnen.ts with courttert·e:rro.risn:l i:nvcstigaUons, support 
future F'BI fnvestlgaUvc requests; and invc~stigate k~ads, Most of the agt;.1"tts 
\Ve .interviewed said the recotds obtained feU in the last. category a:n.d that 
Uu.:~ n:X!Ord5 typically provided negative infonnati.Ull1 trH.~aningthey did not 
provide additional inv"e$t.igative inton:n:ation but helped close a lead. Agents 
also stated that invest~gatory t~ff:ort.~ that te$ull in negative infomlation arc 
inlpoti.ant and not tmusual ~ :r: · 

·----·. -----------· --------·-----------·-·----------~~~~---·~~~-~~~·---~~~~·--
- -·ul We do not .lndudAr--------------------------------------------,1 

"rsl/ 1.__ --------------~r.£.:.~------------------------1 (. S.l 
~\U.1 
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Assist Foreign Governments ~ (U) 

1\vo Se(;tion 215 requests we.re .initiated by the FBI aftet n:~cei"ving 
requests ii.1r assistance from l(n::ei.J5~l govetnlnents. Ii1 each h1stance.. ili.e 
ioretgn. govern.nl.t~nt sought to prosecute suspected terrorists and requested 
f~'Bl assistance to obtain evidence. These a .licatlons re uested records of 

P--------"r.'!"'""'":""!:""----~~----:""""":""='---~~~~--~~-~~---~!s·~ 
.__ _____ ---~'3oth agents s~Hd that t.ht~y IW'{:)'I.itded.lnt(>nnation ftont the I ~ 

records o:btain<~d pur'Allili1t to the Seetion215 <"ird~~rs hl the forei:gt1. 
governmt::-rlts. BoU1 <:\gents stakd that. they pr. .. uvided the inionna:Uon 
punmant to the Designated. h.'ltelligence Disclosure Officials' authority for 
lead ">Ur "){Jses onl '. b:1 addition the case t •.1~~nt who provided a sununa.:ty of 

L..r.l=====:-==""'='==~~~~==~~~:~:nt the sunUllary hl. FEU ... 
· ea quat :ers anc ano 1-er . 1e . o : 1ce w 1tc .. was conducting a. related 
investtgatinn. Neither agent said the reC(>rds vie.re usefi.tl tor thei•- FBI 
investigations. ~ JTJ

11 

I I 

2. Support Additional Investigative Requests (U) 

ather .i.nfo.rtna:tion to 

a 
~--------------------------------------------~~------~--~ Th.e: agent receivtxl 
L..r-------------..,.._-u~.t-.:"t-o":""k":""I --u-s-:t";"'h-a~t:"":'b-e-.c....Jaus<;:~ of the additional 
i S r ·1 d · l h ' ·1 bl t. • ~ 
5
- ~~ . recorr s a.n . t 1e sfz~~....o:~=----":"""l'~~-~1· . e nns not yet t)een a. · e :o revw:w 

' · the. rccQ.rds produc£:~d. Th£:~ second Section 215request fo 

! ,. '· 
IJ! 

;Sii 
~ f ·sl :. ! 

iSi ' . 

~~--~----~~------~------~~~--~~~--~ 
. . . c. agent \vor · tg o:ri(S :1 : S) 

the rnatter said the records were use u becaiJse the contained iriformation 
that. enabled h.tm. tn linJt.'---------~----------------1 . S I 

IS 1 I lvhkh saved hj1~1 tune and dec.reasGd tht~ tisk of con1pron:tisi.n.g: the :. ! 

''"' ';J! 
'SI : I 

JS\ 
I I 

~ n" • ~ 't·i ·1·""t · ( · 1 'f.Q'I' '· .yt..s . 6<·• .l.n • ~ ~u:~ 

3., Investigate Leads (U) 

!--~~':""""!F-,.;...>t';;.;.'J,;;;.·io.;....l;.;;.l_,~~l5 r:qu:st.~ ~~er~, ~l~~~1it~:~din nrdet: to xn:st~gate l' 
Aquests .• aguns recet\ ed t cco.rds in respon ... e t.( -~'Pt 

IL--"""T"_~ ...... ~, uest.s,. th~:~ .proViders did nut maintain n:'!cnrds for I J! 

~~u~ .,. J . : ....._ ___________ ..... ,J. 

a. Requests for which R~ords Were ReceiV"ed {U) 

(S/ · FBl agents said Utatrecords frotn. U1d led:ion 215 requests were 
used to investigate leads. Three agents said the records obtai.,.·.w:·'......,..oii.W.II~----. 
helpful and two said. thev were not. The agents who requeste :s~1 'S) I ltold us that t~1~e~:r~e~c~or=r.s~~ ..... I ; 

were not helpfnL These agents said that \vtrlle they -use:d th{~ records to 
fo.Uow and dose leadsf the infonnation \vas not what they had hnpt~d to 
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nld the Ot:G that: the .recotds \\.rere hehfnl in clostno' leads. 

b. Req.ue$ts for which No Records Were Received 
(U) 

B. Dissemination (ll) 

Vve found that the fi~Bl dJssemtnated information obtained fronl pure 
Section 215 ordf!rs to foreign govennnents in. lW(.) instarwes! discussed in 
Sed.ion A. above, ~ ;U) 

C. Use in Criminal Proceedings (U) 

\Ve. did not identi~y cmy use h1 a. ctilitinal pro<.~eeding of records 
obtained frmu the Sec:ti(m 215 requests processed ln 2006.49 {U) 

'Ill As noted in our pn~vi{)tJ.S report, the .Fl.SA statue .requires that the Atton1ey 
General approve the us(~ of .I<'lSA infurmnno:o tn. crtm:tn"'ll pro-ceedr.n .. ~s if the ln.fonlJation ts 
obtain~d f:ro.m eledronic S\.nvei.llance, physic<,d sean::h.es:, or pt~n re!{is:ter/trap and tmct~s. 
The. FlSA ~~tatute does not require that the Attorney General. grant use Hppmval tor 
business records. {Ul 

OlPR attm·n~:~y1) ntis~~d StV(!f.'t.d <.~On<.:erns n,~g~u"t:.li:ng the la.tk of use at.tthor~ty for 
hus.i.uess records, indudlng the f~td )::h~tt use aqthotity mav ensure that CMrdlnat1o.n 
H.lll()J:lg l'nt~n:lbers ofthc inteUigcnc(~ ~OU)ll1Ulllty occurs Md.·sensi.tive SOtU'Ce{~ an~ l)()t 
compn:.~nli.tsed. Jn contrast, the l'lll (km~r:al Coun&::l satd she was not t;om:erncd with the 
iack of us<:~ authority ft)r bnsim~as n~orrls be<'.ause these records havt:: an independent 
exlstenet:: and may be obtained in many diJferent w:ays, {U) 

·s· :, ! 
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JV. Effeetivenes$ o{Section 215 (UJ 

\Vtth regard to Sectioi1 2151Jsts dcsc1ibcd in the body of this report. 
we found that Section 215 can be a valuable investigative tool. but oilen is 
irnpractical because of the time it takes to obtain such an order. (U) 

A. Use of Section. 215 Orders {U} 

Section 215 c~u1 be an i:mpractka.l tool bt~caus:e of tlle lengthy ti.rnt'! 
involved. in developing. 1¥.vtevnng. and prest~nting the .requests to th<:~ F'ISA 
Court While no F'BI ag(!rtt we ir1tt.~rviewt.."'d :identified aJl}t harr.n to natiortt-i.l 
seeurity bt..-caus(! of delays in tl1e St."Ction 215 pn•cess. many agents linked 

·the value of Section 215 ordet~s as a.n inv~:stigative tool to its etllciell.CY as 
\.v-ell as its effectivenes$. As discussed helowr .several agents told tlS that 
they have other investigative tools available to t.henl which in son1e eases 
ean produce the sarne or cornp:a.rable u.tf{)nnation n1o:re quiCkly. {U) 

1. Other Investigative Options (U) 

FBI agents told us that if delays in obtaining Section 215. o.rde.rs 
caused their inv-estigations to stan, th.ey \\iould. seek the :fntbnnatiori through 
other means. Agents told us that they have oth.er investigative tuols 
available to thenT to obtain certaltl bustness records mote qrrickJy and 1.mth 
n1uch less effoli:. Burt:hertnore. otH.:~ Special Agettt i'n Charge of m1.FBl :llt;ld 
oillce stated that. in 1nany .tnstances agc:mts are see:k.tng ln.fon11atJon rather 
thnn. a spedtlc doctune~ut; thert~fore~ although the infor.mation may be 
induded in a pm·tJcular busines..<:> n: .. ·i.x>n:.l~ tlie agent would likdy seek 
con1parable in:forn1atio:n using other faster investigative teclmiques. (U) 

For speed, agents said. they generally attempt to (ibtain. inf()rtnatiun 
·through voluntary cutnpliance or <..'til NSL. Both business tecord requests 
and NSLs can be issued in national secu1ity investi.gations for transactional 
records based on a r(:leva.nG-e standard. Uhlike business n~cords. NSLs can 
be authorized by the SpeCial Agent in Cha:rge in a field oflke and do not 
require FBl Headquarters, OlPR. or FlSl\. Cot.trt approvt...U. Therefore, an NSL 
can be issued and the transactional records teh1rned in a rnatte..r of '\.veeks. 
ln nur review. we found that seven <Jgents. tequ~sted Section 215 order$!._ _ _. 
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NSLs however are not available tot aU business .n:.eorcls. NSLs may be 
issued to entities Sll(~h as telephot1e companies. tlna.ncial instin.ttions. and 
t~redit agencies to 1-rroduce ll.rnited categbtk~s of customer and c:onsunier 
tJ·ansa.ction inton:natio.n. Section 2 r 5, in contrast, is not lhnited to s·pecific 
categmies of ttansactl:onal nx~ords and can be used to obtain itenls '\vhiCh 
are not. availf~blc through NSLs sud:t as I I 
I It$¥ IU"l ~:II 

I .i 

Anotht~r .investtga.tiv~ tool that can be quicker than a: 'bustnes.s tecorcl 
request is a gra.nd jury subpoen:a.., Agent.q C()nductitlg na:tioi1al $C'(.:ttrity 
investigati(ms with a ciitn:inal ne}.'US do not have to seek. FBI H¢adqv.arters 
or NSLB appn:..1val to obtain. a grand jury subpoena because th~~y ar~ issued 
under tht:..~ signature of the prosecutor supervising the g.rand jury 
investigation. Hmvever~ grand Jtuy subpoenas also have lit:r:iit<:tti:(l!lS in 
certain contexts. 'I11e prirna:ry limitation is that the investtgaUon n1ust. have 
a erilni.nal m:~"{US. li1 addition, infdrntatibn pre~H..~nted t.u a grand jury 1nay be 
made public in subsequ~nt court proceedings and wi.th lhnlted ex:ceptJons 
grand jury ~ttbpoenas do not ~)bHgatc U~(,:.: re(~i :1~ettt m rn~u.nt.ain the secrecy 
of the in.v ;st.i ·.tati n. For ex:.am 1le 

.. .· .. · ... 
told the OIG that tli..ey <!hose nut to use grand jury subpoenas in 

""--~----' 

order to r.naintai.n tlw secteev f)f the investigJ .. ltions. iSf' ·u 
" . '~ ~!I I 

2. Effect of the Processing Delays (U) 

According to FBI age.u:ts and sttpetvi!i)ots we interviewed. when 
\.vnrklng on a. national se(":urity investJgafion an agent ident.Ules the 
iuionnation required and then dt.:~t.ennint~s the fll8test legal wa.y to obtain 
that tnforrnatton. Senne agents stated tha:t a.. J6w months rnay be an 
acceptable delay for b.usi..ness reco:tds because Utey t~a.n coilti.nuc wotkiug on 
other aspects oftheir investigation during that time Jrarne. H(J\Vever. agents 
~tated that an investtgauon is ltk.:~ly to stan wtth a delt\,v of 6 rn<>.IJtl'~$ to a. 
year in obtaining records. and that if this otx~un<cd they would look ff.Jr (}ther 
1·nenns to obtain the i11fonna:tion. O.n{~ agent noted that a 6 ... n1onth. delav ts a. 

'~ ~ 

particular coneern \\1.th a prelimitu.tty investigation because although 
extensions may be granted, a. prdh:oinacy investigation is expeeted either to 
becOiue afulllnvesugation or be dos.t~d in a 6~monfh period. (lJ) 

. . ~ne m5ent to~d us that while hf was .\~<~:ting thr a Section 215_ req~1~st: 
for I he obtahled the equivalent. Jntorm.1tion 
th:tottgh puJilic soul't~es such as Coogle. The agent also told us that if he 
bad .received the information through. the Section 215 otdel'', hto: could have 
used the thne he invested in researching pu:blic dataix'lses to tvol'k. o:n otller 
leads ~md investigations. ~ ·:U) · · · 
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Another agent said she. \\~as too frustrated by her e~pe1ienee pursuing 
a previous Secti<>tl 215 order to sub:mit anoth:.cr. Instead. the at5ent decidt~d 
to invest he1· timd I 

IT'he ag~I'lt told 
~~~~~~~~~~~~~~~~~~~~------~~ 
us that she thinks it likely that she -obtained the same infonna-Uon that she 
would have with a business record re[nest although she said she could rwt 
be ce1iain. The agent .stated that the_ * Lvas 
time eonsnnling, but that she would not. ust~ a. Sedio:n 215. request unless 
she needed something ~pe<::ifk' that she could nvt (jbtain through other 
rneans. ~ -:U) 

ln t~ontrast. the agent who receiVecd 
~------~":""""':'--::"~told us that seeking t~h~e""!:s~e~.c~.l~Jo~n::-_ · "'"l21""11"r!b!"'"c~. Jf::-:d::r.~~·;r=-.=sa~-"~·-e:::"!:,_a:r_ -.~n:!':n::::::t~e.--__. 
The agent stated thad l 

\ I~ ·u '. ! 

B. Value ofSectic.a. 215 Orders. (U) 

AcCI)Tdtng to FBI agents '~re interviewed, when tttey need a parti¢ul~it 
business record and .it is tlnt avaitable by ai1otlu.:r i.nves.tigative tcml, Section 
215 can be an invah..ta:ble tool. As nott:~d above; sevt:~l agents told us they 
could not have obtained the: records for their inw:stteannns w'Ulwut the 
provlslon. ln ead1. case~ the agents were told) I 

Although no agent suggested that the records 
L..(~,_~J1r.-:o:a~.t.t~1~ec~p~u~t~.s~:u~-~~.t~lt!"'"t~-.o~the order resulted in a uiajor case developn1ent, tnany 
stated that e\re.ry invt~sug~J.ti'v~"'! tnol jn nn FBI a.gents tool bcJ-X is 1n1portant 
and that when it is the otiiy tool Uu.tt will ptnc.i:uce the iriformatkm, it is 
invaltlab.le even if the proct.~ss is butdensonit;~. ~ (T]j 

v. Summary (UJ 

\Ve det(!J.Tflined that the processing time for Sed;ion 2.15 requ~;:~sts in 
200H was shnilar to th~t in 2005,. With an a<-/(~ta,gc of 169 days in 2006 J()t 

the approved orders and :i 12 days for the vVithdn~wn requests. Strnilar 
reasons to those we identified in our p:revi.OUIS report: explained the 
p.rocedunil delays i.n 200H. ind.ud.hlg the F'Brs unfan1iltarityw1th the 
Section 215 process. too few .resources to handle requests exp-editiously~ a 
multi--layered revi.ew process. and various SlibstanUve issues regarding 
whetlH::r {~ertain applications met the statutory requirernents.; \Ve also found 
that FBI agents generally att~--:mpt.ed to ribtain records through other, 
quicker :investigative processes; including voluntary cc.nnplianec, NSL..~. and 
g1"< . .-tnd jury subpoenas, Vl.hen proViders require a co-urt on:kr,. howevt.~t·, 
<:t;gcnts tnust obtain orders through the Section 215 review process. \V(~ also 
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found that when th~! FBI identiJ1ed em~!rg~mcy t~1r·cumstan<~es~ th~ FBI and 
OlPR were able to prot(!Ss a Seetion21!5 IX~qm~st: quiddy. {U) 

In 2006, pure Section 215 ordGts·pr.oc~ssed were used prnnartly to 
exhaust investigativ~~ l~ads. Ho\N~wer, the. F£31 used Sectii;:>n 215 or<:I.ers to 
obtain information to assist i(>reign. gpvennn~~nts and. to support other 
lnvcstfg·rattve requests, ~ r· .. 

I .t 

I j f 

Vve did not identify· any lnsta:nce in wbidt irl.fott:natiOJl obtained front a 
StX-:tion 215 Ot'der was used Jn a crin1inal proceecli:.t:~g in 2006, In a.dditiOil; 
we found that the FBI dissen1inated tnfon:natton obtained tr'orn pure Se(:tion 
21S t.o foreign governments in two instances in 200€3~ ~ U' 

• ., 1, ! 

ln sum. we found~ like .fn. our previou.s report, that Section 215 orders 
can be a valuable investigative to<il to obtain records that are not av-ailable 
through other xneans. Elowever, Sectiott 215 or· ·.· · :t:ently 
beeau$e nf the time it takes to obtain the <Yrder, 
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CHAPTER SIX 
IMPROPER OR ILLEGAL USE OF SECTION 215 AUTHORITY 

AND OTHER NOTEWORTHY FACTS (U) 

The Reaut:hor.i?.;a:tJo.n Act filso directed the OIG to ldentJfy "any 
noteworthv :facts or circun1starK<~s :rela:.ting to orders under such seetiou. 
i.ncluding ~my illegal or irnp.roper use oftl1e authority.~ Tn this revtew, we 
(l·d· 'lOt l·dent't'~?· "'11'' l'l}ir.!<ct<'>}•·le(> .... ~· s··"'(·'t·l'on 21 r.: "'UI'h·ln't·"'! f¥o:nr.e· ''rer UY,;,> ~ ·•· ·"··, " .. I)<:.< J .: ""f:'l'u < ;.~, vl ,, • .. ,~) o. : .(. :J· .l. '"~ .·>·. ·r w~. 

identiil.ed two instances where the pruvidt~r prodticed .records that wen) in 
response to, but wete outside the scope ot a F~ISA Court order. These hvo 
cases raise concerns about the FBI's identitlcation and hant..iling of such 
adttitional rnater1aL (Ul 

Also discussed .111 this chapter are two additic:>.nal "notewo.rt.hy facts" 
.regarding the FBI's usc ()f Section 215 authotity in 2006. The flrst relates tn 
the FBI's use of a national se(';urity letter to obtain information about a 
subject a.fter the }'ISA Cou:rt rt~jected a Section 216 order for records 
concen1ing the sarne subJect based on F'irst An1endment eonce.rrlS.Ir------, 

I~ 

>< mL----------------------------~ 
Two Instances in which the FBI Received .More Information than 
it had Requested in Response to a Section 215 Order (U} 

Thn:Rtgh out .review· of FBI and OIPR documents, lVe identified two 
.l.nstances in. \Vhich tht~ lf~BI rce:eiv(~d more tnfomH:ition than it had requested 
in responst:~ to a s(~(?.Hon 215 order. 0Jl(! in.stance occtt.rr~d tJ1 connection 
with a ccmibination order and the other occurred pursuant to a. pure Section 
215 order. The FBl detenninedthatthe matterthatln~"Plved Ute 
cmnhinatim) order was repmi:able to the Presidents InteJHgence Oversight. 
Board {lOB}. The FBI deten:n.ined thatt,h(! matter that involved the pure. 
St:clion 215 order \vas not reportable to the IOB. (Ul 

As discussed in detaUJn our March 2007 Section 215 repurt, the F.ln 
is required to report any iinpropcr use of Section 215 authority to the JOB. 
In 1976 the lOB was created by Ext~cuUvc Order and duu-gcd with reviewing 
aetivitk-:s of the U.S. intelligence comntunJty and mfon1ling the President of 
anv acth1ti.es thHt the lOB believes "mav be unlawful or c.ontraJ"'i~ to ,r '* ".} 

executive order or Ptesidetitlal DirectiVes.:; See .Executive Order 12863J~(~ 
The. J'Xeentiv~~ Order t.a:lso teqtlin:~s the FBrs Ge1:ier~1l Counsel t0 report to the 

M For n:t{:ln~ inf():nnatton about the lOB. 1';ee th(! O{G's repmt tftlt)d l~epwt to 
C-<mgrr:!S$ ott t'rrtpl<:~mentat:ion q{$f.?ct'lon. 1001 qf th.e L'&l PATHJOt Act, pages .20·24 f!ltfarch 
2006). IUl 
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JOB on at least a quarterly basts .intt:lligenee activities the General (;nunscl 
has "reason to believe m.ay be ·unla.wtlll or conttaiy to ex:ecutivt.~ order ot 
Presidential directive:; which are referred to as ··.1oB violations." (U} 

A. Case 1 M 

As previm,tsly .noted, eomhi.n(lt.tonorders are bustness ~(~qrd requ~~sts 
attaclH:~d t.o pen n!g'tstttr"/tra:p and trace requests. Vle fburtd tl1at in one 
tnatter involv:tn, ~:1 eom:blnation order. thd'-------~-----~----~ 

that was not requested in the Section 215 
'-a-.p-}~Jr":""ic-··.~·-::rU~io_I_l_o_r_a_I_n:"T .. -W-ln"":"·z-,e-· <T"T"-y""'":"!.· t 1e FISA Court ord:er.l (had 
been authorized and n:.>:tx:.ived pursuant to a previous comhirmt:ion order for 
the subjt.:~d.. NeiUH:~r tlH! FBI agent who had reqtmsted the pt~n rcgjsb.~r/trap 
a.rid trace order nor OIPR, ho,~.rever, \V}ls a\vare thatthel I 
had been provided p-ursuant to thG previm.ts otde.r. As a rc$:tdt; th~ re:nG.wal 
appli(~atftJn spe(~dlcally stated that it did not seekl I 
because the FBI had requested that i.nfonnation in a. previous order but had 
not received it. Despite the fact that the renewal application (ild not seek 
and the courfs order did not authorize :Production ofl I 
I (company cimtinued to provide thel ~1fter 
tlu::: n:'!nevval onk~r was ex{~euted. )'( ~Ui 

. 'The agt~nt told the OIG that she did Iltlt know tht~~~-----:--:--r--___. 
'\Vas bei.n.g produced. pursuant to the .1~11e~.val order until ~.pproxln1ately 
2 Inonths a.fter the o:rder was signed b the IlTSA Coutt. She aaid she n.rs.t 
learned that tl}e FBI had received vith re$peet to etther· 

~....:.:..s~=loolo.l..ls"'-lt:.;..~ ·t.ll·n.:.....ll.ih:.:.,;;:..,r fieL o ~K('! in on.n, ... er hat the FBI wn..~ 
recenr1n, purf)uant. to, but: not ;:luthorizeq by, the pen 
register/hap and trace order. After the analyst reported the matt:<:~r to the 
agent, both NSLB and OIPR we:r¢ h11lwmed .. )Sr ,0. 

.• . I I 
' ' 

The a~ent told us that the nrovidet1 I 
I 

lAc-"' · · ·Att.1ff to a ~(;, H .1·! · , ~ , 

te<!h:niciar~ I 

l~l!U) 

The FBI concluded that "tntorm.ation was improperly collected"' and 
report.ed the incident to the lOB.. The FBI aJso stated that the rnattet was 
reportable because reeords ofl I are statutorily protected .. 
OIPH.t<e:ported the incident to the FlSA Couti and provided the rtlatt~rial that 
was not requested by the 1~31 or authorized by thel<'ISA Court to th<:: FISA 
Court lo:r seqU<;~stration, !St iJ) 
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An FBI Rlectrf)nic Cmnmnnieation (EC) approved by the FBI Oepqty 
Genenu Counsd stated that the niistake was made by the provide.r and not 
the FBI. V\ThUe \VC ag:ree that the iiTitia.l error was tuade by the providec th<:~ 
FBr continued to receive and. retain nnanthmized infottt.tation abo'llt a U<S. 
pe.rsnn f<.1r approx:ilnately 2 months. In this h1st~1nce. the FBI continued to 
collt't~t. 1nfonnation about f~ U.S. petson without review by the agent to 
enstu't~ that it was authoriztxl by the cnttrt t}rder. (UJ · ... 

!I"'' ,J! 11't.is (~ase gave us txm.ccrn that FBI agents .may be unknowingly 
!·ecet_:~1g ~J. othet case~ . . . IU1~~t ::tas. not b(:~en.authoriz.ed by ~si 
the I~JSA Court. \Ve therefore Int:en'le\:Ved each ot the D agents who · · 
received con1.bin.ation ordersfm: in 2006. llsrud that 
they re~eivcd as directed by the FISA Courr.--c::Jother ;S1 
agents (inCluding the ag¢nt in the matter described above;} told us they c.Ud 
not know the l'"ISA Court order had included a n~qt.tf.$t. fori I 
I land they did not think they received it. One agent told u.s that 
t:e k:1~~vtl:e in~·1n;natto~ was .~e,~~l~.sted. but. that he thmU~ht ~1c had to 
t..tifOit.t. the ord~x ltl ordt:.r to.r<A .. t:.lv{~ r · l8.f !U'1 • '1""' t I 

·, J ,I 

Because business records produced electronically pursuant to 
combination orders are not first n~\riewed by the agents before they are 
pt·ovided to FBl tt~dmicians. Q;g<!nts rnav be recdvtng;l I 

'Sl · ~ · '··~~~---~--....,lt .. S.\, ·, • wh~n it is not authorized and also n:my not realize that they have . 
· I ~vh(.~n it is authm:i¥t."d, Moreover, ilie ItBI does not ha'-:vc-.. --"""";S;I 

procedu.n~s that require B~BI agents or techni(~ians to review business 
records {or pen regi.Stt!r /trap and trace inforrnation) when they are first 
l)roduced to ensure thev have received onlv what is authorized bu the F'ISA 

~ ~ ·J 

Court order. In addition. the FBI does not require agents to reviE-~vt court-
ordered t.nate:.ri:al befon~ it. is uploaded into FBI databases. {~ ,

01 
This .matit~r also illustrates th<:~ need. for better eominunieation 

betwt~en OIPR attonteys, NSLB attotneys! and FBI ease. agents. As nott~d 
abovt~J hgcnt.~ told us that they w~t·e, not aware that OIPR ha.d attached 
arequestfm:FS'! to their pen register. Oth~T agent~ we 
tnten1.ewed stated that they were not aware that OIPR or NS.LB attorneys 
had ad<kd requests fnr subseriber infon:natjon to thelr pen register/trap 
and trace .requests. Our Mard1 2007 Section 215 report also found that 
agents were not aware that OIPH added t~cquests for .subscriber infonnatJ(.rn 
to their pen .register /trap and trace requests.. If agents dn not knotv that 
... __._ ..... _._,,__,, __ _ 

Our com:ern is not limited to lhe business record pqrt'ion of th(~ comhfi);p.:· l..llo,,,,;"'----, 
i· '~ d·'.: .. 

~lol.llooolol ...... ~(,S;,.SoW.I.I.,Q,I.ol.lolloiloi""""-'o~~ ....... ~~ ........ l.l.ol..li~l..l.l.~"""""olo.;l,,,,~....llolO;,,;oi;,IO,,,i...l.ol.olloO..I.,jo.il..l.l~a.-'l.ol.a....------'ol ; ~ 'i 
·: .. ,. 

61 
~·c·· ~:,<,1 

:S\ . I 

b7E 

b7E 

b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

business .record requests have been added~ they \VHl not know they should 
be ()1" are receiving su_bst--:riber o~. . , .. I The lac~ of . , , .. 
knowledge. rnay contnbute to JOB vwln..b(nls and the lailure to Klentdy lOB 
violations. ln addition. ~gents may unne.c~$sarily issue. NSL :for inforrm.ttion 
previously ordered to be produc.Gd by the .FlSA CourLS2 ~ iU) 

B. Case 2. (UJ 

In rcSp<mse to a pw·e Sedion 215 order processed in 2006 a.nd signed 
by the FISA. Court in 2007. the .ft~BI received inforn1ation beyond the tU:nQ 
period authorizc.d by the order. (tf} 

111e Section 2 I 6 order at: issue required a company to produce n~cords 

~ .. l111e agent snhn1itted the 
Section 216 request after the eornptmy refus(;-:.d to p:ro\i:dt~ the business 
records on a voluntary basis. Although the ordet n:'!quired Htt~ prodt.tction of 
docurm:~nts tor a spect.tled 5-nlonth period. t11e corupany ptoduced the 
records for 2 additional rnonth:s. ~} , UJ 

Aeco.rcHng to the FBI case ~~gent. he realized Umt h~~ receiv~d 
additional .records beyond the scop~ of the flSA Court order a .t~~w <'ays after 
he reeeived the records. On October 2~ 2007, th~~ agent sent a.n 1~C tn NSLB 
n.nd the FBllnsp~~etinn Division.n~porting the rnatter as a pntential IOB. 
The qgent stated that he also repented the :r:natter to OIPR. 111e agent told 
the OIG that he rev:i.ewed tht.~ recurds ::md c:rti:ated a copy of Ute data that did 
not include the 2 rnt)nths of the unauthorized reccwds. (U) 

\Ve. discussed this tnatter t\1lh the FBI and OlPH.. 111e ~'Bl in:forn:tt~ 
the OIG that it had cteter.m.ined that this rnatter was not J·epo1table to the 
lOB. \:Vhen we asked for doctmlentation of this decision the FBI re:IXJrtf~d 
that ii had none because it had dett~nline<:I that the incident should not 
havt~ been reported to th(~ NSLB as a poteutiallOH, \Ve also asked. whether 
the rnatter had been repo:rt.ed to the FISA Cou:tt. OIPR stated that it l.md not 
yet detennin..ed whether the.n1ath:~r wa.s a eonlplh.)ncc ineid<:~nt tha..t should 
be .reported to the .FISA Court. (U) 

5~ \Ve found another matl{~r in:v6h:iu~_t a C(ltribinaHon order fm· per.t reg:i~k1'/trap and 
tmce nnd subscriber l.nfo:rm~tion. The day after .a. FISA Comi order expired, the provtde:r 
continued Hs p.mdice of faxing to U1e VBl agent a Ihs.t of the phone num.hers (:olled .. ed as a 
rest tit. ofthe sm-vcHJance orde~r.. The ~gent did not n:~aH if he rect~ived ~Ul)&!dbcr 
lnfo.ntiatit."~n as r~quired hy tb.~~ FlS.A Court or deL tk(~HU~(~ ~ve ~:ould nol del~nr.iin(~ ·wht:!th~r 
the th ... -... iriduded subscri:beJ.· inforrnatton, we, d.id rw:1 .. 1m:.~h.1de this matter in o1u· an;:dy:s~s. (Ul 
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FBI otfich.tls stated that the ItBl'~ n;ceipt qf 2 e:xtra n1onths of n~~()t'd$ 
is not reportable to thf: lOB bef:ause there is no statute prohibiting th~ 
co:mp.any from voluntatiJy prod:uciu~ I to the I•'Bl at'lcl thu.s 
the inc.tdent. d.id not violate any statute. nor did it violate any Executive . . 
Order. ""fhe F~BI sta.tt~d that because there is no such violation, it should ·be 
able to treat the additional 2 months of records as a .. volunta:ry prrlduction 
independent of the FTSA Court ord.er. (5) 'U'; · 

. . l I 

We disagree and believe that the production of thest:. additlt~nal 
records should not be considered as volutit:my and independent of the F'fSA. 
Cou.rt order Witho·ut further htquhy, J<':in~t. the provider rd'used to produce 
any records to the :r~BI \\it,hm~t. a court order. Second, the YBI has chosen 
not to ~~k tlH.'!. provid~r wh~ther the ¢~.dditio:nal 2 months of records were 
produced inadvertently or volt~nt~uily. Third, the collection ind't.ld.e$ 
i.nforrnation of U,S, persons who are nor the Stlbject.s of any FBI ru.ttlqnal 
security investig(ltion. ''l'herefore, we believe that if the FBl wants to .k~ep 
and use thest~ nx!ords, it should either; (1} obtain wri.t.ten eonflr:rnation fi.·orri 
the p1~ovi.d.er that the. records were produced voJ.untadly, ot (2) obtain a. 215 
order frn:rn the FISA Court: for the production oflhe additional reenrds. If 
the provider states that the p.roduct.ton was. not Vtlluntaty and tlK~ FIS..A 
Court dedines to issue. an additional or0er. the fi~Bl shou:id :revisit its lOB 
dett;nninaUon and ~equester. the additional records v.'ith the F.r.SA Court. 53 
{U) . 

FBI offieials also sug~estf.>:el to us Umt they shiRud be; ablt; to treat any 
nnn-sta.tutotily prot<;,~cted records 6btained pursna:nt to, hut OlJtside the 
seope of, a Section 215 order ~ls (~t voluntary prod.ud:ioti of reeords 
i.nde :>e.ndent of tht:"! <Jtder. \Vt:.~ a:re ttoub1ed b .. thi$ a )roach because 

~" in ils respouse tc1 <)ur report,. the NSlJ stated that in buth matter~:> discussed .in 
this S~:tiun. ''Ule FBI t()ok Ule steps n~cessary to ensur.t~ th~t tbe ove1>produce(l. inJonuatitm 
would rwt be \I sed." lfowever, tllis is t.mly partililliy ac..:ur<;l.te, A~ discussed Hbove; in Case 
2 the Hgent initially is<)l<~rt~J the additiom .. d m;dexiH.L However. the F'Bllater conch.tdect that 
it should be able to use th~se. additional records \lnder the theory that th~y sh .. mld be 
trc~~.tcd sim.ilat to material~ tlmt arf..\ vnlt.lnht.tUy p:rodi:u::t.x!. We dis~~gte~ wilh this a.n;;..Uysis. 
Because of Qur {!ontx~ms ttwt the FBl stt(mld not use the mnk..rial without eitlwt contacting 
the ptovider about the tn.ate.rial or seelti.t)g a.n exp.-'l:nc.k~d VlSA order, v,re rnade. the 
.rcc~·Jumtemb~tion dist:us,"it~d above. We k~)k fon.var.d. to the NSD's and F.Bfs specifi{: 
response to that recom:m.endatton. and how they intend to treat s:ttch materiaL ru:1· 
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FBI officials expressed the view tha~ JS'I 
I I ; 

r iSi .. 
l llloweve.r, we ate cunc(~rned fJy the lacK oi any em:npn:het'1sive 

Joncy memorializin.f this osition and orovidit: o: .. ·uldance to case a Fpnts. g p g I 

In. sumnmry .. we found. two lnstances Jn whidl the FBI 1~ecetved m<.;n-e 
information than it ha.d requested in response t~) Sec.tio one 
t~ase the F'BI dld not discuvcr tlw incident for 2 rnonths. 

~=:::....:::=..;:;.;:=::...=~=-==:::..:..;::;::;_=~===..;:;.;;;:;;::;....:::....::.:,==~---------'11 ;, .. , 
',J,I 

rn the other .i:nst•:ince. the 'FBI quiCkly dts<:ov(~ted the it1cident. after the 
.F'Bl had received. the ii1forn1atfon frnn1 the pli)'i.>'idet. However, tn this (~ase, 
the FBI did not consider the matter to be rep<)rtable to the IOB becaU$~ the 
.records were not statutotiiy.protected., and ()lPH. has not made a declston 
regarding whether this Js a compliance .inddent reportable to the J<~ISA 
Court. (U}· 

\Ve recommend that. the FBI devdop procedures for re..,.tie\\111!~ 
materials received from. Section 215 orders to ens:tire that it has not received 
information that is not authorized bv the orders. (U) . ,. 

Furthennore .. we rec.drtinlend. that the FBI develop procedut(~S lb:r 
h;lndling ma:t:erh:d t:hnt is produ<;ed in te~poil~$e to, bt1t out.s'tde the scope o:f. 
a Section 215 order.. The prtKx:dures sJ;muld indttdeth.e FBI's fustii'kati(1.n 
tbr hancUing any class of Inatcrit.'tl provided in resp(>nse to, hut'outsidt~ tlie 
scope of. a Section 215 order differently from. other classes. \Ve believe the 
FBl should. not base the procedures fox ha.nd.ling s:ucll Inate:i:'ial solely on 
whether the tnaterial is or is not statut:otily protected. Instead, the 
procedures should. also address such factors. as whether the rna.b.:~.lial 
cont;:uns non-public il'ifbr.mation about U.S. persons who a.re not the 
s~.~bject.s of FBI national s~~cutity investigations. and whether the underlying 
Section 215 order inCluded pmi.iculaiized mtnin.iiia.tion procedures. fn 
addition, these procedures should. be. incorporated in the minirtlizatton 
procedures requlred by the ReauthoriZation Act, a su~jeet W'c discuss 
fluiher in. Chapter Seven, .{U) 
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II. Other Noteworthy Items (U) 

A. Request t'o-t ar-~--------------.....,1 ;s:1 

J'U. rs~nnsidercdthe St~dicm 215 request thJ L .... 
l t ·,J>,' 

L...----~scussed e::tt ier u1 tiiis report at pages 3.3 to ~54 tc> be a noteworthy 
item. .In this case, the :tnSA Court had twice clecllne.d to approve a Section 
2l f> applic;ation based on ft'irst Amendme · · , r. ~. the FBl 
subsequently issued NSt.s t~>r in.fon11atioi .ven though :.S) 
the statut~ H:uthoriz.mg the NSLs. cQnta.itl{! t 1e smne l~1rst Ainendrnt.· .. nt 
restriction as Section 215 and the ECs authori7,lng the NSLs relied on th(~ 
sa:me facts c.outained .in tl1e Secti()U 215 applications. \Ve therefore describe 
this ease in nlot'; detatl ill this section. ~· i.TJ! 

1. The FBI Investigation {U) 
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\-\"h(":J1 the FBI's Section 2l5 application was sent to OrP:H. for r~\ie.w, 
the assigned OJPR attorney initially raised First Ar:m: .. ·· .. ndrnent, concems with 
regard to the Section 21.5 applic.ation.!'is 1.11e NSLB attorney e-mail.ed the 
OlPR attorney on two oceasions stating that she thought. that the undedyi..r~g 
F'BI investigatio.~ lwas lcgittmate, lst !Ul 

Accordi:ng to the OIPR attotuey, OIPR attortn~ys had difkrent views 
regm-rli11{~ how the First A1nenclri1ent affected this Section 215 application 
and that these discussions delayt."d the subnuss:ion of the ~plication. sg (U) 

58 Section 215 state& that the FUl cau apply for ;m order fiw the production of 
business records "for an investigation , . . to protr.ct agahl~t it).tem<lt~nnal tcrrorlsn~ ('J(' 

d~ntk~nn~~ ~ntdHg~n~~ adMtH~s; pro.vu!~d th~~t ~uch il1\'esti,~auon nf a United States 
pe'i'&(m is uul (;O.ru:.h.ld:ed solely upon Uw ba$is ofacUvities protect~~d by tJie frr.st; ~t.n:tt~ndrnent 
·of the Constitution." 50 U.S.C. § lB.fH(nJ(l}. -!Ul · 

59 We asked the forme1· Acting Counsel f(n· hlteliig<~xux~ Pohcy h"-w the First 
Amendment (..'tXlCerns Wt".l"e f{~S~llved, and she told us thai. the iu1Ua1 application was 
submitted after a medtng hd'\~'l~n the fbrmer. Counsel oflntemgence .fjoHcyand the-fBf. 
General Counsel. However, neither the fonner Counsel fhr lntt'illig~ ... nce Policy nor t.h~ l'"Bl 
General Couru:f~l said tlttW recalLed such a mee!'ing. "J) 
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2, The FJSA Coun·s Objections to the S~cti~n 21~ 
Application on First Amendment Grounds (U) 

The Sect.lon 21!~ request was pre$entcd to the f."lSA.Cn.urt as a read 
copy appllcatio~1 in I~'obruaJy an,d March ~~006~ On both oeca,sions tlW Court 
ded1ned to approve the ;:t.pplica:Hon and order. ~ :u:

1 

The FISA Court declined. to approve the first app:tieatfon. OIPR and 
NSLB e-,niails state that. the FISA CtHJrt dccid(..'d that ~'the fhets were too 
'thin' and thai this request tmplicated the tatgefs F'ir~t .Arnendnrent tights .. " 
(lJ) 
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3. .FBI and OlPR·s Response {U) 
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----------------
t!a The FBI General On.msel tqlQ the 01G that the f'ISA Court docs not h<\Ve the 

autho:r1ty to close an FBJ Jn.vesHga,tiQtl. I:U) 

L....-----------------~~:s! 
71 

~:r:: 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~'t"'· 
' r 

·v.le ask,efl both the .f.BJ Gen~rat Counsel and the forrner Counsd lf}r 
Intelligence. Policy \Vhet.her, in light ·. • ,.·'ion, tl'H:~Y had 
n.~viewed the underlying :i:nvesuga.tio -<)ensure that it: was 
not being eonduett..>t;lin violatif)n oft'ie ~Irst rn .. e:n.ct:nen.t caveat. TIK~ FBI 

\S:I I Gf~rwral c:::n:el told tlS th~t she d~d n~t :~view ~he ~i:ide.dyingHL:~V.esttga .. !Jon 
_ __ __ f=cause~ .fm the .r.e('1sons stc.1ted abm e, she be.lievt.d then.. 

"'--=-=-w~ra~s ...... ~en=. ~n~u~g!'ll!_~l:<:I~.l ~o~rrna.titm to predi<:at.t.~ th(~ il1vt.~stigation. She said she 
di~agr.lx~~~ _ w~t~:1 .~~~le eou~t ar~d notlt~ig in ~l}e! ~~tttt's ruHng altered her belief . 
that the mve.stlt:i~.tion was (!i.ppropnate • .{5.} ,U; 

In e()rJ.trast., the fonner Counsel for lhtdligence Policy stat<~:d that 
OIPR should have t~"{cuttined the ttnderlving}'.investigationafter the Court's . . ..... 

decision regarding the Se.ction 215. request. However, he said that \.Vilh the 
increase in national security i:nvet;)ttgaiio~I::;.. ~u:td. :F'ISA n~qucsts~ OIPR had not 
bee:.n able to f~.1Uy serve sud1 an overs.ight rqle. G.s {tJl 

ln. addition, the fonn~!r Acting Coutlse.lfbr Intelligenc<~ Policy stated 
that then~ is a history of sign.ifkant pushback frorn the P."BI when OIPR 
questions agents about the assertions induded in FlSA. app.lic<1tiOrlS. %. The 
OlPH attorney assigned to Section 215 requests ~lso told us that she 
rouHn<.7-ly aceepts the FBI's assertions regarding the und.edytng 
investigations as :fact and that th(~ FBI would n:~spond poo.tly if she . 
questioned those assett.i.ons. (Uj 

· \Ve also asked the VBI Ge.nernl Counsel whether it. was appropriate to 
iss.ue NSLs in this .investigation ba~ed or:1 the san)e factual predicate a.s the 
Section 215 app.lication given that the statntory prov:isions authmizing NSL"' 
and Sec.tion 215 requ~sts contain the san1c J!"irst A1nendu.1ent caveaLP The 
1'~61 Genen . .U Counsel told the 010- that she believed that it was appropriate. 
to issue NSf....,~ because she disagreed \'Vi.th thef.l"lSA Court and because the 
FBI vvas .r-esponsible for imtesttgauug th~ ~ith other 
su~jects of national sc<!urity invt~st~.gatiotJs. She stated that the F<:5I would 

''~· Ac'tX,)rding t() the klnnet· Coun~~~ fbr l~ltdtigence Policy, be t::..Used hi$ c~Q.!J(!e1J~S 
about OJPR's in():bmty tQ ft.1.H111 ih~ overs:ightn.•le m.late 2004 or ~~dy 2005. The fomiet· 
Acting Cot . .insel fo1: lntellig:e.t1(:e PoHcy told lt::l that, as of Novert'ibe:t' 2.001 OIPR d{~velopcd. <l 
st.ratt;~y for rev1ewil1g wttional security investigations and had begun (~rJnductiltg n<~tioi:lal 
se;(~urhy revit:ws. A~(!cor.ding tu anOf.PR 2ttnmt~y. OlP:R has conducted all 15. of U1dt' 
planned national security reviews. at Hpp:nmimaldy 14 field ~JITkes and F'Bl Headqwu::b.~r-s. 
[U) 

1313 'll1e f<.lnm~:r Ad.i.ng Coun~l alsr..l si.at~d that FBI ag~;;~nis are. t.lntter significant 
pressure to respond t:ri na:Uoua.t setv"'l~trity thr.:eats ~tnd that SQme agents an~ angry th~tt l'l3l 
ag~~nts have tK:e~n a.c(:us~d ~)f fa:tHng w il::l{7.t)ti:f}' ti1~~s0. thn:~a:ts. {lJ) 

f:J'? Tht~ FBI requested thre<!-NSI-~'-~r-------------------1., ; S) 
pursu .. ~nt to the. Right to Fint-:~ndal Pi'tva~.y Ad (RFPN. 12 U.S.C. § J<lvt HPPA n~lt..urcs ~at 
tht.! individmtl it~suing th:(~>NSt certify that th{'~ l..tlV(~sUgatit">rl is. "not Coltducted solely on the 
basis of adi"ilies protect!~! by the.l<'i.n~t A:r.ncndment tf., the Constitution. of U1e 'Untted 
States." 1;81- i UT'l 

' . 

72 
~:u: 

:si .. 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I !S~~ 

1 , 

I 
I 
I 
I 
I 

;s·~ 
1 • 

~:r: 
have to dose numerm.1s investigations lfit was not permitt~~d to trw-e&Ugat~ 
u~· .ulividuals based on tb.elr t~ontact With otht~r subjects <)f F.'Bl invesugaum:t~. 
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Th<:~ i{Jn:ner Colnlselfor lnt.elUgem:e .Policy stated that tnve~ti,_f{q,tt<.ms 
based on association with sul~jecL"i ()f ot}'tcr national secvrity inv~sti,gations 
ar-t~ weak; but "an~ out nccessatily :illegtthnate." He stated that when OIPR 
receives cases that appear to be based solely on association. OlPR first 
.attempts to identifY specific conduct by the Si.l~jeet and. a~k~ "whHf. makes 

r-y_o_u_-_tl_It_-~_F_E_n_-_t_h_it_lk_t_h_a_t _tl_·u_·s...;' g:::;;.JU...;~:..v_,_U_d_w_·...:lY;...'tl_·. m_; ·-1~g...;. \_Nr_<_lr...:t,_~;;;:.-·-"i.l _______ ---' : S) 

4. OIG Analysis (U) 

vVe c.onsidered this matter to. be noteworthy be,q .. -tl...l~e. the FlSA Court 
twice refused to authorize Section 215 orders based on co~l<~err~$ that thG 
in.v--e.sUgati.on was prernised on protected IN.rstAmendment activity, and tl1e 
FBI suhE;equently issued NSl ..... .;:; to 6bt:ain. infonnatioj bas(~i 
on the san1c factual predicate without tltst reviewing the underlying 
.in:t:-esUgat:ion to ensure it did not violate the F~i.rst Amendment caveat. ~ ~u) 

Sec.tJon 215 allows the F'BI to seek a business .records order for a 
national security investigation of a. U.S. person provided that the 
investigation is "not condud:ed solely uptli1 the basis of activities proteeted 
by the first amendment of the Constituti<Jn." Set~ 50 U .. S.C. § 1861(~!](1) and 
(aH2HB}. Si.Illikiily-, the Right to Financial Ptwacy Act (RFPA}. 12 U.S. C. § 
~1414, allows the FBI to issue NSr:,_~ to obtain fl.nauciru re~ords for n ~1o.tioual 
seculi.ty invcsUgatJon of a U.S. person proVided that the .investJgattqn is .. not 
conductt~d !:K~lely upon the basis (~f actlviU(~s ptotcctf:d by the ilist 
amendment of the ConsUtutjon."' {U) 

l:n this 111attet; both :F'B.I and OIPR petsonnel had talscd First 
.An1endn1ent concerns regarding the predicate for the investigation o~ l ·~~ 

pefore and after the first Secti.on 215 read a.pplica:Hon was'----' ·,"' ·1 

'--s-·u ..... b_rr_l~it~-t-e-r~d to t.h(.:~ FTSA Court. Om.";e the Cotut expressed siJnilar <!ond~tls 
and reJected the sm.':cessive applications., w~: belkweJt '~i.::ts incunibtmt upon 
the FBI and OIPR re-evaluate the inve$ti.g~l:Uon before seeking ;,tddi:Hou~'\l 
informa.tton abou~ ~lsing·NSf.,..,<i. Instead. the FBI is~tled NSL.s 
base? ~o~1 th: sa.me factual pr~ic~te -~o.nt~i~~d lrl the yect1m) 21 5 . 
apphc~ttlrm.s and wit.hnut addltlonnlmtonilatlonHa})olitl_ J. S .

1 

act:i'vi.ties, despite th(~ Cotni:'s reJection on two oc(~nslons of request$ for ~ · 
Section 215 order. ($( ::U) 

:s: 
i ,I 

\Ve were also concemed b~ I 
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... \Ve. also eonstdeted thf If several S(~cHoi1 2 15 orders 
I 

issued durinq' 2006 to be a. tlncw!cJH .. Iy 1u~m.1 l 
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CHAPTER SEVEN 
MINIMIZATION PROCEDURES (U) 

The ReauU1onzaUon Act reql,tired the Atton1ey General t(.) adopt 
minirnlzatlon procedures for business record$ obtained ptJ.:rsuant to Section 
215 orders. 50 U.S, C.§ I861{g)(l). Th(>.: Ad aJ.$0 directed the 010 to 
exarnine tire tuin.inlization proeedun!S to det~~rmi.ne whether tht~y "protect 
the const.ttutional rights of United. States persons."' See Pub. L. No. l O~J-· 
I '7.7 §' "l c~l~ ~ ·s·l.l ·!·}11' "'· ('h""(lt··~·r u··c· ~imc.J~n·b~>· ')'l·r ·r··~·-,i·e· Uf (\f i•t. .... .,. nl.i"I'"'lll1I'7.:'""t··1'·on ~ '~ JtU\.... .t t. ~~ ·.;·. :r.l: .. \..,. .. ; Vll' \.~ '\...-)..~~ . \. ... ~. t.... l'.. ¥ .• ..,~ ~. . .·ll'\... . l:l~ . .. .... ·~.A.·. l 

prmx"!dun"!s <:tdopted by the Department. (U) 

I. Minimization Mandate (U) 

The H.eauthorizatiorl Act defined Ininirnir..a.Uon procetltJ:res as: {Ut 

(Al specific ptocedttres that ate teasonably designed in light of 
the purpose .and techniqu.e of an order fo.r the production of 
tangrbl,e things, to 1niutrt1ize the retention, and prohibit the 
dissen1inaUon, of non-pu.blidy available infon:nation con.ce1-ntng 
unconsenting United States persons eonsistent With the need of 
the United States to obtaln~ produce. a.nd dlssem:inate f01·eign 
intelligence .inthnuatton;I6Sl (UJ 

{B} procedure$ that require that non-pu.blidy available 
infor.rnatton. whi¢b is not forei.gn tnt~lligence information ag; 
defined in. section 180 l (e)(1) of this title, shall not be 
disseminat:ed in a nlanner ti1at 1denUfles. anv United States . . .. J .. . .... 

persnn without su.ch pf:-:rsor.fs consent~ unJes-'S such penmn's 

fl" ~-·, ----s ~--.l 1 ·,·t·elli···-te•'· '"' 1· •1~or: .,.,.,tf""•'t "~ "'l'~f:• ,,.., ... !· -·~· '' ·" ~''--'l'-·~(:,t ~'!- .• · h .al.<~.:- ' ~·- l1n~: ~v• .. •~ '··-, Jl.~~=--.· ~:.~· •. 

{1) information that :relates to, and.if cor.1.q:::rning aU'nited State$ ~rson ~s 
nect~ssary l:o, the ability of tl1e United Sta.t(~S h~ prote<:t agatn.~t -· · 

(a} actual ot potential .:i.ttatk: or o.theT. gtave hrJsti!e acts nf a ftm~~'n 
pO\\rer or an <.tg(~l"il: of a fordg:n JXJ\V{~t·; 

(bi sabotage or international f(~r:rodsm by a foreign po,s.rer m· an. ngent 
o:r fon~ig;n power: nr 

(c) cla.nd~~stim~. rntdlt__~~..nce act:tvith:~s by an inte.l1igence service or 
network of a Rl:rdgn po"\ver or by an agent q( a fore:tgn. pm:v-er; or 

(2) infol'Ination \vil.h re~p¢ct t(J a t(>re.jgu: poM!"er or .foreign teni.tt)ry th~t r.d}ltt)S 

to, and if concerning (l Unl.te.:d. Stat~~$ p~~s:On i& necessruy to ~--

(al the naHm:utl deR~n5t': or the st~:urity of the Unlt(ld States.: or 

(b} the t:ot~duct (If th.e fo:re.:i:gn affairs of u:w lJ11ikd st~tteH. 

50 US.C. § l801(~J. (OJ 
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identity is necessury to understand foreign tntelUgenee 
ink>rrna.tion ot :t,-\sSess its im.pottru.tce: (:tnd {OJ 

{C) notwithstanding subpantgraphs (A} and (HJ, procedures 
that allow fbr tht~ rete:n.tk1.n and dissertlination of ini(:lrmation 
that is evidence of a crime whic:h has be-en, i$ b~~ing, or is: about 
to conunitted and that is to be tctaincd or di$sen:tinated for law 

t. . . t-:(} q s {'·> § '18" t:• l •. '}{2l' (( l) en orcetnent purposes. -.:J \ ........ ; ~ ~ .• ,) .lg , . .. 

The minhnization procedures were required to be adopted by the 
Att.orney General wit:hin 180 days of enaetrnent ofthe :ReauthorizaUon Act 
{that is, by Septen1ber 5. 2006), 50 U.S.C § 186l(g)(l). (U} 

As noted above, the Act also required that the OIG examine "the 
n1ini:mization procedures adopted by the Attorney Genernl . . . and Viihether 
such n:linirni7..ation proct..~ures. protect Ut(~ co:nstitutional rights of United. 
States persons." (U) 

JI. Draft Minimization .Procedures (U) 

Several months after ena.et.ment of the Reaut:horiz.a:tion . .Act. the Ofllce 
of lntdligenee Policy and Revkw (DIPR} and tht~ FBI - both ofwhoru had 
been dev<:~loping ulinh.nization. p.rm .. ;l~dures related to Section 215 orders ... 
c..xchanged draft procedures ..... the drafts differed in fu:nda~nm1tal respects, 
ra.nglng from definitions tn the scope of tl),f:~ proc{~du.res. At a, JJJt";etlng. held 
on. August: 21. 2006~ approxinmtely 2 w~~eks l~f(>re the statut(n-y deadltrw, 
FBI and OIPR ofikials W<.~te t.lilab.k~ t<J rea:ch agteernent on nlini:rniz~tt.ion, 
ptocedurcs .. Present at the meetil\g \-Verc the fBI Gent~tal Cot.uise:l and the 
.fonner Counsel for Intelligence Policy, along with attorneys Ji:-ot.n their 
n~spective o:ffk~es and n:~pt·escntatives frb!n the. D<:~puty Attorney Gcncral~s 
Otl'ke. the C.rtmlnal Division, the Office of t:h~~ Director of Natio·nal. 
lntclligcncc. ;..u1d the Ce;tltrnl IntelligGn~e Agency. (t.l') 

UnresQlvcd issues includc<l Hw tirne period t~}r retention Qf 
in.:fonnation~ detlnitionaJ tsst\(.~S of 1'tLS. pe:.:.r.son identilyi.ng Jnfonnation," and 
·v.rhether to tnclude prqeedures foraddr.ess:ing mate.dal receJved in response 
to. but beyond the scopt~ of. th<:~ FISA Court order;. uploading ini~lrrnaUon 
into FBI databases~ and handling large or sensitive data enllecuons .. (UJ 

For- cxan1plc. the Reautlwrization Aet calls for ntinhiii.Zatibn 
procedures that prohibit the dis~se:tninatio.n ofnon--·public u~s~ person 
infonuation in a 1nanner thtlt: would identify the u.s. pers<in ln certain 
cin~urnstances. However. OIPR and the FBI could not a.l!ree on a definition 

r-~o~f~"l~J~.s~·~P~~e~,r~so~I~l~k~le~.I~1t=ifi~fn~;n~L~~r~ir~lf~br~n~1~a~ti~o~n~-~~·l========-===================~l .5. 
: J 
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In addition, OlPR and the FBI could not agree em the Hrt;w:ntiP:..J·1~'' ·;J:Jlx··AL3 ,WI;fnt·· 

retention nfbusiness records obtained bv Section 215 :1rde-.rs.l I 
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In an etiort to rneet. the statutoxy deadline after the August 21 tneeting 
the fon11er Counsel for Intelligence Policy suggested that the Attorney 
General adopt sectimts ofthe .Attorney Generars Guidelines for VBl National 
Seculity Investig.'<:.l.tio.:ns and .Foreign Intelligcn~e Collections of Oetobcr 31~ 
2003. {NSI Gtliddittes) as lnterim nllnimiz.ation procedures, Ac:;cor~lir~g to 
OlPR nnd I~'BI attorneys. ttu~ suggestion was adopted for seven:d .rea~ons. 
Fitst, it allowed the Attor.ncv Gent.~taJ to rncet th<:~ st<.ttut(>.rv deadline. 
Seeond! cmnpli<-~nce with u1e NSl Guidclln~s tn theit entirety was a:lready a 
pr(':requisi:te to obtrun:tng a Section .215 order. Third~ the suggestion allowed 
the patties to continue efforts to .resolve their differences in other forums. 
((J) . 

During this period the FBI and OlPR also were discttssit"tg souH..~ of the 
same 1ssu~~s \vith respect.t(~ updating the rnininlization procedures for ftdl 
f~ISA orders. Ji'BI and OlPH attqr:nevs told..u$. that they bdieved that the 
minirnization procedures for 1~111 F':ISA orders could st.;pe.rse<,k or at least 
serve as a n.1odel for the mlnimization procedures for Section215 bustnes.s 
records since the di$cussions regarding full F'lSA orders requit~;d the 
resolution of broader and 1nore con1pl~~ isslJ;es.7o (lJl 

Jn acld:ition, the Oflke of tl'l(: Director of N~t.tional Intelligenct"! <.x.>nvened 
a wo.rklng group co.mpnsed of representatives fron1 the h1t:eHige:nce 
con1munii:y to discuss. among other things. t11e lack.of consistency tn their 
guiddines fur national security :investigations and the :need t(} develop 
con1n1on ddlniUons for t.enns induding "U.S, person identif)ring 
:i..n:forul.ation. ·~11 (U} 

~;~, I·\~srljf'JJlarizr-..t.i ll>irrJo)3zatJorl nrocgtlures Vl* ... ff: irl<~b1riftd tn :Si~''titnJ. 2.15 
appli<.?ati(;lnl I 

L-1 --------------------.......---____.1'5) 
~'0 As of {~arly l<~ebnmry :.wos, the De~uttnen.t had rH:lt finalU;ed the uodated 

minimi?.2.ti{m pr(lCcdures far .full FISA orck~1:~~1 r------....lo..-------..;.;.... __ ;...;..a ________________ ...... !o"'l 

n i\s of e..a.:rly Dt~cen:fber 2007, nw wo:r~i:i:u~ gr<)-VP had not dt,{im.~l"U$. perso:u 
id~·nliJyl.ng iufQUlla(Jon.'1 (U} 

·,J; 
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m. The Interim Standard Minimization Procedures (tJ) 

On September 5~ 2006, the Attorney General signed the. Interim 
ShUldm·d Miltim.izath:m Procedttr.e-s (htteriui. PnJCe<.ltJ:res) <..1.Hd tllt.~d H1e 
procedures with the F~ISA Comi:,. Th:e Int:erlt:n Procedures adopted four 
sections of the NS.l Guidelines and stated that the sections are to be 
"construed .. to tneet the $ta,tu.tory dctlniUons of minitnization p:roctxlure.s 
contained in the lkauthGritation Act. (UJ 

The four sectiot1s of the NSl Guidelines included fn the rnt¢rirn 
Proct.>tiures are: (1) Respect for Legal HJghts; {2} Detennin~tion of United 
State$ Person Status; (3) H;etention and f)i~S~')minatlon of InfonnaUon; a:nd 
(4) Definitions. n {U) 

The Respect for Legal Rl:ghts sectton states that the NSI Guidettnes do 
not. authm:ize investigating or maintaining U.S. person i.nfor:mation solely ID.r 
the purpose of monit~>ring protected FirstAt:n.cudtneut activities or the · 
lm:v:ful (" .... -xercise of Constitutional or statn:t:my :rights .. In additJon. thJs 
section requires that. invt~sti,~auons be cnnducb:~d in conf(>nnity ~ith 
ap;plicable authotities induding·the Constitutionl statutes, executive orders. 
Department regulations. and policies, arid Atton1ey General Guidelines. (UJ 

Tht~ D~~t.ennination of UrHk>d Stat(~$ P<;rsou Status section deflnes a. 
"United States Perso:tl~ as including U.S. cit1ze.ns and aliens lawfully 
admitted for perr.nanent residcnee. The section also . rovidcs (Juida.nce h1 

TI1e Retention and Dissemination oflnformation section contains 
three subsections: lnfo.rn1a.Uon Systen1s an<i Data:b.(lses; Infonnatton 
Sharing; and Special Statutory Requirernents. The lnteriln Standard 
MtnJmization Procedures adopt otily the n.r.st and second sections_?::j (U) 

The Information Systems and. Databases subsection r(~quires that the 
FBI retain n~cotds of investigations in: accordance with a plan. appl'ove.d by 
the National Archives and prov.:id(:~S fot OIPH oversight of infu.n11a:tton 
obtained in the. course of a national $<~curity investigation. {OJ 

n 'l11e Special Stah.tt~).ry Req~~ii-eti)eub sectio11 r~}tiin:~s. that YrSA--der1Ved 
information be. dissemlnak··d pur .. 1maot trJ U1e minimi:~~rtion pnx:edt.rres approved bythe 
FISA Court and as specified :in the FISA statute. AHhm:tgh .. not formally ;:uj~;.)pted in the 
Jntt'.l'hn Standard Minimization h'Oced:ures, this sectiml -- as wn.h ev~ry section i.n Ute N$1 
Guidelines- goven1S the l.)Se of Section 215 derived u'itbrrnation becana~~ com:plfanC{.; with 
the NSl Gui.ddh'l~s ~n Uwir ~nl:i.r.~ty·is .:tkt~a.ijy ~\ f)r\~re:t1ui~ite t(l ~bti..\ilJ.ing a. ~~lion 215 
orde.r. IU) 
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The lnfnn11<ltit>i'l Sharing subsection id(~rtHfies the Depa.rtm.enf$ pt)lky 
to shan~ infonnatio:n \v~ith tcleva~nt agencies unk~ss the.re is a specific 
provision limiting su.ch inforrnati.on sharing. 'ro that end. the section 
provides that the FBI may dissz~minatt"!. infurrnation wit.hin the DeparliiR~Ht. 
with other federal, state, and local e:nttties, and with foreign authurtties 
when the in:fonnation relates to the redpienrs authorized re.sponsibilities 
and is consistent with national. security inten .. ~sts. (U) 

The Deflnition sectJou of the:~ NSI Guiddines defines t~~rrns such as 
"1' ··m· . t }}' " ... "'" "'•·'t • <D""l()~l..-,.1 t·.:. TO 'l··c--nl'' 'lnd ")Ul)l._.l, ' 1·-.t ,;·\·";1,..-b· 1·,." ore10 ."1 u1 e 1genc..:.., li~ .t.l. . .-.u.( , -~-~ -...•• 1. -1 ,......: .. ,_ ~ • •. . 1 ·- ·Ct.~ ~: .. ,,. ... , ('\ - "·· 
However. the Guidelines do not define "U.S, person identifying tnlonna.tion," 
{U} 

We asked F'Bl ai1d OlPR of1l.dals \VheU1er they bclicv(.;':d_ the. interim 
procedures tnct the thihimizatlon requirernents of the Reauthorization AcL 
\Ve specifically inquired whether the interini procedures could m,eetthe 
statutmy l"efJ1liretnents wh~m adherence to th~~ NSI Gt.1idelines was already a 
stututo:ry requirementfor obtaining a Section 215 o.rd~-:t, the N'SI Gl . .tideHnes 
wen~ not spedfie, and the NSl Guidelines applied to all documents the F.'BI 
collected in the eourse nf a natlorwl sec:.urtty investigation and were not 
"designed in light of tlu.:~ puqms(~ and technique" of Scd.i(Jn 215 requests. as 
required by the Reauthorizati{l11. Act. {U} 

OIPR and FBI attorneys responded that tht~y believed tlu: interirn 
procedu.res .nlet the .statutory requiren1ei1t because the Reauthori.7..atimi Ad 
did not requit·e that the ininimi.z.aUon procedutes be "new~~ or "in addition to~ 
cxlsting req1..1irements, {U} 

When we ask(.":tt how an agent \v'-"1uld deterniine, for exan1ple~ \vhctht~r 
the disclosure of U.S. pt.<.rSon identifYing inlo.!.Trt.~l.tion i.s m:~cess<tty to 
undt~rstand foreign intellit~ertce or assess: it .. ~ irnportanc:e. the F13I Ge:I.'H.:~,ral 
Counsel statt~d that. the deterruination must be 1nadc i..'l.n a ca.se-by-case 
basis. The fonn-er Gnunsel for lnt:eUigen:c:e PHiky stated that pursuant to the 
intetim procedures the FBI e1nployee dlssenli.nati.ng the in.fonnatto-n \vould _ 
make a Judgment 61lL 'The fonner Coutis.el fnr hitclligence Policy also noted 
that this was -om.~ of the unresolved Issues and that he hope.d th(~se- issues 
would be addressed as the FBI ~md OIPR upd~tted the m:ini:m . .i.ZaUot!. 
procedures for .h.lll.F1SA orders .. (Ul 

Vile also asked the :fBI whether the retention plan approved by the 
Natlo.nall\rc.htves requited F'BI agents tJ) t~X<1rnine re<:.nrds rec.eiV(ld pursuant 
to a Section 215 onkr upon teceipt to er~sure 4-'0mpH.a.tJee v.'ith the order. As 
discussed previously, we believe St.teh a requi.rernent co-uld prevent the 
retention of u<s. person information that was produced pursuant to but ·not 
authori7..ed hv a Sectto:n 215 order.< Ho\vever. we were told that the FB1 does . . . . 

not have a current retention policy for eountertennri.sm. cases and until 
such a poliey is developed., the ii'Bl w:Ul rely on. a defau!t.:retention poHcy 
which add:res..':>es only the duration of reh:~ntion and d<n:~s. not address the 
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need to review the ni<ltertill. .Act~ording tt:> the FBn:; default retention policy 
lor coutltt.'.l"'ten~o:tisn1 cases. the FBl will retain it:rfort:tlittiotl obtaitwd dul'i,n.g. a 
natJonal security ln-v-esUgation f01i lbeforefhe issue offiui:her "' · 
:retention is re-eval'uat<!c.L tsJ 'U\ 

l I 

IV. OlG ANALYStS {l.J) 

.As discussed abo\.~e; because of a series of disagrecn1cnts about how 
the .FBI should retain (lnd dissernina.t.e busin(!$$. t-ecords obtained p11rsuant 
to a Section 215 orde;r. in Septentbet 2006 the Depttrttl'lt!:nt issued .. intel'im" 
minhni~?.atJon proeedures for bus.ines.s records produced pursuant to Section 
215 orders. 'These inte1im minimizadon. procedures use general hortatory 
langttage stating that aU acttviUes eondueted in relation to national security 
invesUgaUuris rnust be "(;anied out. in confon:niiy with the Constitution." 
However, ·vle believ<:~ Utis broad standa:td does tiot provide the specitlc 
guidance for rninimiz.atton procedures that the Heauthorlzation Act a11pears 
to contexnplatc.., {U) 

\Vhen d.is<:ussin,g the issue raised bv the Reauthorizatioi1 Act of 
vihether the n'li.ntmtzafi<.ih. proc~~dures t'prOt(~Ct the constitutionalti.ghts of 
United Stales perso~is.;" OIPH.. and. FBI att.nrrH'~ys asserted that UlO<'~t 
government request$ for bus:i:ness records do not hli."'te tXHlstitutional 
concerns< They noted that the. Sttptcntc Court: has held th(.{t indivlduals 
have no leg1tirnate ('.XpectaUnn of privacy fhr infi::n:n1(:\tian voluntarily tu:rned 
over to third parties. s~~e e.g .. tkl:.ited States v. Miller, 425 U.S. 485, 442~444 
(1976}; Smith u . . lv!arylc:md~ 442 U.S. 735 (19791; Cou.clt v. Unit.erl States, 409 
U.S. 332, a35<1~1H (1U7~3), Yet, not eve1y business record obtalnable 
through a Section 215 ()rder falls Ufl(.kr this ttib.dc, F'or r-...:.xample, a reqtlest 
by the gow:nunent f{)·r busln{~tis recb:rds <.~l:e.t-itt~d and rnairrtaitied by a sole 
pt·o:ptietor may raJse r~ .. ifth Art1endm.ent cnni~erns, HeWs u. Un(ted St:a.t(:!.~c;. 
417 U.S. 85 (19?4):N BtJ.siness tecunl requests also rna,y .affec,t First 
An1endment rights of indivjduals. ln addHJrm., the Supreme Court. also has 
not ruled on the appropdate priVacy illtet{.~stto be a1lbrded toL 1 
L....---------------------1 ~ :u:~ 

Moreover, th<! Reautliarization Act n: .. -quircd the Dcpartn1ent to adopt 
••specifk prucedtu"t:~s" n:~ason;;\bly designed "to miultn.ize the retention, and 
prohibit. the dissetnination, of nonpuhlidy avaUable intonna:Uon concerning 
unconsenting Unit.t~d States pcrSf)nS consistt.tr1t with tl1e need of the Urtitt~d 
St.:'ltes to obtain. prodt1ce, a:i1d disseminate .fot-etgtl intelUgence inihrm.?~tiot1:· 
We believe that the intt~r:i.rn procedures d~1 not t'tde.quai:t;ly' a:ddtess this 
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requirem~~nt. <-l.nd we recommend that t:h<.~. Depart.m~~nt conttnve its ~fforts to 
construct spedtk rnlnintiza:tiutl procedures rcla:Ung to Section 215 otders, 
rather than rely on general language in the .Attorney Genctars NS'I 
Guidelines. (U} 

First, the intedt1t procedures do not provide specific guidance 
regarding the retention of U.S. persot1 infonnatlon. The .FBl adtno\vled;ged 
that its pracUce under the NSl GuideHnes sections is to ret;.drl aH 
infor:n1a~on ohtat1ed .in the c:mJrse of a. naUonalsecmity invesug~lt:ion f(n· a 
period u ·. _ However, the Reattthd.ti.zation. Act requires the 
Depattn1ent to adopt "specific procedures;. designed to _minhnize the 
retention of non-publicly av.aili.1ble info.nnatton concertlingtu:u.~on-senung 
United States persons, conslste~nt with the nt.~d of the United St~te$ to 
obtaJ.n~ produce. and dissemin~te t(l.reJgn intell~~ence infon~nattorL TI1e 
Departrnenfs failure tp disttngut$h the ret~nUQn ofU.S.·person tnfonnation 
from ~1ny othe:r information obtained in the course of national security 
investigations appeats ir~con.sistent with the languagt~ of tht~ R~.;~ttthodzation 
Act. Moreoverr whtle OlPR proposed retaining the bus:i:nes.~ records! I 
I I and the FBI rt.:.comrnended retainit:tg thent t(ai lthe interhn 
gutdeUnes shnply follow general ar~hives practices and allow the 
inforn1ati(>n to be retained without further evaluation fc>d l}s( '.u·1 

I 

Sin:tilady. the int~:rim procedures do not contain procedures that 
p.roh.Ibit the dtssemh1aticm of U.S.. person. infonnation unless disc.losure js 
ne~~esst..-u-y to tmder&tand or addre~s the inlportance of the tt).t{'!l]lg<:~nc.e 
int~1rn:1a.tion. 1.11~ FBl's assertion that ngents can make this detf.;-rnin;xti(.>n 
on a c.ase.-hy-case basis co:n:!licts with the statutory t·equirements Uu:tt. 
specific ruinirn.i.zatio:n procedu.res be developed to add:tess tlus cor1cetn.. (U) 

'.:!'1 ,w, 

lignores tb:e HeautQ.nrtz<l.tinn 
~f\!c~-(. _"'=s-=s:"!~l:.~ .. aT.r_u:-::"_l~r~.<~>r~y~r::·e~.q::'!'u":"lt~n~~~=n::"':'e:-::r~lL..,_ tr.or. .• n::"!'a:Ttl"'"..t~-n. :"':':e:-. ll""'r':::J~e-=p~a":"nr.·r=nenL adopt procedun~s .. that art~ 
n~asonably desigl):ed in light of the pin--pose and tt>:-ehnique of business 
n~eords tlrde:rs to tnintmize the retenticm and prohibit the dtsseminr-~tion of 
U.S. persnn. infinmatton:· \Ve believe th~lt s.t..'1ndard .roc:edures should be 

·: S) specifically- adopted foT in aceord with 
the n.~quirexne.nts and intent o the Rea.ut :wrizaHon Act""b __ :- · 'U'i 

l J 

L...----------~al'!lr"l.,.fl!"""", __________ ___.! ·:s; 
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~u· ! J 

As a result~ \Ve recommend that the FBI and OlPR continue to \V()rk to 
develop appropriate standard mJ.i.1in1izatJon prooedttres t!x business t<.~cotds
Pursuant to the Reat.tthorlzatlon Act, the Departtn(".J:)t sh.ould .t'{~plo:ce the 
intetiin proeedt.tres with ilt1al sta:i'lcl~1rcl tninin'ltzatiott pr<)(~t~dutes that 
providt~ spec:i:H:c guidance lor th.e retention and disse:tllination of U.S, person 
information. In addition, we recon-unend that the FBJ and OIPR rnonito:r 
Section 215 requests to ensure that if a. request hnpttcates the rights of U.S. 
persons~ that spedfie and pa.rtlc:uia.:ctzed n1initnizaUon procedures be 
tnd.u.ded in the Section .215 application and lmplementt~d in a. manner that 
protects tht~ U.S. pcrstrn's cons.Htutiona1 rights, (U) 

r--========================================;·--·····-
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CHAPTER EIGHT 
CONCLUSIONS (U} 

As requlred by the Heautho.rization Act. the OlG condttctcd this revi.ew 
of the li"'BI's use of Sect.i.on 215 requests f()r business .records iti 2006. The 
Reauthori.za.Uon Act required the OJG to examine how roai1y requests \'\-'et~ 
pn.':pan .. >d by the FBI; how· rnat1y applications \~--ere aJJproved, derti.ect or 
modified by the Foreign I:ntdligenc.e Sui''<"dllance Act (F.ISA) Court; wl:n~thcr 
bureaucratic or other impedi:me.nt:s hindered the FBI's use of Section 215; 
and the dfectiven~ss of the b'BJ'$ use t1f Section 215. The Act aJ$o di.r~:et~x.\ 
that tht-~ OIG e.xami.ne any .inlproper use of Section 215 authority and 
identifY any notewmi:hy t:·wt.s or circt.unstm1ces concernit~g SeGtion 215 
requests. Finally. the Ad required the QlG to (f:XHllline whether the 
rniuirnization proct'<lures adopted by the. Department prot:ect. the 
con.stitutionallights of U.S, petsons, As required. by tht~ Reauthorization 
Act. our revi.ew covered Sectlon 215 :requests processed in calendar year 
2006. (U) 

\Ve found tl1at in 2006 the FBI and. OlPR processt~d a (()tal of 21 pure 
Se.ction215 applications and 32 combination applit~atkms. All but slx o:f:tht~ 
pure Section 215 apphcations were fonnally su.btnitted b) the FISA C<tutt. 
Each of the 47 Sect1o11 215 applications 05 pure requests a:nd 32 
cmnbination requests) fonnally $-Ubmitted to the FISA Couti: were 
approved. 76 {tJ) 

The six pure Section 215 reqqests. that '~sere not formally pr(~scnte.d to 
the f1SA Court \vere withd.ra\vn eifht~r ~\-~hne they \vere pending a.pprQ\i(ll at 
the FBI's National St1curity L< .. tW Bta:ndi {NSLB) or at the Offiee of 
lnt(~Higenee and Poli(.~Y Revte\v· (OlPR) because they lacked suflkient 
predicate or the provider did not li·wintain the records requested... The FBI 
obtained a Wi('k~ variety of n.~Cl)rds usiu 1 &!ction 2 !5 ordets in 200fl, 

L...----' ~ !UJ 

, ,.. 1 .----...;;l;;..;h.~ll~ik~e;;..;:. i~n.;;..;I:~~r.:;;;;:e;;.:.vi~, O::.:::U;::::;:S;..;.VL.;;le:;,.;-<-}~..r~sl ________________ ----' =: s 1 
;.J, 

X 

:~lS Four nf the pure St~dion.2l5 a:ppheat~ons processed .in 200f~ were. ,<;tgned by the 
FlSA.Co:u:rt in 2007, IU) 
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\Ve deterrnined that when FBI agents submitted Section 215 requests 
processed in 2006, they e:cHx;untered sirnilar prO<~cssing delays as those 
identified in our March 2007 report 'l11e.se deh'\ys \V'C'u~ caused by 
unhuntli;;t.rity with Section 215 ordtrs~ too tew resources to handle rcqu~$ts 
expeditiously. the tnulti-layered review process .. awJ $ub$tantiv(~. i$sues 
rega.rdtng whether the applicatto.n. met th(: statutory req)<tireinents, Overall, 
the averagt~ processing t:itne for Sed:Jon 2J5 orders in 2006 ·wa~ 147 days. 
whieh was sin1ilarto the processing Hn)e fm· 2005. However. the FBl and 
OIPR \Vere able to expedite certain Section 215 requt.~sts in 200('). and when 
the FBl id.enU:fied two c:mcrgeucy requests the FBI and OIPR pruc>t~ssed bvth 
Section 215 requests quickly. (lJ) 

\Ve uncovered no i:"":\-'i(k!.nce of hann to na:ti<mat St~cutity In ruty spee:Ulc 
cases t~aused by the delay in. obtatning Section 215 orders ot bv the FBI's 

.... ... '0; .> 

inability to obtain inft>.nnation that \\Y(ls .reqriested in Section 215 requests. 
Howev~:-:r, ~lgcnts expressed frustrativn about the arrwunt of tinw and eff(ni: 
1nvc}J:\;·ed in oht.ah:ring a Secti:on 215 order And stated that they wotdd flrst 
ptu·st.w th.e in&..>nnatiqn through qther more efficient investigative, tcchniqlles 
such as voluntary co.lnpHRnce i:lnd .national security letters, (Ul 

\Ve again examined how the FlH tn 2006 used inf<>lTil<:.tlion obt.ain<:~d 
throuo'h Section 215 orders ln natJona1 secnrit · :!nvesti lltions. Aside from. 

~- ectJon :...,. ~. nr ers were US(:X. pntu.aruy 'Of~ 1aus. i:n:v.-est.tg<.ltn.:e ea.~ s, '.S) 
although in sOnH:~ instances the FBI obtained inlhnnaUon to support 
addif.ional FBI investigo.Uve requests and to ass.ist foreign gbvernments 
pursuing crirnina1 investigations of n()n~U,S. persons, The evidence showed 
no i.nstartce \Vhere the information ohtaii1.ed front a Section 2.15 order 
described in the body o~· !W~:::lli:!J:t.Ww.J.;~L.W...a..f.lllUOJUI:~Sll:!:!a!M:...._ _ __, 

\Ve did not identify any illegaJ use of SectlO:tl 2 J5 atrtlwrity. I-Iowe'ver, ·. .... ' 

we idcnU!led t\VQ instances w·here the :F'Bl receht<:~d inionnation inadvertently . . . 
that t~tas not authorized by th.e .FlS.A GoHrt Ot.'<':kr.. ln. one tn:stantx.~. the FBI 
did not realize tor 2 rnonths that it was coritinuously reeei'\ting infotnmtion 
that was not. a.\Jthorized by th(~ FlSA Court order, The FBI rept>rted this 
nK'itter to the IOD, and OIPR reported the matter to ~rnd. sequestered the 
tnaterial \-Vith the FISl\ Court. !U) 

ln the (Jther instance U1c FBI t{~(~obrniZed the rnattct qui(.~kly and took 
steps to ilnmediately sequester the additional tnateriaL However, ll1 th.is 
case, the FBI d.id not consider th<.! U.l~tt.tcr tQ be l'eport~ble. to the J.OB 
beeause the records were not $latutortly protected. O!PR has not made a 
decision r~gaxding whether this is a cornpliance incident reportable. to tht~ 
FISA Court {U) 
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\Ve recommend Ute FBI should develop procedures th;:rt require FEJ· 
employees to rev·1ew- n1aterials received front Section 215 otders to ensure 
that the mah~rial they receive purst.n:Ant to a Section 2.15 is authorized by the 
Section 215 order. {U) 

Furth<!niwre, we f(!COtru:ncrn:lthHt.the FBI dev~lop procedures f(}r 
identifying and handling ru:atcrtalthat is produced pursuant to. hut outside 
the scope of. Section 2.15 orders. The procedutl~s should. indtide. the. FBrs 
jtistllication tor hiu:tdllilg any dass oJ such rl:Kttt~rial ditk~rently frorn othet 
da.sses and should cm::tsider facttJr$ in addition to whether the n1atetial is or 
is not statnto1ily protected. For e.x~:unpk~ the prcH.::edures #hould also 
address such factor,$ a,s whether th~ material contains tlon--pl:.lhlic 
infon11aUon about U.S. persons who are not the suqf{~cts QfJ:<1~~[ na,tinnal 
seeurity investigations, and whetl:1er the underlying Section 215 9nier 
induded particularized ltll.tt:lu:tlzaUon pro<.:edures. These proGedun~s should 
be incorporated in the nlinirni7..}.,tion procedures required by the 
Heauthnrization Ad. {U) 

';Ye tdentifled two pther "noteyrorthv'' r~:ns. The first: irtvolvt:;=J• · 
I .. I n•m ws \Ve found the n~ques , , , 
'~JI I Lobe noteworthy because the FISA our· ',S,I 

twice refused to approve Section 215 applications. fo.rl. I , , , 
lcitino- First.Amendinent concerns] ',::i,l 

The second noteworlhv itert:t concerned I 

>< ~JlL ____ __. 

Finally, W(~ t.~t.'Ullil:led tvh(;thct tht! intethtt $tattdard rninirnizatkm 
procedures adopted by the Dept1rtri1et1l for Sect:i:on 215 orders a:r.e 
consistent. with the requirernents of U:te Reauthorization .Ad .. Because. of 
d.itlerences bdw~:tttl the I~'BI and OIPR, the Depwi:m.t.~nrs interim procedures 
t.nerely adopt the general language contained in the Attotney General's 
National Security Guidelines. Hov~~e.ver, these general standards do. not 
p:rovide specitk guidance for minimization procedures that the 
R~~authotization Act <:lppears to contemplat¢., w~~ believe. that these interln1 
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guidelines dn not adequately address the intent and requtrerr~ents of tll.~ 
Heauthtwlzation Act for minimization procedures. and we recornrnend tl1at 
the Depart.n1ent contin.uf~ its effutts to develop speeiOe standard 
m:i.nbli.izaUon. pt<)C{!dures :rd~ttittg t() S~::eUon 215 orders. {(J} 

87 
~~T~' 
~·'-1· 



I 
I 
I 

:.··· 

I 
I 
I 

·.· 

I 
.·.· 

I .. ···. 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

P 1 k({C1:(t*. ot· NATf()Nr\J ... tN~n:t~:-tc ~~NCB 
\V~\SHlN~rros., De iosu 

The Hono~ble. Gl~ruf A. Fine 
f:nsti.e~fQr (iener~ 
Otilt~•$t;1te_~ Depa.~~nt·o.f Justi~e 
95QJ)enilsy1vaaia AY.e.np~, N:W. 
\V a$rupgtoP./D. C .. 20530 

· {\T). Th.~o.k you ft)r. providing m~ a ~opy of yourdraft report dated Jantiary 28, 20Q8 titled~ 
.. A Review. of the .Federal Jl~~~t Qf,lnvesti:gatkm~ s U$e ofSeetion 215 Orden: fm: Busioo~s 
Re-~oros in 2006,~' We htiY¢ ~~9. :fe\:iewed Ule S'4h~equeot dt~ft provided t\)wi N'- F¢bruary 19. 
We. appreciate· the OpJ.Xli'lllni~y tc,•cnm.m.etlt, and noteth.at. th1~ c.or.nrucr.it add res~~ •the draft dated 
February 19 ~ 2008. · · · · ···· · 

(U) As yoo not\~ .inynut tt'{X1rt •. Section Z 15 ord~'"'S ate i\~l invaluabk- tool the Froeml 
.Bureau Of lnvestig~tion. use.s•t-o obtain infom1atiO.n in natiomll s~'.Cudty investigations. ln.lmmy 
case-.s, the inf()unatiml (jbfui.ned. thr6ugb. ti.lis · iti.vestiga.ti ye teclh"liq tR~ canno~ be qp~~~ine<l by ot~~eif. 
tilerul~, We thank you f. or the ex:re.nSive 1·eview yow· oft1oo h:a...;; ¢Ot.~ducted oft4e. use ot thi~ 
auth()rlty~ · 

Simierdy. 

·-a·._. · 1/AJ.fllt_ ~ #.(/ 
·. ~ (:#f'{ 'tlf). ~-

J.M. M~'Connell 

. utfCLI~SS.ll.ftiD. . .. . . . . . . . 

A-1 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

The Honorable Glenn A. Fine 
lnsp~lor General 
u:n.ited States Dcpartn1e11t of Justice 
950 Pennsylvania .A venue, NW 
\Vashiugton, DC 20530 

Dear Mr. Fine: 

U.S. Department of J:u.sticc 

National Security Division 

M~c,h..3, 2008 

Th~tnk: yml for. th¢ opp~Jrtunity to re~pt:md to your repmt et}titled, ·~A Review of the 
Federal Bureau of Investigation's t.ise ofSectioti 215 Ordets for Business Re<..'Ortis in 2006." \Ve 
are plcnse<l that your rept.1rt. t{.~ognizcs the importance ofthis v&lu~hte t.onl to the Feder-J.~ Bt.li~U 
of Investigation's (FBI) conduct of national security investigations. 

As you find in your report~ FBI agents depend on s~"f.:tion 215 orders to support Hn 
national security investigations and to fblkrw thrnugh (m investigative teuds. The r~n.lCe:ss for 
obtaining these ord<.~rs was designed. tu protect the privacy and civH Jib5trti~s ofAmerkans and to 
ensure that appHcatkms ctnnply with statutory requirements. \Ve appreciate y{mr finrling that this 
careful~,tm~asu.red approa~h-whilere<.;ulting itt some deJa.y---w~has not cause(} any harin to the 
national security. In order to help etiSl.lre that the Department takes tuH advantage '-.lfthis 
impOitant tool in the future<, the National Security Division (NSD) has augme,nted the Jiumhe.r of 
attomeys handling Section 21.5 appl.k~lt.ions~ ~md is collaborating with the FBI tuincn~ase the 
eflidency with w'hid1 requests Jbr Se(.~tinn 215 au£llorhy ate prepar¢d. I·ndtX:.d, as. you note., .the 
FBI and the NSD were able to work together to obtain Section 215 aud1ority C:."(pcditiously in 
2006 \Vhe.n circmnstances required immediate collection. 

Your rcp~.)rt ah~<) discusses the interim minimization procedures adopted by the Attorney 
General to govern Sedkm ?J 5 request~. As }I(Jil. m)te~ a( the lime these procedures were adopted~ 
the Department was in the proce....;s ofrevising its. startdard minhhization procedures fur ollicr 
t)1Jes nf FISA collection. Tt).aUow Department attorneys the time to produce Section 215 
1ninimization procl->dures ctmsistet'lt with that rt:!vhion while enstuing that Americans• _privacy 
and civillibt..~rtics interests arc protected; the ctrrrcnt inh.~rixn proce{h.trcs Wt.'l'C adopted .. The 
lnteritn Standard Minimiz:at:icm Pn)cedures apply the requiretn~uts offour sections of the 
Attorney General's Guid~Hnes for FBl Natkmal Security :investigations .and Foreign Intellig{;!I)cc. 
Collections (October 31) 1003) to recordsobtatned p:urnuantto Section 215.. Since their 
adopti011, the Foreign Intelligence S1.1rveata:ncc Com:t (FISC) has ordered the guvemme.ut to 
follow these minimizati01'1 procedures in munerotls Section 215 orders, With the revisio11 of the 
proct.>(Jur.c.s thr oth"'t FISA c.Olk~ctions nnw (.'.(.ltnplete:l the Department will con:unence W<.lrk to 
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replace these inlerirn procedmes with standard n:tinimization procedures specifically ttdlorc<l to 
collection under Section215. 

Finally~ we nre pleased that your report confirms there were·nn illegal uses of SeCtion 215 
llU1hority in 2006, Y OUT report does note two instances in \\ihkh a third fnuty oYer-produced 
certain records in response to a (.!-ouri'•authorized Sectio1i. 215 reqne...;L As yo.u discuss in your 
report, the FBI did not s:olidt the a.dditi()nal business records iu either case and therefore cannol 
be fat.llt~xi ft)f th'G red.pients.' production of records bcym1d the sc~)pe of the court order. hidccd~ 
in both instances you identify~ the FBI took the st~p~ necessary to ensure tllat the (.)Vet-pn~dliced 
infomla(ion would not be ust:xi, 

11lrulk you R1r your efforts Md for the opportunity to cmiVtlY O(lr C(J'm:mc.nts on this report 
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Sincerely) 

/k..~~v~~ 
Kem1eth L. Waimtein 
Assistant Attorney Genera1 
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Honorable Glenn Fine 
lnspe.ctor General 
United States Department of Justice 
950 Pennsylvania Ave. N.W, Su.ite47()6 
W~shingt:on, D.C. 20530 

U.S. Department .of.Justice 

Federal Bureau oflnvestiga.tion 

M~lrch 5~ 2008 

Re: OH1ce (~f Ins~ctor (l{!n~al Rep<:Jrt: A Review of the 
Federal Bureau·oflnvestigatio.n's Useof Section.2l5 Orders 

Dear J\.·fr. Fine; 

The FBI appreciates this opportunity to re~pond to the finding$ and 
recomm.endations made inn T!A Review of the Federal Burcm.J ofhwestigation's Use ofS~Hon 
215 Orders1

' (215 Report), a r~pm:t that W4S CongJ.'essin:nally mandatt->d by the USA PATRJOT 
lmprovemet1t and Rcautho.dzath:m Ac.t.of2005. This letter conveys the t.~BI's response w the 
findings and rccommel).dations of th~ Report, and I request that it he &ppenclt}cl to the.Report. 

We are pk~as~d that your office ha-s concluded that the :PHI did not engage in any 
iUcg,al use ofit~ authority tq gather. third. party business reco.rds during national security 
inve:stigatinns. W c also. appreciate your findings~ with. which we concur~ that ''SeGtion 2l5 can 
be a v~h.table investigative tfml" even though delays in obta:ilting such mders have~ at tiinoo~ 
undercut that vah:..-e. Finally, we appreciate your conclusion that etner.gem.:y :requests were 
handled very quiCkly and that the averag~pt·o¢:es$ing time. fot bt.Js.ln.ess rcqotd applications was 
reduced slightly during 2006 as compared to 4004 and 2005 hecau$e ;;FBi ~nd OlPR ~rttumeys 
deve.lopcd a procedl.H"C a1.1d working rdationsl:up that allowed then1 to process business records 
wde.rs more effidently,'. \Ve arc hot:~efiJl thcs~ pro¢essingtimes \dU c<>n.ti:nuetotaU in. the 
coming yeats. 

Thank you fhr the opportw1ity to respond. tQ the report 
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Dat< • l 0../l J/ Jt/ . ;~//09MHf'i'l/STELLARWIND/IN9P'9RII 
Clas :,ified By: S3(pJ~iEfi~ 
Deri ;ed From:CjN~St-L!IC~GL....------

Rea: ,,>n: 1 · 4--'""c_.~T7::"~:::;----rcLASSIFIED APPENDIX 1 (U) 
Dec assify on: lJ /J'J./ ?/j ,, 

I. Background (U) 

On May 23, 2006, the U.S. Department of Justice (Department) filed 
an application with the Foreign Intelligence Surveillance Court (FISA Court) 
seeking a Section 215 order requiring the production of certain records to 
the National Security Agency [NSA). Specifically, the application sought 
telephone call-detail records, also known as telephony metadata, relating to 
all telephone communications maintained by certain telecommunications 
providers. The records were sought · · · 

concerning the activities 
nP1"C!f"l,ns in the United States 

as a 
program ["NSA program") authorized by the President on October 4, 2001, 
in response to the September 11 terrorist attacks. For several reasons, 
including the public disclosure of one aspect of the NSA program in a 
December 2005 New York Times article, the government decided to seek 
collection of the telephone call-detail records under the authority of FISA 
and cease collection under the Presidentially-authorized NSA program. 
('f8/SI-3WjNF) 

This appendix summarizes the May 23, 2006, FISA application, the 
FISA Court's May 24, 2006, order authorizing the collection, and the 
subsequent modifications to and renewals of the order. The facts and 
circumstances surrounding the events preceding the application, as well as 
the implementation of the order approving the Section 215 request, are the 
subject of an ongoing OIG review of the Department's and FBI's involvement 
in the NSA program. This appendix addresses the 2005 Reauthorization 
Act's requirement that the OIG examine the FBI's use of Section 215, one of 
which was the Section 215 application for telephone records from certain 
telecommunications providers. (Tg;sr SWJN:V) 

II. The May 23, 2006, Section 215 Application (TS/il/:tll') 

The records sought by the FBI on behalf of the NSA in the May 23, 
2006, Section 215 application were all telephone call-detail records, or 
telephony metadata, maintained as business records by certain 
telecommunications carriers. The application sought the production of 
metadata on an ongoing basis for the duration of the period covered by the 

1 
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Court order. This metadata essentially consists of routing information that 
includes the originating and terminating telephone number of each call, and 
the date, time, and duration of each call. Telephony metadata does not 
include the substantive content of any communication or the name, 
address, or · · subscriber or customer. According to 
the application, telephony metadata provided to the 
NSA was to communications that were { 1) between the 
United States and abroad, or (2) wholly within the United States, including 
local telephone calls. (TS/SI/Nf'l 

The purpose of this bulk collection of data, as explained in the 
application, was to allow metadata analysis, which · 
significant tool available to the U.S. government in 
According to the application, the call-detail records 

• I • I" 11 ! I I •••• I an ongoing basis would be placed in an 
"queries" against this archive to identify 
operatives. The queries would attempt to · 

(b)(1 ). (b)(3) 

individuals reasonably suspected of 

application, the telephone numbers selected by the NSA to query the archive 
would be known telephone numbers for which, "based on the factual and 
practical considerations of everyday life on which reasonable and prudent 
persons act, there are facts giving rise to a · 

- - - '_.,. ber is associated 
(b)(1) lb)(3) The application stated that the identification of any 

such number believed to be used by a U.S. person would not be based solely 
on activities protected by the First Amendment to the Constitution. 
{TS/SI/NF) 

The FISA application stated that the Section 215 order over the course 
· collection of telephony metadata 

communications (approximately 
per , including records of communications of 

persons located within the United States who were not the subject of any 
FBI investigation. The stated justification for this broad collection was the 
NSA's determination that a data archive was needed for the NSA to perform 

· tify unknown operatives of-
some of whom may be in the 

United States or in communication with U.S. persons. The application 
stated that the primary e ability to 
identify past connection was possible 
only if the NSA "has collected and archived a broad set of metadata that 
contains within it the subset of communications that can later be identified 

2 
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as terrorist-related." According to the application, the NSA estimated that 
only a tiny fraction (0.000025 percent or one in four million) of the call
detail records included in the archive were expected to be analyzed. The 
results of any such analysis would be provided, or "tipped," to the FBI or 
other federal agencies. The application stated that the NSA expected to 
provide on average approximately two telephone numbers per day to the 
federal agencies. The application also stated that the FBI would handle 
tipped information in a manner consistent with The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection. (TS/ SI/ :WF) 

The FISA application proposed restrictions on access to, and the 
processing and dissemination of, the data collected. The restrictions 
included the requirement that queries be approved by one of seven NSA 
officials or managers, and that queries only be performed with telephone 
numbers for which th at they 
were associated with In 
addition, the application stated that the NSA's Office of the General Counsel 
would review and approve proposed queries of telephone numbers 
reasonably believed to be used by U.S. persons. The application also 
pointed to several mechanisms for oversight of the use of metadata, 
including controls on the dissemination of any U.S. person information, the 
creation of a capability to audit NSA analysts with access to the metadata, 
and the destruction of collected metadata after a period of 5 years. The 
application also stated that the Director of the NSA would inform the 
Congressional Intelligence Oversight Committees of the FISA Court's order, 
if granted, requiring the communications carriers to produce the call-detail 
records. (TS/Sf/l'tF) 

III. The May 24, 2006, FISA Court Order (TS/81/NF) 

The FISA Court approved the Department's Section 215 application 
on May 24, 2006. The Court found that there were reasonable grounds to 
believe that the records sought - the telephony metadata - were relevant to 
authorized investigations being conducted by the FBI to protect against 
international terrorism. The Court's order also incorporated each of the 
procedures proposed in the government's application relating to access to 
and use of the archived metadata. This included a requirement that any 
application to renew or reinstate the authority for the bulk collection include 
a report describing (1) the queries made since the Order was granted; (2) the 
manner in which the procedures relating to access and use of the metadata 
were applied; and (3) any proposed changes in the way in which the call
detail records would be received from the communications carriers. 
(TS/81/NF) 
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The Court's order was accompanied orders to the 
telecommunications providers directing each to produce the records 
identified in the order and to continue producing such on an ongoing daily 
basis for the duration of the order, which was set to expire on August 18, 
2006. (TS/SI/NF) 

IV. Modifications to and Renewals of the May 24, 2006, FISA Court 
Order (TS/81/NF) 

On August 8, 2006, the FBI presented to the FISA Court a Verified 
Motion for an Amended Order authorizing the use of the 

in the United States and abroad. The government's motion asked that all 
other provisions of the FISA Court's May 24, 2006, Order remain in place. 
The motion was supported by a declaration of the Director of the National 
Co the use of telephone communications 
by The Court granted the government's 
motion for an amended order on August 8, 2006. (TS/SI/NF) 

On August 18, 2006, the FBI flled a renewal application requesting 
that the FISA Court authorize the continued collection of the telephony 
metadata authorized in the May 24, 2006, Order, as amended by the 
Court's August 8, 2006, Order. However, the August 18 application 
modified the prior applications in a few respects, including a request that 
the FISA Court increase the number of individuals at the NSA authorized to 
approve queries of the telephony metadata 

gu 
also included the report required by the FISA Court's May 24, 2006, Order 
describing the queries that had been made since the May 24 order was 
granted, the manner in which the procedures relating to access and use of 
the metadata has been applied, and any proposed changes in the way in 
which the call-detail records would be received from the communications 
carriers. (TS/SI/NF) 

The Court approved the government's August 18 application the same 
day it was flled and issued the accompanying secondary orders to the 
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communication carriers. The August 18, 2006, order was set to expire on 
November 15, 2006. (Tg/~1/NF) 

On November 14, 2006, the FBI filed a renewal application requesting 
that the FISA Court reauthorize the collection of the metadata 

t 18 2006, Order. 

an average 
•. n•vu.~ numbers per day to the FBI, an increase of 

the estimate provided in the May 23, 2006, application. The 
ovem ber 14 application also included the report required by the FISA 

Court's May 24, 2006, order describing the queries that had been made 
since the August 18 order was granted, the manner in which the procedures 
relating to access and use of the metadata had been applied, and any 
proposed changes in the way in which the call-detail records would be 
received from the communications carriers. (T8/ 81{NF) 

The Court approved the government's application on November 15, 
2006, and issued the accompanying secondary orders to the 
communications carriers. Since that time, the government has filed five 
additional renewal applications- on February 7, May 3, July 25, October 
18, and January 10, 2008- each of which was approved by the Court. 
(TS/SI/:NF) 

In June 2007, the government presented a proposed modification to 
the telephony metadata collection that sought to add additional foreign 
powers to those against whom the collection was targeted. This 
modification was approved and incorporated into the Court's July 25, 2007, 
Order. The government anticipates filing the next renewal application for 
the collection of telephony metadata in April 2008. (TS/81/NF) 
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