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EXECUTIVE SU'MMARY (U) 

1n the USA PATRIOT lmprov~mleilt tmd Reauthorization Act of 2005 
(the 'Rea,uthorh~tttion Act}~ Congress direct~d the Office of tlle··Inspectt;r 
General (OlG) to conduct ".a co:rnprehensiv~ audit of the effectiveness and 
t.lse,, including improper or illegal tlse~· of the Federal Bure.:.tu of 
Investlgation~s (Fl10 use of Section 215 of the Patriot Act. 1 See Pub. L ·No, 
109¥177, §J.06A. ·section 215 of the PatriotAtt allows ·the FBI to seek 
orders from the. Foreign Intelligence Surveillance Court for ~any· tangible 
tmngs~~ including books., recordst ruxd other itetns frorn any business, 
organi4ation. or entit_y provided the itent oriterns are for an authorized 
investigation to protect against international terrorism ordand.estine 
intelligence activitiesJ?. Congress 4irected the OIG to revie\v the use of 
Section 215 for two time periods '" calendar years (CYl 2002 through 2004 
and CY 200$ through 2006. The first report is due to Cqngress on March 9,. 
2007; the second is due on December 31, 2007.3 {tJ) 

In our first report, we describe Ll-te results of the fitst 010 re-view of 
the use of Section 215. ,>\!though \W 'Nere only required to review calendar 
years 2002 through. 2004 in this firstreview~ r.ve elected to indude data fronx 
catendar year 2005. (UJ 

This Executive Stunmary .summarizes the report, including its tna,ln 
t1.tJdings, (tJJ 

I. Methodology of the OIG Review (U) 

ln this review~ the OIG conducted over 90 interviews of FBL and 
Departtnent of Justice officials .• nurit'lg the tleld·work phase of the review, 
OIG teams traveled to FBI field offices .in New York, Chicago~ Philadelphia, 
and San Fra.ncisco~ where we interviewed over SO Rl3l ernployees; We also 

t The term. "'USA PATR!O'l'l\d"isan acronym for the Uniting and Strengthening 
Ame:dca by P:rovid1ng Appropriate Tools Req11i:red t(i lntert.-:ept and Obstruct Terrorism Act.uf 
2001, Pub.•L No, 101'-56, 115 Stat. 272 ~2.()()1J, It is commonly tet{Wfed to as "the PB.triqt 
Act/' (U) 

2 S®Hon 215 '~-'>"as qdg!na.H.r ~~~h~dtH(lct· to ~unset on December 51, 2005, the 
Reauth{Jthmtion Acte.xtend¢d Section 215 'until.December31. 2009. (tn 

.3 ·The B:eattthork"ttion Ad ah-q directed the OtG to tondud reviews fur the sarne two 
hme periLms Ph the t,1se an.d effecthrerH:~.ss of tl:ie FBI's use ofnati.t.~nal sectH'iW letters fNSLJ, 
~nother investigatiV¢ authority that tva~ e~ded by the Patriot Act The OlG's first report 
c-111 the uoo and effectivene.es of national security letter .:mtho.rity is c-ontained in a separate 
report, {TJ) 

~····!U'' ~,, 
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conducted telephone intervie\VS of 25 .FBI agents h1 nther 11eld offices, In 
vVashingwn~ D.C,, the C)l(l.inte-r,.d.ewed $t;niot FBI and Department of 
.,Justice officials who participated in implementing procedures and 
processing requests for Sectipn 21$ urgers. {D) 

The OIG- also examintxl documents obtained ftO:rtl the Departme.nrs 
Office of hi.telligence Policy and Review (OIPR) and the FBI wlating to each 
instance of the FBFs use or attempte4 use of Section 215 a-uthority during 
ct-lkndat years 2002 through 2005,4 (U) 

u. 

A. Legal Background fOJ 

Ptu·suant to Section 215 of tlre.Patriot Act. the Jn:n tnay obtain ~any 
tangible things1 » indu.ding boOk$, records} and other. items~ from any 
business, organization~ or entity~· provided the item or items are fur an 
authorized investigation to protectagainstin.temational terrorism or 
clandestine inteUigence activities. Se,ction2l5did not create any new 
investigative authority but instead ·expanded e.xisting authority found.in the 
Foreign LnteHigence Surveillance Act {FISA} of 1978, 50 U,S, C. § 180 l et 
seq. (lJ) 

FISA.reqttires ·the FBI to obtain atl order frorn.·the Foreign Intelligence 
SurveiHance (\:Juti (FISA Court) in order to conduct electronic surveilla11Ce 
to collect foreign intelligence infonnatittn)5 In 1998~ Congress amended 
:FTSA to authorize the FBI to apply to the FISA Court for orders coro.peUing 
four·:kh'lds of businesses to ~;release records in its possession~ tQ the FBl; 
ctmxmon carriers, public accommud.atio:nfacilities; physical storage 
facilities_, or vehicle rental facilities. The arnendment did not.further·define 
l(recotds}~ This provision; which was. codified at 50 IlS.C. § 1862, became 
knotvn as the "husiness records~· provision and \vas the provision expanded 
by Sect~t1n 215 of the Patriot Act,6 (D) 

" Until the faU 2006, tl1e Offi.ce oflnteutgence Polley and Review- \Vas a separ-ate 
compone.:ntofthe Departtne.nL In March2006; the Rea:uthdrization Act authorized the 
creation of a National Security Dhd.sion · (NSD~ ·within the Departn:iertL In Septernber 1006, 
.Kennefl~ L Wainstein was cunfhmed asthefitstAssistant AttorneY 0et>e:r~.l for the NSO. 
Shortly after tha{, ()!PR's functions ~;-Ve:re moved to tl1e NSD. (U} ·· 

' Applications for FISA orders are prepared and presented to the FlSA Court hy OlPR. 
(U) 

H 

~\U) 
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The 1998 busin.ess records amendment required. the FISA applicatiot1 
to specify that the records were S()ltght for an investigation to gather foreign 
intelligence information or an investigation concerning international 
terrorisrn, anti that there w~re .-;specific m1d articulable fa.ct$ giving rea$on 
to believe that the person to Whf)m the records pertain is a. fbreig11 power or 
an agent of a·foreign power.» 50 O.S.C. § 1862 {2000 ed.J This language 
nleant that. the FBI '-""a.S limited to obtaining info.rmatkm regarding a specillc 
person o.r entity the FBl was inve$tigating and about whom the FBI had 
indiv.idua.lized suspicion. In ~1ddition, the· an1e11dn1ent prohibited the entity 
complying with the order from disclosing either the existence ofthe order or 
any·inform.ation produced in response· to the order. (U} 

Subsequent to the 1998 FISA amendment creating this in~resti,~ative 
authority and prior to the pa.ssage.ofthe Patriot.Actin October 2001, the 
FBI obtained only one FfSA order for busine$s records. This order was 
obtainedin 2000. (U) 

Section 215 of the Patriot Act significantly expanded the scope of the 
F.BVs investigative authority pursuant to the business records provision of 
FISA and lowered the standard of proof required to obtain. this type of 
hu~>iness n.~cord., The pertinent part ofSection :215 provides: {tf) 

The Dir-ector of the· Federal Bureau of Investigation ot a 
designee of the Director-· (Whose tank shaH be no lower than - . 
Assistant Special Agent in Charge) may rnake an application for 
an order requiting the production of any tangible things 
(including book~h records~ papers~ documents~ and other· iten1s} 
for· a.n investigation to (Jbtain foreign intelligence information 
not concerning a lh1ite->d $fates person or to protect against 
international tenorism. or clandestine inteUig;ence activities~ 
provided that such investigation ofa United States person is not 
cot1du.cted solely upon the.basisof.activities.protected by· the 
first arnenur:nent to th.e CottstJtution., 50 u.s.c. § l861(a}fl). 
(11) 

\Vrule the 1998 language limited the r:each of this type of investigative 
authority to four types of entities~ the new langua.ge does not expLicitly limit 
the type of entity or business that can be <:K>mpelled by an .order. Section 
215 of the Patriot.Act also. expanded the categories of documents tha.t the 
FBl ca.rl obtain. under the business records pro\,ision of FISA; because it is 
not limited to· wtecords" .and provides that the. FBI 1nay obtain an order for 
"the production of £-xny tattgible things {indudittg books~.records~ papers.; 
documents, and other items)., (U) 
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Section 215 also lowered the· evidentiary threshold to obterin s-uch an 
order. As a result$ the rturnbet of people vdwse i:nfonnation could be 
obtained •iN:ts expanded bet~ause the FBlis no longer reqttired to show that 
th.¢ items being sought pettait1 to a petsot1 whom the F'Bl is investigating, 
Instead, the items sou.ght nee,d only be requested ~for an authori7~d 
investigatkm conducted in at.x;ordance t~·ith fapplica,ble htvt tind guidelines{ 
to obtain foreign iutelJigence information not concerning a United Stat-es 
pen~on or tQ. protect again$t intemationa:l terrorisrn. or da:ndestine 
ipteUigep.<:,e aptivifies,n 50 tJ.S.C. § l$61(b)(2), This st<-1.ndard,· referred trras 
the rdevanqe st:.andardl perurits the FBito seek.information concerning 
persons not necessarily under investigation but who ·are connected in some 
way tfJ a person or entity under·investigation.7 (U} 

B~ Public Concerns about Section 21$ (U) 

After enactment of the Patriot Act, controversy fncused on the scope of 
Section 215. Public concerns about the scope of the 11ew Section 215 
a.qthority centen,>d on the ability of the FBI to •obtain libtriry records~ 
including books loaned to library patrons, Many public ctrntmentators 
began to refer to Section 215 as the ~library provision.» Librf1rian$, their 
professional associations, and. others voiced concerns about.the potential 
First .and Fourth !\rnendment implications of compelled production of library 
records. a '1'he$e concerns rtdated to the broad re11ch of Section 21 5 ar:td also 
to the so.~called i->gag provision~~ tvhich existed unrlerthe previous version t1f 

FlSA and whkh forbids recipients ofSection 215 orders fron1 disclosing the 
existence of the orde.r or at'l.y i:nforrnatdon obtained pursuant to an twder, (U) 

We. detertnined that • prior to passage of the Patriot Act in.late 2001_, no 
\\ttitte11 policies, ptocedures, ot templates for requests or ap}Jlica.tionsfor 
business records existed in the, FBI or OlPR. After pastillge of the Patriot 

1 The Reauthm':ization Act revised the language .of Section •tB6l(b){2J by pn::rvid.ing that 
tilngible things are presumpHvelyrelevant when they pertain to entities or indivi.dua1s that 
are forei..~ powers; agentaoftoreign powers, subjects ofauthodz~ couuterterroristnf)t' 
cm.mterintelligeuce investigations,. or individuals. knm>..tnto ~ss.udate with subje<d,s ofsucb 
h'l.vestigations, (U} 

~ For example~ the American Libt'af}'' Association (AJ..AJ aclopted a· resolution de>t:ia.rlng 
thl:l.t the ALA ~con.siders se9tions.of the lJSAPATRIOT Aet , , . a. pre$entda.nger to the 
constitv,tio~t right~ anct priVacy rights of lf!:.m~ry t:tsers~ ~md tlrged the Congress to provide 
acb:Hthxnal oversight and .;unend or chattge portions of theAcL" Resolution on. the USA. 
PATRIOT Act and Relate@ Measures That Infringe ort the Rights of Library Users (<JarL 29, 
2003), (lJ) 
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Actt·between .2002 .a.nd .. 20QS a. g~neraJ p.t1:Jt?ess. •for teqttesting Section215 
ordersxva..s developed a.ttd refined, as weretempla:tes .• for the field oft.1J~es~ 
.request$ for Se<;tton 215 .otdets and for applications to th~ F[SA Co:u.rt. The 
process to .obtain a Section 215 order generally· involves five phases; ·F.ai 
field office initiation and review~ . FBI Headquarters review~ OIPR review~ the 
FlSA Cottrt . revi.~w. a.nd FBI sen7ice of the order. fLO 

The· process begins w·hen an.F'BI case agent in a field office prepar{~S a 
business rec~'Jtds request•Jormt which ntust be approved by the squad~s 
Supet''Visoty Special Agent and other .mtma.gets i11 the FBr tield ·office, 'rhe 
request is sent to FBI Headquarters) i11cluding the Office ~->f Gene raJ 
Ct.runs.ers Nationa1 Security La\v Brru1ch {NSLBL f()r further re'vrew and 
approvaL If the request.is a;ppro\red. ~tt NSLB attorttey ·drafts the 
application package~ forwards the .draft applicatim1 package to OIPf~t and 
th~ request is assigned to an OIPR atwmey, Tht: OIPR. att()rney works with 
the. NSLB attorney, case agents, ·and occa~iortally FBI intelligence ana.lysts 
to finalize the draft application patkagf.. 'The draft application package is 
then revie,:ved by an OIPR sUpervisor. The final ~pplication pack~ge Js 
returned to the FBI for an accuracy review. and any additiohal edits are 
tna.de based on the FBl's review of the final packa,_~e, Updn completion of 
the t1na1 version, signatures ,:)fdesignated ·senior F'Bl personnel are obtained 
atid the package is p.repated tbr ptesentatkm to the. FlSA Cotwt by an OIPR 
attorney~ fU} 

OIPR schedt.tles. the case on the FlSA Coures docket for~ . he~ring .~nd 
provides the FlSA Court with a copy nfthe application and otder•in. advance~ 
The applic~tion .. pu!l.<:~kage is then formally presented to the FISA Cot,trt for its 
reView ~nd ~pprov~l at the scheduled hearing. lf the .FISA Court. jttdge 
apptoves the application>· the judge signs the order approiring the 
application. At the heari11g, tlie.judge may make .hartdwritten changes to 
the order_; such as the length of time fot the recipient to produce the items, 
and~ if so, \\rill sign the ordet with the hand\vTitten modifications. ·The order 
i::~ retttmed to the requesting FBI fie:ld office for selvice on the en1ity in 
possessit>tl of the items, The order sets fo1·th the thl)e pedoo .. a.Um~·ed for 
produ:cing the items.. (ll) 

D. Different Types of Section 215 .Requests (UJ 

During the period covered by our review., calendat years 2002 thttn:rgh 
2005. the FBl and OlPR submitted to tile FISA Cotlrt.applications ft)t two 
different kinds of.Section 215 authority: ~pure~ Se(:.~tiorl .215 applications and 
combination or"combo" Section 215 &J)ptic:ations, (UJ 

A ~pure'' Section 215~pplication is a term uset:i by OIPRto refer to·a. 
Section 2l$ ·. applic:atkm fqr aQy ·tangi.ble item that is not associated \Vith 
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applications for· any other FJSA aUthPrity, For eJt:ample, a Seqtkm21 $ 
roqt:~e.$t t~w dtivt:W' lice,nse tecords ftom state departments oftnotot vehicles 
would constitute a pure Section 215 request. {U) 

A '\:x:rmoo" application is a term used by OIPR to refer to a Section 215 
request that was added to or cotnbined \Vith a FISA application for pen 
register/trap and trace ordet\<:;, Pen register and trap and trace device'S 
identify incmnh1g and outgoh1g telephorttl11tlh1bers on a particular 
telephone line hut do not allow the FBI to listen to the Qontent of the 
telephone calL The use of the combination request evolved, frqm OlPR~s 
determination that FlSA pen register/trap and trace orders did nut require 
providers to tum over sqbscriber information associated with telephone 
numbers· obt£-dned through the orders, Unlike criminal investigation pen 
register l trap and trace orderst which routinely included .a dause requiting 
the provisi(}l1 of subsc,riber infonnation, FISA pen register/trap and trace 
orders did not contain such provisions. FBI agents had to employ other 
investigative tools} such as natio11a! security letters, to obtain the. subscriber 
information, In otder to streamline the process for obtah1h1g sqbscriber 
informati<.l!l~ beginning in early 2005 OIPR began to append a. request for 
Section 215 orders to applications for H'ISt\ pen register I trap and trace 
aufhodty.9 (U) 

E. Other Investigative Authority Available to the FBI for Third 
Party Information (U) 

In addition to Section 215 orders, the FBlhas severalother 
investigative tools that allow it to obtain information from third parties in 
national secur.ityinvestigation~'LH1 For example, as .noted above, FISA pen 
register/trap and trace orders permit the FBI to identify incoming and 
ou.tgoin.gtele,phone numlrerson a particular tel.eph.one line. (U} 

Some investigathte $.uthority rests directly wid1 the field offices and 
does not require FBI. Headqttarters or FISA Coutt approvaL For example" 
national secvtity letters (NSL) are written commands ftom the FBl to 
cmnmunications providers, such as telephonecompaniest 11nandal 
institutionst and. credit agencies to produce.lirnitedcategories of custon1er 

'} As ofJvlarch 2006, Section 215 comhination. reqw~.st~ wf,':re no h:mger necessary 
be(CaUtR1the Reantl:nJri7~tion Actatlthnri~m the dl$Ck11:l.ure of s:u.hsttiber intbnnatlon m 
connootion w•ith · FfSA pe:n. register/trap and trace orders, (tf} 

w F\n' this tepott, na.tkmru · s.ect.wity itwestig-atrons refer to Ltt>,;<estigations involving 
countert:ettodsm or ttn.mterinteHigence t:~otnponent~. (Ul 
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and c(rt1SU.mer t:ransa.ction information. In. the field,. the FBI Special Agents 
in Charge are authorized to approve NSLs. lU} 

~·· -. 

In .n@tionB-1 security itiVes4gations with a criminal nexus. the FBI .can 
also ask the United State$ Attorney's Office to obtaiti grand jury subpoenas 
for third t*:trty int1wrnation, A.gra.ndjury subpoetm is the eritnitia1 
investigative tool that mostly doselj' resembles a Section 215 orrler, 
Generally speald.ng, a grB-nd jury ma;y obwin non--privileged evidence; 
including any .records and tangible itt:an.s~ relevant tq the grandjury~s 
investigation,. F'Bl agents· conducting u. national $ect~rity investigation with 
a criminal tw;Xus do not have to seek .FBI Headquarters. or· NSLB approval to 
obtain a gtandjury subpoena, Grand jury subpoe.nas are issued t.1nder the 
signature of the prosecutor supervising the grand. jury investigation., {U} 

m. Ex•mination of Section 215 Ouiets Sought and Obtain.ed.in 
Calendar Yeaxs.2®2 through·2()05 (U) 

As pattof the OlG's review of the use and effective:rtess ofSection 215 
authority) Congress directed the OIG to examine: (U) 

• Every business record applicqtio-.n subnlitted to the FlSA. Cou.rt 
including whether; {a) the FBI requested. that the Department 
of Justice submit a business re(-xlrd application to the FlSA 
Court and the application. was not st.tbmitted, and (b)· whether 
the FISA Court. granted> modi fled~ or· denied any business 
record B.pplicatkm.;. (U} 

• The justification Jhr the failure of the Department of Justice 
Attorney General to is$ue implementing procedures guverni.ng 
requests for business records applications and whether .such 
delay harmed national security,; (U} 

• ·whether bureaucratic or procedural impeclirnents prevented the 
F.Bl from ••taking fuJl advantage,; of the FISA business record 
prmri$ioms; (U) 

• Any note\vorthy facts or circtn11stances concerning the business 
record tequ.estS1 indudh1.g any illegal orin'tproper u.se of the 
authority; and.1 (U) 

• The etTectiveness of the hus1nes$ record .requests as an 
"investigative tool/' indudh1g: (a.) lvhat types of records are 
o htained and the importance of those records in the intelligence 
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fl.Gtivitie$ of the. FBI and the DOJ; (b} .tht~ manner itt \Vhich the 
infonn~tiotl obtained through. P\tsinessreqon:l requests is 
coU~ted, re4iineq~ analyzed, ami dissen1inate¢1 by ·the .FBI; 
(.c )·\vhether .and how often the FBI ·used information obtained 
fn:un busirW$$ recorq reqttests to produce a.n "analytical 
intell~gence produce fqr di$tribtttion. to, among others, the. 
intelligence community Qr federal, stateJ and local governments; 
and {d) whether anti ho\v~ often th.e FBI provided information 
obtained fron1.business record requests to law enfbtcement 
authorities Jhr use in cdmina.l proceedings. ({)) 

A.. P1.tt'e Se.ctmn 215 Requests and Orders for Ctdendar Years 
2Q02 through 2005 (U) 

Qur review exarnined all Section. 215 applications and otder~h \Ve 
found that in Cf-\lendar years 2002 through 200$) OIPR $Ubmitted a total of .... "' -- '- "' " -
21 pure Section 215 applications for FISA Court approvaL All of these 
applications v.rere approved by the FISA Court. {U) 

The first pure Section 215 ordet was approved by theFISA Court in 
May 2004 > mo.re than two yeats after the Patriot Act was passed. The FlSA 
Court approved sixrnore Section 215 applit:k'ltit1ns in CY 2004,. for a. total of 
seven The FISA Court approved 14 Section 215 apphcalionsinCY 2005. 
Although a total of 21 Section 215 orders were approvedj ·they contained 
only 18 unique requests.ll (U) 

.Examples. of the. types of business records that were obtained through 
these Section 215orders .include driver's license records, public 
accotn.rnodatians records, . apartment records; credit catd records". and 
telecommu.rHcations. suhs(Jdbe.r itJ..fo.tma.tion for telephone numbers. We also 
looked t-tt the type.s ofinvestiga.tions. from which the 18 pure approved 

tl 1\vo reque$tsapprovedduringthe petiod of our review were fo:rthe same pwvider 
and the targets .w Targets A andB -~ were cotmet:ted in the same mvestiga.titJ:it. After the 
a.pplkat.ionswet-e approved by the FlSACourt and ·before the.ordets Wtte·servect,·tnt FBI 
learned that there ·w:-.:ls a. mist..~ke in the application concerning Tare'"'et A that needed to be 
corrected in a rit~w· application, The FBI dec.irled to wait to. serve the order for Target B 
When the new otder fo:r Ta:rgefA was obt.ain¢d,. In early 2005, the FBlt1bta.ined a rte\"-' order 
for Target A BefOl'e the o:nie-t:'~ cmJ.ld be served, the F'Bl !earned that a. ::n.f"i&"'ntractor ofthe 
pn:rvk'ler wa~ ht possession ofthe records for l.'!OL.~ ta:tgets, The F'Bl then subn:titted new 
applications tor the same records fur both targets, thus the FB! subrn.hted t'WD c.or.i'ected 
applications for Target A and one fo-1· Ta.tget B, and we d~J nJ:lt considet these cortected 
app1ic.'3ctions as uni(tUe, (U) 
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q.pplicatio.ns were submittctk 9 '\ve:re frmn counterit1tenigence (Cl} case&, 8 
tvere from counterterrorism (CT) cas~;s, and l was from a t({ber Pf,lse. (U) 

In reviewing OIPR a.t1d FBI document$~ we detennin~>rl that there \Yere 
31 in$tilr1GC$ in which FBI agents sought Section 215 orders during thi.s 
timeirame but did not obtain thet:n, These requests \Vere prepared by the 
FBI but ·were nev·er finalized, either by the FBrs NSLB for submission to 
OlPR or by OlPRfor pfi:)sentatip.n to the FlSA Court,l2 (U) 

We .reviewed the doctm1ents concerning the· 31 withdnw;rn requests 
and applications and interv:i.e\ved FBI, NSLH, and OIPR personnel to 
determine why these Section 215 ·requests were not snhmitted t<> QlPRor to 
the FISA CuurL W'eidentified five categories of .reasons that apply to the 
majority of the w'ithclrawn requests and applications: f1} the investigation 
was closed or changed course; (2) an a1terrtative investigative tool was used~ 
($} statutory limitations; (4) insuffidertt inforrnation to support the request,; 
and (5) unknown, {U) 

V./e identi:fieti. several requests or applications that were withdra,vn 
because the field office closed the investigation or the investigation changed 
course and the infortnatiotl \~"as no longer needed. We determined that mc~st 
ofthese requests had beet1 pe11dhig for several months, and in o.ne ca.se over 
a year, at FBI Headquarters or OIPR at the thnc the .iidd office closed the 
investigation or deterrnirted th.e it'ems were no l<)tlger n.eedetL In one case~ 
at the time of the withdrawal an RBI Headquarters supervisor notified NSLB 
that the FBI wa.s going to interview the target and ~wrote in an eMmaiJ, «An 
interview is forthcoming and the recordS1 although n1aterial .. six months ago~ 
ate moot at this point," (U) 

v..re also ide.ntiiied several cases in 'v,.~hkh the .v~Bl obtained the items 
sought in the·Settion 215 request through other investigative .means. One 
of these requests was for in1btmation from a library, We found that an 
NSLB supervisor \.voutd not permit the request to go fonvard becal.tse of the 
controversy surrounding Section 215 requests for· information. from 
libraries. Once the field office was advised that NSLB won1d not send the 
application to OIPR .• the fieki office obtained the information through other 
investigative .means, {U) 

11 F<>r ea$e ofreference, we descrJbe all of these instances as "withdra\vn" requests or 
applications; although in. several CalSes \'1-'e wete urtable to determine. the n.1ason the request 
or applkatio:t1 did not· make it to the tiextl~<¢1 and there did not <':!cppe.ar to be an aJfttt.1Jative 
d~cisi{tn by. anyone Within the FBlnot to proceed for a su.hstanthre reason. {tJ) 
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We dete-rmined that se:vett'l:l .of the FBrs Section 215 request~ that 
were .later withdrawn~. including the first n~qt1est . · su~ttnitted in April 2002, 
were affected by OIPFVs iriterpreh>.tion of the Family Education Rights and 
Privacy Act of 1974 (FERPA}f cornrnonly tefened. to as ·~the Buckley 
A:rn.ertdrnent/ ' The BuckleyAmendtnent applies to ·aJleducational agencies 
and institutions and governs the rights attcl privacy· of students and parents 
ih t eJation to access to and release of ecltmatkmat rncords. 1 ~ Se.\e 20 U .S.C, § 
l 2B2g. (U) 

OlPR was conterned that the Buckley Amendment rnight lirnit the 
reach of Sectiot~ 2.l ,5 w·ith respe<::t to educationt.U records becau$e Section 
215 did • not cr;)nt$:!1 the proviso fotu1d in other parts of F1SA stating tl1at 
"nobvithstandlng any other provision of law/~ the govenunent :rnay obtain 
certain types of int'Qrmatkm. According to OIPR offida1st because Sectkm: 
:415 did not ·conta.irt this l~ngctage, it could be. coi1struecl to be supeiseded 
by the Buckley Amendment and disclosure of the records request to the 
student and parents wo·uld be .required. OIPR oftidals told the OIG that 
other· stat.t:ites ·that a-lso state- or imply that th¢y ·provide the exclusive rtlt~ans 
of obtaining certain types of tecords,. such as tax or tnedicaJ records~ could 
be sirnUarly construed. Although som.e NSLB atto.n1eys disagreed with 
OIPR~s interpretation of :the law f NSLB did not ask OlPR to finalize any of 
the applications concerning ·educationlti records, (U) 

V/e also identified soxne cases ·in which ·a. dete:mlination was made 
that a Section 215 request lacked sufficient ·or adequate il1forrnatiot1 to go 
forward. Finally, w•e·identified several instances. in .. ~~hkh . >vve \Vere tmahle to 
detem1ine -- fron1 documents or intervierws 'l.ivith N SLB or OlPR personnel..., 
the reason that the teqt.test or application did not proce¢d to the ne~'t level 
tit when the req1.1ests were · \Vithdra\\rn,14 (U) 

ta PE:RPA ill! c~lled "the l:h~cklt~Y An~endtn.e:tlf' Mttir its principal spons.Ot\ 3enatt~r ,Jmtw~ 
Buckle.y of Ne\V Yotk. With respect to rete~~ ofedu~-.;a.tkmal records, the Bu<~kley 
Amendment p!X)Vides that educational entities will not n,lt:::eive federal funds if they re1ea$e 
educational records to third parties without written consent from the student's parerxts 
except in .Jim1ted drcumsta.nces; such· as in cotrrtectiort with a student;s application for 
finand~.i aid, 20 IJ.S.C. § l2$2g. {~)fl), J'he Bt.mkley Amendment also pro\.1des that an 
edu~"!:tiottal entity does not have to obtain \Vtltten c:Q!1t¢nt to n:ilea~ educational records 
"in t()mpliaut'e \dth judicial. otd¢r~ . or pursuant tn any 1avt1uHy issued $~tbpoena~; ho:w<ev¢:t\ 
the entity must nom:.v the stt1deht ~nd. p~m:nts of the order or !lul)poect'la hl adV'l:if1(:e of 
(:o.mpl)'ing \Vith it ·1u1less the ~::oul't ~:m:lers the institUtion not to disclose the e~sterwe ·or 
<:iJ.nterit. {ifthe subpoena or the irtstitutiotfs response.. 20 U;KC. § 1232g (b}(l)(Jl{i:) and (u) 
and (b}{2}(BJ; 20 U.S, C.§ 1232g (t'I.}(2J, (U) 

t·'l · We di.$CU'S!:l the lengfhy d.{llays tn pt·ocessittg BectJ.on 215 requests in Chapter Four of 
the report (U~ 
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lJle found that the FBI has not obtained a FISA Cnurt nrd.er fqr the 
production of library- records,_ However~ F'Bf field of!ices subn1ittecl requests 
to FBI Headquarters to seek to obtah:t information from a libntry on a few 
nccasitJn~S, ~-yne of \\rhkJt '\Ve disc'Qssed abov¢. These reqrwsts went later 
withdrav.rn bef-ore any application ·was filed V~.>ith the ElSA Court, (U) 

B~ Co.mbinatio-n Section21S Applications and Orders for 
Calendar Year• 2002 through 200$ {tJ) 

In addition to the- pure-Section 215 re:quests, w-e found that a total of 
141 combination ·business recQrd applieatipns we.re sqbntittect and a.pprovf:d 
by· the FlSA_-Court in calenclatyear 2005. The frrst combination order was 
issued by the FISA Court in February 200&, However> with the enactment 
of Section 128 of the Reauthorization Act, which provides that FISA pen 
register orders 11ow include the s1..1bscriber information~ the num.ber of 
cotn.bination appUcatiot1s shm.lld significantly decrease in CY 2006. (D) 

We also review•ed} as required by the congressional directive.~ how 
many times the FlSA Court ntodifi_ed any Section 215 order. ~Ve foqnd that 
two Section 215 orders were modified in 2004 and two were rnodified in 
2005 .• for a. total of four Section 215 orders tnodified by the FlSA Court. The 
orders modified in2004 were pure Section 215 orders, and the orders 
n1.od.ifl.ed in '2005 were combh1a.tion 215 orders.. According to OIPR~ 
modificati01:ts generally c-onsist of handw'titten changes to· orders that are 
made by FISACourtjudges at the hearing in which the order is signed. 
Htm•"ever> OIPR officials stated that OIPR. does not usually cons.i(tei: revisit7ns 
to applications and orders that OIPR makes based on feedback from. the 
FlSA Cou:tt'fi ~view or advance copies of PUS:A applications to. be 
modtfica.tlons. {t1) 

With respect to the orders modified in 2004, the first modified Section 
215 otde,r related to the tit11e frame W ptodu.ce the requested records to the 
FBL The FISA Court rnodifie-tl the· order by extending the time frarne from 
10 days to 60 days, Js With respect to the·· other pure Section 215 modified 
order,. the rnod.ification. related to the records ·being• requested, The FISA 
Court clarified_ the records to be· produced. by describing the rer~otds more 
precisely than the language in the ordet as pt--esented to the Court {U} 

(:;. The thneft'l3me. that ret:ipierrts of 8-f!ctiotl 215 order$ are g;i.ven h> ptodute the itf.:.ms is 
not dewrmh1.ed by statute (tt t\'!gulati<H1.. Tnstead·the.FBl detettnme.s fhe numbe-r of clays it 
belieVes i~ reasonable b~tsed on the type and voh:w:re -of inf-ormation that must be produced, 
{U} 
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\Vith .. respectto the orders modified in 2005~ both.modified 
combination orders contai:ned the san:1e rnodifkation. In these· applications~ 
OlPR sought orders ibr a specialized type of telephone inforrnatior1. OIPR 
notified the FI&.\ Court that federal judges in criminal cases had denied 
requests for this kind of .inforrnation in certain instances., Although the 
FISA Court agreed to a_pprove the applications~ the Court directed the 
government to· file .~ supplenltWrtal brief on this issue. Prior to the hearing 
on the application~::h OIPR revised the applications and incl-uded a. footnote 
setting forth a sunnuary of the criminal case Jaw with respect to this kind of 
information and revised the order to include a direction for the government 
to proviqe·the F~t!SA Court with a supplemental briefing o.n this subjeot. (ti} 

As part ·of this reviewt Congress directed the· OIG to identify ~a.ny 
notew-orthy facts or circumstan.ces concerning the business records 
.requests,~ includ.ingany illegal or impr(lpe.r use ofthe authority/' Our review 
noted two insta11ces of irn.proper use of Section 215 authority, both of which 
itwolvett the pen. register/trap and trace portion ofcornbination Section 215 
orders. We did not identify a.ny insta.noes .involving improper or illegal use 
in connection \Vith pure Section 215 orders or authority. {U) 

in the first instance of in1proper · uset the field office had. o hk.Uned an 
orcl.et fot a. pen register/trap at~d trace device on a telephone that was no 
longer used by the subject.. This testtlted in the FBI teceiving unauthorized 
information~ ~Nhich is called ~over collection)" between March 2005 and 
October 2005. According to the Ff3l, the case agent for this investigation 
inadvertetitly overlooked documents. in the file indicating tha.t the telephQt1e 
number no longer b~~longed to the target of the investigation. .A new case 
agent discovered the problem, ~~ported the over collection, and sequestered 
and destrozved the irnptqpedy coUected dat~:"L (lJJ 

ln the second instance of in1proper uset the FB[ inadvertently 
collected certain telephone numbe.rs pursuant to a pen register/ trap and 
trace order· because the telephone cotnpany dld not advise the Fn:n that the 
target.had discontinued using;the tdephone.line until se.veml v.reeks after 
the fact. For a short.·period of tirnej the telephone number ha.clbeen issued 
to someone else. The FBI identified the improperly caH.ecterl information; 
removed it from its databases,~ and. provided it· to ()IPR. (U) 
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We deternlitJ.ed that the F'BJ. had discoveted bofh incidents and 
.reported them) a$ reqt.Jirod, to the Intelligence Oversight Board or 1013.16 h1 
addition, botll incidents were repottffito the FISA Court by 01PR.l7 (tJ) 

We a]$0 identified a situation that we believe constitutes a 
~>'noteworthy fact" concerning a. Section· 215 combination order ·and several 
interrelated FlSA electronic surveillance orders. •rn January :1006t · OIPR 
filed a 11otice to the FlSA Court stating that in connection with several 
cases~.OlPR.had Iearn.ed in Decentber 2005, that·a.·sonrce \Vho had 
previously provided .signific1;1nt inforrnation··about the targets reported. that 
he dkl not beHeve that one oftne·targets, who \Va.sassodated with.a.U Qfthe 
other tatgets. wa.s a supporter of a. particular terrorist organiY..ation.Js {tJ) 

OIPR. reported to the F'lSA Court that the Fat. had learned ofthis 
information in April 2005 from another intelligence agency but had 
«inadvertently failed to :ptuvide it at the time they receiv-ed it/~ The FISA Court 
issued a:n order directin.g the government to explain the. delay in reporting 
this hifortnatiot1 to the Court, In March 2006> OIPR filed an explattation 
stath1gthat the case agents \\rho ·\ve:re responsible for verif:y"ing the accuntcy of 
the FISA renewal application submitted in April 2005 mistakenly believed 
that·the problematic source infotmrttkm h.a.d.already been provided to OtPR. 
Although the case agents had provided OIPR with several itJteUi.gence reports 
a.bout the same source, these intelligence reports did not include the 
intelligence report contairring the ·prolitem.atic infotn1ation. Accordingto the 
court filing, the· FBI did not believe the .omission was intentional because all 
other information obtained from the source, some ofwhich was not.favotable 
to t.D.e FBI's investigation~ had been reported to OIP.R (U) 

~$ The lnteltigex~ce O'V-ersighL Board.- created by Executh~ .Order in 1976, is charged 
with reviewing activitie~ oft'he tJ,S.intelligencecommunity and informing the President of 
any activities that the ·toB hellt%'es "may be· tn1la:\vful o.r co:nttary ·to executive order or 
PresidentiaLDirectives.;lt See Executive Order 12863, The Executive Order also requires the 
genetW Gnl~n~els ofthe intelligence community, il1duding th~ Fl3t$ Qener .. '11 Coum•~t. to 
report to the JQB on at least a qqarterly basis intdligen~~ activitie~ the-y "have reason to 
heli¢ye may be unlawful or wntrca:ry to E:~ecutive or~:l.er ot Pte$iden6a1 rureetive/' which are 
refened to .:ts "lOB violations." {Ul , 

l1 OIPRis required to report FJSi\ compliance incidents tp the FJSA Cou.ttpt'l.t's'-lMltto 
Rqle J O(cJ ofthe FISA Court's Ruks .of Prottdllres that beca1ne eft"e<:tive. I"ehnuary 17 .• ~W06. 
{U} 

l$ The OlP.Rnotice also sta.ted the reasonsthegovernment continued to believe that 
there WI~S .~uffi.dent. information to $up-ptiH. FlSA .. appllwHions for an of the targets despiH.t 
this 'SO\u·ce'~ infonnation. (Q} 
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IV. Delays in .Implementing Section 215 Authority and Other 
Impediments to Use (:Ul 

A. Delay in Implementing ·Procedures and Policies (U) 

the .. Rea.:u.tht:Jrization Act directed us to exartdne ·~the. justification for 
the failure of the Attor11ey G:eneraJ to issue hnpleme:t1tingJ)tocedu.res 
g~1vemitJ.g tequests for the p.rodilction of tangible things . . , in a. tim.~Iy 
fashion, .indt.Iding \Vh¢ther such dela)t h~tmed ·national secu.rity.') 'l'o 
respond to this directive~ ·we first attempted· to determine ·whether the 
Attonwy (ieneral was required hy statute, regul~tion or other directive to 
iss:ue imple.menting procedures. In our review of dQcuments a;ud int¢r:views 
with witnesses~ '~Ne found no such. requirernent.. However! \Ve a}$Q Jo:und. no 
~vide1tce that the Attorney General or any Department official directed QIPR 
or the PBI to in1plement Section 215 procedures. (U) 

Out revie~w determined that after passage of the Patriot A(~t iti 2001.., 
neither the Department nor the FBI issued implementing procedures or 
guiclan.ce with respect to Section 2 IS authority. OlPR and the FBI 
eventually developed standard form$ artd applica.t~on.s for obtaining Section · 
2 t S orde-rs. NSLB disttibuted a ·. $ta11dard request form to field offices in 
October 2003, and NSLB a11d OIPR completed a sta11dard application and 
order in the spring 2004, V·/e determined that the delay occttrred because 
the Department,. inCluding ()lPR and the FBI~ were focused on processing 
full content FTSA teque.~tsf trahling, attd hiring petsonnel to address the 
increased FlS.A \Vorkload and did not focus on the need for ternplates and 
procedures for Section .215 orders, {U} 

B~ S~edon 215 Processing Delays (UJ 

When FBI field ofllces began requesting 8Gction 215 orders in April 
2002~ · · they encounte:red proce$sing ptobleJns. J,.'or·exarnple, in mtmy 
instances no one frotn .NSLB resp<>ndedto Section 215 requests for several 
tnonths, ifat all. ln additit1tt, in sume casesNSLB sent. draft applications to 
OIPR, but the applications \vere n:ot finalized by OIPR for several .months. hi 
other cases i11 \vhich a draft application was prepared, the field oi11ce.did .bot 
receive any response t1·ont NSLB or OlPR. As a result of the.se delays., in 
some cases the information \\tas no longer neetied by the time the field ot11ce 
received a response from NSLB or OIPRj . and the reqqest W~$: \vlthdra\vn. 
{U) . 

We sm.tght to calculatehow·long te<:rt:tests .remaib.ed pending in NSLH 
f1Iid in OtPR. fkwvever,, the FBrs at1d OlPR's .tecordkeepi.flg syste,nls in place 
at the time had lhnited capabilities~ and there was no system Tot tracking 
Section 215 reqtJ.ests either \Vifuin th¢. FBI or .OIPR. ·therefore,, w~e have 
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incanTplete inihrtna.tion v;dth t·espe;Cf tn many of th.e req1:1ests. From the 
available • datat \Ve deten:nined th.at t,'t:le average processing tin1e for approve.Q 
req1.,lests \Vas 275 da;y& iD 2{)0$, $79 da;ys in 2004~ and 149 da~ys in 2005,J9 
For 2004 and 200$ we were· able to calculate the aven.1.ge processing time for 
approved requests in b-nth NSLB and QIPR I:n 2004> the reqt.msL<ii r.vere 
pending i11 NSLB for 162 days aJ1d in. OIPR fbr 180 d~\)'S. In 2005, the 
average proc:essingtirne at NSLB ~Nas 60 clays and 88 days at OIPR. \Ve 
dctetmined that the average prQcessing time fcH· withdrm&'l1 requests was 330 
days in .. 2002, 2;34 days fn :2()()(3~ 226 dq_ysin 2CJ04~ an.d 109 dsys in 2005, 
(ll) 

The c;ha,tt below rcl1ects th~.:: ·average. proc¢$sing time ttf withdrawn 
reqtJ.esn~ and apprD'~B~d requestsi2!} (U) 

Ave~ Processing Time (U) 

Source; 

c. Impediments to Processing Section 215 Requests (U) 

\Ve fou.n.d sevetal in1pedknents tha.t hindered the FBI's. ability ·to 
obtain• Section 215 orders. Section. 215 requests were delayed b~cause 
NSLB and OIPR disagreed over interpretations of the la\V\ and NSLB and 
OIPR.la.cked suffic.ient resources for handling Section .21$ re.qu<.~sts. The 

' 9 All nfthe request~ submitted in 2C!Q2 were \t>hhdrmvn. I:Ul 
21) Fen'- e~Wh year listed oh the Chart, \Ve Calculated processing thnes based ()!1 hb\%-' ·long 

it tonk 16 pt\.)<:-t~M the r{~uests su btnit:Wd ln that year, \Vhethet they were aprltoved. in that 
satne c.akridar yt:~<lf or \v<;-.re eventuany approved ~11 t1m nf'::tt ea.~end.B.r ye.:1.t, f'm• the 
reqtlests sulnuittedin 2002, we wen=u:mJy able to Cfdculate ptocesstng time at OlPR awl :not 
also ~~ t the FBI, so this rtumbe.r reiled~ only OlPR processing thnes. Sirnllar.iy_, in 2003 for 
approved requests, we had data. only for OlPR proces.singtimes. (tJ) 
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multi,.Jayere.d process for obtaining Sectinn 215 orders also contribvted to 
the processing deh"l}'S, In addition, \Ve found a Jack of knowleqge ·in. the field 
about Section 215 aut.l-totity, (U} 

1. Statutory Int~rpretation (U) 

We fm.11'1d that the ptocessmgofSection 21.5 tequests was slowed by 
the nncertainf;y in interpreting the Patriot Act. One of the legal issues that 
affected several of ~he first requests gen~n"a.ted il:l 2002 an.d ':2.00;3 was the 
int~rsection .of Section 215 witJ1 another statute that provides for the 
production of educr;ttionaJ records, OIPR;s interpretation of the statute \Vas 
that Sec;tion ·215 did not trump existing taws because~- unlike other 
provisions of FlSA~ Section 215· did not include·in the business records 
provision the phrase ·~notwithstanding a.ny other provision oflavl, ~ l\s 
discussed above, while some NSLB attorneys disagreed with this 
interpretadont NSLB was not willing to push the issue tvith the. FISA Court~ 
and as (01 result no requestfbt educaticntal records was prese.hted to· t.he 
FISA Court between calendar years 2002 and 2005. {U) 

According to NSLB and OIPR attorneys~ this . .impediment to obtaining 
educational records has since berm addressed, The Reauthorh~-ation Act 
f:tmended FISA hy· adding 50 U.S.C .. § 1861 (a) (3)~ \Vhich specifically 
addresses educational and other sensitive catego.des of business records, 
According to. several NSLB and OJPR attorneys w-e interviewed, because this 
provision clarifies that educational records are obtainable through the use 
of a Section 215 order~ the non.,dJsdosure provisions of.Section 215 apply 
tather than the notification provisions of the Bl..lckley .Arnendment. (U) 

Another cause for the delay in processing. Sectio11 215 requests was 
that NS.LB ~nd OlPR attorneys di$a,greed ov-er the interpretation of the 
relevance standa:td and how- much information had tn he inch:tded in 
Section 215 applications about the· iterns reque.sted and their cpnnection to 
the FBI's investigation, NSLB attorneys believed that the level of det$-il 
required by OIPR about the investigations in. the applications was far 
beyond that needed to &q_tisfy the relevance threshold. OIPR attorneys 
believe-d the i:nformation ·was necessary to .persuade· the .FISA. Court to 
approve the iilJlt)lications. NS:LB and (}IPR eventually agreed l.tpon the 
content .and form of a standard application after several months c1f back at1d 
forth about the issue. How'ever, even after a standa..-rd application form \Vas 
agreed. upon, NSLB attorne~ys continued to have disagreen1ents \Vith OlPR 
attorneys in individual cases about the level of det<:lil req;uirt>d. (UJ 
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Ant)therimpedime:nt to nhtait1ing Section 015 \Vas the insuffident 
resop.rces devoted to this process, Neither NSLB nor OlPR had adequate 
resources tt.l dedicate to the implementation of Section 215 requests after 
passage of the Pattiot.Act. The workload of both entities increased 
~:-lratnatically after the· September 11 ter:rurist attacks and passage of the 
Patriot Act~ and substantial resources w·ere needed to process full content 
FISA appU¢gtions, Both erltiti~s·vn:~re: authorized to hire large numbers of 
employees, and by2004 both NSLB and OIPR grew·substatitially. Ho'wever~ 

by spring 2004 a significant backlog of full content FISA applications had 
developed) and the Attorney· C'rene.ral directed OIPR and NSLB to create a 
task force to address the FTS.A backlog, NSLB wa& required to d.eta.U 
approxitnately 10 attorneys .·to OIPR to work on th{.~ bt'l.<:klogge4 fl.ill content 
RlSA .applications. (tr) 

As a result~ NSLB did not focus on St%>tion 215 requests or make 
obtaining a Section 215 order a priority until late 2003, when NSLB 
submitted four Section 215 applications to OIPR. In addition.t around this 
same time a.t1 NSLB attorney was designated the point of cot1tact withit1 
NSLBfrxSection 215 requests .. (U) 

A.lso in July 2004•0IPR attempted to address NSLB concerns arn1ut 
the processing of Section 215 requests by assigning a deta.iled NSLB 
attorney to handle Section 215 requests. This detailed attorney, however, 
was also assigned to. handle fuU content FlSA applications. ltt early 20(}5~ 
two OIPR attorneys were assigned to handle· Section 215 requests ,.... a line 
attorney and a supervisor. A<.:cording to OIPR and NSLB attnrneys, the 
assignmentofthese two attorneys to Section 215 requests improved the 
process signit1cantly, {tJ) 

3. Multi-Layered. Revi~w Process {U) 

The multiple layers of review for Section 215 applications also delayed 
their issuance. The process for obtaining a Section 215 ord.e.r involves 
review in the FBI field o111ce1 in FBI Headquarters and NSLB~•and in OlPR~ 
To obtain a 215 order 1 a field agent must first obtain his. supervisor~s 
approval, then the field ofHt:::es Special Agent In Charge and the Chief 
Division Counsel approvalt before the request is fonvarded to FBI 
lleadquaxters and NSLJ3. In NSLB> a line attorney drafts· tht1 fl}Jpikation. 
package~ which is then reviewed by a. supervisor before it is provided to 
OIPR. In OIPR~ a line attorney prepares the package~ and the work Js 
reviewed by a supervisor before it is ready to be finalized for signature. After 
OIPR returns the «final" version to NSLB for signaturet the application <311d 
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order .are reviewed. by NSLB f.lers(}nnel ;fu"ld changes maJ' be requested as.a 
result. of this .review~ (lJ) 

This review prr>cess can be l¢ngthy, \Vithout dose tn~nag<,~tnent) ih1 
application can be delayed for weeks or t110nths at any sta.ge. Even '~tith 
dose· nranagement. of the process~ the process from beginning to end 11,~ould 
likely take sevetaJ w~eks \vith respect tn Et sirnple or problern-free Secti.Ot1 
215 requ.e:sL {UJ 

4. JAck Q(Knqwled~ about SeQtion 215 Authorit-Y (U) 

.Based upon our· interviews h1 the :fi.eld} \ve also detern1ined. ·that FBl 
field offices still do not fuUy upderstapq Section 215 orders. Several agents 
told th.e OIG that they '~.-\<ere oply vaguely a;ware of Secti<.Jti 215 autht>rity, 
and 111any agents stated that they did not kt1t:~W ·what the process was for 
obtaining a Section 215 order, (U) 

D. Effect oflmpediments (U) 

The impedimet1t& discussed aJ:mve contributed fo the F~Bl not 
l'Jbtahtingits first Section 215 order 1.tntil $pting 2004, Another effect of.the 
irnpedirrtents \.Vas that, in some instances, field. ofi1ces \Vete 11ot quntacted 
about Section 215 requests until ~veral months after the requ~$tS had 
been submitted to NS.LB. In v~rious cases,. once the· agents were cont~wted 
the information was no·lo.nger needed because of developrnt~nts in the case. 
ln several inste:nces agetits tttere aware that NSLB had received their 
requests_, . but tlieit requests remained pending for months due to 
disagreements between NSLB .ar1d OlPR about whether a particular request 
sh{>uld go fonv:ard. Tn l)thetihstances~ the requesting agents told the OIG 
that they never received a r¢sponse back from NSLB or OIPR. (U) 

We found th~t tlle processing delays find the lack of response to field, 
office applications contributed to . a ~r¢eption among FBI field agents that 
the process was too slow and not w9rth the efl'ort. We interviewed several 
agents who had never sought to obt~i11 a Sectipn 215 order, but they 
reported to the OlG ·that they· had uheard~ about the process t~tlg far too 
long; Several a~wnts also told us that if the}"· could obtaitl the Sectiot1 215 
order.in a shorter time, they ·would be moreencottraged to use Section 215 
request&, Agents stated that if they were to .idernify ftn .item. that they 
needed quickly~ they wo.uld·seek to detetmine \Vheiher theltemcould be 
pbtained through a national secLlrityJetter, agn:md.j'!;rr,y·$t:tbpoena,.. or other 
proc~ss th£41 is .ft-tstet than the ~ection 215 prncess. · (UJ 

Vle asked FBl and OIPR en1ployees whethet they belie\-"e(l the 
problem& in imple.tnet1ting Section215 and the ctela:ya in. o()t~dnh1g SectiOtJ. 

A.''1rlii 
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21.5 orders hatmed their cases or national secl..n'ity, None of the :&131 and 
OlPR ~M1Jcia1s we interviewed said that they \Vere aware of any hatm to 
national security ce}.used by the delay i.n obtaining Section 215 ·orders.. Norm 
of the agents \Vho initiated the requests for Section 215 orders told the OTG 
that their cases were negatively afft.>£ted by the inability to obtain the 
information sooner. The FBFs· Deputy General Counsel ofNSLB told us that 
thefailu.re to obtain a husin..essre.cord order ortQ.·obtain it expeditim:tsl}' 
may have negatively .impacted the pace of national. security it1,vestigations, 
trut that she did .not believe that this tneant that ·there was· han11 to na.tionat 
security. (U) 

Vie were provided no evident¢ ofharn1 to national secttrity'. in a 
specific case that tvas caused by the delay· in obtaining Section 215 orders 
or by the FBI's. inability to obtain information that was requested in a. 
Section 215 request. However. we were concerned.· by the nu:tnber of 
instances where the FBI identitled a need for information in a national 
security investigation but was unable to obtain that itdhttnation because of 
a processing delay in obtaining an order. (UJ 

v. U$e and Eff~cthren.ess ofin.fom1ation ObtaittC:}d fn;)m SectiPn 215 
Orders (U) 

Congress also directed the OIG to include in its. review an examination 
ofthe types of records obtained by Section 215 orders and the importance of 
those records; the manner in w·hich the information is collected~ retained; 
analy~!..ed1 and disseminated by the FBI; whether and how often the FBI used 
infonnation obtained ftom Section 215 orders to produce an ~<analyti.ca.1 
intelligence produce for distribution to! among others) the h1telligence 
comtnunity; and whether and how often the F'BI provided inibrmatinn 
obtained fro.rn. Soc,tion 215 orders to law ~nforcement aut11orities for use in 
criminal proceedings. (U) 

A. Collection, Analysis, and Retention {U) 

Before items subject to a Section 215 order ca.n. he obtained, the order 
must be. served upon the .entity that has custody of the records, Personal 
delivery or .service ·of the order is typically acc-omplished by the requesting or 
<"otiginating~t F'Bl field office, unless the recipient· of the order is outside the 
district. In that instance,, the F'Bl field office where the recipient is located .is 
asked by the originating field office to serve the order. (U) 

The manner in which information from Section 215 orders is collected 
depends on the category of information sought, For pure Section 215 
orders} the retipientproduces the documents in hard copy or electronic 
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format. If after reviewing the irtfornmtion the case agent deterrnittes no 
f-urther inve$ttgatipn is "varranted, the agent stores the information with th~ 
rest of the investigative case file. The agent may prepare a docu!l'lent 
summarizing the informatkm obtained fbr purposes of documenting the 
existence ofthe reconis, If the inform.ation warrants dissetnination within 
the F:Bl~ the agent prepare$$. '-~'ritten cqmn11411ica.tion to the relevant field 
ofilce o.r offices, If the information \Varmnt:s dissemination out$ide of the 
FBh .such as to an it:1te11igence· t~gency, the ~uent prepares the appropriate 
fonn of comn:Iunkation, .·. · {U) 

For "combination1t orders,. FBI personnel told us that If the recipient 
and. the FBI havetechnologica1 .. compatihility, the recipient will transfer the: 
requested subscriber information electronically directly into th~ FBI 
computer system called (~dephone App1ications.~21 If the FBI and recipient 
systems .are nnt contpatible~ the information is provided to the FBI in 
another format, such as a computer disk:ette or hard copy.. This information 
is then electro.nically uploaded or manually inputted into Telephone 
Appli<;ations and then searched by the c.'ase agent. {tJ) 

Information stored in Telephone Applicatkrns and other FBI datAbases 
may be accessible by personnel ftorn other law enforcement or intelligence 
agencies who are assigned on detail to the FBl.in some capacity .. such as.a 
task force addressing terrorism. n1atters. A~ess.depends on the clearance 
level of the non ,,FBI personnel a11d vdtether the information is <trestdcted~;~ in 
the computer systems. (U} 

B. How ·the Information Obtained Has Been Used in 
Investigations fO) 

\Ve .found that pure Section 215 orders were used primarily to 
exhaust investigative le.adsJ although in some instances the FBI obtained 
infonnath:m·useful to the develqptnent of the case. Vle found that the FBI 
disseminated information obtained ftorn pure Sectio11 215 orders to. another 
intelligence agency in three instances. However, the FBI did not create any 
analytical intelligepce products based on the information obtained in 
respunst-~ to Section 215 orders, \f..le .also·obtainedJimited inforrnation about 
the dissemination of information produced in response to combination 
Section 215 orders.. Because there were 141. co.rn.bination orders~ we were 
unable·to intervie\v all of the case agents associated \$,tith. these orders., 
However, in our field omce visits~ we interviewed four agents who had 

~n Teleph.one Applications is an investigative tool th~rt also serves as. the central 
repository fot all telephone data collected during the·coun~e ofFBJiJ'lV¢$dwrtkms, fU) 
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obtained .combination orders. None of these agents reported disserninating 
.intbnnation obtained. in response·to the combination orders, (1J) 

\\le also so'-tght to determine \Vhether any of the· information ·obtained 
frorn any SectiQn 215 order ·was used in any crimin.aJ ·proceeding. Vie did 
not identi.f;y any instance in which information obtained from a pure Section 
215 order \\'as used in .a critninal proceeding, We identified only<me 
instar1eein which use authority apptnval was sought for inforntatio:n from a 
combination Section 215.otder. 'the field o.fnce sought and obtait.ted 
Attorney General approval to use the F'ISA electronic sutveillance · a11d 
combination order inJ()tntation in a &rrand jury· investigation and in.·grand 
jur:r subpoenas for one case, The FBl.case agents. told the OIG that 
although use autl1odty was obtained for the f<"'ISA~detived infonnation~ no 
grand jury subpoenas we:1-e ever is-sued in this case and no PtSA-derived 
information was.used.in the grand.jury investigation or subsequent 
proceedings, (U) 

We also inten"iewed the agents who obtained recordsfrom the Section 
215 ordets. The aget1ts suggested that the· records obtained were hnpotta11t 
and useful in t'NO ways: (1} the retc'Ords provided substantive information 
that was relev.:-tnt to the investigation and either Cf5nt1tmed. prior 
itwestigative leads or contributed to the developnltmt of additional 
investigative information; or· (21 even if the records did not contribute to the 
development of additkms.l it1Vestigative h"lfotmatiotl., they were still valuable 
as ~necessary steps to pover a ieac{, # Most ofthe agents we interviewed said 
the records obtained uJ1der Section 215 order$ fell.in. the second cat-egory 
because the records typically did not provide additional investigative , 
information,, although they helped the agents exhaust every lead. They also 
stated that the irnportance of the inforniation is sometin1es not known until 
much later in an investiga.tion when the information is linked to. some other 
piece ofintellige.nce that.is obtained. (U) 

VI. OJG Conclusions (U} 

In evaluating the d'fectivenesB of Section 215 .authority, \Ve. first 
considered. the nun1be.r of pure Section 215 orders obtainedduringCY.2002 
through CY 2005, The FBI obtained only 18 u.nique Section 215 orders in 
the 3 calendar years folk.l\Virtg passage of the Patriot Act (U} 

However, we found that a sigtJifica.ntnumber ofS-ection 215 orders 
were not sought or obtained because of legal, bnrea:ucratk or other 
irnpediments. The question concerning the applicability of the Buckley 
Amendment to Secti.on 215 requests for educational records played a role in 
the F'Bl not obtaining Section2.l5 orde.rsin several instances. Other 
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impedit:r1ents> such as the disagreements between NSLB and OIP.R about L~e 
amo1..m.t of information sufficJent to satisf)r the relevance standard~ 
insufficient teooutces to ptoct~ss Section 215 requests; and the m-ulti"' 
layett~d revie\V process} resulted tn rna.ny Section 21$ requests t1ot: being 
process~d for le.ngthy periods of time. We determined that '.vith respect to 
severa;l Section 215 reqlWsts that were \Vithdrawnf the requests had been 
pending with NSLB or OIPR for several months, and in .one instance over a 
year, at the time. the flelcl office· notified N$LB. that it WfUS withdrawing the 
request because th.e invest.igatjnn had changed course or was being closed. 
Jn .addition, we identified several n.-quests for Section 215 orders that tvere 
ne~ver responded to hy NSLB o.r OIPRt and neitltet NSI...B nor OlPR employees 
\'\tere.able to explain 1.<vhat happened to those requests. (U} 

These processing problen1s not only re~rulted. in far· fewer Section. 215 
orders being obtained thax1 vvere requested) but also contributed to a 
perception v.ithin. the FEH that Sectkm 215 orders took too long to obtain to 
be worthos,vhile in the investiga.tiorL Agents told the GIG that the length of 
the process to obtain t-t Section 215 o.rder is a significant impediment to its 
use and that agents will typically attetnpt an other irtvestigative tools before 
resorting to.a Section 215• request. This negative perception ·about the 
Section 215 process may also have affected the number of Section 215 
orders sought by the field oft1ces. {lJ) 

·\ve. exarnined the··type of infon:nation that has been obtained thtough 
tl'l.e ·use of pure Section :215 orders and how that information has been used 
and disseminated in national .security investigations. \llle found no instance 
where the information obtained from a Sectif)tl 215 order resulted in a major 
case development, such as ·the disruption of a terrorist plot, We also.found 
that very Tittle of the information obtained in response to Section 215 orders 
has been.disserninated to other intelligence agencies, How-ever_, we fbund 
that Section 215 orders hav'e be:e-11. used to obtain useftllitwestigative 
information. CO) 

Agents told us. they believe that the .kind. of intelligence gathering from 
Section 215 orders· was essential to national security investigations, They 
also stated that the irnportance of the h1forrnation is sometimes not knmvn 
until n1uch later in an investigation, \vhen. the information is linked h) some 
other piece of intelligence that 1$ obtained. (U) 

The field .agents we intervietved described Section 215 authority as a 
!(tool oflast :resoti!' ·tb.at may be ·~critica.l~·\vhen.otherinvestigative a:uthorH:y 
or investigathm methods do notpetrnit the FBI to obtain the · inforn1ation. In 
111any national security inv"estigationst there is no criminal investigation and 
therefore the .FBI is unable to seek grandjury subpoenas. In addition, 
national security letters are·Urn.ited in scope and do not cover large 
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categqries t1fthird party information,· Agents also told.• tts that, in some 
instances, they had in fact tlsed other investigative techniques~ but thes~ 
efforts were unsuccessfuL {U} 

We also interViewed other FBI officials and attorneys at the FBI ~~nd 
OIPR concerning the.efte£ti'veness of Section 215 o.rde.ts .. They stated that 
they· believe· Section 215 authorit:y is useful because it is the only 
compulsc.ny process for certain kinds of records that cannot he obtained 
throttgh f-llternative means1 such as grundjury subpoenas or national 
secut'iN'letters. The head of OIPRdescrihed. Section 215 authority as a 

,....~ -- ' - '-· - ' ' ' ' ' ' ' ·- ' ' ' ' ' ' ' ' ' ,, ' ' '' ' ' '·- ·-- ' ' ' ' ' ' - ',,' - --
"speci&lized tool that.hasits purpose," {U} 

At th.e same thne, however, ·the evidence showed that the FBI.hasnot 
used this specialized tool H$ effectively as it could have because of the 
impediments to its nse that we described above. · Son-re of these 
impedi111ertts have since been addressed, For example~ NSLBand OIPR 
cited the Reauthorization Act provision specifically aHmving the FBI to 
obtain educational and other se11sithre records through Section215 orders, 
'fhe FBI has also distributed a Section21.5 request form to all fidd offices; 
a.rlfl NSLB at1d OIPR have developed a template application form t11at is 
used in.all Section 215 applications, (U) 

V.le also evaluated the use of Secti(:n'l 215 authority to obtain 
subscriber information for telephone numbers that Yv"ere the subject of pen 
register/trap and trace orders. OIPR ·obtained ·the Jitst· "'combination" order 
in Febnraty 2005, A total of 141 combination applications were submitted 
and approved by the F'ISA Court in calendar year 2005. Sever<;ll FBI and 
OlPR attorneys we interviewed.1 including OIPR Cotmsel_. told us •that this 
information Vv'as very imporltlntin .RBI investigations. The Deputy General 
CoU11sel of NSLB agreed, stating that the addition of Section. 215s to .FISA 
pen register/trap and trace applications \Vas a "'huge boon because \"1thout 
the 215s .. the FBiwould have had tn issue numerous [national security 
letters] to get the suhscriherinfotmation.);>:n {tJ} 

We.conducted this·.review mindft1lof.the controvetsycmJcerrHng the 
possible chllling effect on the exercise ofFirstAmendrnentrights posed by 
the .FBI's ability to use Section 215 authorities1 particularly the potential 
use of Section 215 orders to obtain records held. by libraries, Our review· 
fou.nd tha.t the FBI did not ontain Sevtian 215 orders for any library records 

n Congress has alsv recognized the intportance of subscriber il1formation il< FISA :rmn 
registers. As part of the Reauthorization Act, ·Congrl~S$ amended. the FISA pe,tl te,gister 
pro'Yision to include ~ubscriber·infon:natkm- fU) 
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frotn. 2002 through 2005, in part be:cause the fev.r applications for l)uch 
orders ~werewithdrtrtvn while undergoing the revie\v· prot:ess wtithin NSLB 
~l1d ()lf>ft (I)) 

Finally, \Ve are aware th!3.t the FBI began using St.>:ction 215 authority 
n1ote \viddy in 2006. \Ve \ViH he assessing the effectiveness of this btoadet' 
use in our next revie~v . .As directed by th~- Rea.uthotization.Act, the 01(} will 
contintte.·to assess the FBFs use mid effectiveness ofSection 215 a.uthoritjr. 
CO} 
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CHAPTER ON.E 
lNTROl)UCTION (UJ 

In the USA PAtr:RIOT ln1pttwe:r:nf!nt fttld Reauthor.ization: Act t1f 2005 
{Reauthorization Act).; Congress dir{jeted the Ofl1Qe of th~ blspe;qtor Gen<;;'Tal 
{OlG) to conduct~a comprehensive audit of the e.ffectiv~n~ss and U$e1 

including imptop¢r or Ulega.l use" of the Federal B'!Jr~~:q of lnyestig~tion 's 
(FBI) investigativ~ authority that was expan?ed by. SectJ9t1 215 qf the P~.triqt 
Act) See Pub, L, No, 109,-,17'7, §106A. Section2l5 of the Patrit')t Act allows 
the FSl to $¢¢k· oJ·ders front the Foreign Intelligence Surveillance Court for 
~·any tangible things/ induding.books~ .recordst tltid btheritems.frotn ~.ny 
busine-ss} organization.~ or entity prrntidoo the·item or items are for an 
au,tbodted invest~gation to protect ~&~inst international terrorism. or 
da;rrd~sfine intelligence activities. Congress ditected the OIG to review the 
ttse of Section 215 for two time periods "" cale.ndcat years (CY) 2002 through 
2004 and. CY 2005 through 2006. The :fin~Lreport is due to Congress on 
March 9 ~ 2007, the second i$ due(1n D~ertlber · $1 ~ 2007,2 (UJ 

This report describes the resttrts of the frrst ()HJ review of the use of 
Section 215. Althougl1 we were otily· .required to review calendar years 2002 
through 2004 in this first te\1ew~ we elected to .inducte data from calendar 
year 2005, {U) 

1. The USA PATlUOT Imp:rovem~nt and Reauthorization Act of 200$ 
(UJ 

IDnacted in the wake of the September 11, 2001 .~ terrorist attacks~ the 
Patriot Act . ~tates that it seeks to.provide .federal a:uthodties ~with the 
apptopri~te tqols required to intercept and Qb$truct terrorism.>)' Several 

~ The. term ''t!SA ..PNtRlOT Act" i~ an a:cror.iYtn for · tht!l Uhiting mtd Strengthening 
i\menca hy Prmi'idh'ig Apptopriat¢ Tool& Required to. Ittt~rcept and Obstruct 'terrorism Act of 
Q!'OOJ, fu.lj, f,., No, 107'-5:6., 115 Stat 272 {2001),. Itis ¢ommon1yreferred to~$ "the Patriot 
Act." (U) 

J The :m~aut.~criz-c:~.tion Act also direG.ted the. 01G to conduct reviews ibr the same tW() 
time periods on the tJse and effectiveness d( the F8l'$.ttseflfrtational secttrity .letfurs, 
anothe:r im~$tlg<:}dve autlwrit.Y tha:t ·wm• ~~pa:ttded by the Patriot Act. The OJG~s tlrst repc~rt 
on the U:$e and ecJfectiveness of nationaJ ~cu.dty letter authoritY t8 ctmta:itted irl ;i $eJ:mtilt¢ 
rept>rt. {D) 
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Patriot Apt. provisions, inR?.lucfing S~cfion :2lfi~ were origj11a.lly scheduled to 
sugs~t-on Decen1ber 31, 2005. (U) 

On March 9, 2006, the President signed.into law the USA PATRIO·T 
I.mprovernent and Reauthorization Act of2005, which, a.mo.ng othe.t things; 
made penn.anent or extended several Patriot Act pruvisions .. J Section 2.15 
was. not made penna.nent hut was extended.. for· another- ibur years, :until 
Decetrtber 31, 2009. The Rea.uthorizatiorr Act. ak~o resulted in some 
substarHlve changes to Section 215, which\v--e discuss in ChapterTwo, ·(U) 

n. Methodology ofthe OI.G R~view (U} 

In. this revie'w. the OlG examined doc'Lunents obtaine-d from the 
Departme11t of Jtlstice~ (Department ot DOJ) Ofi1ce ofh1teUiget1ce Policy 
and Review (OIPR) and the FBI relating to each instance of the FBrs use or 
atternpted use of Section 215 authority during calendar years 2002 - 2005} 
In additionJ we reviewed Departmentreports concerning the FBI's.tise of 
Sectio-n. 215 authorities. W.e also reviewed a. da.-ssified report prepared by 
the statT of the Senate Select Cort:th1ittee on Intelligence {SSCI.) in 2005 on 
the electronic. surveillance process in counterterrorism and 
oounterint-eUigence ca.ses that inclucle{l a discussion of the FBPs use o-f 
Section 215.5 V.le-a1sq examined FBI~- OIPR, and other DO,J documents 
regarding ·the- in1plen1entatio11 of procedures- for obtaining Section 215 
order$, including documents reflecting the obstacles e11countered by FBI 
and OIPR personnel during the implementation p-rocesss improvements 
made to the process, and other iss1.1es, {U) 

'l'he OIG conducted approximt'ltely 91. in tervievvs o-f FBI and 
Department officials as part of the review. During the field workphase of 
the revie\~"t OIO teams traveled to rnn field offices in New York,. Chicago, 
Philadelphia., and San Fran{;iSCQ to -nf~\1ew investigative case files from which 

3 -The provisions th.athad h,~en $Cheduled toex,pke on lie(;<ember 31, 2005, v.tere 
tempo:ra_._qty extended While Congress 1.\'~l.s attempting to fma!ize ~h~ re~uthodz-ation hHl. (0) 

4 Until the faU 2.0{)6,the·Qffice oflntelhgence Policy·atld Review·wt:ts a separate 
cm:npor1:ent of the Oepi:1rtment. In Mar-ch 2006. the Re-authorization Act authorized the 
cteationofa.·National Security> Division(NSD) \Vithin. the Depatbnerit. ln September 2QQ6, 
Ke-tmeth L. Wain stein was cortflnned as the first Assistant Attomt~V General for the • NSD, 
Slmrtly afkrthat. QlPR's fwlcth.>ns.were tnoved tiJ th~ NSD .. {U) • 

"- Senate Select Com..-.uittee on lnfelHge:nce ,. Committee Staff Audit and Eval:uHtion of the 
Foreign lntelllgenee Surveillan-ce Act. Process (SSGY &'taflAudit)) sscr R'l'port rmm:ber 2005" 
4702, July22, 2oos, fU) 

2 
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requests for Section 215 orders were initiated. \Vhile visiting these field 
officesj 010 personnel interviewed approxixnately 52 FBI employees~ 
including FBl Ass1startt Pirect,oxs in Charg-e~. Speqial Agents in Charge~ 
AssistantSped~l Agentsip. Charge, ChiefDivision C01 .. msel, Supervisory 
Spec.ialAgen~~~ ·c;a.se agents, inteUigenee analysts, and· support personneLo 
\Ve also conducted telephone interviews of25 FBI • agents in other field 
offices who 'l>vere responsible for seeking Section 215 orders. (LJ} 

lrt Washington, D.C.~ 010 personnel inte.rvie'wed 14 seniorFBl and 
OIPR offich::ds \Vho P<1rticipa.ted in. implernenting procedures a11d processing 
requests·for Section 215 ordersJ ·including the·Counsel to OlPR" a. former 
and the cttrrent Deputy General Counsel·of the FBI Office of General 
Counsel's NaUonaJ Security· t,aw Sra.nch (NSL13l~ artd other attorn¢ys and 
personnel from. NSLB and OIPR, {U) 

Ut. Orpniotion of the Report ·(U) 

This report is divided into six chapters. Follotving · t11is h1ttoduction1 

we describe in. Chapter Tv>'o the legal. ba.ckgrnund related to Section. 215 
atlthorit;\ the interrtal.process. in the FBI and in the Departtnent for Sf!eking 
Section 215 orders., and a (-:on.1parison of Section 215 orders to other 
investigathre tool~t .. including criminal toohst which the FBl uses in 
cou11terterrorisrn. ID!d counterintelligence investigations~ {U) 

In Chapter Three~ we provide a detailed examination of the instartces 
in which.the .FBI obtained Section 2 IS orders .from 2002 through. 2005, 
including the nu111bet ofordets obtai11edt the types of infotrnation obtained 
pursuant to the orders, and the number of applications submitted but fot 
which orders were not obtained, At the end of Chapter Three, ~Ne discuss 
whether w·e identified any improper use of Section. 215 authority. (U) 

In Ch.a,pter Fotlr~. we describe our analysis• of the implementation of 
procedures Jbr obtaining Section 215 orde.rs,~ th.e delays in processing 
Section 215 requests, and other problems that. affected the .. b"'Bl's abiHty to 
obtah1 Section 215 orders... fll) 

In Chapter Pive~ \Ve present our findings on the use and effectiveness 
ofSection.215 orders., including our evaluation of methods and proces~es 
used to collect~ retain~ analy~-e, and disseminate information derived· from. 

6 FBI field. offices axe.also referred ttJ.a.s "divi$kll1s." The Chief. Division Cutu1sel nr CDC 
is the legal officex for the fieid c}ft1ce, (U) 
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these ort:le.ts, and ho\V the orders were used in cottntertetrodsnt and 
cnuntetirttelligence .. e:a$es, Chapter Six containsot.tr CQhcltJsions, (U} 

The Appendix contains the comments of the Attorney General and the 
Director of Natkma1• Intelligen(.;-e in response to the report, ·(U) 
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CHAPTER TWO 
BACKGROUND (U) 

This chapter provides a. description of the legal backgrotmd reia.ted · tq 
Section 215 a.uthotit'y; the internal ptoces$ in the FBI and in the 
Department .for obtaining Section 215 ordets, and. a desc.riptio11 of and 
comparison to other investigative tools, including criminal tools; .. available tn 
the FBI at certain stages of its counte.rtetrorism and counterintelligence 
investigations. (U) 

Il. Legal. Background {U} 

Pursuant to Section 215 of the Patriot .Act. the FBI. rnay obtain ~any 
tangible things." including books, records; and other items,. fton1 any 
business1 organization,. or entity~ pnrvided the item or items are for an 
authorized investigation to protect against international terr<misnl or 
dattdestine inteUig:ence activities. Section 21.5 did not create any new 
investigative authority but instead expanded existing authority found in the 
Foreign Intelligence SutveiUance Act (ftiSA} of 1978. 50 l.J.S.C. § 1801 et 
seq, First we describe the authority as it existed in FISA prior to the Patriot 
Act Next. we describe the changes to the ·authority ·n.rought about by 
Section 215, Thereafter we briefly describe the controversy concerning 
Section 215 that atf}se afte.r pas-sag'e of the Patriot Act· {U) 

A. Foreign Intelligence Surveillance Act of 1978 and the 
Business Records Provision (U) 

FISA requires the FBI to obtain an order from the .Foreign Intelligence 
Surveitlance Court {FISA Court} to conduct electronic surveillance to collect 
foreign. inteltiget:~.ce info.nnatkm.7 <.1enerally, to obtah1 a FlSA order~ the J<''BI 
must sho-\3.-~ that there is probabk cause to believe that the target ofthe. 

1 F'1SA applications and orders are dassHlt~d, and intd1i~1nce developed under FISAis 
t'l1SI'J classified~. generally at the Secret level. Foreign intellig-ence is defined as information 
that relates to the ability of the United States t» prot-ect against: (lJ a.ctual or potential 
atta~ks of a. .foreign power or an agent ofa.threi,_~ powet; (2) sabot.a.ge or 1:n.terrt.~H:iona1 
t.errorhnn; or (3J <:larn:le~tine intelligen<Xl actiVities; of h1formation that relates to the 
tlati.!JmH defense, ~turity o.r cor.J.ducto.fth.e f<~reign affairs ofthe UrJfud. States, sn U.S.C, 
§ 180l{e), (U) 
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st.lrv~Hlance is .a.Jorpign po·<.ver or an agent ofa for¢ign.powet, a term defmed 
by FISA that includes terrorist organiz-ations. s Applicatkms f<)r FlSA orders 
are prepared fl.nd present~d to the FfSA Court }Jy the. Dt~partmenCs Office qf 
Intelligence. Policy and Revie·w (OlPR} Y {U} 

Cong:ress·provided.the. FBI tvith additional investigative fl.llthorities 
pursuant to FISA in the tnid~l990s, In 1994, F'ISA Wp,s antended to permit 
the I?ISA Cot1rt: to approve applicatiorts few watrantless physkcal searvh¢s .. 
50 Q,S,C, § 1822 etseq. In 1998~ Congress amended FISA again to 
authorize the FBI to apply-to theFISA Court·for orders.compe:lling certain 
kind~1 of businesses JJ) ~release records in its possession;, to the F'BL m 
Ho\vev·erj. this amendrnentlirnited the scope·ofthe authority to obtain 
business rect.1rdsfro:rn four types of entities"' common C@.triers~ public 
E~.ccommodation facilities~ physical storage facilifiesr or vehicle retital 
facilities. The an1endroent did n.ot further define «.records/" This provision, 
which \Vas originally codified at 50•U.8.C, § 1862, became knovvn as the 
"business recort:ls" provision and was the pro-v1sion expanded by Section 
215 of the Patriot Act. 50 lJ.S,C. § 1862(b)(:2)(B} (1998), as amended, 50 
tJ.S, (\ § l 861 (200 1)' {tJ) 

The 1998 business records amendment also required the FISA 
application to specifY that t.he records w•ere sought for an investig~11ion to 
gather fnreign it1telligettce inforn1atit:>n or an investigation concertting 
international terrorism and that there wen~ uspecific and articulable facts 
giving reason to believe that the person to whom the records pertain is a 
threign power or an agent ofa foreign pmver.~ .50 u,s;,c, § 1862. {2000 ed,) 
This language meant that the FBI \\ra.s Iim.ited to obtaining inforrnation 
regarding a specific person or t-ntity the FBI 'Vlt'l.S investigating about whom 
the FBI had individualized suspicion. In addition, the amendment 
prohibited the entity. complying \vith the order from disdosit1g either the 

,s Fm' a. d~scr:ipthm of the requh't"ments of FISA and how they were interpreted by the 
Departrilent a:nd the courts ptiot to the PatriotAct. see. the OH:Ys teport1 "Review qfthe 
FBI's Hi:\tldlirtg oftnte.lHgence Information Rel~ted to the Se.pternbet 11 Attacks;•, pages 44~ 
53 (June 2006 --· unredatted and unclassified version). For· a• descriptiot1·<>flww the Patriot 
Act expanded certain attthotities m1det FISA, .. see the {)fG's rep!)tt titk>d "/\ Revi.-:lW of tht:l 
FBFs Hru1dling of the .Brandon .M~yfidd C-.~l'W", t$ges 221-224 {March 2006), {U) 

~ We ttist?tlSs the process for obtaining a FIS.A order and OlPR~s roJe in the process h1 
more detail in Section JH C belov,.-\. (ll} 

w The 1998 amendment also allowed· the FBl to obtain FlSA orders to Ulile pen register 
ot trap and trace devices, "<Vhich .alkw;..· the f'BJ W obtAin the telephone numbers cli<:.\led .·to 
$-nd from a partict1.lar telephone lHunoor, 50 U .S,C. § 1842 et seq, ·we· disct~.ss pen register 
and trap and tra.ce devices in Section IV belo\v and in Chapter Three, (U) 

~IT]\ ~1.[ 
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existence of the order or any it1fo.rrnatio.n produced in response to tbe order, 
(lJ) 

Subsequent tn the 1998 FISAamendmentcreatingthis investigative 
authority·and prior to the passageofthe Patriot Acton OctOber 26) 20D1t 
the FBI obtained only one FISA order for business records. This orderwas 
obtained in 2000 and related to the production· of business records frt:>rn an 

I I~···· (U) 
B. Expansion of Business Records Author.ity by Section 215 

(U) 

Section 215 of· the Patriot Apt significantly expanded the scope of the 
In3Fs investigative anthority pursuant to the business .records provision. of 
FJSA and lowered the .standard of proof requited. The pertinexrt part of 
Section 215 pro"rides; {U) 

The Director of the Federal. Bureau oflnvestigation ·or a 
designee of the Director (whose rank. shall be no lo\ver than 
Assistant Special Agent in Charge) may make an application for 
an order requiring the production· of any tangible things 
{ihdttding books~ records~ papers~ documents, mid other ·items) 
for an investigation to obtain fq.reign intelligence information 
not concerning a United States. pe,rson .or to protect against 
international terrnris.t:n or clandestine .intelligence activities; 
provided that such investigation ofa Dni ted St-<ttes person is not 
C01:1ducted solely upon. the basis of activities protected. by the 
first amendment to the Constitution, 50U,S.C. § 186l(a)(1J.II 
(U) 

While·the old language limited. the reach of this ty·pe of investigative 
authority to con1rnon carriers, public accommodation facilitiesi physical 
storage facilities~ ·or vehicle rental facilities, the ne\V •language does·not 
explicitly limit the type of entity or business that can be catn .lied b a 
Section 215 order. So, for exarnplei 

11 ''United States person" is det1ned as a. titiz.~t), legal permanent resident, or 
unincorporated assoda.tion in \vhich a "substantial nuntbt'lr" of mf.unbet$are cittzens cJr 
legal per:m~nent residents, a.nd co.rpor~tionsin<~orporated in the United Sta.tes·as long: as 
l::mch a~soch~.tion.s or ~::orpora:tlon:s an:: not themsdves "foreigrt potvers.,. .50 UA£tC. § 180 l(!j 
{2005), I:U.I 
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Second~ Sectiotl 215 of the P~triotAct exp~nded the c~tegorie$ of 
documents that the FBI can obtain under·the business records pt'ovi.sion of 
FISA. The FISA business records provision was limited to ~records/' while 
Section 215 provides that. the FBI :may obtain an order for "the prodm:;tJon of 
any tangible things {including b.or>ks, records~ papers) documents) and other 
items}.ff This mean.s th~ FBI n1av obtain ursu.ant to Section 215, for 
example) )Sf !U) 

Section 215 also lowered the evidentiary threshold to obtain an order 
ttnd expanded the number of people whose information could be obtained 
through such an o.rder, The pre .. Patriot.Actlanguage te<Qtlirecl that the 
records stn.:tg.k:tt pertain to a person about \Vhorn the FBI could sho\v "specific 
and articulable facts~ demonstrating that the person was a foreign power or 
ah agent of a foreign power and that the information was for an 
investigation to gather foreign intelligence information. or an irrvestigation 
conc-erning international terrorism. . Section 215 no longer requires that the 
items being sought pertain to a person whorn the FBI is investig-ating" 
Instead~ tlxe·items sought need on.I:y be requested ~for an authorized 
investigation conducted in accordance with [applicable law and guidelines] 
to obtain foreign intelligence inforrnation not concerning a. United Sta.tes 
person or to protect against international terrorism or clandestine 
intelligence activities." 50 lJ,RC. §186T(b)(2J. This standard~ referred to as 
a n:Hevance sta.ndard, permits the FBI to seek information C(Jltcerning 
persons not rtecessatily under investigation but whoatetonnected in son1.e 
\vay to a person or entity under investigation, Ic:t (D) 

Almost itnrnediately after the Pt-ltriot Act was enacted, public 
controversy focused ·on the scope of Sectiqn 215. We hrie.fly describe this 
controversy in order ·to pro-vide context for· the FBI's and OIPR's actions v.ith 
respect to Section 215 authority lxrt\veen 2002 and 2005, which we describe 
in detail.i11 Chapter Three. (0) 

Public concen1s about the sco:rre ofSection 215 authority qpickly 
ce11tered <1!1 the ability of the :F'Bl to obtain librmy records, inclnding· books 
read by or loaned .to library p~ttons .. Many public con1mentato-rs. begart to 

l~ The Re~Jlthorw.:.;3th>~1.Act re\<'.i&->d the latiguage of Section 1&62{b){2} ftu-ther by 
px'ovkhng that tangible things are presumptively relevant when they pertain to entitle$ or 
individuals that are!breign powers, ?.:_gents of l~"ln~ign po\>.Tef$, $\lbject~ of authot!t~;,.<d 
count&:rterro:rism or counterinteUigence h1'Vestlgations, or individuals knowtl to associate 
wiUl. stH:~Jeoe:ts t.lf sud) investigations, We dist:uss adclitkmal changes to S-ection 215 by the 
Re<.'tuthorlli.:ttion Act in Se.ctio:rl 11 D. fU) 
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refer to Section 215 as the "library provision.w Librarians, th¢ir J.'H'ofessional 
<ls$od~tth->ns, a.nd others voiced concerns abOlJt the potential First and 
Fourth Amendm:ent hnplic..<ttions of compelled production of.library 
tecotds. ts The First Amendment concerns related to the broad reach of 
SBction 215 and a1so to the so-called "gag provision/' which existed under 
the previous version of F'fSA and which forbi<;ls recipi~nt(S of Section 2;15 
orders frmn disclpsing the e:x:istence of the order or a11y infqrmation 
obtained pl,lrs-uant to an order, thqs prohibiting recipiertts from challenging 
the order.. (U) 

According to Department O-fficials and our examination of all 215 
applications submitted to the Departrnent through 2005~ the F:Bl has never 
obtained a FISA Court order for the production oflibrazy rectl'rds. However~ 
we discu.ss ill Chapter '1'hte~ Wequests from FBI field offkes askil1g FBI 
Headquart~.rs to seek to obtain information from a. library. One of th~ 
requests. was thnv~rded to OIP}<, but this .request was never presented to 
the FISA Court, Anoth~r request Wf!S r1ot presented to OIPR a.fter review by 
FBI a.tton1eys, ~···· \ U) 

D. Reauthorization te:gislation Results in Additional Changes 
to Section 2:1.5 (U') 

The Reauthorization Act in<,~luded sorne substantive t·urte11dmet1ts to 
Section 2L5 in addition to extending it for four years untll December 31, 
2009. For example, the Reauthorization .Act provided that Section 215 
orders must, among other thingsr contain a. particularized des-criptiQIT·ofthe 
items sought a.:nd provide for a reasonable time to as$ernble them. In 
ad,dition. the Act esta.blishetl a detaile-d judicial review process for n~cipients 
of Section 215 orders to challenge their legality pefore a F'l$A. Courtjudge. 
(U) 

Additional changes to Section 216 were adopted with the passage of 
the USA. PATRIOT Act Additional Re.authorizing Amendn1ents Act of 2006)4 

1.1 Por example, the American Library Association (ALA) adopted a resolution declaring 
that the ALA "cons:iden>.sections. of the lJSA PATRIOT Act. , , a pr~sentdanger to the 
t;oonstitutl~:mal rights and privacy right$ oflibtary users." and U.tgecl the Cot'igress topl'b'v'icle 
additional oversight and <:tmend or change portions of the AcL" Resolution on the.USA 
PATRIOT Act and Rda.teci Measutes .. Tha.t Infr.in_ge{}:n. tht_: Rights ofUln'ary Llse:rs (Jan, 29, 
2003}; (U) 

14 !3oth the 2005 Reauthorization Act and the 200ti · ReaP.tlwrizing Amendments Act 
tvete signed into law on Match 9., 2006. Altho"tJgh the <:on.ference Don:mrittee had approved 
the 2005 Reat:tthorizatiol1 AGton December 15, 2005, the full Congr:es.."> was unable to vote 
on th~ bill.because .of an 11-week. filibuster in the Senate, During this 11 ~\'\reek period, 
(cont'd) 
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For exar.nple~. the 2000 amendments prnvided ·that·~ recipient of t-t Section 
215 order may petitio11 the EISA Court to modify or set aside the 
nondisclosure tequirernent after one year from the i~suance ofthe !)rder if 
ct~rtain findings are mad.e,ts {lJ) 

m. The ProceS$ fot Seeking Section ·2.15 Ordets (U) 

The FBI had obtained only one FISA ontler .for business records prior 
to passage of the Patriot Act in late 2001} .and no \Vritten policies, 
prQcedtttes; or templates for requests or applicationsforSection 215 orders 
e-.xisted.in the FBI or OIPR. The general process described below \Vas 
developed and refined bet\veen 2002 antl2005t as w·ere templates tor the 
field office~/ requests for Section 215 authodt:J{ and for applications to the 
FISA Courtfor Section 215 orders,16 (U) 

A$ described below, the.proc.ess to obtain a Section 215 order 
generally involves five phases: FBI field office·initi,atiot1 and review, FBI 
Headquarters review> OIPR review" the FISA Court revk~·v,;~ a..nd FBI service of 
the order. BAlch phase is discussed in the foUo"'i.n.g sections. {U) 

A. FBI Field omce Initiation and Review (tr) 

The process begins when att FBI case agent in a field office determines 
that m a counterterrorism or counterintelligence investigation there is a 
need for business. records or other items for which the approrn1ate 
investigative authority is Section 215.17 For e.xample, .... I ________ __, 

{:Jong:t-eR~ twtce ten:tpotari.iy exte.n.d.~;id. tb.e provisions o-f the Patrint Act that ¥-tem scheduled 
to e~'q)ite on December 31, 2005 ·-- ·the fih!t time until Febrmtry 3. 2006~ antl the ·~>'¢f.:fHld 
time until March H). 2006. Congress reached a comprotnise i:n eatly March 2006. A~ part 
pf the compromise, Congress agreed to make $Ofl:\e substantive thatlges Rt S~(:tim:'l. 215 that 
were itwh.'lded in a sepatate hill- the USA PATRIOT Act Additional Reauthorizing 
Am.enthnents Act of 2006. (U) 

15 tJSA PATRiOT Act Additional Reauthoriz-ing Amendments Act of2006,. Pub .. L No, 
109·178. Bec~mse these amendments were not in effect unt1l2006, we will discus,.~ them in 
greater detail in au.r t-eport conce:ming Section 215 on.1e:rs ·obtained by the FBI in CY 2006, 
whichJs clue to Congress hy December :31, 2007, fU} 

Hi \'1./e · de$t:-wibe in detail i:n C~ht~pter Fm.a· ·the ft\cts c<>nceming the devdopn1ent of this 
fH'CJCess and the FBI and OI.P.R. ten:lpl.ate$, {D) 

n The FBJ and O!FR • still refer to :reqttests for h:rvestigative authority pursttant to 
Section 215 a.s ••trusiness r-ecords reque::lts" or "business records appH.cati~1ns/' \Ve 
pti.nmrily ·use the terms "'SectiTh."l 215 authority" or "'Secti.on 215 orders," but we may· use 
the term "bus{ness records» interchangeably i!'l this. report. (U} 
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....__ ___________ ___,! ~ ·lT;I 

First,. the agent n1ust prepare a business records request form that 
requires the agent to provide, among other things> thefollo~"ing information: 
a briefstunmary ofthe investigl(ttion, a .specil1c description.ofthe itenls 
requested, ali explanation of the rnanner .in whic;h tl:te requested items are 
expected to prcNide foreign intelligence in:Jhrn1ation1 and th~ identity of the 
custodian or owner of the requested. items. The request is reviewed and 
approved by the squad's Supervisory Special Agent, th~ Chief Division 
Counsel. and tbe Special Agent :in Charge. at the FBI field ofllce. The 
request is then se!lt to FBI Headquartf;rS forfurther revietv and 
processing.J9 (tJ} 

FBI Headquarters Review (U) 

The field office request is fonvatded to FBI Headquarters to both the 
«stlbstantive desk~' (in the Counterterrorism :Division ot Counterintelligence 
Division} and. the Office of General CounseYs National Security Law Branch 
(NSL13), Both review the request and detewine whether it metitsfurther 
proc~ssing. The tield case agent 111ay be contacted for additionaJ 
information or cla:ritication. If a :request is rejected, no adgitional.workis 
done by the substantive desk or NSLB. (U} 

lf the request is approved, an NSLB attorney drafts the application 
package that will be forwarded to OIPR. The application includes a specific 
description of the Jtems requested, .a description of the underlying 
investig~tion, a cl.escri:ptio11 ofhow the FBI expects the requested items to 
further the investigation, and the custodian of records. The NSLI3 attorney 
als-o draft~ the order for the FISA Courtjuci.g~'s signature, which specifies 
theiterns to be p.rocl.trced and t11e time period within whi<=l"t the jten1s must 

18· The i\ttorney General's Guide1tn.es for F'Bl National Security hlvestigations. and 
Foreign Intelligence Collection ptesc.tibe the ilives.tigative tech:riiqtl~$ available a..t each stage 
ofan investig:::ttion, (U) 

l 9 The business re:cards requestforin. was not fmalizm:l and distributed \vtth guidance 
to the fiekl. by the FBI's Office of General Coun~l until October 29, 2003:. Prior to that 
time, FBI fi.dd.offi.ces subtnitted an Electronic Cmnmunic:ati<mor EC, the standru:dJorrn of 
communication within the FBI, to fBI Headquarters settingforth thetleld offiCe's. requecSt 
for Section 215 authority, ECs are ~ploaded" ilito.a comput-er system. caJled Automated 
Case Support or ACS, which has heen the FBFs centraliz-ed case management system since 
1995, (U) 
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be produced. The NSLB attorney v/orks with the case agent and other FBI 
perso11nel to obtain the h1forn1ation the·NSLB attorney belietves•is necessary 
to irtc1ude in the application. The draft application package is. reviewed by 
NSLB supervisors and forwarded to OIPR after &"':ly additional revisions are 
made·as a rt~sult ofthe NSLB supervisors~revimv. (U) 

the NSLB attorney tb.r.vards the drt--'ft application package to OlPR, 
and the request is assigned to an OIPR attotney.2o The OIPR attorney works 
with the NSLB·attorney_. case agent$, .and occasionally FBI intelligence 
analysts to finalize the draft application package. The OlPR attorrxey may 
ask for additional information. about the ·items requested or about the 
tlhdedyirtg imtestigation ax1d n1ay include additkmal infotmatiot'l in· the 
application.. The draft application package is then reviewed by .ar1 OlPR 
supervisor~ called an .Associate CounseL who may also have concerns or 
<:file&tinns that rnust be resolved.~1 Upo.n completion of the final \terskm, the 
sigrxattlte$ of designated. senior· FBI personnel are obtained and the package 
is prepared Jew presentation to the FISA Court by an 01PR attorney. (lJ) 

D. FISA CQutt Review {U} 

OlPR schedttles the case an the FISA Courfs docket. for a. hearing and 
provides the :FH~A Coutt with a copyofthe application and otx.ler., \Vhich is 
called. a ('read~· copy. The FISA Court} through a FISA Court legal advisor, 
may contact. OfPR prior to· the•·hearirtg ">vith. additional questions or for 
clarification after reviewing the read copy.ofthe applka.tJon and. order. OIPR 
and the. FBI then address any of the Coures questions or concen1s and 
rnake any necessary revisions to the· application or r:n·der prior to the 
hearing. The application. package is then formally presented to the FISA 
Court for its review and approval at. the scheduled hearing. If the FISA 
Court judge approves the application> the judge sig11s ·the order ·approving 
the applicatit'Jn, At the hearing~ the judge may request additional 
information fton1 the government, In addition, the judge rnay make 
handw'ritten changes to the· order) such as the length of time for the 
recipient to produce the item_s} and~ if so, tviU sign the order vv'ith the 
h d '.- ·· · · ·d• 'f' •·· ·•··.· ·· ·· · 2'" (If\ . an wntn:m .m.o .. ttcatums. "' · .. ~~ 

2J} NSLB ~tnd OlPR. did not agree on a form or template Section. 215 applkati<>n . until 
mid- to late-2004, (U) 

21 At the time of .our revi.twt, in addition to Associate Cou:t1sds, OlPR also had three 
[)eputy Cm,uisets m:ulwa.s headed by the Cotmsd f()tJntelligen.ce Polic~v, (U) 

n We discUss ttlodificatio:n of l"tSA otders in more detail in. Chapter Thre;e. (U) 
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The order is returned to· the requesting FBI Jieki oi11ce or ·the field 
office closest to the recipient of· the order tbr. s~rvice ort the redpierl,L A copy 
of the orderis also maintained at OIPR for its records. The order is served 
on the provid.er designated .in the .. order. The order sets .forth fu.e time period 
for producing the items. The provider must produce the items requested in 
the order to the FBI field office which served the order. (U) 

IV. Other lnve$tigative A:uthodty Available to the FBI for Th.ir<l»hrty 
Information (U) 

In addition to Se.ction 215 orders, the FBI has several other 
inve~:;:tigative tools that a.llo\-s.r it to obtain. information fl-om third pa.rties in 
national security investJ.gationsA~1 For example, FlSA pennits the PBI to use 
pen register and trap and trace devices tu. identify incoming and outgoing 
telephone numbers on a particular telephone line. Pen register and trap 
and trace de-vic:es do not allow the FBI to listen to the content of the 
telephol1e caU,2+ JU} 

Sorne investigative authority rests directly with the field offices and 
does not :teqttire FBI Headquarters or FlSA Court approvaL For example~ 
na.t.ionaJ security letters {NSL} are written tonm1ands from the FBl to entities 
SUch as telephone·CO:rrtpanies, tl.nandal institutions~ and Credit agencies to 
produce limited. categories of customer and consumer tran.sactJon 
information, In the. field, SACs are· authorized to approve NSLs. Field 
offices rnay also send V\Jluntaryletters asking a third p..<rrty to provide 
infonnation that falls outside the $Cope ofthe NSL statutes. These letters 
are typically signed by the field office SAC. (U) 

In national secudty inve.stiga.tions with a c.rlrnit1a.l nexust the FBI can 
ask· the United States Attorney's Office to obtain gta.nd.juty subpoena~tfor 
third.-party information. The•gtand Jury subpoena is the criminal 
inve.stig-ative tool that .mostly closely resembles a Section 215 order. 
Generally speaking. the la\v permits· grand jurors to obtain non;. privileged 

n For this repOrt, national sec:u.dty bvestigations refer toinvestigations involvi.-qg 
ct.Hmterte:rrorism or countetirtteJlige.nce components, fU) 

l-~· FlSA permits the FlSA Co1.~rt to aulhom~ GPHection of this in.fonnadon. for up ti.J one 
ye.:Irin. cases of n.on"U,S. persons and 90 ~.:hly:-. in cases of U$. persons, Orders for rlort." 
l:J, S. pers~)fis may be rerte\>i>'ed for one year, a.ncl orders for u.s. per~or:t~ :~na;y ·b(!. t'f.'J'lt.~w·ed fot 
a.n. a.dditional90 days. SO U,S;C. § 1842-{ej, (U) 

~ ~-··\U) 
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eyid.ence, ·in eluding a.ny recnrd.s and tangible iten1.s, relevant to the grand. 
jucy?s investigation, Ager1ts conducti11g a national s~curity investigation 
with acrimina1-ne:xus,how·ever\ do not have to ,seek FBl Headqvarters or 
NSLB approv'a.l to obtain a grand jur}' subpoe11a. Grand jury sul"lpoenas are 
issued under the signature of the prosecutor supervisingthe grand jury 
in vestig(ttion. {UJ 
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CHAPTER.. THREE 
EXAMINATION OF SECTION 215 ORDERS OBTAINED lN 

CALENDAR YEA.RS 2002 THROUGH 2005 (U) 

I. Intr.odu¢tion (U) 

As part.ofthe OlU's review of the use and effeqtiveness of Seqtion 218 
authority, Congress directed the OIG to include an e-xamination of the 
foUowing~ {U) 

• Every business record. application .submitted to the FISA Court 
including whether; (a} the FBI requested that the Department .of 
Justice subrnit a business record application to the FISA Court 
and the a.pp1ica.tlon wa.s not $ubruitted, at1d (b) whethet the 
FISA Court granted~ modified, or. denied. any business .record 
application.; {U) 

• The justification for the failure of the De~qrtrnent ofJustice 
Attorney· General to issue im.plementing procedures governing 
requests for business records applications and -vvhether such 
delay han-ned national security;. ftJ) 

• \Vhether bureaucratic or procedural im.pedim.ent.& prevented the 
FBI from ''laking full advantage# ofthe FISA business tecprd 
p.r<Jvi.sion.s; (U) 

• Any notev-wrthy facts or drcum.stances concerning the business 
record requeshh including any iU.ega.l or i.m.proper ·use of the 
authority; andt (U) 

• The effectiveness of the business record requests as an 
"investigative tool,» including: (a) What ·types of records are 
obtained and the itnporta.nce of those records in the intelligence 
activities of the FBI and the DOJ; (bJ the m.anner in· which the 
inibrm.ation. obtained through business record requests is 
collected~ retained~ analyzed~ and disseminated by the FBT; 
(c.) \v·hether a.nrl how often the FBI used information obtained 
from business record reque$ts to produce an ·•·analytk:a1 
intelligence product» fbr distribution to~ ru::nting others~ the 
intelligence commtmity or federal, state,, and local governtnents; 
a.nd {d} whether and ho\V often the FBI provided information 
obtained from.· business record requests to kt\-v· enforcement 
authorities for use in crhninaJ proceedings, (UJ 
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In the next. thre.e chapters _..Chapters Three, Four~ a.n4 Five-- we set 
forth. the infonnation we obtained in. cunnection with these directives, and 
our analysts <.lf this information .. ·we begin in Chapter ·Three with a detailed 
exmnin,gtion Qf th.e Sectio11215 orders obtained in CY 2002. thto11gh 
OY 2()05, We- discuss the number ototd.ers obtai11ed> the types .. of 
information obta.inecl pursuant to th.(; orders) t11e number ofapplications 
subrnJttecl to F'Bl Head.qu.grters or to OIPR that \Vet;f31ater with.druwn, gnd 
the number·ofSection 215 orders that we~. modified. At the end of the 
chapter; we di$CtlSS whether \Ve identified. anY improper use of Sectign 215 
orders.. (U) 

II. Two Uses .of Section 215 Authority Between CY 2002 and 
CY 2005 (U) 

During the period covered by our re,riew, cy· 2002 ·through CY 2005~ 
the FBI and OIPR submitted to the FISA Court application$ for t\\><D different 
kinds ofSection 215 authority: •<pure~ Section 215 applications and 
cqmbination or 1(combon Section 215 applications. (U} 

A "pure" Section 21~ applica_tion is atennqsed by OIPR torefer to a 
Section 215 application Jbr any tangible item that is not associated with 
applications for any other FISA authority. For example~ a Section 215 
request for dtivet'sJicense records from state departments ofn1otorvehicles 
\vould constitute a pure Section 215 request .. (U) 

A «cornbo·~· application is a term· used by OIPR .to refer··to. a Sectiotl 215 
request that vvas added to or combined. with a .FISA application for pen 
register/trap and trace orders. The use of the combination request evolved 
from OlPR.rs; deten11ination that FJSA pen register/trap and trace orders did, 
not require proviqers to turn over· subscriber inforn1a,tion associated with 
telephone numbers obtained. through the orders.2s Unlike crh11inal 
investigation pen register/ trap and trace orders, whiCh routinely included a 
clause tetJtt.irirtg the prnvision of subscriber information~ FTSA pen 
1-e,gist<:~rfttap and trace· orders did not ooil.t~lin such provisions. 'J'hus, while 
the ·FBI· could dbtain. the ntu:nbers dialed to and from the target·nutnbet 
through FISA orders., FBI agents. had to employ other investigative tools, 
such.as.national. security letters, to obtain the subscriber h1.fotmaticm., ln 
ordcerto stre;a.tnlinethe proc:ess for obtaining s'Ubscriber infonna-tio11, 
beg,rinning in ea.rly 2005 OIPR began to appen£1 a request for Section 2J5 

"il~• As c!i®U.s~d ~bovr., th~ FBJdid not obtain authority to use. pen registerand trap 
~nd tJ~.c::e .d:evkes in natio-nalsect.trity investigations until b'ISAwas amended in 199ft {U) 

... ···············--- .~~~-~-~ 
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orders to applications for FlSA pen register/trap and trace authority. The 
result· was that inforrnation obtained in a FISA pen register/trap and trace 
nrder \vas equivalent to the irtformation·obtained in a. crh11in.al pen 
register/ trap and trace ord.er. ~6 i\s ofNlarch 2006f Section 215 o:ntlbimrtion 
requests \vere no longer necessary" because the. Reauthodzatton Act 
authorized the disclosure of subscriber irtforrnation in connection with FI.SA 
pen register,ltrap and trace orders, {U} 

Ill~ PuJ'e Section 215 Applications and Orders for Calendar Yeats 
2002 Through 2005 (U} 

We describe L'"l this section the number of pure Section 215 
applications submitted to the FIHA Court during calendar years 20D2 
through 2005; how rnany ofthese applications were apptoved; tl1e nuJnber 
ofU,S, pe~rsons andnon"tLR persons referenced in. these applications; the 
types of records obtained; and the FBI field offices that obtained Section 215 
orders fro.m the FISA Court. \'Ve then report the Section 215 requests for 
which orders ·v;rete .not obtained; which \\'e call «withdrawn.'> applications, 
and. the .reasons for the withdta\val of the ttpplicatitn1s.27 (U} 

A. Number of Pure Section 215 Orders (:0) 

}''or calendar years 2002 through ·2005, OlPR subrnitteda total of 21 
pttre Section 215 applications for FISA Court approvaL AU of these 
applications were. approved, The nrst pure Section 215 order was .approved 
by the.fi'ISA Court on May 2lt 2004> mote than t\voyea.rs after the Patriot 
Act was enacted.2B The FISA Court approved si.x more Section 215 
applications irt CY•2004~ for a total of seven~ The FISA Conrtapproved 14 
Sectiotl 215 applications in. CY .2005 .. ~} iU'i 

l ' 

16 We interviewed &>"\.rend· FBI agt:;nt$ who tol.d us they '-Vete not aware o:f the addition 1:1f 
the Section 215 tequests t.o pen tegjster /trap and trace· r-equests., Some agents we 
interviewed were not aware that the pen register orders had been modified to include 
subscriber inibrmation, and the agents toMithe OlG U1ey were stil1usil:1g national security 
ktt~.:t'S to obtain.•· th.e subscriber iilfbtmatibn, {t!} 

t-; In Section V, we di.sc1JSS the i.l\lsu,e of 1)1i':.ldified orders in detail; after we examine the 
pure an.d combination. ordet$.~ because botl:tpure and combination orders w-ere. modified, 
(tn 

:Jif The F'Bl began submitting Section 215 requests to OlPRin spring 2002, butt'ifYn~ of 
the requests initiated :in CY 20{)2 ·were pn.~se:nt(~q to the FlSA C<J"UtL The first reque$tfot 
w~hich a Section 215 order was obtained \'\'as submitted hv the f<''J:3l to G1PR in October 
200.3, We· di~'CU.ssthe dela)"S hl obtaining Section.215 orders. in ChapterF'our, {U) 
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Although a.total uf21 Section 215 o:rders.·were approved, they 
concerned only 18 unique requests. Two oftherequests w·ere.for·th.e same 
pro\rider> and the target&~ TargetAand TargetS ""'\Vere connected in. the 
same investigation. After the applicatim1s \Vel"e·approved by the F'ISA Cotcwt 
and before the orders were served~ .NSLB .learned ·that there was a mistake 
in the.application .concerning Target Aihatneedect.·to· be correded.Z9 In 
early 2005~ •OIPR submitted a corrected apphcation. a.nd obt.<1ined an order 
in the sp.ring2005 for the sa:merecords for Target A. Before the orders were 
served~ the F'Bllearned that a subcontractor~ and 11ot the provider listed .ih 
the orders; wa.s in possessi<m nft.he records for both Target A and Target H, 
The FBi· then suhrnitted new applications fQr bQth Target A and Target a for 
the same records but a. different providctj. and these t-lpplications were 
approved ln summer 2005, Tht!s~ the FBI submi~ted t\Vtl correct¢d 
applica.t1otls for Target A and· one corrected application for Target B~ and we 
do not consider these corrected applications as unique. · (U) 

Orw of the ·18 Unique requests was for telephone subscriber 
iriformation. ·\'Villi respect to this request, the field office had· prepared an 
a.ppl.ica.tinn for a .FISA pen register/trap and trat:e order and \Vanted to 
obtain the subscriber information "\\1thout using nationt·d. security··•Ietters. 
Th-e fidd office supervisor dealt directly \Vith OlPR's Counsel for· Intelligence 
Policy, and they discussed the case \~lith a .r~lSA Court judge in person. As n 
result of these discussio.nst OIPR.subm.ittcd an application fora Section 215 
order for the subscriber information, The F18A Court appro\"ed two orders -
one •for the pen register and trap and trat.>e devices. and a,. Section 215 order 
for the related subscriber intb.rmation. This order was signed on. October 
271 2004. Thereafter OIPR began appe1.1ding requests for· Section 215 orders 
for subscriberihformation to FISA pen register/trap and trace applications, 
~····m! 

29 The FBI dedded to '-"'~:tit· to serve the order fot 'Target B until the new order for Target 
A harl. been obtained, fUJ 
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TAB.ti1l3~ 1 (U) 
Pure $eeUon 2lS·Otders Issued by the 

Foteign. Intelligence Swveillance Court (U) 

We also identified the tJUlnbe:r ofU,S. persons and non~tJ.BL persons 
referenced in. the pure Section 215 applications that \\."ere.subnlitted.and 
ap}Jrnved by the .F'ISA Court. so The following table shows the results fnr 
calendar years 2002 throngh 2005, (UJ 

TABLE3 .. 2 (U) 
Number of U.S. Persons and Non .. u.s. Persons Referenced In 

Section 215 O..d..ers (U) 

'TotaL U} 

As the·ahove tahle shows~ in the fitst calendatyea.t it1. whkhfH .. lte 
appliCations \Vere submitted! ton-U.S. persons we.re the 
subject of the applications. ln the secrmd yeal\ a lications resented. to 
the FISA Court refiecte f U.S.. pet&'tms 

S) 

30 The OlG used ·the information th~tt appeared irt the Section 215. applications to 
determ!neif the· subject v."tis a l.J,$L perso.n or :nonkD Jt person, As previou4)y noted, fo:r 
pqrpmi!tts of tb5~ report a lJ .. s. pet'$on .is ddin(!d as a U .. S.. citizen m· lawful perm.anent 
re~kknL {U) 
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B. Types of Records Requ~sted in Section 215 Applications 
Presented to the FI$A Court fU) 

\'4le also identified "tlw type of business records that were sought in the 
Section 215 applications submitted to the FISA Court during uur teviexv 
period)'J T'd.hle 3,3 &hows the 11ine types of records that were requested and 
the number oftin1es those types of records were sought during calendar 
years 2002<2005 .. :13 Examples ofthe types of tec..'Ords obtained includt~ 
driver's license records.! public accornmPtlations~ ~partrn~axt records, credit 
card records, and telecon1munications subsc.riber.intbrmatio:nfor teleph.t'Jne 
nt.t.mber$. (U) 

31 I : ~, 
r---........ ------------------------------~,\J,i 

'--'"""""':~~~~~~~~~~~~--::-~~~~__.bn. the first case, the •F>t-H plannedto 
s"Qhmit a FJSA pen registt.'!rftrap a.rH:l trace request l:mt for in.vestiga.tive reasons did not 
'-''>'S.ht to use an NSL fur the suh-~ttiberirtfonn~tiol:\, The Counselfot lntdligence Policy 
Sl.tggested that the f'BJ ~pper:td a Section 215 .request to.the petl registet{tr.<xp and trace 
applicatiol:l. ·The F'JSA.Co:t.trt ~1.,pprP.ved the appli¢ations in tv..'ll separate orders., Ther-eafter~ 
OIPR began w .re,gutadv am,.,mnd Se.t:tion 215 ar.n.11icatkms to FISA "Per); :re.r:dstet ltrao. and 
tra.e,-e apnlk~:"tt.ion.s,l 

J3 The totals in Table 3.3 match the number of unique applications approved by the 
VISA· O:rurt. not the. total number of orders approv-ed,, (U) 
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TABLE 3.3 (U) 
Types of R.etotds Requested in Pure Section 215 Ordet$ (U) 

c. FBI Field Offices That Submitted Section 215 Requests 
Approved by the FlSA Court (U) 

The OTG aJso at1alyzed ho\v mat1y FBI Held offices submitted.ptlTe 
applications for Sectio11 215 orders that \Vere presented to a:nd approved by 
the F'ISA Court. A total o~fthe FBI\) 56. field offices r--berc.ent) applied 
for the 18 unique pure Be~ 215 orders approved in c~iar years '2004 
and. 2005. Table 3.4 illustrates the nuu1ber of orders associated \\1th each 
field office over the tw•o calendar yea_rs in which pure applications ·were 
approved. 00 \U) 
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TABLE 3.4 (U) 
FBl Field Offices·That $U.bmitted Pure $ection 215 ~qu~sts 

.t\pproved.by tile Fl$ Court (Q') 

We also looked at the.·typesDfinvesti.gations from.which pure 
applications were submitted and orders were issued. ''fhe 1 $ unique pure 
applications were grouped into three categories; counterintelligence •(CI), 
countertenoristn (CT), and cyber· investigations.J4 The following table shows 
the types of inv'estigations. that used pure Section 215 orders, {U) 

TABLE 3.5 {U) 
Types of Investigations ·that Generated Pure Section 2.15 

Reque$ts Approved by the FISA Court (U) 

,H The FBI's Cyber Division is responsible fot twerseeing tr..tditional criminal 
investigations involving use. of computers or the Internet, suc:h. as sexual pred~tors who use 
the Intemet·to ex-ploit children, The C:sr·oorDi\rision is also responsible for coordinati:ng.~:nct 
su penising investigations· of infrtisions it1to governtrHmt compqte:r ·system$ or neffi'Qtks 
that may be spon$1.1recl. by foreign g~vernments. Section '21 5 authority ·is·.not·avaih'l:ble in 
t'{.Y'r>er cri.mina11nvestigatkms but c-an be u~d in J).atim:ml· security cyber investigations. {U) 
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D. Withdta.wn.Section 215 Applications (U) 

In reviewing OIPR and F'Bl docum~nts for calenf1ar•:y~ars '2002 
through 2005~ we q}so determined that • there were 31 instances in which the 
FBI sought Section 215 Qrders but did. not obtain them, Th~s~ requests 
were prepared by the. FBT.but were never finalized either by NSLB for 
submission to OlPR or by OIPR for presentation to the .FISA Court.. For ease 
ofreference~. we ·describe all of these instances as "withdta\Vhp requests ot 
applications, although .in six cases we were unable to determine the reason 
the request or application did rt<.'it make itto the next level and there did .not 
appear to he an. affi.rrnattv"e deoision by anyone within the fi'Bt not .to proceed 
fot a sub~tarttive .reason.3$ \Ve describe this. catt~gory ofwithdrawn cases. in 
rnore detaU belowin Section n 2 e. {~I,U;1 

First~ we provide descriptive information about the withdrawn 
requests and applications, such as the types .of records or ·other items 
sought in these withdrawn requests a.nd applications anq the field offices 
that sought these Section 215 orders.s6 We then describe in detail the 
.reasons that Section 215 orders were not obtained for these requests and 
applications. (U) 

Descriptive Data Concerning Withdrawn .Section 215 
Requests and Applica.tions (tr) 

Accord.ing to OIPR and FBl records; 1.3 FBI appli<::f(tiot1sfor8ection 
215 orders were .submStted to OIPR but were never submitted to the FISA 
Court. Fifteen Section 215 requests from FBI field offices· were submitted to 
FBI Headquarters but were never· presented to. OIPR for further processing. 
For three requests, we lacked sufficient.information to determine whether 
the request. was withd.ta1vn. while the request was pending at NSLB or 
whether the request was. submitted to OIP8 and was withdrawn while the 
reqnest.wa.$ pending at OIPR. Therefore~ a total of 31 requests and 
applicAtions were submitted during calendar year~ 2002 through 2005 for 
which no Section 215 Qrder \Vas obtained,. lSr .'U:1 

,35 The FBI's and OIPR'sreco!'dkeeplng systems a:t.the time had limited c:apabilitks, and 
there was no system .. fo:r tra..ckh1g Section 215 r~que~ts either 'vi thin the F'Bl or OIPR. We 
determined the number·oLreque::~ts and how•they wete processed based on documents and 
intervie>.vs. (U} 

:36 Section 215 requests that were submitted to NSLB but \vere never presented to OIPR 
are .referred to as "withdrawn. request,s." Section 215 requests that \...-ere. presented to DlP.R 
as draft applications but that were ne\>-er presented· to the FISA Cou:rt are referred to as 
''withdra·w1.1 applications." (U} 
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a. Types of Items S<>ught {U) 

We alsn examined the types·of"tangil?le things~~ thcat \V¢re snught in 
the \Vithdrmvn. requests and applications. The QIG identified 13 Cpteggries 
of items requestt..>d in these re·· uests tmd a Hcations. ·which included; 

~li=b.:..;rar=···::...:··•··~·,...::e:.:::,d::.::u::.::c:.:::a:.:::ti:::o~n::.::al:::~···.~....----------------------..~r .. (S) 

TABLE 3.6 (U) 
Types of Reconts Requested ill Withdrawn 

.Appli~ation& for Pure ·SecUon 21.5 Qrders (U) 

FBI field offices sought but did not ohk<:tin Section. 215. orders for 
lil:n-a.ryrecnrds on two occasions, In one of those instances,, an FBI .field 
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b. Field Offices Originatin.g·the Withdrawn 
R~qu~$ts ~nd J\pplicationt\ (U) 

We identified the FBI field.·offices that initia11y.suhrnitted the 
withdrawn Section 215 requests. Table 3, 71ists the field offices that 
submitted these requests. (U) 

TABLE 3.7 (Ul 
Br-eakctowr1 by .FBJ.Field Office of Withdrawn •Pure· Section 21.5 Requests 

a11d. .AppJicatiqns tUJ 

and the FEU (U} 

r------''-----------~-I .... t...,h.,.,e-+·•fBFs 56field offices (oOercelit}al'idl I ~S) iS) 
........,....,..,...~.,....,.,.."""=~...-~"'='"="'torlginated the. Section 215 requests and applicailvgs 

for which Section. 215 orders \vere never obtained. ~··. (U) 
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2 .. R.~sQns tor Witbd.r~wn R.eq-ues~$ ~n<l Applicatio,n$ (U) 

We; revi~wed the do~ume.nts · concerning th~ ;31 witl)qra,vrn .req'lJ<;sts 
an~d applipations '2tncl h"tt~ndewed FB.l,. N~LB, a,nc.i OIP~ P~t~e>n:qel to 
(]~terJrli~~ ·wbythe Section.215orders were withdrawn. Tabl~ 3.8 belotv 
shows t})e :rruro'ber of wi.thdra\vn applications associated with each reaso:n~ 
{YJ 

Total (UJ 

TABLE 3~8 (U} 
Reason$ for Withdra:wn Application$ 

f«>r Pu~ Section 215 Otd.~t$ (UJ 

We .identified five categories of reasons that apply to the majority of 
the tequests and applications: fl) investigatio.n. was closed ot ch$-:r)ged 
®-utse; (2) alternative investigative tool was used; (3) stat:t.th:>ry limitation$; 
(4) insuf'fibie;nt infornmtion to support the request~ anq .(5) unknown~ Belqw 
we d.i$Q.~lss eaph of the:St1 ca:tegqries a;nd provide de$criptiv~ ~~fllTtples , (tJ) 

a. Closed case or investigation changed COl.l:tJe (U) 

The .. fitst category were cases in which the request was withdrawn 
becattse the ue1d office clQsed the in vestiga.tion or the investigation cha_t1g¢d 
c~::tun~e ~11d the, i11fotrttt=ttio11 . was no longer. needed.. We identified nJne · 
requests. or·applicatip,ns thatwere withdrawn for this reason . . Based QP the 
info-rm~tinn we were pt'pviqecL we detertnined that mo:St ofth~se requests 
had been pendh1g f<w several t:nPnthst and in one case over a year, at FEU 
Headqp~rters or OIPR aJ the time Uw fi¢ld offiqe clo:Sed the investigatiog or 
detenninedtheiteins were no longer needed. We discu~s a few examples 
below. ~-·· (U ) 
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I. n one ... -.~ ca .. ·~ ... se the. , tieki. • office sent the Section 219 :<>'(1;xe:+ to 1JSl.JI3 
~ s:' aJ'OttntbJuly 2D04seekin~ ··············· ··············· ··············· ~-ecords fror~ ~nd NSLB \S) 

pt'()vided a draft application to OlPR on Augt:tst 4J 200<: pn >~anuary 2005i 
an NSLB attorney sent an e., mail to OIPR asking that the r-equest be ·given 
"same prioritj,.n because it had .. been in the· pipeline fotever. » 'l'he e~niailalso 
ret~rs to a disag.reem.ept hebv~n NSIA3 a-nd OIPR about· the level of detaU 
about·the investigation that·OIPR had requested fo:t-the application. On 
March 3~ 2005, the OIPR attorney sent an e--mail to.an FBI Headquarters 
supervisor in x-vhich she .ln1hrmed hitn that she was meeting with one of her 
ma11agers about the request the next day and in prepa._~tion for this 
t.neeting asked the FBI Headquarters supervisor a.bout the status ofthe 
investigation.. The next day the supervisor replied, ~I ·nelieve .. I have vented to 
you enough about this process a.nd \Vhat a 'hindranceit has been to our 
investigative efforts. That· being said .• r request that we withdraw our req 
[sic] fot business records as [the case isJ to the. point n.ow where the r.ecords 
are .rnooL" The NSLB attnrney \vho was copied on this e--n1ail exchange 
forwarded it. to the FBI Deputy General Cou.nsel on May 26_, 2005~ and the 
Deputy General Counsel responded, ~r catlunderstand the fn.Jstration. I 
will let [OIPR Deputy Counsel] know {it is}'\i\.ithdrawn." ·~··· r,u:1 

ln another case~ the field office sent the· request to NSLB on July 14_, 

;~:·;! ~!.!!~~:;ctr;;nd;~:~!~~:,c;~::.~~~=i~; 27, lSI 

Ilead.qu.atters supervisor notified NSLB that the information was no .longer 
needed beca.use the FBI was • going to. intendew the target. The supervisor 
w·rote in an e.;mail~ "An interview is forthcoming and the records, although 
material six months ago~ are moot at this point."' ~· .. (U) 

I11 at1othe.r · case1 the field. office submitted to NSLB ·around .August 
fS}1 ?f)fl4]tsrearresff12r·~···············································································tecords .concerning thq ·J i,····.S'! 
(S}I )SLI3 suhnutted a draft ap.plioation to OIP.R on 

September 27, 2004. ·Records show that an OIPR atton1ey had drafted an 
application arid provided it to her tnana.gement on November 5.. · 2004, •In 
January and. March 2005., e-mail traffic indicates tha.t NSLB was addressing 
some issues in the a.pplicat.ion raised ·by O!PR. In June 2005~ an NSLB 
attorney inquired about the status of the request with OlPR and was 
inforrned that a Deputy Counsel in OIPR was reviewing the draft 
application. In an e-mail dated. October 31, 2005~ the NSLB attorney 
notified the field agent tha.tOIPR had asked for more. infotn::w.tion a.btmt the 
request and inquired whether the fk~ld office still ne.eded the Section 215 
order, On.November3 .• 2005, the .field.office responded thaJ: theSection 215 
otde:r should be withdrm"'1l. In an EC ext)lainingth.e status of.the 
investigation~ the field office reported thai l! c 1 

L.. -------------'ii'.J, 
27 

~\U) 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~···(U) 

~----------------------------~===========---~ 
In. afourth caset the SectiQrt 215 requestfoJ ~P~~'OtXls 

was sm1t to r.'Bl Headquarte.ts on .June 6, 200$. NSLB d.id ·not receivei ~~Je 
request until Jdly 14, 200ft .ln August 2005~·an NSLB attorney begt-tn 
requesting information· ft'On1 the case agent about the. undetlying c:ase; The 
CfJ,:}estions required the case agent to communicate vv"ith .a,nother intelligence. 
agency, and the case agent experknced. ~ome deJays in. obtaining 
infor:rrtatior1Jron1 that agency. In late August, September, O<:tQber, and 
Noven1be:r!' the NSLB attorney sent e--n1ails h:> the··case agent aski.n,g for a 

s.". t.·a .... ··.·.t·.··u···· ·s· .. · ... J.J .. n ... ·•.· ..... ·.t ... ·.t···.l···.e·,····· r·e.• .-.{] ... ····.1.~·· ~sued infm•mat·'t·····.' .. ) .. · .. n.· .. · .......... ; .. ··.· .. • ... :·.· .. ······~· .. ···········,.····.'.··=··.·····.· ... . m.•.··.· .. · .. ·.: .... ·.· .. ·.r··.·l····.·.o·'"'··.··. '.·. 2 .• · ·· .. 0· ·.os$ th.··· ·.·e.· .... fi. ~e. ···l·d·.···· ....... c.·J· ·f.·fi.··. c.· ".e not1fied NSLB .tl:t..a ____. ......... ..... ............... ................ ~ ~ ~-~Jand the field ofime no 
longer considetc>d j· •. e · te • · · ot 1ce asked to with.draw the 
Section 215 request. At the. time of the withdrawal~ NS.LB had rtotyet 
forwaxded a·draft application to 01PR, ~··I,U;1 

b._ Use of alternative investigative tool (ll) 

W-e identitleOases in \vhich the FBl obtained the itetns sought it1 
the Section 215request through other investigative n1eans. We describe 

smne exmnples of those requests below .... ·_, -~--.-:.JC,...fJl-~-' . -----------. 

fl) Libra~ lfS) 

2003 .a. field ofllce suhmitt{.~d to NSLB a Section 2.15 r. , 

ccor tng to emp oyees 111 . e 
office, an NSl)B supervisor would not permit the request to go fonvard. 
because of the political controversy su1TOLU1di:ng Section 215 requests tor 
inform.ation fron1 libraries. The NSLB attorney who reviewed the request 
told the OIG that she attetnpted to get approval for the reqnest but that her 
snpe:rvisordenied it because itinvolved a library. The Deputy General 
CQunsel·fQr NSLB told the OIG that he believed OIPR and the Dcpartmmtt 
would disapprove of the FBI seeking information frorn a .lib.ra.ry, espedaJly 
since the FBlhad not y-et obtained its first Section 215 order. He said he 
inquired whether the field office could obtain the information through some 

! Sl._l_:~_ .• ~_l:_·~--~-jl_i~-·~-~l_~_·n_o_t"-n-~1-e1-~-~-·~_f_h__,!~~~~~~:~~!:1:; .... t_N_s_r_Ja-··· ·-W-/t_QJ_J_ld_·. _n_n_t_s_m .... Tsl 
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(2l r-11 --...,____ _____ * ----~Js:~ 
L... ___ _,!;cords lSr·· .. (U) 

On De<:ember· JB, 2003~ a field office $1..lblnitted tl Section 215 reqnest 

.~:!:::~~~~~!;~~~~~~~~:.loll T•wswt V TttrctNt R had hirnd t> ct>ft?nom~br \S) 

Target m, The Section 215 re UeSt\V&sfor Com·.an. Xto ···.roVide records 

rnvided to TargetE, On 
...,_'"'1"'""" ___________ --=~'li""""'I!'T:"':""'""?~'"'I"'"""=~~-,.....~,.......,"l"'t~ce......rthat because I , .. · . . ... . ..... l: •" l 

the most appropnate tooJ for 'J' 
~----~~------------~--------~--~------~ obta.it1in.g the rect1tds was a nati~1nal securlt,y letter, The fieLd office later 
issued an NSLfor the infon:nation.~9 ~)FJ) 

e. OIPRts statutory interpretation (U} 

· \Vcidetefriiiined tha:~ br the ~~ars ·Section 215 requests that w·ere 
later withdPIWnt including the first request, \vere affected by OIPWs 
interpretation of the Farnil.y IU.iucati.on Rights and •Privacy Act of 1974 
fFERPAJ, com:monly refetred to as i>'the Buckley AnnmdmenL~' The Buckley 
Amendment applies to all educational agencies. and institutions, including 
colleges and universities, and governs the rights and privacy of stu.dents 
and parents. in relation to access to and release of· educational records.4o 
20 U,S,C. § I232g, \Vithrespect to release ofeducational records~ the 
Buckley Amendment provides that educational entities will not receive 
federal funds· if they release educatiorual recot'ds to third parties svithout 
wdttet1 consent fnrrn the student's parents except in limited dt"cun'l$tant,~s, 
such as in connection with a studenes application for financial aid, 
20 U.S&\ § 1232g (e.J(lJ. The Buckley Amendment also provides that an 
educational entity does not have to obtain ttttitten consent to release 
educational records ~in compliance \-\'ith judicial order, nr pursuant to any 
lawfully issued subpoena~; however, the entity must notify the student and 
parents of the order ot subpoena in advance of camplyihg with it unless the 
court orders the institution not to disclose the existence ot co11tent of the 
subpoena or the htstitutJm1ts re~fJonse, 20 IJ$.C, § l232g (b){1JPJ(i) and (U) 
and {bJ(2l(B)~ ):S( fiT) 

~·' Tht! field office did nQ:t ntttifj.r NSLB that it was \~>ithdrawing tl:d$ xeque$t qntil .July l, 
2004, fU) 

-~> FERP,>\ i$ c;:tUed "the fh~ckl~y Am:et\.di:n.ent" ~tft~r lt$ prin~:~~paJ spt~nsoi\ then Senator 
Jame$ Bt.lcJdeY of Netv York. tU) 
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The J?uckley Amendment became an issue in the FBrs first Section 
215: reqgest. In a Letterhead Memntandum {LHM) dated April 23~ 2002. to 

~~~~~tt···i::~!~~~:s;:~~~r:r::o::::: :::: r===la unJve.rstty for 'farget D p rs p t { , ec ' n.. . "' , · e .• · ·. · ·· attorney 
~andled ·this request told the O!O·t11at sheprepaxed a draft application 

a:nd that.•it was approved by her· super-visor in \June 2002 and then provided 
to the Counsel for Intelligence Policy for his review. .!S(·.··i;U) 

'l''he Counsel for Inteni.gence Polley told the OIG that· he was concerned 
that the J3uckky Amendment :rnight lirnit the reach of SeefitJn 215 with 
reS:vect to educational records. He sgid tha.t.hewas concerned beea.use 
Section 215 did not contain the ·proviso contai11ed in other parts of FISA 
stating that ("nottvithstanding any other provision of law•, # the goverrnnent 
rna;,v obtain certain types of inft..H~n1~ltion, According to the Counsel for 
i-ntelligence Policy) because Sectkm. 215 did 11ot c;ontain this lat1gu.aget it 
could be supetseded by the Buckley. Amendn1ent m'ld disclosure of the. 
records request to t.he student and parents \:li'DUld be required.4 l The 
Cuunsel for Intelligence Policy ·told the OIG that he believed that other 
sta.tutes that also. state or inlt'lY that they provide the exdusive means of 
obtaining certain types of records;; such as tax or medical records) could be 
similarly . construed, According to the sta.iT audit report of B~lSA prepared by 
SSCii this concern was shared by some of the la·wyers at NSLB and 
elsewhere in the Department.42 (U} 

1-Io\\-•ever, according to the Counsel for fntelligence Policy~ OIPR did 
not.refuse to seek Section 215 orders for educational records. He. said .that 
OlPR \Mould have been. wining in prese11t. a11. application .. to the FlSA Court 
for educational recotds ifthe FBI considered the information important 
enough and \Vanted to press the issu.e \\':ith ·the FlSA. Coutt (U) 

Accortl.i11g. to OIPR records~ the FBI's Section 215 request with respect 
to Target D was \\dthdra"~m on November 26, 2002. Vve were unable to 

41 The lMtriot Act added. a ne\v subsecth:ln to the Hucklf:.<y. Amendnte:t)t, This subsection 
provide:) that tlie Atto(hey Gerleml rna:r ~pply to a co\lft of cmnpetent jurisdktiort for .-:m e:x 
parte order requiring educational institutions to provide educational records "relt~vant•to an 
authoti~ed investlg'$ilion or pr-oseC':ut:ion of [et~It:aitt defined federel tenodmn (lffensest or an 
act of.domestic t.tr.internatiorial tenutism," 20. U>S.C. § 1232g{j}. Aerotdihg to NSLB 
documents., 01PR took the position that this provision did not apply·to FISA Court otders. 
The Cou.tl$e1 for Intelligence Policy tokt the OtG that, without the opportunity to review 
documents on this issue, he did not neorul \Vhat, 1f any, position he took ott this provision of 
the. Patribt Act. {U) 

*1- SSCl Staff Audit, supra. note 4. at 140 nJ~6. (U} 
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determine \vho ·within the .F:Bl made this decision. Not1e of the NSLB 
attu.rneys \\><e interview·ed. recalled this tequesta!' who handled it. The 
Counsel fnr Intelligence Policy told the OIG that the fBI r:n.ay have decided 
not to pu:rstte th¢ SectJon 21$ order beca.1,u~e this reql,lest could be 
problemat,ic wttlJ the FTSA Court and because it was the EHFs J1tst request 
for a Section 215 ordet,43 (U) 

OJPR's concerns obout th~ Buckley Amendll'lentoffect~ lSI 
Section.215 requests,44 ~-- .• :TJ) 

(l) Uni,verslty library's ..-ec<Vrds _(SJ::· .. lU) 

In an e .. :rtiail dated April 28~ 2003, to the Cou:rmel for 
a......,:TI"'t1~gm~~cmt.y and othetsf an OIPR..attnrneywrote that she had spoken 

to an FBI Headquarters supervisor about the. request and advised hirn that 
she was concern.ed that j(the request would not be allowed under the 

(S) 

'ls The ·OlPRattom¢}' Whn \votked onthia c~se lrild the QlGtha:t the Offke. of the 
Deputy Attorney General reviewed the. ~pplication atrd. d~te.nn.ined that the applkat~on 
a..~ould not: go tbrward and suggested that the Office of Legal Ctn.tnse-1 . (OLC} te\riew the 
1:tppli<'a"::.tion, QIP.R sul:nnitted the application trs OLCtvith a teq"l,lest .fbr ·!'lrt opinion in early 
... h.lJy ,2002. However, or~c · never IS$U.ed a. Written opinion in r¢$J)Otl$¢ to the request, The 
Counsel for Intelligence Policy' wld the · OIG that he did not · recall distttS$hlg: this . p.,~rti(~ular 
$:pplkatiqn \.vith a.nyotie frQ:nt th¢~ Offi~ !)f the Pepttty Attor.ney General or whether anyone 
adH~e<:t OlPR not to•suhmit theappli~aticm., In addition, he told the-01(..1 that he did not 
t¢¢all. ~uhntit:ting 1:he apph¢ati9n to OLC tbr review. {U) 

u u -

44 lnl uU uu uuUU u u uumm _!he F.BI teqlJeSted educational req~r(is, Q"l,ltAtwas. tl(lt dlrecQy aiiected 
by OIPR~s mte:r:pretahon of theBucJ{ley Amendment, In this case~ NSL8a<htised the field 
office thf\Li.UwWiiL...w;lff.1~o.LWJJ~u:t..Iru:..:tllu!llit~L~~.w;uwLJJJ~cw~D...f~;llQ;Il..LL2.__, 
dbek1W. 
r---~~------------------------------------------------------~~' 3) 

~<>· \Ve (.'Otttited this request .:-us a request ftit Hbta.ty :re«::"'rds tathet than a :requesf.:tbt 
educational records. The field ofilce $ent its :request to l''Bl Headquarters in an EC dated 
February 11, 2003, We were tma.ble to determ:ine·when this request Wll$ provided tq()IPR, 
{tJ) 
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Buckley Amendment." She wrote that she wanted to meet \vith the Counsel 
for Intelligence Policy to discuss the application. ts:) Wl 

Neithe.t the Counsel for Intelligence Polley nor the · OIPR atton1ey. could 
recall \Vhat happened "vith the teque$t and whetlu~t any add~tion~ 
infotrnation about th~ statt1s of tbe request wa.s comrnl.lniC#ted to the FBl. 
No one fro S int ,rview recalled this re uesL FBI· docu1nents 
show tha and OJPR ':S! 
doc1.nnents s ow 1a e ss1s ~ant tree :or -or s 
Counteril'lte.UigenL'C Division sent a rne:mor~d.J.J.1n tp QIPR dated 
rqovembe.r 14~ 2003,. rescinding its request for a Seytion .215 order. ~) :m . ' 

(2) univem~ Foorda ~~ lUI (SJ 

On April 22~ 20031 a . .field office sent an EC to FEU Headqua.......,. ___ ..., 
( .. ,. , I< ' 

':Sl 
In an EC to FBI 

~~~-~-~~-r~---~~~~~~~~ Headquarters date ,January 16> 2004, t1e 1e .office reportedthat there 
bad been '(months of discussion and de bate"' about the request betv.reen the 
field officeh NSI,.B> and OIPR because of the Buckley Amen:d.ment. The NSLB 
attorney who was involved in this .case told the OIG that in late 2003 and 
early 2004 the FBI had not yet obtained its first Section 215 order and did 
not want to use. an educational records· request as its test case because of 
the legal issUes :involved. Consequently, NSLB did not provide OlPR with an 
application for this request. )$( ( 

U) 

~~: ~::~edueatlonalrecords £SI ,u1 \liS ) 
' 

In mi:d,-2005, a field oftice submitted a request for educational 
records. OlPR records sho\v that this request. was received by OIPR ·on 
.June 14, 2005.4t· FBI .documents show that the field office and NSLB again 
discussed the iss1.1e ofthe Httcldey Amendment and the problems the FBI 
.tt1ight encounter with attetJlpting to use. Section 215 to obtain educationaJ 
records. QlPR records sht:n,v that. the FBI withdrew the: request on 
October 7~ 2005. (U} 

41>. It is ppssihle th~t theJi~ldoffice submitted the requl:!s.t: d:i.~ctlyto OlPR andt<r.NSLB 
at the same time. We were qnahle to .determine.fro.m FBI records when the. field office 
submitted the request. (U) 
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Apc;ording to NSLH and OlPR •. attorneys, this statutory interpr~tation 
iss.ue ht-J.s been address~d by Section 1 06(a)(2) of the ,Reauthorization Aet~ 
which amended Section 215. Section 106(a).(2) providesthatapplications 
for prnduction of educational, tnedica1 1 tax~ library~ and other sensitive 
categQries of records must· be perso.np,lly approve4 by the FBl Pirector~ tb.¢ 
DepLlty' Director; or the Executive A~sisk"int Director for Natior:uu·Becurify, 
See 50 U.S,C. § 1$61(aH3). 1'he Counsel for h1.telligence.Policy told the 01G 
he haq. pl'oposed more· explicit language to datil)" that· Sectiot1 215 trumped 
existing laws concerning the production of these sensitive categories of 
records~ hut the Departrnent did not approve this langua._~e. Ac~xwding to 
the Counsel for Intellig;ence Poliq.\ this provision has ·not yet been 
chal.l.en~d. NSL8 and OIPR ~.ttorneys told the 010; hotvever, tl'1at they 
believe Section 215 as amended controls the producticm. of edttcational 
rt->:Gord.s and, therefore, the Secdon 215 non.,disdosure provisions apply, not 
the Buckley Amendment notification provisiot1~. (U) 

d. Insufficient information to support request (U) 

We identified two cases in which a deterrn.ination was made that the 
request lacked suffidet1t or adequate information to go forvvatd. We 
describe these ca.se.s below. ~·.rm 

1 ' 

(lJ Educational record~ 
L...-_________ __.[jjt (IJ) 

A field otiice sent a recuest to NSLB for educational records inch.1ding 

In additim1}. the. documetlt· stated 

1 !I'hc tequestdidnat.further explain how th,.,L _______ .,.. 

educabonal records \vould be used to further the investigation 
~··. ·:Ul L...------1 

47 W'e cotHd not determtne.the date this reque$t·w1w submitted. to NSLB, (U) 
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The NSLB atton'l~Y who h&ndled this t¢qtu~st told tlN (JIG thE\;t she 
considered the tettu¢.st to · " 
seek]P!'l' echJCSti@tjal tf:t"\Otd 

~....-________ ::_·····-····-·····-····-·····.....J···· bhesf:at¢ at s e reca e tscussingt e 
problents with this request with the Held office, On !\pril13., 2005.,. the 
NSLB attorney sent at'l ·e,.n1ail to several field office errtj::lloyees ~bout the 
request and \Vrote~ "'Can I consider this .re(lUeSt\vithdraw.n~ in light of the 
issues we've discussed?); The field . office confirmed that it was \vithdrawing 
the teqtleSt. ~··. (U) 

[S) t:arl · ~formation• .(s}··· · ~ U ) 
tn Julv 20041 a 11eld offi<.~e subtnitted a request to F'Bl Head< uarte:rs 

ecords that WolJktindk~t · 
One t)f s:1 

Lu:l~om~rr~:n-,~::-n-:m:;'Tn':tm::ro'l~rtn:~?l""t~~~~'V"';7>~~~~7ri:p:T;7"'!::drg¢t was 

it:ttbrrnation obtained from a. h01:11an squr:ce. In n;sponsci tQ a t¢quest for 
inforrnatiqn frt1n1 the OTG, the· field offi9e rep<>tted that some time after the 
Section 215 request was subrnitted to FBI Headquartetst the Held office 
detettriined that the source t'>rovided . false inthrtnation ati.d \\>"aS untelia.ble. 
The field office tepo.rted this dev·elopn1cent to FBI Headquarters and decided 
to \\'ithdtaw tl1.e request for a Section 215 order. ~· · .. (U ~ 

\Ve identified six instances in 'Whkh \Ve ·were unable to determine •~ 
from.doct,unents or intervie\vs with NSLa or OIPR personnel~ the· reason 
that the request or application dtd not proceed to the next level o.t when the 
tequ_ests. were \vithdrawn •. We were able to determine that five of those si.x 
requests were. never se11t to OtPR~ ·•(SJ· ... ~ U ) 

\Ve sent requests for information to the Held offices that had prepared 
these requests. In respmtse~ . rnost. ()f the field oftices · n~ported to tlte CHO 
that their requests were never tespon.ded: to tw NSLB,. OlPR, or FBI 
Hearlqtt<:Irters:-t9 One of the case agent~ reported to the ora that at some 
point after he subrnitted. the request) he inquired about its status with the 
substantive desk at FBI Headqua.rtets and was advised by a supervistlt that 

4B 1'h1s informationi$ caUed 1 . ~..,~·:,.e, . .disclJss .... 1 _______ ..... · b) 
furtherin. Section V, ts( \U) . . . . ~ ., 1 . .. • . . • 

4~ According to OIPR ct.~ •• ;xunetl.ts, one.of the requests involve<! tWo Iffil fi¢!do!t1ti~~"' We 
con t!;\Cted: both field <1ffices, and both reported that· the:y d,id not ha;l;.i¢ .~ t¢¢orti o(having 
made a Se¢-tion 215 request in connection vHth thi$ target, (tJ} 

34 

~··· {U) 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~·· (U) 

becatlse of a backlog• concerning $ecti911 2l $ req1Je$tSt hi? requ~-&t ~wq1,.lid 
not likely see the light ofdf;lyf'so Anoth~:r fkld office reported to the OTG that 
it ·was a$sumed by the. field office. that the req1Je$t had ~~died on th~ "~line.," 
(tJ) 

llt Combination Section 215 Applications and Orders· for Calen.dar 
Years 2002 Through 2005 fti) 

In th..is section~ we describe the number of· applications for 
#combh1ation)c> order& that \vere submitted to.the FISA Cnurt.dutingcalendar 
year 2005, the first yt1ar this type of application \Vas processed~ h<Jtt/ many 
were approved; the number ofU,S. persons and non-U.S. persons 
n~ferenced in the applications; and the number and identity of FBlfield 
offices that obtained the approved orders. fU) 

A. Number of Applications Submitted to the FISA Court for 
Combination Orders (U) 

A total ofl41 combination business n:mord applications were 
suhtnitted and approved by the FlSA Court. in calendar year 2005,. The first 
combination o.rdet was issued by the FISA Court on February 10, 2005, Cit) ... 'UJ 

\ -< 

With. the enactrnent of Section l2B of the Reauthodzation Act, \vhich 
provides that PlSA pen • register orders now include the subscriber 
information, the number of combination applications should significantly 
decrease in CY 200-6.. (U) 

B. Number of U.S+ Persons and Non-U.S. Persons Referenced in 
Combittation Orden (U) 

We nextidentified the :number of U.S. ~rsons and non-U.S. persons 
referenced in the ~combinatimf; applications,sl ··liS) 

• 

~···iU) 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

--··· ~U) 
:r-s:) 

{S) .~$SuedJ:rt32Cfi:ib::=tflEt\m:&E5::Ellit!E~~rlv~~i~:!~~=::u~~:=~~s; s) 

IS) 
e erenet~d tn the 14 L co.n1bination 

~===.......,.,~e FISA Court. ~···OJ) 

C. Type of Rec()tds Requested in the Combination Orders (U) 

Our·review of all the ''combination"· applications pr~sented to tlw FIBA 
Courtin 2005 indkated that ·the business record portion· of the ~pplication 
\vas routine and ·was used. to obtain telecomrrrunications subscriber 
information Jorthe telephone numbers. that.·were captu.red by the pen 
register/trap and trace order, (U} 

FBI agents and the Counsel for Intelligence Policy told us that that the 
subscriber infonnation.. Js limited to custorners of t.b.e co""":" ... ~ · · ' 
provider that is th.e recipient of the order, For example ,I I 'S 

D. FBI Field Offices that lnitiated Requests for· Combination 
Orders (11) 

The OlG also determined how many FBI Udd offices were associated 
vdfh the ~combination"' applications that were presented to and tlpproved. by 
the FISA Court in 2005, 'l"'able SSt tllustra,tes the re&ults. (LT) 

• 

L....-----------------------------~~~sJ 
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TABLE 3 .. 9 {U) 
FBI Field. Oitices That Initiated Re.queatsfor 

Combination Section 215 Orders (U) 

----'----____,.lo:fthe ·56 Jield offices.[J,ercent) a,n~ 
f'combination:"' ord. er. sin cal. e .. ndar vear 20o5,. :ot.>oa ·. • ....._ _____ __,_ ~· .. ·. . ~ \T.T:J 
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V. Modified $~ction 215 Orders (U) 

We also revie""'e<h as required by the congressio-nal directive, how 
rnany titnes the FlSA Court mpdified any Section 215· order. We exan1ined 
irtformati-ot1 about the I-:tumber and types ofm~iifications ofboth pure and 
cmnbination Section 215 orders· by the F'ISA Court. Howevt::a-$. the· Counsel 
for Jnte11igence Policy told tl1e OIG that detenr1ining t\'hatis a "modification» 
is "more of an art than a sdence.~· He l%lid that generally modifications are 
handwritten changes tO· Qtders. that.are made by ElSA CPurtjqdges at the 
hearing in which the order is signed .. OlPR witnesses stated thatOIPR does 
notusttally con~ddet revisions.to application:sand..orders based on feed~<tck 
from the FISA Courfs review of~rea;d» or a,qvrttlce copies to be modifications, 
The Counsel for Intelligence PP1icytold.the ()lt}th.at. for the tnostpart~ 
when.OIPR nm.kes changes to the applications in advance of the hearing, 
OiPR has agreed with the FISA Coures concern and the manner in v.rhich 
the Court sug_tgests that. the issue be addressed in the revision. The Counsel 
for InteUigence Policy· stated that in these instances OIPR \vouldrtot 
consider the revisions to be modifications. .fU} 

\Ve attempted t('l identify the nutnber of tttodifkatiPns by reviewing the 
Departrnenes semi ~annual. reports to Congress in which the Department 
reports} antong other things, the n.qmber of Section 215 oniers obtained and 
any modifications to those orders, \Ve ahm reviewed all of the Section 215 
pure and combination orders for handwritten changes to the orders. signed 
by the F'lSA Court judge, and we asked_·OIPR officials about the number of 
rnodified. orders. We identified a total of four modified ·orders, Two pure 
Section 215 applications were modified by the • Court, both in 2004. 'I\~ 
cmnhination Section 215 applications were also modified, bothin :iWOS, We 
first discuss the 2004 pt.l.te Section 215 orders that were modified m-:td then 
the 2005 con"Ibination Section 215 orders that were :modified. (tl} 

A. 2004 Bet:tion.. 215 Modified Orders fU) 

The first modification of a Section 215 order in 2004 .related to the 
tinte frs·· .. m • ·· •· ... ·. oduce the requested records to the FBI.. The FISA Coutt 
~on:i~te ·· ·······························to produce. four categories of items related to two different 
tlmeft · . , .. . .· . e order submitted by OIPR to the FISA Court directed all 4 
categories of item$ to be prpduced \\'ithh1 10 business day•s. The FISA Court 
r:nodilled the orde.r by limiting the lO~daytimeframe to the first$ categories 
of .items and extending the timeframe to 60 days for the fourth category of 
item,s. JSr· .. ~ U ) 

The tirneframe that. recipients· of Section 215 orders. are given to 
produce the items is fl():t determined by statute or regulation. Instead> the 
FBI determines the·rtumber of days• it believes is •reasonable based em the 
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type and voLume of infortrtation that must bt~ produced. This timeframe is 
then specified in the ottler that is provided to the FlSA Cuurtvrith the 
application, FBI vdtnesses told· the OlG that they received feedl.mck •fro:nx 
the FlSA Court through OlPR about what the .FISA Court believed 
reaoonabte timefrarnes were regarding cotnpliance with. Section 215 otders 
and that changes were made to orders in light of this feedbac.k. {U) 

With respect tJJ tbe other pure Section 21$ JJ1o4it1ed orQ.er, the 
n1odification related to the records being requested, The .FfSA Cpurt 
clarified the records to be produced by describing the recf)rds more precisely 
than the language in the order as nreswn+ed h> the f"m•rt Thi<' modificmtim~. 

Hrnited the scope of the records tr_i t s :
1 

B. 2005 Section. 215 Modified Ot'ders lUJ 

With respect to the :modified combination orders in200S, both orders 
contained the same modification. In tf¥~:....wQ.QJw' t:aJll' ll:l.Ja.JCti..l~..£::1J.l..5ili.t...ai:d.e.ta.., 
directin 

Court 

Although the EISA Court a.oareed to 
L...-=ap=.·.·=pr=o=,=,e,...• =· =e=. · =a=p=p=1=c=a= ... · =o=n=s-) ..,..,..e= ....... .,..,·o=u=r="""'""'lr=ec,...,.t. ·.· .•. ed the goverrnnent to file a 

supplernental briefon this issue. Prior to the hearing on the applications, 
OIPR revised the applications a11d included a footnote setting•· forth a 
sltmm<?rrrof[he relevant criminal case law regan:imgl I tS'! 

......-.__,-----.:-"::"""""~ n.d revised the order to include a. direction for the• government · ' 
to provide the FlSA Cottrt with a suppletnental briefing on this subject. ~··. ~ U) 

VI~ Improper or Illegal Use of Section 215 Authority (U) 

As p._qrt ofthis.teview, Congress also directed tlxe OlG to identify itany 
noteworthy facts or dnmmsta.nces concerning the· bt:tsiness records 
requests, including any iUegal or ilnproper use of the <-U.tthc,fity," \Ve found 
t\vo instances of improper use of Section 215 a1..1thorit:y~ both of •which 
involved. combination Section 215 • orders. and aro~e out of the pen 
register/trap and trace authority contained in the order.s. \Ve did not 
identify any h1stat1ces involvirig impropeu,. or illegal use in connection 'With 
pure Secti011 215 otdets orauthority, \Ve also identified a situation that 'We 
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bdiev~ constitqtes a «noteworthy fact~ co:ncernJng a Set~tinn 215 
combination order and several FlS .. ~\ electronic surveillance orders that \\-~ere 
interreiated JS2 {U} 

Because the FBI is required to repqrt illegal orimproper us.e of Section 
2lS authority to· the Intelligence OversightBoard (lOB)~ we first ·brieJ1y 
dt~scribe the lOR Next~ we describe i:n detail the hvo instances ofirnproper 
use ofSection. 215 ai.ltho.rit)t. Fina.Hyj \Ve briefly discuss the note\vorthy 
item \Ve identified., fU) 

A. Intelligence Oversigb.t Board (U) 

The Intelligence. Oversight Bo~rd. created by Executhre Ord~<r ir1 1976; 
is charged 'With revie\\ing activities of the U,S,. intelligence community and 
informing the .President ·of any activities that the lOB believes "may be 
unla\vful or contrary to executive order or Preside,ntial Directives," See 
Executive. Order .12863,53 ·The Executive Order also reqt1ires the general 
counsels of the intelligence community) including the FBr~t General 
Counsel, to report to the lOB on at least a quaxter1y basis intelligence 
activities they "have reason to believe may be unlawful (>r contrary tu 
Executive order or Presidential directive," which. are referred. to as "'lOB 
violations.."· Examples oflOB vioJatimts include conducting electronic 
surveillance on telephones beyond the time period allowed by the FISA 
order. (G} 

Internal F'BI policies and procedures require FB1. ernployees. to report 
potential IOB violations within 14 days of discovery to. both NSLB and the 
Internal Investigations Section of the FBI Inspection Division. In addition, 
each F'BI field o111ce and FBl Headquarters' divisio.n. is tequtred to subrntt 
quarterly reports to NSLB certifying that all employees \Vete contacted 
concerning the requiretnents to report possible lOB .ma-tters, NSLB .reviews 

52 After rev1e\\rit1g the dntft report. OIPR officials told. the OIO that bec.ause the 
{nstances ufimpropet use U.."'ld the n:otewo:rthy item arose outOf the peti:register/trn.P and 
trace authority of combination ortlets~ they believe the OIG shoukLuot mclude. these 
insfutwes. in this •· report, · WhHe we· understand this argmnenf, we believe that these 
inst;:mces. should beincluded in this report because SecUon 215authority·was implicated. 
For example, with res~1:ct to the two instances oOmproper use. tve found that subst'<riber 
information associated \'itith the. improperly collected telephone numbers v;ras ·obtained, The ·. 
0!0 thereihre :ind'l.tded these inst~.nces 111 the report, while making cleaT that we found no 
instances ofinte:n tio:naJ. misconduct.<)r improper t.lse .of a pure Section 215 order.. {tJ) 

~;~ Fonnoreinformation about the lOB, se¢ the OlG's report titled "Report to Congress 
on Jmpl~nien~tion of SectJot'\ 1001 of the USA PATRIOT Act," page~ 20~ 24 {March 2006), 
(U) 
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the incornit.1g report descdbing the possible TOB violation ·acttd prepares a 
w;rittetl opini(it1 as to whether the matter should be reported to the JOB. H 
NSLB determines t.h<at.·the matter should.be tepo:rted to the lOB, NSLB 
prepares correspt)ndence to the.IOB setting forth the basis.·for Ll,e 
notHicatitm, (U) 

B~ Improper Use ·of Section 215 Orders (U) 

Through our review of FBI and OIPR documents; ·we identified two 
instances of improper use ofSection 215 aut.~otity, Both instances 
concerned con1.bination orders in which the FBI obtained pen register/trap 
ru1d trace authority in 2005. To examine this issue~ we obtained documents 
ab<Jut these Section 215 orders as weJ1 as documents a.bout reportihg of IOB 
violations related to then1. (U) 

Based on our review ofthe Settkm 21.5 docun1ents and. t1u.r revie'w of 
documents in four field offices> we found no other examples of improper use 
of Section 215 orders. In addition" we asked OIPR and .FBI personnel if they 
were a.V~<-a.re of any' improper use ofhusiness record requests or orders. The 
Cotmsel. for Intelligence Policy was the only FBI or 01PR ernployee \Ve 

interviewed who told the OlG he .recalled ax1y IOB violation with respect to 
Section 215 orders, He recalled the JOB violation ""'e describe in Section B 2 
beloW, (U) 

Wr.:1 determined that •the .FBl had discovered both. incidents and 
reported them to the lOB. ln addition.) both incidents were reported tt1 the 
FISA Court by OIPR.54 (tr) 

1. First instance of improper· use (UJ 

The OIG became aware of the tlrst. tnstance ofirnproper use eluting 
our· review of FBI case files at one of the field. offices we visited. We learned 
that the tleld. office had. obtained an order for a pen tegister and trap and 
trace device on a. 'telephone· that was no longer used by the· subject. This 
resulted in the.FBI tecdving·unauthotized inforrnation~ which is called «uver 
coUectinn, ~~ between March 2005 and October· 2005. (tl) 

Acc.ording· to FBI dncurnents, in .January 2005 the case agent 
nbtained the subscriber infotmation · fot the telephone number in question 

S<l• QJPR Js tequ.ited to report FJSA corrtp.lia:nce.hlcidentsto the FlSA Court punnJant to 
Rule lO(c} of the FlSA C()Utt'S H.ules 1:1f Procedl.lt'es ·that becat:ne effective Febru.a:ry .t7, 2006, 
fU) 
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thmqgb ~ naoti,qnalsecurityletter. The .respot1se to. the national security 
lytter state-d that while the telephone 11utnber had previously belonged to the 
target> it no longer did as oJ ·. . ........ . · .. ·... . . . I 2004. ·. Despite this r¢potting, on 
~~bruaryQ 2005. al} application for a. FISA pen register/ trap and trace 
order for this telephonenumber that no .longer belol"lged to . the target wa& 
submitted to OTPR. SUb$eq1.,1ent to filin.g the.applioation, in an.Ee from 

a ..•... 1i~tl .... 1 ....... e. T.• .• •· field offic~ ~a·t· : ·ed···.• ·.F. ebrua.n.•.••.·.··rt2.· ~- 005.· .. ;·· t.··l·1·e·. · Gc;tS:e aget~t was .. ~g ... a·····h·1··· 
n ... o. ti. fi. ··.e··.··· .. d .... tha··· ·~. t. h .. :.e .t .... e. l.~p·h·o ... n· ... e .. ·.· ... n.um .. · ... · .···b·e··.··r·7lt····· ····l···da ..... •.. . ·r·J:·O· t ···b· e ... -.. ~. · . ~ng to the ra!. ~~t· .. H.··.··o. ·.~ . .,.,e ... ·.v·'· e.· :.··r .•. · the a,gent d~d not wrthdrawthe request~ a:.tld o : I 200;5r the order 
was: approved. ~)w:~ 

The grqe.r Wa§tscheduled to e.x:pire i:n. spri11g :2005" ?Ud bttfore.it 
e:h.']Jirnd t11e FBI obt?Jne¢. a fqll .. co,nt~nt FISA ord~r for the same. telephone 
n1.tmber and two others . .. In September 2.005, the case agertttransferred to 
another squad and a new case agent was assigned to the case. In early 
October 200~, the new case . agenl was·advised by a . tt~n.sliltot; .who had 
been assigned tn the case for only two day$~ that the language 'bei!lg spok¢n 
.on the telephone calls was not the langu~ge the FBI believed it to be. The 
new case agerlt became con~etn:ed and requested that the FI.SA coverage be 
terminated in1.111.ediately; In addition> on that same day, . he nptified his 
squad supervisor ~ttd an attorney fron1. (JlPR about: the possible over 
co1l15ction of information,. (U) 

Upqn Jwrther investigation; inclUding a: reView 6f the response to the 
NSL a\:lout th~ subscriber information~ .. · the new case agent learned on 
October 11,; 2005, that the telephone .number did not belMig to the target. 
The FBI field office liotified the Counterterrorism Division at FBI · 
HeadqL1arters of the possible over collection of information. in at1 EC dated 
November 29, 2005, WhHe revietvingthe <;.ase file for a11other rea$on il1. 

M.•· .. ·. •.·. ·····. a··.··. t ... ch···.· ......... 2 .... o.·· ... 0. 6 .. ··.· ..... '.· .·t···h·.··. e·. •.· ·n··· e.· ..•. " ... ~r c.····.a·· ·,s· eflf!..e."n···t·······saw·'.·. f,···o·r. • .... th. •••. ·. e···.·fir ..... .. ~·s·t·.·· ti .. ··t·n···e· •.. . t .·h•.··.···.• .. e ... · ... ·.·.·.E.C f.r·o· .. •.· .. m ... ·.·.··.·· .··.at·····l·o.·.·. ··t····l·1· •.e· r field office dated lt'ebroary U 2005,. stating that the telephone number no 
longe.r belonged tQ fue target. The new ~~se agentdiscusseq tJ:w watter with 
his SJJpervi~ors and prepared an EC to report a possiple lOB vi()l~tion. This 
JE,C was sent to FBI Fleadquatters on ApriLS, 2006.55 ~)JU l 

. 1 I 

On June 29, 2006_. NSLB.tepotted the mattetto the ItJB>, In its 
explanation to·. the .lOB .a.bout the incidettt) the FBI repotted~ ((tt appears that 
[the c:ase agent] <:rvedooked the te.xtin the NSL and EC." No ot:het 

55· At the time of the OIG's visit to the field office (June 2006}; FIR personnel werein the 
process ofgathedng the data 0 btained from the. :unauthorized over collection for 
sequestration >Nith .the.F!SA Court and were awaiting further instruction onhow to process 
this matter. As of January 200.7, the data. had been purged and de~trqy~<h (U} 
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infurmation a{bout ·the. reason for the violation was reported. On JUly 7~ 
2006, the FBI infonned OIPR oithelOH tnatter, On \July 23~ 2006, OlPR 
reported the matter to the FISA CourL (U) 

The OiG became a;\vare of the seco:n.d instance of improper use during 
our review oftbe Seqtiot'l 215 cotnbination applications that were provided 
to the OlG by OIPR. \Ve learned that the FBI inadvertently collected .. certain 
telepl'wne numbers pursuant to a pen register/trap and trace order beQause 
the telephone company did not advise theo~· .···· ·.·.···.·at the ·target had ~ . 

d.·····i· s ... ·~nn~~nu.e~. t·t. s.jn .... ·.g ·U·:··. e t. ,el··.·.~.p.·l.lo. n.e. l.ine .... • .. ··u .... ~1.·.··.t.i. ·.· · .... ·· .··.···. ree. · ..• ~.s. a.:ftm. ·.~he·fai"t··at···.····.···.·.···.-. ·.· l· .. ::i. ).· whea llml' t~ FBI discontmued collecting; m ormatton, l'o ~unng 
thi ~ .......... ··············· ... ~~ riod, the telephone number had been issued t:o someone else. 

~),U'! 
l ' 

The· FBI obtained its. frrst cotnbination order • for this telephone 
number on Februt:tryc=J2005; and it was renewed in June 2005 and again 
in September 2005, On November 30~ 2005, the telephone company 

re.·.Ifresentatiye· a_dvt··.•·.· se .. cl th. e F.BI.•. t.·h· .. •.l.a .... t th.• e.· ..• te·•.J. ep .. · .. h···.on. e .. num··· ... b. e.r .....•... :'.ras·.·.···· d·1··· s ... co.nn.e .. cted 
onl boos. The telephone company representatrve adv1sed the 
F'Bl that t.l1e target had obtained a new telephone number onl I 
2005. Thetelephonecom);k<my·representative also advised the.FBI that the 
old telephone number had not beeJJ reissued to anyone else. ~··. 'U'i 

l I 

~----------------------------- ------~ 

on December l t 2005J • ~: S l 
Htn.veveJ' J 

L...----------___,.,.-....,.---___,.,. .......... JA~s a result,· rtl.lnng tn1SI I 
period the FBI inadvertently collected telephone numbers from calls to and 
froni . . . . . · .. ·. )ryfdch was not covered by a FISA 
order,M ~} (U) ,::i} 

Otl.Febmary' 02006, the ·FBI t1eld ofiice agent queried the JtBI 
database that is the repository of telephone nttnibers obtained from pen 
register/trap and trace devices to determine what information the FBI had 

% The RISA order for this old telephone ntlmber W'a~ set to t~.xpite on December 2, 
2005. ln the rene1val application, the FlSA Cm1ftwas advised ofthe reason for tht} ch~:nge 
in.·telepho:t).e :murtbets, ·th<:tt the F'Bl had•inadvertently ali'eady collected data concerning 
this nev.t tdephnrie nunibet; iU'ld the tea!>Otl for this oven::oUectiorL 'l'he FlSA Cottrt 
approved the rentmr·al application fbrthe n.ew telephone ntn:nber on December 2, .2005. ~ 

~··· 1 U;1 
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intercepted on the target between OctobeQ'2005) andDecernberD 

2~0····· 5.57. Acc .. ~.~rc.ling·'"'· to···.t.~.e.-.d~._-t~.b.·.·a$.e .• _.the FBI hadi~·fa.c·,·tin. :.e.rcep .. t~o.. -.··. 
telephone nu.m.bers on. the tax get fori lbet\'>een No\emberl_j ""OOb, 
and Noven1beO 2005)58 ~-- .. nr

1 

\ ' 

On March 9 ~ 2006, the f1eld. . .on1ce r~ported. to FBl Headquarters and 
N$LB th!At .a.· pos.sible IOB violatipn h.ad ®curred and around this· tin1e 
provided to OIPR a compact disc. containing the nver-collected data.. 011: 

Aptil 7 t 2006~ OIPR notified the FISA Court of the over collection and 
provided to. the EISA Court the disk containing ·the data that had been. 
deleted from FBI databases. On July 1.7.~ 200-6, NSLH reported the violation 
to the IOB. (U) 

C. Noteworthy Item (U) 

We also identified an issue c.oncetning the accuracy ofinformt-ttion 
provided to the FISA Co·urt regarding several electronic surveillance. FISA 
orders and a combination order based in part on one strurce•s information. 
{lJ) 

On January 6, 2006, OIPR ·filed a notice to the FlSA Court stating· that 
h1 connection with several cases1 OIPR had.learned on December 22 and 23, 
2005, that the S<'>Urce who had previoUsly p.rov'i.ded significant ir)Jormatiort 
aboutt.he targets :reported. that he did not believe that one ofthe targets~ 
who was associated with all of the other targets, \'vas a supporter of a 
particulat terrorist orga11ization. The OIPR 11otic.e also stated the .reasons 
the government· continued to believe that there was sufficient •information to 
support FfSA applications for a.tl Qf the targets despite th.ts source's 
information. (~ \U) 

OIPR reported to the F1SA Court that the FBl had .learned of this 
itlibn11ation in April 2005 from. another intelligence agency but had. 
·~Inadvertently t:ailed to provide it at the titnethey received.it.l; On 
Janua 2006, the·•FISA Court issued an ordetd.i.recting 1,..,_ 
r----~_ ........ ___________________ .;;;;.a... ___ __,., __ . \iJ.' 

i.i.'. Acc .. •···· .. ~.'_n,•···g·t· o ano···th.·.·•_e_ .. t FBI dPCu.mertt.,.this qt~tr:Y oftbe data'base occurred em 
December U 20-QS, ~-- ml 

:>ll· Acto.rding to the da~abaae.; the <fat~ wllected v.ra.s Pn the 1)l.d telephon.e ttuml;et. 
According to FBI doz:urnents, this tVa$ ·a mistake in the data:bas.e due to a glitch in the 
inte .. r .. c ... ep .• tio. n .. softw.·are and the d.a~s infac. t .... ·c·o.Bected on the rte\v telephone number the 
target began nsingon Nove-tnhe:rl_J!QDS, tsJ:· .. t,U:J 
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ll,.~ge. declaration of a..Deppty Assists.nt Directort1·om the FBI's 
Counterterrorisrn Divisiqn. providing an explanation from the case. agents 
who \Vere responsible for the. FISA application. on the primary target about 
which this source•information w,as .mported and case agents ':vho•·were 
respDilsfble ·for FISA applications that irtc"Urpomted inforn1ation from the 

pri.t·n· ary·· .. ··.ta.rg·_·e. t.·.·.,s .. F. ·.lSA .a.pplication····· t\pcorfl. · ing to the·,· de .... -.•... darat.ion.•·.•·· the. primary.• b?E 
target case agents :revi~.nlied the April_j2005~ intelligence report containing 
the source information on April 02005, On AprilC:]2D05~ the case 

age ... ·.···~.n~ad ... ·.fi.naliz. e. d. the.• InS·A···re····.·.n.·. ew·'·ru···········a······P···. p.· .. J.·ica .•... t.lo.· .. ••.n. or. l .. t.h .. e.· pr. ·i·m··· a·t·y········t·a·· rg·:Y.et .. C.).• n AprilU:mo5, the case agents had provided QIPR \vith several inteUigence 
reports about the • ~1n1e souroe, According to the ded~ration~ when the case 
agents verified the· accuracy of the renew;al application 01'1 April. nthey 
:mistakenly believed that the problematic -sQut-ce in.tormation haa-&trea.dy 
been reported to 01PR, The dedar,ation. al.so sta.ted that the FBI belkved 
that the on1ission w·as nut intentional. because aU other infon:n:ation 
obtained. ftom the sou-rce~ some·ofwhich. w·as not favorable to the FBrs 
investigation, had been .. reported to OlPR. According to the declaration, c.ase 
agents responsible for H<ISA appLications that were related to the prin1a.ry 
target's FISA applicatiot1 incorporated information ftom the pri.mlmJ target~s 
FISA application and. dkf n.ot v-erily indepel1dently that the April 
intelligence report ltad been reported to OIPRa11d incorporated h1to the 
FlSA application. ~\ (Ul 

VII. Summary (U} 

As discqssed in this Cha.pter, ft·on1 2002 through 2005, OIPR 
sui:nnitterl21 pure Sectinn 215 applications for FISA Court approval, all of 

whl .• ·.ch.• ·.··• .. were appr····.o'·.·~rh. e .flr. st···· p······t·:t·····re·········· Sett.S.·on···· ··2·······1·····5·o.r····.cter··· .. was ap ... prnve.d by. '.t.'he 
FISACourt on Mayl_j2004. These 2.1 Section 215 orders concerned 18 
'tlnique requests. Seven unique orders \vere obtained in CY 2004 and 11 
uniqLle orders were obtained in C¥2005. ~···(lT:i 

\Ve also identified ~11 Section 215 requests that were \Vithdrawn. \Ve 
identified five categories of reasons for the \Vlthdra\\rn that applied to the 
majority ofthe· requests and applications: (1) in'ltestigatio.n. was closed. or 
changed course; {2) alternative investigative tool was used; (3) statq.tory 
limitations; (4) insufficient information t(J support the request;. and 
(5} unknown. (U} 

1,\>'§ }g~u1tiller==l.requests or applications· that. were 1.,vithdra\~rn 
becx:tuse the inves~n changed cout'$e Qr 'Was dosed, Most ofthese 
.reqlJests had been pending for several months at FBI Headquarters or OlPR 
at the time the field office closed the investigation or determined the items 
were no longer needed, We identifie~ hases in which the. FBI obtained 
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the .items sought in the Se:etion 2J5 request throt1gh smne other 
investigative. means.~ such as a voluntary diselos-ure let~.et' or a n~don~.l 
s~curity letter. \Ve also found fhatOIPR~s interpret.a.tion~e Bttrkley 
Ametuhnent \~-'l{S. raised a$ a cQ:ncern Jn eonnection with L_jMithdra~\>11 ~ S) 

reqt;l~.-·~.t.s ..•.. f o···,···r····· ~.·.·· ·. uc .•... a·t ·j···t·:n.1a .•.. 1. r .. ec···.···o····.·· ... rd.·s, although one of tl1ose reg.u~.· .. ,s ... t.·s···· ··· ~.Y¢ ... ~.~. · .· .·JI· .. · .... · •. , eventually \Vlthdrawn ·because I I \Ve· ldf:l'ltJfie~ !~J 

t:~wes itt w.hic···J·· \a·d· e. t~.·· • .. r ..•. m ... .. i~1.· .. •.".a. a··.o. n.·w···a$ .m .. a~·.···e··.·.··.tJ:.· .at .. th. .. · .. ~ ·.r.·.ere~.· ... l~oke. d.· s. ~ffi~-1~11~ ~ OJ ~. bt a:dequate tnformauon t~ go forward. We 1dentill~d ·· stan~€sutwhtch .! S ) 
we were unabl~ to ctetermme -- from dOGUments or 111. erv1 ws '\Vlth NSLB or 
Oll'R. pet$Qnn~l .... the reaso11. that the request ot application. did riot proceed . 
to the 11eA-t, leveL ~ .. ~· u' ~ 1 1 } 

We also id.e1ttified the totalltU111ber of co1t1bination Section 215 orders 
SQl:t,_{?;htand obtained,· The rnr did n.ot begin. obtaining combination. t'ttders 
until February lOi 2005, Throughout the .remainde.r of CY 2005. the F'l31 
obtained a total of 141 co.rn1Yi11?;PP:n orders. (S).·[U) 

We found that four Section 215 otders "'- two pure ord.ern in 2004 and 
two cmnhination orders in 2005 --: 'Were .modified by the FlSA Court, We 
determin.ed that in addition to these reported instances ofnwdifications~ 
OIPR sometimes makes changt~s to arJplications or orders based on 
conversations with .FlBA Court judges artdi ot F'lSA Court legal advisors 
before the 1inal application is !1led '\>\'ith the FJSA .Coutt~ and these changes 
ate l1otgenera11ycoi1sideted to be modifications. (tJJ 

Finally, we identified t\Mo il'l:Sh:UJ,ces of improper use of Seytion 215 
orders. l3pth inst..an:ce.s concerned combination orders ln. \Yhi¢h the F'BI 
obtained pen register/trap and trace authority in 2005, We did not find any 
~tstan(:e ofimpiope,r ttse of pure 8ectlotl2l5 authority. In both inst~ndes 
the FBI identified the improper use and reported it to the lOB. (U) 
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CHAPTER FOUR 
DELAYS IN IMPLEMENTING SECTION 215 AUTHORITY AND 

OTHER .IMPEDIMENT$ TO USE fU) 

1. Introduction (U) 

Before passage of the Patriot Act~ the Fat had obtained only one E'fSA 
order for business record$, F'ISA had peeg ·~mended in 1998 tQ aUow Jor 
sqch orders, but. no written polipie$j proced;un~~~ or fonns had been issu.ed 
by the FBI. o:r ·OIPR with respect ~o FISA })usinessrecords applicatio.ns. 
After passage of the P~tnot Act in 200 1~ neither · the Attorney (kmeral no.r 
OtPR· issued it11.plenwnting . prqeedp.res. or guidap.ce vdth respect to S~ction 
215 authority, (U) 

In the Pa~triot Act teauthori?.atkm .legislation, Congress directed the 
OIG· to ·indude the foliowinginihs review: (lJ} 

• The jus tification fbr the failure of the Department oLJustice 
Attottiey Oenetal to issue implexnenting procedures governing 
requests for bu$iness record$ a,pplications and whethet such 
d¢1ay banned na:tio.naJ security; (LT) 

• Whether hureauc.ratiq or procedural impediments ptevented the 
.FBI frotn <~taking fu.U a4vantagell< of the FISA .husiness rt.--cord 
provisi011S. (U) 

ln. thi-s- chapter, \Ve first set forth the :facts cot1:cen1it;1g the 
implementation of polkies and procedures concerning Section 215 
authority~ the delays in processing Section 215 reqttests} and other 
problems that have affected the }"BI field officestability to obtain Section 
215 <Jrders~ We then analyze the reasons why the. Departmerttdid not issue 
implementing procedures concen1ingS~tion 215 authority, \Ve. also set 
forth our analysis f:on(;erning the bureaucratib a:od other impediments that 
affected the PBPs abili{Jt to obt~1n Section 215 qrqers. At th~ end of the. 
chapter, w'e discuss what effect the: processing delays and ot:h~r 
impedhneni:s have had on th.e F'BI·ts a.bilit:y to obtain Section 215 orders.. {U} 
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Faetual. Background (U) 

A. Attorney General's Implementation of Section 215 
Procedures (11) 

On October 26, 2001~ the same dtty the Presklent signed the Pattipt 
Act~ the. Depttrtment issued det~iled guidanct~ dese,r'ibing the change\$ 
brought aboqt by the Patriot Act At (hfl.t. time, the. Pepfl.rtment. did nqt 
implement procedures for obtaining Section 215 order~t- (tr) 

ln October 2003) the FBI dissemina,ted.@ interr~al. standard requ~st 
form forfieJd offices to request Section 215 orders, along vvith gt;tidance, 
about ho\v to use the form .. In the spring of 2()04., OIPR am;lthe.FBI issued 
a te111.plate for se;ction 215 applications and orders, fL1 

As noted abovet the frrst Section 215 otdet was. obtained in spring 
2004, Vie fou11d th~lt when ·FBI field offices began reque:sting Section 215 
orders, they encountered pro-cessing problems, For exam.ple. as delSt;ribed 
in Chapter 'fhree~ in several instances. no one from NSLB•responded.to 
Secti()n 215 requests for sev'era.J months or did. not respond at alL In 
additim1) in some cases NSLB sent draft applications to OlPRt but the 
applications \vere 11ot finalized for sevett-\1 months, In son1e eases.,. FBI 
Headquarters sent Section 2 15 requests directly to 01P.R \\>ithout notifying 
NSLB a:nd ne'.>--er received a response from OlPR ln other cases in which a 
draft .application. was prepared_, the field office did· not. receive any response 
from NSLB or OlPR. As a result of these dela~V~h in smne cases the 
infotm.ation was no longer needed hy the titne the field office received. a 
response from NSLB or OIPR, and the request was subseq~qently withdrawn. 
(U) 

We sought to detertttine how long requests were pending in NSLB and 
in. OIPR in otder to calculate average processing tinms Jor requests for \vhich 
Qrderswere obtained a.nd.for·withdrawn requestsforSet-;tion 215 otders. 
HO\Vever, the FBI's and OIPR's recordkeeping. systen1s in place at. the time 
ha.d limited capabilities, and there \Va.snn system for tracking.Section 215 
requf;sts either within the F'.Bl or OIPR, Thereforet theinfQrm.atiqn \Ve 

provide below' contains incon.1plete information. with. respect to many of the 
requests, The data betmv provides the average processing tin1es we were 
able to calculate,, \Vith certain qualifications abo-ut the data, Thereafter, we 
describe in detail the difficulties the FBI and OlPR encountered in 
r.:trocessing the first Section 215 requests subn1itted in 2002) NSLB~s effotts 
to push fQr its first Section .215 order in 2003~ the disagreements that arose 
between NSLB and OlPR about what was te'quited in. the tetnpiate for 
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Section 215 application$, and other prob-l(trn$ that affi.>jcted the Sectiq.n 21$ 
proces$. ·(U) 

The· chart beloW reflects •t.'-le avett-).ge processing lin1e of withdrawn 
requests and approved request.s.59 (U) 

1.. Average pro®ssing times (U) 

DIAGRAM 4.1 (U) 
Avet"age Pr04»ssing Time (U) 

Sot'lrt:e: OIPR and FBl (tJ) 

• C¥2002 (U) 

From doct.tttJ:ents obtained from OJPR and the FHL \Ve were able t<J 
det.errni.ne that the FBI gener-ated five Section 215 requests in CY 2002, No 
Section 215 orders \Vete obtained fbt these requests because. a1J ti.ve 
reqUests w·ere subsequently vdthdra'Vvn. As a result) \Ve cann<Jt calculate an 
average processing tintefor approved requests submitted in 2002. !~ (TJ:i 

"~~ l•'or each,year listed on the chart, \Ve C<tku1ated pmcessi:ng times for reque$tS 
submitted in that )'¢ar, '>'<rhether they \vere approved or w'filidra'>Vrt in that same <..~ertdar 
year or in the next calendar year, For the requests submitted· in 2002, \Ve vve:re only able to 
calculate proeessing times at OlPRand not the total pr()cessing times. Similarly; in 2003 
for app-ro.ved requeMs, w·e had. da1:a • only for OlP.R processing times andJmt total pweessing 
times, (Ul 
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Of the Hve witl:Klrm.-vn requests submitted in 2002t one ofthe requests 
Wfl.s pending at N$1""13 \Yhen it -..va.s \Vithdrmw1t but we were Utl.abl.e to 
determine when . .it wa.s withdrawt1 so we cn.Jtnot calculate its processing tin~e 
up to that· poinL The other four requests were pendingHt OIPR when. they 
\vere withdrawn, We W'ete able to <.letermine ihr three of tht~se Inur requests 
when they 'tVere sut:n:nitted to OlPR and when the requests were withdrawn. 
Because we '\Vere unable to detern1irte when these· requests \V~Te submitted 
to NSLB_, we cannot calct1la.te the total proc:es.sh1g fime for these requests. 6tl 
The avera,._~e.processing time in OIPR forthese.three requests was.330 
d"''ffi 61 H;ly 

o.;; ,, \~ fUi 
I I 

• CY 2003 fU) 

We \\'ere able. to determine that the FBI generated four Section 215 
reqnestsin 2003 which w·ere eventually approved in 2004. \Ve were unable 
to d.eterrnine when. these requests were prepared by the field offices or 
sttbntitted to NS.LB; therefore w-e cannot c-a.kulate the total average 
processing time. Howevert we.· were able to determine when all. fou.r requests 
"vere submitted to OIPR and when Section 215 ortle:rs w·ere obtained. Thus 
we are able to calculate only the· OIPR processing time and rwt the total 
proc?:s~n~ ... t~rn~ ;r._ •..••. ~~·!average OIPR processing time ihr these four requests 
\N'U.S 2rn nays. ~· , -·, 

The FBI generated ten. Section 215 ruqnests in CY 200a that were 
later t&.-"'"ithdratvn. We have· submission. and \vithdra\\:~at dates for only fc:rttr of 
the· ten re.qtwsts. Of these four requests) thrt~e ofthe requests were 
submitted to NSLB and were withdrawn \Vithout a.ny a.ppticution being .sent 
to OIPR and·<Jne was withdr-a-v,m after the request was submitted by the.FBI 
field office directly to OlPJt The total average p.roces.sin.g tiln.es .for these 
four withdta"\vn requests \>Vas .234 days, ~l\U) 

® .P'tom the documents, it appears thatthe-oo recg.lests may have been submitted 
directly to OIPR and may not have been provided to NSLft (t.IJ 

01 V"'i.th respect to one r:tf these three req1lest~;~, the FBiw:as unabi-e w provide <.an.y 
hifon:nation. or docu:.tn.-e:n.ta.tio:n, OlPR tee(ltds sho~wed that the request \\<as submitted on 
Octo.ber 16, 2002t and· was withdrawn on J"uty 20, 2.004,.fora tota.l of643 days pend)ng, A 
Deputy Cm.ms.e1 in OlPR told the 010 that the rec:pxe~t \V-as withd.rav,.rn bet.'::3:use a full 
content .FlSt'\ order tvas obtained; however, ·w-e do not. have any inibnnation about when the 
full content FISA order was obtained, The fntl content :FlSA order could have been obtained. 
several months beihre the request >Vas actually withdrawn, 'the field office that h.m1.dled the 
investigation of the target reported to the OIG th?t it never ma4e a $e<:tkm 215 request tot 
this target. ~ (U) 
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• CY 2004 (U) 

+he FBlgeneraied atlear===lectiqn 2JS requests in CY 2004 for 
which oxder:s wer~ oQt<'linecUY2 ~ \V~~m the field offices submitted the 
requests toNSLB and \Vhen ~e t)rders Were t1htainedfot····· ··············· ··············· ··············· ··············· I 
:requests, Thus, we are able to calculate the average toPt pi uc.es:sxug ..xn!'l'.c-, 
The av"enr e tot.:ll processing Time tor thestF=req;uests was 279 days,. Fqr 

quests we were able to ·ca.ltumle how long the requests were 
~p~e~-n~t~ . .1~n~g~1~.n~-. ~ .. ·"• T""M· and in OlPR The requests were pending in NSLB for 162 

days and in (1IPR for 180 days, J$1--. 1u·J 
1 ' 

·_T_ •• _h. e_·_. ___ F_····-._B ... ·_· ... _r ___ ·_·._.g_.· .. ·.e_ .• _,n_._._•_eyat ~ ..•. . __ ._"'_s_•~-~~h_•·_._o_n __ z_._l_ f_,_.•_t.'e_._·.q. u.·· .e-,s·_···t_·-~_,_· ... · .. t.·n_ .. _c_ .. ·._,y __ .··• _:z_• __ -_o_'_ 0.4···_._·. ·t····.·-.l~··kt were · .. J .. (S) later \>v"ithdra\vn. V.l" " ·l'i~,~don and withdra\val dates for·al .. 
'S' request~, "c.)fth¢sp · .equeat) ......... ······.······h~ere subrnittedot T . ····!.art ... \ ) 
I ! ..-vith. ·.- .. _·drawl.~- wh_ il. e. the ·e ..• _.sts_.· .. · '_vere_ ".still. pe_n_ d. in. g at._·. N .•. ·. SL. B .. _·._•·._ . . _··· . · •. re pe_ •. _n_ 4i:ng 

at OIP.R when they were \vithdra.wn. For one of these r , ·. ; ·-.· ~ we \vern 
unable to deterntine whether it was pending a.t NSLB or OJPR whe.n it \Vas 

~~~1~:.·~_.'.:.• ,~:oi~~~t:tai}!~_=:t!'~~~~j!:,; t:~i!:_· .. t!e~~l·Rwn~:iA~~t~,;::s 's :' lS'1 · .. "'1 ,., • 

• 

1 

withdrawn, w'e ~a. su ficient..datafo _·········.·····_···_·_····· fthe requests to. track how long 
I,S) the requests ·were pending at NSLB and at OIPR, Thesq jequests. were '5) 

pending at NSLB for an average of 80 days before they ~ .cl. v ._knt to ()TPR. 
They w·ere pending at OJPR for an average of 14 l days before they we.re 
\¥ithdrawn. ~--. (U) 

• CY 2005 (l1) 

The FBL ge:rtetatedc=J;ection 215 requests in CY 2005 that were 

a_ p_pro_v_ e_u_.. • w_ .. ~ .. e kt. •. ··1·o· v_.·_v_ w_''hen_ .. ·. _u_ ··1e_._._. -~i .. e .. 1_ ·.d.·. o_ r __ il~b. r:ti __ •_t_t_ t_1 ~tt ... ·. th·.·e r __ e_ q;.·•· u_ •· ests_~_ t. o ___ ··. N ___ -•. _s_._. ·_L __ ·_ B_."'_•·•.• 
iS) an.cLwhen the orders were obtained fur L=jof. the. requests. The average 

' , __ It .. o .. -.. ·_·_t .• --·.a_._._ .. I .. _·. pr.E.--. t. :·e.· ,,_s __ ._s·l_·~~ _ti~_, . __ e fi·(·D· r __ ._· __ ·.···.th.· __ ·_. e ... -_--•sl_· : •• • ••• • ~---qu·. ·.e.· ····s. :-_s wa_····.s. J-.4_·_9_._ .. ·. _d_._ ._a·· .• y.rs. •·_,_ F_·_o __ · ····r· •. ·_t· · __ h_._.·_·. · .• e. ·.s. e.-1-5) ./ -.quests, we were also able to dete:rm:tne the average time the 
(S! :requess were pending a.t NSLB and at OIPR. The average prneessing time 

at NSLB was 60 days, The average processing tirne at OIPR was 88 days,63 

~--- Wl 
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Th~ FBI geneiateGreque~ts for Section 215 orders in 2005 tr-h=a.;.;.;;.t;;...._..., 
\Vere later withdrawn,\Ve have submission and withdrawal dates ibr tr ············ ... ··.requests. Fo~ ··············································· ... ~nests, ho~vev¢rt \Ve wer~m~I:ei[O'\".:i 

determine whether they were· withdrawn at .NSLB or 01PR.. Of th 
remaining requests~ one was pending at NSLB whe.n it \Vas withdr._a~· ~~;\-'l_1_ru....,•~ 

· krete pending at OlPR when they· were withdrawn. The averF----1 
prQ~.esstng Um.e for thesJ . . . . ~n,quests \vas 109. days}H . For thL___j 

1 
S, 

reqqe:sts that \vere·pendin.g at Ol:M~ when they were \\':ithdna'wn} vve wer~ ) 
UJ:'la,ble· to dete:nnine how long the requests were pending in NSLB (:{lmpared 
to OlPR. ($).·\U) 

2. Pwcessirtg d~lays with initial ~ction 21$ requests in 
2002 and 2003 (U) 

We inte:nrie"W"'ed OlPR and FBI·. offidals regarding the delay in obtaining 
Section 215 orders and the delay in developing guidance for obtaining 
Section 215 orders. The Counsel for InteUi&,~nce Policy told the OlG that 
after the September I 1 attacks and pass..~geof the Patriot Actt the· number 
of· request$. fo.r :F'ISA electtonic &urveillance ot ~<full content".Ji'lSArequests 
increased dramatically and that OIPR stntggled to keep up· with this 
demand. According to the Counsel for lntellige.nce Policyj OlPR responds to 
the priorities set.by the AthJrney General gnd by the InteUigence 
Comrt1H11ity, indudil:1g the·· FBL Be said that one of those. pdo.rities was •. the 
Attorney· Generars ·new procedures on. intelligence information sharing, 
issued in.March 2002~ that n~sulted in signitlcant changes in how 
intelHgence information \vas haru:Ued. The Cottnsel for Intelligence Policy 
told the OIG that he discussed with the Office ofthe Deputy Attotney 
General the· ne(!d for training on these new procedures, and that the 
Co-unsel for Intelligence Policy agreed to de:velop the training. In addition, in 
December 2002 the Deputy Attorney General issued. a directive instructing 
QlPR. the FBI, and the ()(lJ Cri:m.inaLDivision.. in co:n.sultation tvith the 
Intelligence Comnrunity~ to hnplement. a comprehensive trainingcurricuh..tm 
on the PatriotActchanges to the· Foreign Intelligence. Surveillance Act and 
related matters for all I)O,J attorneys and FBl agents assigned to national 
security investigations.65 OIPR developed a curriculum that addressed the 

1 5 ) ~H ·.It ia Jx.>ssibre that ~ ~tl.f.:~st '~Na~ genetated in 2005. It \Vas withdrawn in 
Apri12005~ ·but we were unable· to determine whe· · · · '~s. generated, and fC!t th:isreascm we 

~ gid_f!otinch.!.df!itin this se.ction. ~With res~tA: ········· ········· ther withdrawn requests, we were 
I" I un• ble !<> deternline whetl they t"" .. · re submitted D , ,._: · .. ··. or whe.n the·y· .·.'~.'.ere "" .. ~~.·t. ,·h· ..• d .•. raw'fl. We 

(51 . alsa d.ld n.oLi:m:;lude.these ... ..... ..... equests in our cillculat:lons in this set;ti:o:n. {Sf 

!W See Memorandum ftom .the beputyAttorney Genern1, Training on F'lSA lt~W Related 
Matters(t)ecember 24, 2:002). (U} 
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FISA process and infonnatJon sharing procedtJres., The Cnnnsel for 
Inte1Ugence PoliQY to.Id th~ Ql('t that training v;tas provided to apprqxit:nE!tely 
4t00D a.,~ents ~nd attoru~ys itt May and June 4003, The OIPR ~ttam~y 
respqnsii)le for developing the t1'B:ining told us that the new Section 215 
authority was a Irtinor component of the training~M 'The Ctninsel for 
lntelUgence Polk:y saJ.d that another pdodty OIPR 'iNas directed to focus on 
was a task .force to addtess F!SA a_pp1kations related to th¢ 4 ta.mp tlp1

t to the 
war .in Iraq, (U) 

With respect to the FB.Vs ability to obtain Section..215 t)rderst the 
Counsel ftll' hJteUiget'lce Policy told the OlGthat the FSl"krtow[sfhow to get 
\Vhat ·. [itl want[s]'t and that he regulatly re.ceives tel¢phone calls fton1 FBI 
¢Xf~cu~ives~. including the Directt~r; vdK~n a particular · application or typt~ of 
application is a priority. He said that during Uti$ th11e pedod the FBl uwa~s 
ltt)t beating down [OIPRs1 door' for Section 215 orders-. NSLB attorneys told 
the OI(} that during·this time.1 NSLB attorneys discussed on numerous 
occa;siuns \\'ith OIPR officials the FBfs displeasure with the pace ·of 
processing Section 215 requests by OIPft · (U) 

FBI employees also told the OlG that S~ction 215 requests ·were n6La 
pt'iority initially because the tltunber of tequests for full content FISA orders 
increased significa11tly after Septetnbet 11, 2001) and NSLB attonieys -t;vere 
focused on addressing these ca$es, In addition:. in 2002 NSLB did not hase 
a.n attorney·designated a.s .a. point of contact for Section 215 requests, :NSLB 
was attempting to hire more attorneys to h~ndle the increased 'vorkloaq, A 
lbtmer supervisor of NSL:S told the OIG that when he became the ·su.pervi.sor 
in Aptil 20021 the unit had approximately I 0 attorneys and \yhen heleft in 
September 2003, NSLB had grown to. approximately 30 a.tt<.Yrheys .. 61 {t1} 

In early 2003, an NSLB attorney volunteered to w·o:tk on Section 215 
requests. She began developing· a standard request tbt:t:n. for the field offices 
to U$e for s4bmitting Sectio11215 requests to NSLEt .Around the same time~ 
the Chief Division Counsel for a large field office ·· drafted a standard .request 
form tor his field office to use to make St";ction 215 reqtt¢sts. The Chief 
Division Counsel comnlt.:rnicated \vith the NSLB attorney about the form, 
and .>she pt•ovided tecornmelldations and S\.tggestions. In additiont in an e­
mail d,atet! April24. 2003, she recommended. that once he obtained 
approval trom his management to use the request form~ his field office 

66 'the· Olfl'R attorney r~spon~.H.ile f'k'lr developing the training told us that it t'octl~>'ed Q'n 
obt~ining •-<fuU r:o.ntent" FISA o:rders, whkh t!te .a,ttomey tenned a #:more aggtessiv¢ 
t~"hnique"' thatr Sec:tion2J5 Q'tders. fU) 

rs7 At the time, NS.L!3 was qalled toe N,$tional See:tlrity Law UniL {D) 
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should use the form until the FB1.;,:vvide standardrequest forn1 she had 
developed was approved at FBl Headquarters, (Uj rc, 

io.J) 

ln 2003 .. the fi~BJ generated a total oOection 215 reque<Sts that 
we:re withdra\\'11. Through .. August 200.3 when NSLB be,g<3.n to. foc.us on 

g a Section 215 order; which we. discuss . below~· the FBI generated 
(S) que~ts fo:. Section, 2_1? orde~s, . Dt:e ofthe requests :vas s:nt from 

ntenntelhgence .D1v1s10n to OIPR m February 2003,t:.•8· Thts was the 

{·S )······I ren
1

.Jest· ..... ·.nrel'rinl.'**•.t,r .. di.~cl.'.S'£e~d· ...... fnr .. ·p····l·'·r'.i'.'ersltsr···l·i·.brsn>''st ~hl:r!~~~:~~~r:!ng 

IS i 

detennined by OIPR to be problematic because of issues arising out··of the 
Buckley Amendment, at1d. was withdraw•n .. M· ~··. \ln 

I t""tuests were sent to NSLB bur :were lll:Yer fOtwatded 
to OIPR. One of the requests was for a university's bcords arid wil$ 
submitted in April 2003, As previously· mentioned~ the NSLB attnmey tvho 
handled this request told the OlGthat because oftheissues·with. the 
Bt1ckley Atnendment, the .r~Bf did not want to push.thiscase forward as its 
Section 215 test.case with the FISA Court, Another request was submitted 
to NSLB in March 2003, but was later \vtthdttt\vn. \Ve were unable to 
determine the reason thH~ :request\>vas \Vithdratvn,. (~ (U) 

3. NSLB~s efforts. in the summer 2003 to push f'ora 
Section ~l15 urder (U) 

ft1 the summer 2003.; NSLB bega.n to focus • .mote .resoutces on Section 
215 requests. In May 2003, a new Deputy General Counsel for NSLB was 
appointed, He fold the OlG that at the time he was aware that the FBI •had 
attempted to obtait1· a stnaJl number of Section 215 orders but had been 
unsuccessfuL He said there w·as a sense \Vithin NSLB that the FBI needed 
to .,.,bret-tk through &11d get fa Section 215 order}, n In. addition.~ he said thaJ 
there \Vas a· recognition that the FBI needed ·to be&'1n ohtait1ing Section 215 
orders because Section 215 \vas one of the Patriot Act·.provisions that was 
~cheduled to sunset at·the end of2005 and Cong.ress·would he scrutinizing 

i:ia Because there \V~.s no h:tternal•prqcess in pla<:e directingfie1d offk-.es·w Sl.lbmit 
Section215 requests to NSLB in addition to the Counterterroti~n11 111vi~:~km or the 
Co-untetintdlige:nce Division, field ofikes sometitrw.$ !Sent requests only to the FBI 
He~dqtJa:rte;rs !)perationru divisions~ and the FBI Headquarters operational division 
$Ubmitted the requests directly to OtPR. fU) 

fig QlPB dt'if'UU1eJ1tS §!hqw·that this rm;m""st was \Vithd:ra\Vn bv the F'Bl in Nuvembet· 
200~ l(S) ,, 
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According to NSLB and OIPR attorneys we interviewed> NSLB.and 
OIPR.·had several disagreements about the content and form of the Section 
215 applications NSL.B sttbmitted to CHPR .in mi<hOctober 200:3. First~ 
NSLB attorneys told us that they believed the Section 2T5 applications 
should be streamlined and. shnilar to a. gran.djury subpoena. However, 
When discu.ssion 'With OIPR personnel began on the developtttetlt of a. 
templatej OIPR wanted the application ·to include more information than 
NSU3 proposedJO Disagreetnm1t revolved around ·differing interpretations of 
the relevance standard and ·the level of detail necessary in the application 
package to meet that standard, OIPR personnel told us that they believed 
the applications needed more detail to satisfy the scrutiny of the FIS.A 
Court {11) 

NSLil and OIP:Rpersonnel worked for several months to develop a 
te111plate for·Section 215 applications submitted by NSLB to·oiPR. A111ong 
other· things~ the application. includes a spedt1c description of the iten:rs 
requested, a. description of the underlyinginvestigation, and a description of 
how the FBI expects the requested items to Jurther the investigation.71 (t.J} 

'>'(} An OIPR attorney who was htvolved in th¢sediscussions . .a.ooutthe Se~ti®215 
applications said that ~he had pte pared a template application. ibr s~~ct~on :415 requests in 
2002 that \vas reviewed hy an NSLB attormw, Hmvev¢r,. UHs t~mpla.te apJ1licaHon \V'~.s not 
used by th~ NSLH attorneys who prepar~d the appik!'l.tions that\\~te submitted to OlBRJn 
law :?Q\13. {U) 

11 Jn addition to addressing issnes that arose out of statutory intt~rpretation, NSLB 
attorneys wete also discussing the prndical·issu.esg.ssociated with serving cJ;~ssified 
Section 215 orders on·iJ!.dividnal.swho did not have security clearances and l:mstnesses 
that did not ha.ve·approved storageeontainers. NSLB considered many options,. such a.s 
determining on. a case"by-case basis whether the in.tbrmatio:nllsted in a Section .2 t 5 order 
is classified, NSLB e>;.<entltally <:ktermined fh~t ~U. Section 2 l.Son:lers were. to be treawd as 
classified, although undeared perso:nnelcotlid he shown the tttder for r.mrposes t~r 
{confd) 
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NS:L£3 attorneys told.·the OIG. that evt~1 after a standard fl.PPlication 
ft~rn1 was agreed upon, they continued to··beHeve that the arnount of detail 
thatOIPR requireci in the description of the investigation and.the items 
requested in Section 215 a.pplk:ations·was more than the law required to 
establish relevance, One NSLI3 attorney told the 010 thatOIPRattorneys 
\Vttn.ted «an inorxiinate a.mount of detail)) in the applications. (U) 

Another initial problem that arose with the applications ·sltbrnitted 111 
tnid-October 2003 concer,ned wh.etber the FBJ could.· present Section 215 
.n:~qt.1ests to·the FlSA.C<:rurt directly,. NSLB attorne.,v"& lm,d dtafted the 
applic.a.tious for the signature of the FBI's General Counsel and not an OIPR 
attorney, NSLB .attorneys told us that they believed FBI attorneys could 
present the FBI's applications dire.cdy to the FlSA Court without OIPR 
approval bec;aUse Section. 215 states that the FBI Ditt~ctor or his designee 

k l . ·. ·. , · · ·· .. · · 1 · FI····~ i\. C' . · · ..• f'. (."> · · ' · ·. · 01. s·• .. · .. · .. ..1. · ·. '"'0 0 · r::g· can ma e app 1cations to hw S.r'" .ourt or ""ect10n ""' ... on:.-~.ers, ,. ... "-'ee "' 
lLS.C. § 1861, {U) 

OIPR attorneys disagreed, stating that the FISA Court Rules of 
Procedures. provide that the Attorney General determines \Vho is per:mitted 
to appear before the FISA .courtt and F'Bl attorneys hfldnot been authorized 
by the Attorney General to practice before the· FTSA Co-urt, Eventually, 
NSCB agreed to d.raft applications for the signature of an OIPR attorney, and 
OIPR attorneys 'Would present the applinttions to the FISA Court, (U) 

1 S) Alll bf the initial applications submitted by NSLB to OIPR. in 
October 2003 were eventually presented to and .approved byth.e FlSA Court 
but not • until much later in 2004. At. som.e point after the appllcations were 
first submitted, NSLB decided to focus on the application it believed was 

' . . 

collecting inforrnatior~ ln mspon.s<~ to- the order btl t cmfkt not t.r~>aintah). a copy o-r the· ott-l:et. 
Itt Novernber 2004, NSLB t-evised the FBI'~. stt:lJld.axd Section 215 request form and included 
a.utl:toriz.ati1m .for service. on.persuns wit.hoqt security·dearances .. {U} 

FJ Orr Qctober 1 Q, 2003, tlw Director of the • FBI designated the General· Counsel of the 
FBI to rt'WJw Section 215 applkations tn the. FISA Co~.:ut, Other offid.als who .. ha.\•e ·been 
delegated this authority i.ndude the FBI's Deputy Oin.->ctcOr, the Executive Assistant DltectQr 
for National Security, the Assistant Directors and Deputy AssistantDirecrora of the 
Gmmterterrods.1n, Counterintelligence, and Cyber Divisions, the Deptrty t1eneral Counsel 
fo.r National Security Afiaits, and the Se.nior Co\tm1lel for National Sectnity Affuirs, {U) 
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Both OlPR andFBl personnel told theOlG that in addition to 
ptocessfng delays caused by disagreements concerning the con tent and 
fottrtofthe Section 215 applicationst some clelay occurred because th.e 
processing of business· tecord requests was not a priority by eitherthe b"BI 
Qt OlPR at this· titne73 Instead, OlPR f;l;nd the FBI ·were focusing ott the ·~full 
content~· FTSA appli<::ations that had become· backlogged. 74 Pursuant U> !:-'1-11 
Attorney· Gener@.l directive issued in A,pril 2004, OIPR was in the ptvce$s qf 
forming a :rnSA. task J'qrce to at:ldress the backlog of full conte:ot FISA 
requests)S (U) 

Section 215requests continued to take several rnonthsto be 
proc~ss~d intheretnain_der o:£2004 and 2005. For example~ J 1,, 
applicatmns \Vete .. submttted by NSLB to OIPR on August 4, ·'*004, On 1 J} 

Septertiber 23, 2004t. and again on October 5, 2004}. the NSLB atttwney who 
handled Set;~tkm. 21$ requests wrote an e~mait tohersupervisors stating 
that. NSLB had not heard anything .aoout• the appllcations from. OIPR. 
Si:ttlllarly!. on November 9. 2004~ the srune •NSLB attorney wrote an. e-mail to 
a COO stating thar===lnore applications had been submitted to OIPRin 
September but NS.~not received.any response. from OIPR, NSL:S 
attorneys \Vere also frustrated by the edits recommended by OIPR attqrneys 
and the amount of information f.md follow-up \Vork that was being 
requested. .1St·· .. FJ) 

In the fall o£2004> the new Deputy General Counsel ofNSLB and 
OlPR Deputy Counsel for Operatiotlsmet to discuss the problems with the 
processing ofSection 2l5 requestliL The NSLB Deputy General Counsel &11d 

the OlPR Deputy Counsel told us that they agreed. to attempt to resolve their 
differences. about. th.e content of t1Je FTSA applications in order tt1 address 
the backlog, OlPRand :F13I managementalso implemented a ;;48~hour" rule, 
by which OJPR personnel v.'"e~te to contact FBI personnel within 48 h<>urs of 
receipt of a business record application regarding an.y significat'lt emtce.tns 

73 When \V~ asked OlPR petsonnd about the delayed processing tinres; tw-o attorneys 
tokl the OIG that a ''rnon:\totium" \'\>'as placed in the spring of2004 on the further 
processing ofSection Q15.applkationsand that the moratorium may ha'lle beenconnected 
to litigation, The Counsel fbr intelligence f'oHcy told the 01G he d:id not.n~caU a moratorium 
on the pR<cessing of Section 215 applications fro1n the FBL (U} 

H 'fhe Counsel for lntdligenq': Policy told the OlG that fllthcrugh OIPR tvas given 
authority w hire a $igntficJt.nt m:unber of e:rnployees, the m~ljority of these em;ployees did n:tlt 
begin t<lotking ftw OlPR until 2004, Ai3 a ~snit, OlPR did not h~tve stJ.fficient per§otll:ld to 
handle· the wp:rkload. (U) 

75 MeJXWrandum f.rom the Attt.u"Tley Gene:ral to the FBI Director and Cowns¢1 to the 
Office oflntdligence Policy and Re\tiew, Changes in.Pr\itedu:res forJ:tnplenwn.tin:gthe 
For~i.grUntelligence Surveillance Ad (April 16, 2004). (U) 
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CUPR had with the requ~st. However~ NSLB personnel told us they did not 
obs.ervv any changes or irnprovetnents to Hm p;roc~.ss as a result .of the 
it11pkmentation qf this ruk:.. (U) 

Processing delays \vere also experienced \\<'ithin NSLB, both with 
respect to requests for· which orders ·were eventually obtained and with 
respectt<J requests. tha.t were \;vith.drawn. For example, w•efound. that With 
respectto a.reqttest that \Vas submitted to NSLB by afield office on 
fi~ebruatY 12) 2004~ NSLB did not send .m applkation to OtPR urlt.U 
,_la1TL1aty 14, 2005, almost afuUyear1ater.76 {U) 

5. OIPit and NSLB take steps to bnprove Section 215 
proce$5 (U) 

By early 2005> the Department faced the "sunset provision" ofSection 
215, pursuant to which the authority would lapse or ·~sunset" unless 
Congress affirmatively renewed the provision. .In .April 2005 FBI officials 
testified. before Congress about the FBI's use ofthe authorities provided by 
the Patriot AcL This. gerterated a renewed ernphasis Withirt the FBfs 0111ce 
ofGe.neraLCounselon the use of the Section 215 provision. Ar-ound this 
same time~ the J.)eputy Gen.etal Counsel for NSLB collected information on 
the st~.tus of the F'Bfs ·pen.d.ipg $ection.215 requests and a, summary of the 
history of the problet11$ betwe~p NS.LB and OlPR regardirtg Section 215 
requests, {U} 

Aro:qpcl th,is same tirne>· the NSL}3 Deputy General. Cqunselmet with a 
Deputy Counsel ofDIPR and discussed the issue of the. pen.dingSection 215 
requests .. At this meeting~ the OIPR .Deputy· Counsel informed the NSLB 
Deputy General Counsel that OIPRhad rece~1tly as$igned two experienced 
OlPR attorneys to address Sectio:n 215 requesHL (U) 

tf), In ~ddition, after t}le fitstS¢ction gl5 orderwas obtained in spril1g 2Q04, the NSI,-B 
attorney w4o \va.$ h&tldting Sect1or1215 requests, wrote@ e-'mail dated .1tl11e l,. 7004, to 
~gents stating') "LhaV'e repeived.fmm es.ch ofyou a b11sil1e$s 1<ecotd requem a.t $0U)e 
~ll the past...,. s<,me oft))eseteqtiC$t~·are quite oh:l, l.nee~.l to know frqtn each ofyou 

~:·?·e·'fi.· ~.e .. •e;. fo·
0

·
1

·s~.: .. ~.11!nU:e.a~.di.t~~.· .. ~=~n:~.~
0

·s···.i~thn: .. t.:.fh·····~•.:O .• · ... \~.eg.: .. ~ . .'~:.····.· •:!.•. ·.= ~.eq.~t·r·:.~ii~.·· .. g~;.ro~ :~. ·.::~e, AEo. 
req.uests.ha.dbeen.· ... subrnit~ledin JO .. 03, one ·h·a· d bee···.n .. · st:tbmitt. ed in Jan•t.·lary·..,.;?>m\.nrT"''v""'·"'='~.,.,· .. mu-. __ _. 
ru:tother in February 2004. of theagentsresponded that the n.,-quests should be 
withdraw~n for different reasons, For example, in one ca-se the custodian of .records had 

Ot d .. t •.•. '.o.· ·t···J·1··e· FB·,···J··· th. a..t., it .. di·d· ·.n·· ot .. •·.1.1<:.w·e .. ·.•· .. •.t.•.h. ····e··· . .info··· ·.rm .. · .... ····a. t ...•. l.·o.· n. and in an.•• ... ·· o.t··.h······e· r. c. a .. · .. s. e ... ··.·.~l ===--..... 
h.· 1a ... t. ·. W!)· .. t·l·.l.·d· .. ha.· .ve·.··. b·.ee:· .· 1·1 .. tl···l· ·.e· ..... t. ·edpi·e· x.·.t···t· ... o .. ft··· he .or· .. der ... · .. r·.~t···o .... p·n:·.· n.· VJ..·.·.·d.· e. th .. e·r. ec. ords. ... · .. o .. 215 orders were eve:ntually obtained for the othL___Jequests. ~· (lT;I 
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According to the OIPR Deputy Counst~l for Operatio11sr since these tivo 
OIPR. attotneys.ha,ve been assignedto.handle Section215·req-oests) she has 
received very few complaints about Section 215 requests.. She said that 
ideally OIPR would like to proc:ess Section 215 requests in 60 days. NSLB 
attorney$. also told the OICl that the pn::.ces.s irnptovecl. ~ftet the two new 
OIPR ~ttgrneys.wem assi~rwd t.Q hax1dle Section 215 requests, ~nJ) 

I11 fact,.·astlw dl:agram below d~.onstratest the time it took QIPR and 
NSLB to process withdrawn a:p4 approved Section 215 applicatJons 
improved co:qsiderably corr1pa,ring applications subtnittecl. in 2004 at14 
gpplicationE submitted ·in 2005,. {U) 

DIAGRAM 4~2 {UJ 
Cc:nnparison of NSLB and OIPR Processing Time 

for Calendar Years 2004 and 2005 (U) 

Source; OlPR and FBI (lJ} 

Ill. OIG Analysis (U) 

Congr~ss directed the OIG to e,.~t~mine "the justification for th.e.Jailtn:e 
of the At.torney Gener~l. to isstte h:np1q.menting procedures governing 
reqgests for the prqductim1.oft.angible things .•.. in a tirne-ly fashion, 
inclu.ding whether such delay harmed :national security,tt Tqrespondto this 
directive~ we fir~t atten1pted. to detennine whether· the Attorney General was 
required by statute~ regulation or other directive to issue irnple.menting 
procedures. In. our revie\v of documents and .interviews with witnesses, we 
fon.nd no such requiret1.1ent Hmvevet, we fl.lso found no evidence that the 
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Attorney GeneraL or any Depa.rtrnent.offtc~al qirected OIPJ~ or· the FBI to 
implernent S.ec:tiotl 215 procedures. We found that OIPR ~nd the FBI 
eventually developed standf_trd forms and applications· for obtaining Section 
215. muers., NSLB distributed a standard request form to ildd offices. in 
October 2003 ,. and NSLB and. OIPR cotnpleted a standard .. application a.nd 
order in the spring 2004, As discussed t{bove~ we deten:nined that the 
D¢partnwntr including OlPR~ and the FBI were focused on processing full 
content FISA request$~, training> and hiring personnel to· address the 
increased w-orkload and did not focus on the need fot texnplates and 
procedures .for Section 215 orders~ {U) 

A. Bureaucratic or Procedural Impediments (U) 

Congress also diiected the GIG to identi(y. bureaucratic or procedural 
impediments that negatively affected the FBI's ability to obtain Section :215 
orders,. \Ve found severalimpedin1ents tha.thh1dered the .F.Bl's ability to 
obtain Section 215 orders, First, \\re discuss these impedin1ents in detail~ 
including the legal disa:greernent concerning statutory interpretation) the 
lack of tesources, the multi--layered process for obtaining Section 215 
orders~ and theJ.ack Qfknowledge in the .field a.hout Section 215 a.utho:rit.y. 
Thereafter we discuss the effe:cts. of these in1pedirt1e;rlts on the 
implementation and use of Section 215. {0) 

1.. Statutory interpretation ('OJ 

The first impediment was the uncertainty in. interpreting the lav\r. One 
of the legal issues that affected several of the t1rst requ{~sts generated in 
2002 and 2003 was the intersection of Section 215 with the Buckley 
Amendment that provides Tor the production of educational records. OIPR's 
interpret.<:J.tio.n o.fthe statute was that Secti.ott 215 did not. trump existing 
laws because~ unlike other provisions of FISA, Section 215· did notittclude 
in the business records provision the phrase ~notwithstanding a.ny other 
provision of law.» As discussed above~ \:Vhile son1e NSLB atton1eys ·disagreed 
with this htterpretation~. NSLB was not "\>villing to·push the issue·with the 
FISA Court, and as a. result no request tbr educatkmal records was 
p.tese11ted W the F'ISA Court betJ:Neen CY 200:2 a11d 2005, .(U) 

According to NSLB and OJPR.attomeys, this legal impediment to 
obtaining .educt-ttiona.l records has been a.ddresse.d. Section I06(a_:t(2) of the 
Reauthorization Act amended FISA. by a,dding ·50 U.S, C. § 1861{8.){3} ,. which 
spedt1caiiy addresses educational, medical~ tax, and other sensitive 
categories of ·business· records. ·The amendment provided that· when the FBI 
is tequesdng such itemst the request must be personaHy·a.pproved b_y the 
FBI Director~ the FBI Deputy Director r or the. Executive Assistant Director 
for National..· Security, According to ·several. NSLB and OIPR attorneys we 
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interviewed~ because this provision clarifies that edncatim1al records are 
obtainable through the use of a SectiotJ 215 order~ th~ non-~disclosure 
provisions of Section 215 apply .rather than the notification prc)Visions of th¢ 
Buckley An1endment. (U) 

NSLB.and OIPR attorne;•vs also disagre¢d over the interpretation. of the 
relevance standard and how rnucb. in.thmmtion had to be included in 
Section 215 applic-ations abotlt the items request~d and their con.tmction to 
an FBI investigation~ NSLB atton1eys believed that the level of detail 
required by O!PR .. about the investigations in the applications. Wl'l.S far 
beyorni that needed to satis~y the relevance t.hrt~shold, ·On the other hand., 
OIPR attorneys believed the information was necessary in. order to persnad(,~ 
the Ii'ISA Court to approve the applkations, NSLB ~tnd OIPR eventut~lly 
agreed. uptm the· content and tbrrn of a standard application after $everl11 
months of hack and forth about the issue. Even once a sta.11clard 
application form was agreed ·upon, NSLB attorneys oontinued.·to have 
disagreem.ents ~rith OJPRa.ttor:neys in .individ1Jal cases about the level of 
detail required. Hmvever, once the two OIPR a.ttorneys who were assigned t'O 
.Section 215 requests in early 2005 took over., according to NSLB and OrPR 
attorney""$~ the tlu.tnbet of disagreen1e11ts on this issue has decreased 
significantly and the parties are \Vorki.ng well together, (U} 

2. Insufficient resources (Ut 

The second impediment to obtaining Section 215 was the ·•lack of 
resources devoted. to this process. Neither NSLB nor·QlPR had.adequate 
resources to dedicate to the implementation of Section 215 requests after 
:ru·tssage of the Patriot Act. The \l.rorkload of both entities increased 
dramatically aftet the September 11 attacks and passage of the Patriot Act; 
and substantial resources were needed to process full content FtSA. 
applications. Both entities wereauthori.zed to hire large numbers of 
e.mployees, and by 2004 both NSLB and OlPR had .grown suhsta11tially. 
Ht1wever, by spring 2004 a significant backlog of full content. FlSA 
applications had developed, and the Attorney Genend ordered OIPR and 
NSLB to create a task .force SJWdfica11y to address tb.e FlSA backlog. NSLB 
was required to detail approxin1ately 10 attorneys to OlPR to work on the 
backlogged full content FISA applications. (U) 

As a. result, NSLB did not focus on Section 215 requests or ma.ke 
obtaining a Section 215 order a priority until late 2003 when NSLB 
submitted a group of Section 215 applications to OIPR .in October 20CXt In 
t-lddition, around this same time an NSLB attorne.y was.fina1Iy designated as 
the point of contact within NSLB for Section 215 requests, (U) 
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ln ,July 2004 OIPR attempted to address NSLB's concerns about the 
proces$ing of Section 215 requests by assigning a detailed NSLB attorney ·to 
handle Section 215 requests. This detailed NSLB attorney~ however~ Wits 

also assigned to. handle full contentF'l&>\ appticatJot1s~ and NSL8 attnrn~ys 
told the OlG that this decision did 1'lot address the processing delays 
assfJciated \\4th Section 215 applications. In spring 2005t the Deputy 
Counsel for OlPR assigned hvo OlPR. attorneys to handle Section .215 
requests '"a line attorney and a supervisor .77 According to OlPR and NStB 
s:ttort'l:eys, the dedication of these two attorneys. to Section 215 requests has 
improved the ptocess significantly. (U} 

3. Multiple layers of review (UJ 

The muJtiple layersofreview forSection 215 applications also·· delayed 
their issuance. The process for obtaining a Section 215 order involves 
multiple layers of teview in the FBI field office~ in FBI Headquarters and 
NSLB, and in OIPR .. An agent must obtain his supervisnr's approvat then 
the SAC and the CDC approval, before the request is ionvarded to FBI 
Headquartetsartd NSLB. In NSLBf aline attorney drafts the appiicatiot1 
package~ which is then. reviev;~ed by a supervisor befon~ it is provided· to 
OlPR. ln OIPR, a. line a.ttorney prepares the package,. and the work is aJso 
reviewed by a supervisor befote it is ready to be fma.lizedfor signatt.lre; After 
OIPR returns the "final" version to NSLB fhr signatLU"t\ the appli<;ation and 
order are reviewed by NSLB personnd .. and.ch.anges may be reqttested as a 
result of this review. {U} 

At each step the reviewers at the.. FBI or OIPR often have questions, 
which. may require· additional it1fon11ation from the originating field agent lf 
an OIPR attotney has .a question; he or she usually conn:nunicates with the 
NS1J3 attorney, ·who contacts the agent for the infon:rmtion ati.rl then 
commnnicates the; response bat~k to OIPR. Supervisors a.t FBI Headqua:rtets 
or in the field or CDCs in the field offices may also 'be involved in these 
cornmunications if there are disagreentents. about the adequacy .of the 
information provided or questions about the basis of the FBt>s assertions in 
its applications. (U) 

Because of the number of levels of review and the rnultitude ofentities 
involved in preparing a Section 215 application, the review process can be 
lengthy, fn addition~ ·without dose management an application can be 
deloyed for weeks or months at any stage, E:ven with close rnanagernent of 
the process~ the process fto:m beginning to em:l would likely take several 

77 An:ltmd thi~ same tlm:e, the NSLB att0rney det;:.tiled to OfPR returned to t:he FBL (U) 
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w~t:k:~ with respeGt to a supple or pro.blem;.ftee Section 215 te;qiJ:est An 
QJ.P:f< Deputy Coqnsel tql9 the OlG that OIPR \\tould like to complete. its part 
of tlae pr-oqess in QO day~. Howeverl as detailed above~ _ the OIPR process in 
2005 for approved ~f).plications took rtruch longer- on. a\terage 88 days. In 
addition> the. Co:tttlsel for lnteUigence Policy told l1$ th~t for ~gents the 
ptocess .C$itl s.e.et1l'QI1necessa,rily complicated·be¢fruse th~ ·ag~pts s.e~ ''the 
layers of r:¢yiew IirPtr>lvedJn o.btaining a FJ$1\ QlJ.Sitlt:~~ reqor.d ~';rr<il~r) a:s 
oppOs¢d.to [llie _ si:mpl~r proceS$) tq • op~in. a. crimina:! grand jury . 
SttbpQ¢tt~t7S. (~/ i iT '1 . ·.· . 

~ ~ · · 

4~ Fielcl offiee lmowl~ctge about Secti~n 215 otders (U) 

Fin9:1.ly, based.uponourlntenrie$/S in _the field~ we als?determittecl 
that FBI· field offices · sti11.·dt:> not fully understand Section 215. orden~ ; 
Several aget1ts told the OIG that they ;;.vere only·vaguely· tnMate of Section 

· 215. · al1thority~ and many agt::nts stated that they did not.knowwha.t the 
process was for obta:initig a Sectiotl 21$ ord~t~ COl 

The. bureaucr~tic~ •legaX) a~:1d other irnpedil:nents disclJssed above 
corrtrihl.lteci to tqe: FBI not o})tf;tiQirigits first SectiotL215 order until May 
2004 d.espite the field generating lts first request in April2002. Another 
eff~<::t of the impediments was that in some instances. field offices were nut 
.contacted aboutSect.ion 2.15 teq1lestS .. t1nt11 several months after-the 
t eq:trests had been subtrdtted .to N$LB. ·111; variOU$ o~$es:. once the agents 
were contac ted the information was .no •Ion er neede.d be ; us , of 
developments in tn.~ · cass:. suqh a In several 
h1s~nce:S (l.gentsw~r~ a:w-m'e that ···._··~. · recervet t e1r r~quest§~ .•·ut. their 
reqq~~t:s rema1qeq ppp.din:g for months due • to disagr;eerr1ents b:¢t:\>veen NSLB 
and OlP:R t::t;boqt whetl~~.r a particular request shuuld gcJJ()rward. Jp other 
ins4UJces:, the rqque~t:ing agents . told the OJG tn~t · they · never recdv.ed,-a 
response b~c}< from NSLB or OlPR, ~- lU ) 

We fbtltid t hat the pr('Jcessing dblays at'lrl :the lack of.t'e$ponse to field 
office a,ppUcations contribt'lted to ft. · perqeptipn . a.mong Eat ftelct agent$ th~J 

78 . T'he R~at:J. tpotiza,tiort Act . aJ~~ requires tha;t minimizati()n reqttitement!:l be develoPf.lq 
for alldocwnent$ ql)tained PUJ:'!ll.l.M!t t() -~ !"1~,<\ }>q:;f:qes:; It!POtrl of4er~ t:h~ G<:rqn~d for, 
Int~lligem::e Ppliqy pr¢diptt->d t:h~t~g~p;t$ wi:l1like~y !?¢.• more relt1¢tat:lt r? u~~ the J?lSA 
bti:$iness .tecqtds prqvist()rt beta,ui'l~ f;)f th~ a~l@JiQtJ.~l . letel (if C()ti'l:pl¢xity t i,> lbe prtic(';s:l 
in•,.vt:>l\'"ed irt mill.im~tit>ri in tl:le 11se qf.FlSAb!Jsirre~st¢¢or4~. We·will a~$e.::~~ the effet'±, if 
at1y; of minimization prQ~:::edure$ on tlw u~~ i'>f S¢:¢tion. 21.5 alith{)r ity in P:Uf revie~r qJ 
Sei::tio:n .215 orrlers in CY 20.06. (U} 
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the process is too slow f:l.rtd not worth the etTo:rt. We intervietved several 
agents who had never soqght·a Sectio.n 215 ·order, but .- thew ·reported to the 
OlG that they had "heard'; aboutthe process taldng far too Jong, Several 
agent s told us that. if th~y could obtain the Section 215 otdet in a shorter 
time1 such as 30 days ot 60 days~ tt~ey w-ould be more encouraged to use 
Section 215 requests, Ager1ts sJso stated that if they were to 'identify an 
1ttlntthat •they needed qtlickly,_ they \vould seek·to. detettJline \tthe:therthe 
. item could be obtained through a. national security letter. a gran~d jury 
slibpoena_, or other process that is Jaster that1 the Section 215 process. 1$:, (U) 

We alBo asked FBl and OlPR en1ployees whether ·they believed the 
problem.s in . irnpleme,nting Section . 215 and the delays in obtaining Section 
215 orders l'ultrnt!d their cases or natkmal security. .None ofthe .FBI and 
OIPR officials t\1einterviet\"ed said that·theywere aware--of any harm to 
national security caused by the delay in obtai11ing Section 215 orders. Norte 
ofthe agents "-vho initiated the requests for S¢d:ion 215 orders fuld the OIG 
that their cases were negatittely affected by the•inability ·to obtait1 the 
informatkm sooner. The H'8Its -Deputy General Counsel -• ofNSLB told us that 
the failLlre ·to obtain a business record order or to obtain ·it expeditiously 
may havt~ negatively 1mpacted the pace of national securityit1Vestiga.tinns, 
but that she did not believe that (his meai1f tha.t there was ha.t'nl to .nationaJ 
security. {U) 

We were provided no evidence of harm to nation~l secttrity in any 
$pecific cases caused by tlte delay in obtaining Section 215 ot<ters or by the 
h"'Brsinability to obtain i11fotmatiort that vias requested in a Section. 215 
req;u.est. However~ \·v·e w<n·e concerned .by the nun1ber of instances in CY 
2002 through CY 2005 that the FBI identified a 11eed for infOrtl'lation in & 

national secudty investigation but w·as nn&ble to obtain that irttorrbaticm 
because of tt processing delay or other itnpediment to obtaining an order; 
{U} 
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CHAPTER FIVE 
USE AND EFFECTIVENESS .QF INFO~TIPN OBTAINED 

FROlVI SEC'l'lON 215 ORDERS fOl 

~;ongre~s f).lso directed the Ol<J to inqludejn its review an e;x<anih'lation 
ofthe lyp~$ ofrecord$ obtained utJ.der Section215 orders and the 
importl;lnce of those records; the manner in whic-h the information is 
collected~ retained, anal!zed, and dis.senlinated by the FBI~ wllether and 
how often .. the .FBI used infonnation obta.inedfrom Section 215 orders to 
produce an. "analytical itttelligence ptodu.cf' Jot distribution to, among 
othern> the ihtellige.n.ce cmnmunity; .and whethe:r and how often the F'I31 
provided information obtained from Section 21& ordet$ to lt(W enforcement 
authorities for t1se in criminal pt!JC~d.ingsx fl}) 

In this chapter, we first di~q-u,~~ ·· tqe coUectiun~ . ana~ysisJ and retention 
process with. re::;pect to Section 215 orders, Next, we describe in detaiLthe 
types qfi.nJQ.rmation that have been obtained and how this information has 
been used in investigations, inchiding \vhethet any inforillation has been 
disseminated to the intclligettce cortun-unit,Y or' rtsetLin any ctttninal 
proceeding. Finally1 we. evaluate the effectiveness of the .FBrs use ofSe<:::tion 
215 authority~ . (U) 

ll. HQW $ectiQn 215 IJJ.for,natipn .~ Coll~ct~d; Analyzed, Jt~tained, 
and Dl$$ePl;inat~d (UI 

.A.. Collection, ~ysis, ~n4 Retentl.e>tt (llJ 

B~fore items supject to a.Section 215 order can be obt.e_it1ed, the orger 
must be served upon the entity that has cttstody ofthe records, .. Persor1a1 
rleli~ety or service of the order is typically accomplished by the teq1J.esUng ~t 
"ori~i.natin.g~ .FBI field office, unless the. recipient.oftbeorder is . outside that 
district. In thatinstance, the FBI field office where the recipient is located is 
asked by the originating field office to serve the o-rder. The man11er in which 
inforn1ation ft-cm1 Sectioi12l5 ordersis collected depends on the categocy of · 
inJqrrnfl;tion sought (Q) · · · · · · · ·. 
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For pure Seqtinn 215 orders, the reco.tds are typically obtained by the 
requesting FBI field office directly front the recipient, w·hich either produces 
the document$ in.·hard t~opy or ele-ctrordcform~t-79 The rec.fJrds obt~ined 
an~ reviewed and analyzed either by the initl£1ting case agent or an FBI 
intelligence ana~yst. If after reviewing the. information the case agent 
defpnnines no further investigation is \Varr~nted~ the agent stores the 
information tviththe·rest·of the investigative case file, The agent may write 
an Electronic Cornn:runication {EC) su1nmariziug the information obtained 
fo.r purposes ofdocurnenti.n.g the eJti§tence o;f the records electronically in 
AGS1 the FBPs dectrtmic case file system. If the information \vtrrr.ants 
dissemination within the FBI, the agent prepares ·an EC to th<~televant field 
office or offices. • If· the information Warrants dissemination outside of the 
FBI~ •sucl1 ~s to an inteliigence agenCy\ the a._~e.tlt prepares. a Letterhead 
Me:morandurn or other appropriate form of connnunication.. (U} 

For "cornhinatiorC Section 215 orderst FBI personnel told us that if 
the recipient and the FBI have technological pompatibility, the recipient \\>111 
transfer the requested subscriber· information· electnJnically directly into the 
){~BI con1puter systen1 <>alled 'Telephone Applications.~~so If the FBI and 
recipie.nt'S s_ysterns are not contpatible~ the itlfiJrmation is provided to the 
FBI in another form.at> such as a computer diskette or .hard copy. This 
inforrnation is then electronically uploaded or manually inputted into 
Teh~t'>hone Applications. The info.rn1ation may also be included in ati FlC 
and uploaded into. ACS if ·the agent detern:rines it has .some televance or 
significance that should be documented. in the.·case file. (U) 

ln some instances; subscriber information is not at.lton1atkally 
provided with the telephone toll infonn~tion. In these instancest the agents 
go hack to the communication provider to request· the additional inforrnati.on 
for specii1c telephone nun1ben~ that the:y obtained •fron1 the order and have 
identified to be ofinterestJH This ir:dornnation is then either electronically 
uploaded rw tnarrually entered into TelephoneAppiica.tions. (U) 

79, In those ih~tances where the requesting FBI field .office is located. in a different 
district thsn. the recipient of the • order,. the Fat :l1dd office which ~erves the order is asked to 
personally ·retriev-e the requested records and forward· them w the requesting ofik:e. . {lJ} 

so Telephone Application.$ Js ~n. :inv~s:tigativt: ti:KH that also serves as· the central 
n::pt>Zit\:iry for all· telephdnf.~ da.ta. wlk~cted duttng the <..'Ourse Qf FBI investiga.tiomL {U) 

'8! The ·strbscriber mfotmatinn. nbtruned by ~ "'com.binil.tiori" omer is Ol.'.l:lV. fQ:r re~<ttds 
t:h<:t t are :tnaintained. by the com.rnu:nication provitier upon whom th~ o.rl:let ~vas serv~d.. If 
the phone number of :interest belongs to. another pro-vider~ qfher im>:estigativ~ tool~ such a.s 
n~tH:m.:d wc:~J.tity letters are used to· obtain the ~m.bsctiber infonnation related to that phone 
numbet. {U) 
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With respect to con1bination ordenh the .sttbsC,riber infonnation is 
r.evtewe.d by the case a.gent by querying ·Telephone A.pplkatit1ns and 
determining what Jinks then::: are between tlm information. obtained and 
existing names, telephone nurnbers~ and other identifyinginfonnation. An 
.inte1Jigence analyst· may assist the ca§e ag;ent. in revievting the information 
.obtained and performing additional ana.lyses of the dQ.ta. (U) 

lnfbtn1a.tio.n stored in ACS and Telephone· Application$ n1ay he 
accessible by personnel from oth.er la\v enfurcetne.n.t or intelligence a.gencit•s 
whP· are assigrJ~d to. the J~'BI in sm11e ca~'l.city, $ttchas a t<oTsk force 
addressing tetrotis:rn matters. Access depends on· t::l:te· clearance level of the 
non--FBI personnel and whether the infonnation is ••restricted~ in the 
cotnputersysterns, (U} 

How the Information Obtained Has Been· U$edin 
Investigations (U) 

As described in ChapterThree} the types ofrecords FBI agents 
obtained through pure .Section 215 orders.included.driverts license records~ 
public accQrtltnoda.tions, apartment records, credit c~1rd record-S; (Oti1d 

t.e.~Jecorn,n·1·unic.~~t~1ns ~n.; :rb.· ~~ri.1Je. r. •.i.n. £.n.rm·a·ti~. te···le ..•. p.··. hon .... e·· .·• n1.1.·• .. mJmrs records. 
The FBI was able to obtaln ·recordsmonlt........_fases.82 ~ W) 

We intervie\oved the agents who obtained records that ~rere the subje.ct 
ofSection 215 on::h~rs. The agents stated the records obtained were 
in1portan.t and useful in two ways:. fl) the records provided substantive 
inforrnation that was relevant to the investigation and ~ither confii'lned prior 
investigative leads or contributed to the development of additional 
investigative infortnation; or (2) even if· the records did not con tribute to the 
developtnent of additional h1VestigatJve. infhrm:ation, the.y were still. valuable 
as "necessary steps to·cover a lead.~ Mostof·the agents weinteniewed 1:mid 
the records obtained Jell in the second category,. because the re<;:ords 
typically did not provideadditio:naJ .investigative ·information) hut· they 
he~ped t.he agents exhaust every lead. They also stated that the importance 
of the information is sometimes not ir.n.own until. much later in an 

bl 
b3 
b7E 

IS 1 ~.8:1 . . !':l·n··.e .•. o.·~ .. r. ·.th.· e .. ~ .. ·-a. se• s .. ··. i·n. · .. V<.if·1.·i· ch· .... J .. 1·.::1 .... ·.··r···e<> .. ·.·.o. ·«.·.d. s.. ..\~ .. ·e.~ •.. '.e .. ·· ~:·1·b· ·. t.··.m. ·ne·d. ·. th. e.·. ·• fi1Bf field. office hag .S.01.1gl'!t rm:on:.ts, The FBI ag;enttold the OJG thatth ,. bl 

ve the rec<>'rds that were the subject ofthe Bee o , ""t" r:==L---------~··.. b3 

\S) 

tlae Section215 orde!' ' ' · .. .., ought ~~:~ b7E 

\St anrl.recorrlslielated t ndudi (Jr '' 
L....:--~--....... ]The c.as . e order was delayed.becau~ of (S) 

legal isst.H:ls raised by th ,He said he did not· serve the .order heca\lSe he 
\\~s able. to obtain infommtwn t Jrmtg l otfi\r .. :~eati&. ~ PJ) 
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h1vestigatio:tl when. the information is l.inkt~d to some other piece of 
intelligencl~ that is obt<1.in.ed. We discuss four musttative cases in detail 
below .. {tJ) 

1. 

.... 

Case No. 1 (U) 

\..<at:m !'tO.- ;a \VJ 

68 

~···HJ\ 
I. i 

tS) 

. 

• 

bl 
b3 
b7E 

bl 
S) b3 

b7E 

bl 
b3 
b7E 



I 
I 
.I 
I 
I 
.I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
.I 
I 
.I 
I 

-
_____ ____;:~~s~···~ ··::::::::.... ·····2(Ul ____ J bl 

~~· b3 
\J,I b7E 

1=============~ bl 

~ S) b3 
b7E 

==~a.____:cas~· e~N~o.~3 ~(U)~-------l~SI ~t 

~···i,U) 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~···FJ) 

4. Case. No. 4 (U) 

C. Dissemination (U} 

We found that the FBI disseminated information obtained fron1 pure 
Section 215 orders to anotherintelligen.<;:.e agency·in three instances, 
However, the FBI did not create any analytical intellige:rtce ptodt.lcts based 
on the lnibrm.ation obtained in respunse·to Section 215 orders. In one 
counterterrodsrn case. the FBI agent obtained! 

I The agent received the • 
. c..:· ""· . J 

I L..--...,...,.-----__.1 The agent sent the inforn1.ation to an. outside 

~ .• ~.'.··.~.·! .. '~~.'.~.•·.=. ,.·~ .. ·~.•· .. ·~.~.~.be. ¢·,!. c·i!··· .. !·.:·~.: .. ·:~.··:·.e···: .. -~.·. :.·:~r.:.::.r·:··.· .. ,A.:· ·.v:·.e.····.:±.·. 1. er.. ·. : ..... !.:·.· . .t .:'.l:~.:~.,:·.:J.fn. c.:.··~·o·t·.s·l··~···d······. ; ..• · ... =.·.v···.tl.-~ ... ~1.~: .•.. ~·~. = .•• ~.· .. t.i.on 
215 order. The ag~.r 1: · · TI !""'t: · DIG :r It:l fi~ ilt :. · .. · . rece1ve a response back 
.front the agency to his request. :F'orthe other twoinsta.n.ces.; the orders were 
sought by the FBI on behalf f~t ·.her a e , · · ' · 
;;: enc • had dete.rmined tha 

r==~=:....::::;:;====~=;::&.....---------,.....,...,....,.....,T""'""..,.._,..,.......,..,...,..,...---~~S) 
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or. ers at were eveutla.l..~; serve. were o .· t-unec In·'-' u y· ~­
obtt).ined the information from the custo-dian of the information. in Noverrtber 
2005? and the information ''~as .provided to the intelligence agency that 
requested the orders.84 ~ !Ul 

\Ve also obtained limited infot.tnation about the disseminatkm. of 
inthnnatton produced in r'©sp011$e to combination Section 215 orders. 
Be.~ause there were 141.cornbinaticm orders; \Ve \Vereunable to interview aU 
of the cacse agents associated with the.se ordets. However, in our field office 
'tisits we interviewed tout agents \Vho had obtained combination orders. 
None of these. agents reported disse:minating infornmtion obtained in 
response to the combination orders. However, as pre,,.,iously discu.ssed, 
inforn1ation obtained in response to combination orders is uploaded into 
Telephone Applications.. \Ve detenni.ned that personnel from other law 
enforcement and intelligence agencies \Vho are assigt1ed on. detail to the FBI 
in sorne caJK'ltity, such as on a ta.sk force addressing·terrorism matters, may 
have access to· Telephone Applications. {U} 

\Ve also sought to determine whether any of tl'le information obtained 
fnnn any Section 215 ·order 1:vas used in any criminal proceeding, If a case 
agent wants Section 215 iniormation to be used in a criminal proceedingt 
approval from the Attorney General must be obtained in certain instances. 
With respect to electronic surveillance, physical searches, and pen 
register [trap and trace devices) FISA provides that the Attorney General 
must approve use of the information .in subsequent law enforcement 
pruceedings. 50 u,s;c; §§ 1806 {h)(electronic surveillance}, 1825{c}{physica1 
searches}, and 1845(b)(pen register,! trap and trace devices).85 Ho'wever~ 
FISA does not explicitly· require Attorney General "'use authority" for 
information obtained from Section 215 orders. With respect to use of 
intorn1ation obtained·from "combination" orders, "use authority); is requir~d 
because these order& produce infunnation.· derived. from F'J SA pen 

M 'l'he redt:~.tent .ofthe order had. in its possession frifonnation Jot only one of the · tw•o 
targets ofthe ordets - Target A. ·~···· I T]) 

I ' 

as Thes.e·~ections oLFIS.A provide tn.atinformation acquired maynot.he dist~hn:ed for 
la\V ehforceme.nt pu.rpOse~ unless the disclo~ure ..,is accompanied by a statement that such 
inforn1atkm, or any inthrmation deri.vctl th~r~ftorn, ttlay only be used ina cdmina1 
pro~eedingwith the ad's./ance authorization of the Attotney GeneraL" ftJJ 
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tegister/trap and. trace. devices which is subject t<.l·the *Use autl1ority" 
requirement. Ac<~ording to the Counsel for h1telligen9e··.Policy, W'h~ther the 
ftBI \V(lqid be required to obtain Attorney General ?pprovf'll to t,H~e 
it'lformation obtained from a. pure Sectiorl 215 order is an open q'Q~stion 
becf'tuse the F:Sl hf'l~ not yet sought to use information from a pure Section 
215 order it1 a crimir:ml proceeding. Accotding to NS:LB attorneys, the FJ3l 
does not believe that. the FBL is reqttired to obtain Attorp:ey General approval 
to useSection 215 .infonnation in acrhlJ.inal proceeding because·the·statute 
does notcontt-lin any such reqttitemenL (U) 

With .respect to u~e authority of other types of FISA~dedved 
infor:rnationj each request for··use. authority must be submitted tp the 
Attorney Genetal through OlPR. OIPR maintains a log book recording each 
rt~quest fnr use authority, ~·· I U\ 

1 ' 

We did l'lot identify any instance in which information ohtah1ed fron1 a 
pure Section 21 S order W'as used in a criminal proceeding. We identified 
only one instance· in which use a:utho.dty approval was sought. for 
infon:natian from a combination Section 215 order. rn this case the field 
oft1ce had devdooed information of possible! 
~~~~~~~~~~~~~~~~~~~~--------------------~ I S) 

I The field office sought and obtained Attorney General 
~,.,.,.,...,,.,.,.,...,.,.,.,..,....,..,.,.,.,.,...,...,.,..,.,.... 

approval to use the FISA electronic surveillanc.et-i.nd combination. order 
h1fotrnation in a grand ju.r;y investigation and in grand jury subpoenas. The 
target of the combination order was not among the targets of the criminal 
investigation. The FBI case agents told the OJG that although use authority 
was obtained for the FISA -derived. information; no grand jury subpoenas 
were issued in this case and rtn FISA-derive:d information. \vas used in the 
grand jury investigation or subsequent proceedil1gs. {~ (U) 

IU. OIG Analysis (U) 

In evaluating the effectiveness of Section. 215 authority) we Erst 
C{,'Jrtsidered. the nrunber of pure Section 215· orders obtained durin.g CY 2002 
thtough.CY2005.s6 The FBI obtained only F8 unique Section 215 orders. in 
the S calendar years foJtowmg ·passage of the Patriot Act)W (U) 

&> We evaluate the 11se of Secti.o:n 215 <tuth.odty with FJS.A pen register/trap and trace 
orders separately belm>t'< (D) 

87 Unlike FTSA decttonic surveillance authority, which had 1k.'>en used by the FBrstn(::e 
1978, the bu$iness recotds authority w<as relatively new and h$d l).Ot been w1rlety used even 
{con:t'd} 
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We found that a. signi11cant lTumoer of Section 215 orders were not 
sought or obtained becat,tse of the legal and httreaucratiG impediments 
discussed in Chapter Four. The question. conc:erning the applicabHity of the 
Buckley Amendment to Section 215 requests for educational tecords played 
a role in the FBI not obtaining Section 215 orders in fourinstances. ''the 
other imped.it11ents \\c'e disc-ussed, suvh as the disagreententsbetween NSLB 
and OIPR about the an1ount of inff1rtnation sufficient to satisfy the.releva.nce 
standard, insuft1eient. reso-u.rces, and. the multb layered review process;: 
resulted in many Section 215 requests not being processed for rruanY 
months. We wen} able to determine that with respect to seven Section 215 
requests t:h . .at\Vere withdrawn, the requests had been. pending with NSLB or 
OIPR for several months, and in one instance over a. year~ a.tthetime the 
field. oftlce • notified NSLB thgt itwgs withdrmving the request because· tht: 
investigation had changed course or \WlS being closed. sa In addition1 we 
identified five field office requests lor Section 215 orders that were never 
responded to by NSLB ot OIPR, and neither NSL£3 nor OIPR employees were 
able to explain ·what happened to those requests.sv ~·. lUJ 

l ; 

These processing problems t1ot only resulted in farJe-w¥r Section 215 
orders being obtah1ed tha.~ were requested buf also contributed to a 
perception \Vithirt the FBI that Section 215 o:tcl.ers took too long to obtain to 
be worthwhile. Agents told the 010 that the length of the proc:ess to ohtai11 
a Section 215 order is a significant impediment to its use and that agents 
will t;rpically attempt aU other investigative tools before resorting to a 
Section. 215 request. This negative perceptiot1 about the Section215 
process mf.\y also. have aiTected. the number of Section 215 orders sought by 
the field offices. (U} 

Nextt \Ve considered the type of information that has been obtAined 
through the use of pure Section 215 o:tcl.ers and how that infom1ation has 
been used and. disseminated in national security· inve.stigations. \Ve. found, 
no instance where the information obtained front a Section 215 order 
resulted in a major case deve-lopment such. as. the disruptinn of a terrorist 

b~fore pas~age .qf the Pat:dot Act. Th.e FEJ did not ohh~in business rec~irds s:mhority until 
1.998 snd. h;:t.<f. 1.-1.$-ed .it ot'ily t:lnce l:leibre passage of tl1e Pathot Act, (D) 

aa We identified a tmal of nine h). stance~ in which requ~$tS '~>\rete witht'ka·w~n be<:ause th(:. 
itwestigation changed course or·was cloi:;ed .. Howev~r. in two of these cases \Ve were tutahl.e 
to•deterrhine when the request was \'Vithdrawn, ~·· .. (U) 

® We identified a tok"'\l. of six req;uests for which we were. unable to tletennine tile 
reason the . request was withdrav;rrL We do not have. sufficient 1n:!Qm1ation v.rith respect to 
t~w (tf the requests to determine whether the field office received a tespon.se frmn NSLB o:r 
OlPR about the :request, ~l t, TJ:i 
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plot, We also found that ver;yHtUe of the information obtained in response 
to Section 215 orders has been. disseminat~cl. to other intelligent.'¢ agencies. 
Hm,vevet1 \Ve found that Section 215 orders have been. used to obtain 
' ' . 

r.I:W~c..:.:U~::l...i:.l::l.a~.l..W;wed...l:~..l£.1::i.U~~lel:t.!OU;t:lLl-.......--.........,.--.---.-...,....-___,.,..---_j ( s) 
L~~~~r ______________ ......., ................ ~-btain information 

ut t te In addition theJ:rJ?I 
used information .fron1 a Section :21$ order to trv t<J identify 

IU'i 
\ ' 

FBI· agents told. us they believe that the kind of inte,!Ugence gathering 
from Section 215 orders was essential tt) national security investigations. 
They alsQ stated that the importance of the information is. sometimes not 
k1lO\Vl1 untU rnuch later· in m1 investigation "vvhen the infonnatinn is linked 
to some other piect~ of intelligence that is obtaintwt (U) 

The field agents \Ve interviewed describedSection 215 authority as a 
«tool of last resotf' tha.t m.ay be "'critical" when other investigative authority 
or investigative methods do not permit ·the FBI t'O obtaitt the information, ·In 
many national· security investigations~. there. is no criminal investig.a.tion and 
therefore the FBI is unable. to seek grand jury subpoenas. fn additiop, 
11atiortaLsecurity letters are limited in scope and do not cover large 
categories of third p..<trty information. Agents also told us that in some 
instances they had in fact u.sed other investigative techniques~ but these 
efforts were unsuccessfuL {U) 

\Ve also interviewed other FBI o111cials and attorneys at the FBI and 
OIPR concerning the effective.ness ·of Section 215 orders. These witnesses~ 
including the Deputy General Counsel of NSLH~ the Counsel of OIPR~ and 
the NSLB As$istant General Counsel who serves as the· point of contact for 
all Section 215 requests, told the·OIG that they believe Section 215 
authority is useful because it is the only compulsory process for certain 
kinds· of recnrds that cannot be obtained through alternativ-e rneans~ such 
as grand. jury subpoenas ot national security Ietters.9° The Counsel for 
Intellige11ce .Policy also described Section 215 authority as a «specia.lized tool 
that has its putpose./' {U) 

90 O:ne OlPR attorney told us that the attt)mey believed ~<nothihg would be lost" ifthe 
Section 215 prtntisio:n Wa$ repeateci". While ~greeing that the use ofthe provision. for the 
sn'bsmiber information 'W<l$ usefuk the OIPR <=1ttorney stated that "only bme \v:ill tell" if the 
"pure" requests w·m be l!SefuL The QJPR attorney '"'as of the upi.nion th~t tvithJhe pa~$~8f: 
of the .Reauthorization Act alkn'\>i.ng fqr challenges by redp:ient$ of the ()tder, the FBI's ttse of 
Sectio.n 215 might decline,. (U) 
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The evidence showed that Section .41$ authorities provide a 
specialized tool to obtain in.tb:rrnatkm in .national sen,1,ri ty investigation.s that 
cat111otbe.obta.ined by ofhm· means .. At the same time~ however, the 
evidet1c;t} sh<nved that the FBI did not use this specit-\Hzed tool effectively 
because of the i111fHtdiments to its use that \Ve described above.. Some of 
these hnpediments have since been addressed •. For e-Xample, NSLB and 
OlPR told the OIG that the Reauthorization Act provision specifically 
alk'tV/ing the FBI to obtain educat.ionaJ and other sensitive record.s through 
Sectiot1 215 o.tdets 'viil allow the FBI to obtain these reeotds; the FBI has a 
Section 215 request form that has been distribUted to. and is used by all 
field oftices; and NSLB and OIPR have developed a template application ftttm 
thatis used in all Section 215 applications. In addition) NSLB ~{nd OIPR 
witnesses told the OfG that the attorneys assigned to Section215 
proces$ing in both offices work well· together, Because these impediments 
have be:en resolved, the FBI and OIPR should be able to process n1ore 
S¢ction 215 orders in the future. The most. significant remaining 
impediment. is the lengthy process for obtaining a Section 215 order. (U} 

We. recogniZe that the multiple ·Jayers ofreview to obtain Section 215 
orders stenrs in part fron'l the fact that business records in 
counterintelligence and counterterrorisrn cases can only be obtained 
through the F'lSA process, ·We also recognize that the multiple levels of 
review within the field office> NSDB and .OlPRhelp tO (~nsure that the Held 
office is seeking to use Section 215 authority appropriately and that there is 
an adeq\,late basis for the reqm~st. However, the nn.dtiple.levels of review 
necessaril)r make the process slow and cumbersome, ln order to ensure 
that extensive ·delays do not occurt the process must be closely managed 
from beginning to end, (U) 

\Ve also evaluated the use ofSection 215 authority to obtain 
subscriber inforrn.atiot1 for· telephone· numbers that· were the subject of pen 
registet [trap. and trac.e o. rde·rs· '\ ~R. obtai.ned th····· e first. #co.· .111bin·a· .ti·o·n··· .· ·.~ 
Section 215 order on Febn..lary L_j2005. A total of141 combination 
applications were .submitted and approved by the FISA Court in ct-clendar 
year 2005, Several FEU and OIPR attorneys we interviewed, including the 
Counsel for Intelligence Policy, told us that this information was very 
important in FBJ investigations. the Depl.tty General G<Junsel of NSLB 
agreed, stating that the addition ofSection 215s to FISA pen register/trap 
and trace applications was a ~huge boon because \Vithout the 2155; the FBI 
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wotild. have had tQ issue nurnerous [national secu.tity l~tter:sJ to ge,t the 
suhscriher infor.rnation.ff9l ~ •.. 'U\ 

. . I 
1 i 

Fixl;ally~ we are atvare that the Fl3l begfi.n U;l<in~ Se~tion 215 aqthodty 
more widely .in 2006. 'Ale '~·ill be· f\ssessJngthe effectiv~ness of this hroadet 
'Llse in ottr next reyiew, (lJ) 

9! As ptet•iouslydiscus:sed, ·Ccmgres~has ·illso tectlgni~ the unpOtti'irweofsUhscdbet 
infdrm~tion in FlSA pen reg!st~s, .As part 9f the Reat.tfuo.riza:Hott APt~ Con,gte~s atpended 
the FlSA r>en ttJgistet pro'itisiqn. to include. sub$C.tiber information, (0) 
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CHAPTER SIX 
CO.NCLUSIONS (U} 

As •reqnired by the Patriot Act reauthorization •legislation,. the· OIG 
cond:ucted this review of tlw FBI:'s use of the authority to obtain business 
records a$ expanded by Section215 ofthe PatriotAct. The AcLrequ.ired the 
OHJ to exa.tnine how many· requests xvere prepared by theRBl;· ho\V many 
~:tppHcations were t-tpproved~ denied~ or modified by the FTSA Court; any 
improper use of Section 215 aut1writy; and any noteworthy facts or 
circttmstance$ concerning Section 215 reque~J.ts. Congress also directed the 
OIG to exarnine the Departn1enes failure to hlsue implementing procedures 
governing Section 215 requests~ whether this failure harmed n.:ttional 
security, and whethet bureauoratic or other ·irrlpedinwnts hindered the FBI's 
use of Sectio11 215. Finally, Congress directed • the OlG to review the 
effectivexmss of tlte F'Bfs use of Section 215J including the types and 
importance of information obta.ined, whether infortnatim1 has been 
disseminated ot used in analytical products> and whether the irtfonnation 
has been qsed in any criminal proceedings. Our :review covered calendar 
years 2002 through 2005, As required by the Reauthoriza.tiott. Act) we \vi.ll 
report .in late 2007 on the use of Section 215 in 2006. (U) 

Our review found that the EtBI did 11qt obtain its fwst ·Section 215 
order until May 2004. F'rorn then until the end of2005, the period of our 
review, the FBI obtained atotal of 21 pure Section 215 orders. HO\'Y'ever" in 
February 2005; the FBI also began attaching Section215 requests t<J pen 
re~1ster [trap and trace appHcatiotls t.o obtain subscriber infornm.tion for the 
telephone numbers captured through the pen register and. trap m1d trace 
devices. These Section 215 requests. were. called !>':combination" or "cornbcr'' 
requests, Throughout th.e ren1a.inder of 2005, the f.4"'BI obtained a total of 
141 cmnbination orders. \Ve foundthat al1162 Section 215 applications (21 
pure requests and ·141 combination requests) Sllbnutted to the F'ISA Court 
v;rere approved. (t.Q 

We also idet1tified 31 Section 215 requests· that were withdra\vn, 
either while they were pending a.pproval at the FBI's National Security l.aw 
Branch or at OIPR. \Ve identified five categories ·of reasons for the 
·withdrawn requests: ( 1) the investigation \Vas dosed or changed course; 
(.2} a.n altetnathre investigative tool was used; (3) statutory lhnitatinns~ 
{4·} insufficientinformation to support the request; and (5)·unknown, {U} 

Only Jbur Section 215 orders ~ · tw'O pure orders in 2004· and two 
cornbination orders in 2005 - were modified by the EISA G(>UrtJ and. we 
found the rnoditicatkms \vere not significant (tJ) 
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\Ve kl.entified t\JlQ instancesofin1pmper use .of Section 215 orders. 
Both inst~nces concerned cornhination orde:rs•in \vhich h'-le FBI obtained 
pe11 r~gistet,ltt$.p and trace authority in 2005. \Ve did not :find any instance 
of impruper··use of :pure Section 215 authority. In one instance, the case 
agent overlooked documents in the file indicating that the. telephone nurnber 
no long-er w•as beingused by the target·of the investigation, This error was 
not noticed. until sevetal :months later when a new case agent took over the 
investigation, In t}1e seconct in$tance, ·the FBI coUe<:ted data for several 
\Veeks on a. telephone number thatdid.not belong to the target beea.ltse the 
telephone• company belatedly notified the ·FBI that the target had stopped 
usin.g the telephone numh~r. ln both in~tances,. the FBI sequestered a.nd 
destroyed the hnproperly collected data, The FBI also· reported both 
instances of improper use to U:te Ptesidenes Intelligence Oversight Board 
(lOB)t as required, Jrt addition, both incidents \Vere .reported to the Fl&<\ 
Court by OIPR, (U) 

The Reauthorization Act also directed the OIG to exa.tnine the 
jtlstiiicatJon for. the failure of the Department o.f Justice Attorney General to 
isstle h11plementing proct>dures governing Section 215 requests for business 
record applications and whether such delay harmed national se-curity. We 
found that the Patriot Act did not g.pecifka.lty require implementing 
procedures, and no 011e in the Department directed OIPR or the FBI to 
develop such itnplementing procetlt.tres, However1 out review dete.rmined 
that such guidance would have been usefuL Eventuallyt OIPR and the FBJ 
developed. standard fo.tn1s and applications for obtaining Section 215 orders. 
We found that the reaoon for this delay was that the Depart.tnent, including 
OlPR and the RBI were fbc::used 011 processing .. full content FISA requests~ 
training, and hiring .Personnel to address the· increased FISA workload and 
thereforedid not focus on the need.for templates and procedures for Section 
215 orders. {U) 

We also found that· \Vhen FBl field offices began requesting Section 
215 orders~ they encountered processing problems and their ability to 
obtain Section 215 orders was affected by. several impediments. These 
hupediments i.ttcluded disag.reements ·between. the FB1 and OIPR concerning 
statutory interpretation, insufficient resources to address Section 215 
requests expeditiously~, the rnulti~la.yered process for obtainin._~ Section 215 
orders~ and the lackofkno\vkdge thtotlghout FBI field offices about Section 
215 authority, These process:ing problems and i111pedin1e.nts not only 
resulted in far Jh'~;ver Section 215 orders being obtained than. were reqtiested, 
but. also contributed to a perception within the FBI that Becth:Y!1 215 orders 
took too long to obtain to be wottlnvhile. Some, hut not alL .of these 
impediments have since been resolved. (U) 
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We '!JnQovereP. np evidence ofba!Til to ilation~l ~~curity in any ~pGeific 
q,a&es caused by th:e qelay in qqtain.Jng SectiQn 215 ordGJ'S or l;:>y the FBI's 
inability to obtffin information that was. requested in Section .215 requests, 
However1 w-e found that the rn~lti""layered reviewpn-~cessi combined with the 
othet·imp:edimertts described abo~•e, resulted in.lot1gdelays. in obtaining 
Section 215. orders. As a resultt in rtl$<Pythstances the· FBi did not receive 
~pproval to obtain the Sectio11215 mfortnation until many months ;)ft:er the 
original request wt-tS. n1ade. (U} · 

\Ve .tuso noted the rn.unber ofinstances in \-vhioh the. FBI identified a 
need for inforrnation in a national secqrity investigation but tvas urm[)le ·to 
obtain ·that ~ntbrruB.tJon beca-g$e of a. proces$ing. delay or otl1~r impediment 
to obh.tining a Section 215 otdQ:t• (tJ) · 

\Vith respect to the efiecth .. '1:mess of th,e FBI's use ofSecth1tl 215 
authority; the• evidence sho\ved that· Secticn1. 215 authority- ptn\rklesthe FBI 
with a specialized. t<Jol tb obtain certain .information in.national security 
investigatiohs tha.tcal'U1:tlt be obtained by other means. \Ve found that the 
FBI ohtained.a wide variety ofrecords using Section 215 ordets1. sux:h as 
dtiver~$UCensetecotds· a arh11ent leasin records' .cr~dit card records; 

L.....----------------------------~ ~ s · l ) 

We examined ho\v the F'BI has used this infonnation in natio~1al 
~ecurity inv~stigations. We fognd tb~t Section 215 14rders h~y~ be¢n t1sed 
primarily to e.xha;ust investigative leadsj although in some jitst&nces the FBI 
obtained identifying information a"bout suspected .age:nts of a foreign. power 
not preViously ki1ow:n to the FBL Ho·wever 1 the evidet1ce showed no. htsb:mce 
w'hert~ the inibttnatiun obtained. from a Section 215 order te:sulted in a majt>r 
case develop.tn.ent, such as the di&rqption of a terrorist plot. In addition, we 
ftmnd that the ·.FBI disseminated inforn1ation obt~Jned fron1 pure Section 
215 orders to another intelligence agency irt only three instances, and the 
FBl did not create any . analytical mtelligen~~e products based on the 
information obtained in respo.nse to pt,tre Section. 21:5 orders• We identified 
only one instance in \Vhich the fl'Bl sought to tl~~ infonn~tion from a Section 
215 order .in a criminal proceeding. This inforn:1at~o.n was derived from a 
combination Section. 215 order . .Alth.ough..th¢ FBI obtained De11<:1.ttment 
aJ)f.ltoval . to. obtain grand. jury subpoenas using this Section 215 
information,. J1o gtan.d jury ·subpoenas. were issued in this case and nn· FlSA­
dethredJnfotrnaticnt.· wa.s used itt .the g.rand jury investigation or subsequent 
procce.dings. {U) 

\Vf: con~tqcted this revie·w· mindfuL ofthe controversy concern.in.g the 
possible chilling etTect on the exercise of First Amendment tights posed by 
the FBfs .. al1ility to use Section 215 authorities, particula.rlythe pot~Uti$il 
.Use of Section 21$ orders to obtain recon1s held by libraries. Our review 
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found that the FBI did not in fact obtain Seqtion 215 orders. for any library 
records from 2003 through 2005, in part because the few applications tbr 
such orders did not survive fhe review process \\<i..thin NSLB and Ol.P.R. {U) 

FinaHy\ we are aware that the FBI began u.sin~g Section 215 a:uthodty 
mote widely in 2006., We \vill be assessing the effectiveness of this broa.der 
use in ournex·t revie\v, .As direett.X! by the .Patriot Reauthorization Act, the 
OIG \vill continue to assess the FBI's use and effectiveness of Section.215 
authority.. {U) 
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The .Attorney General 
\Vashington~ D.C. 

The Honorable Glenn A, Fine 
htspettnr G-eneral 
Olllce of the Inspet~wr · Oem~nd 
United States J)epartment nfJustice 
950 Pe.tmsylv~nia Avenue~ NJV. 
'\Vashington, D.C 20530 

Dear h'fr. Fine: 

I welcome the opportunity ·to • co.rmncnt on your report e11titled~ "A· Review of the 
FederatBure~u of fnvestigation;s Use o.t'Sectinn 215 Orders Jhr Hu~iness R¢c;ord:s." 

Your report dent\)hstrnfes that the Department ofJustice, inducting the FBI, has 
been .responsible- in using the authority granted by· Congress to • obtain busineBsrecords. 
under Section. 215 {)fthel.JSA PA'I'RJOT Act. · Vou offered 11(} retotnmendat.k)ns, thr 
improvements. or other 1llodif1cations to Department procedures and practices for llie use 
ofthis autlwrity, 

Cons.istent \Vith··your Hnttin.gs, ·1 believe that the itiithH delays in. using thfs 
investigative tool~ thou.gh unfbttt.Ulatt\ have beenlatg<!ly if nut entircly•res.olved and that 
no harm to national security resulted front those delays. 

Your rcvievv fotma. i.mly ·two instances t)f ''imp.tt)pet use" of the business records 
authority, and l rest"tectftdly subntitthat · chatactetizatkm is not apt ·fit both cases, errors 
\Vhk:h you desetibe as ~·t.nadverterlf[l" (one by a ca.~e agent a.m.i the. secQnd hy a third 
party) re.sllited in the FBI receiving informati0t1 that was not. autlmrized by llie terms of 
the relevant order of the · Ftlreign. Intelligence Surveillance Court You f{.)und that~. in both 
{:uses~ the FBI identified the mist~lkes, sequestered nr destt\)}'~"li the collected dat~" and 
reported the error to the It:rtcUigcn\.:e Oversight Board and·•to the: Court. Therefore~ these 
examples sho·w that the oversight process is. working as it should to idenl"ily :and add:res$ 
inadvertent mistakes when they occur. 

t: ~tppredate the.diligent ~tlhrt by y-on and ym.tr st-aff t~J cnmplete this report,. and 
\Ve look ior\~'ard to working viit.*t you dosdy on the 2006 report The Department must 
continually \vorktn improve its use ofthese specialized hxvestigative, tQt,'"Jis. 

Sinct!rdy~ 

~~~ 1 -+· .··V'<. ~Iii· .... · .. f), 
I . • 

J 
" / 

Alberto R. Gonzales 
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SUBJECT: 

REFERENCE~ 

D!Rt-TTOR Of NATl~JNAL lNTEtt. l (~tNCJi 
WA9Jl~t~tON, PC 2Q5ll 

E!S 00153 

Glenn A. Fine 
l~spett(..W GetR~rah Department of Ju~d('e 

Reviewt)fthe Depa.rtilltmt ofJustice's Use ofSeedori 215 
Autbt)tity 

DQJ ():{(} Memorandum~ Reviev.': .pfthe De:partnumt ()fJus.tice~s. 

Use of Section 2J5 Authority 8 February 2007. 

The Oft1te of the DirCCtPt of Nad(.J.iiltf lnteUig;ence (0DN1) has reviewed ~;ur dr.aft 
re.port entitled, '•A Review·ofthe Federatl}m:eau oflnvestigation·s Use t:tf Secti~)n2f5 Orden; 
for Business Records." 

As you noted in. your report. Seeti<J112l5 orders ate a specialiZl~ t()(\1 the Federal Bureau 
ofJ.nvestigation (FBI) c.a:n use to obtain certain .inf(ltnlation in rmtional security investigations 
thatc~tnn(.)the .obtained by any other means.. I cqmmen4 your effqrts in pcrthrtning a 
cpt.uprehensive review and analysis of this cdtical I)ational security investigative tooL 

You.r review· highlighted several concctns rcg<trding. th~:: timeliness and proces:sing o.f 
Sedipn 2J5 ord.¢ts" andJ believe that Jiotanly the FBI and Departn1Cllt ofJustk>e; but also the 
It'l:te;lUgetwe; C~1ntf1lpnjty as a wbol~. would be.nefit from rec.eh•ing ynur re:commendations for 
irnptoVeinents in this regard, I understand that thtl~e tecommcindations may he provided in your 
se:cnnd report {ill fins r!lauer and llonkforward ·to receiVing them. 

If you.have.any questh1ns or .require further assistance my Inspector General Edward 
· .. M~t~wire cru1. Oe' cqotacte\1 at (703) 482,.4955. · 

Date 

liNCLASSlFfBD 

.. . . . ..... .... . ·.·.·.·-··-·-· .. ~~·-··-··~~~~--....... 
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