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EXECUTIVE SUMMARY (U)

Int the USA PATRIOT Improvement and Reauthorization Act of 20038
{the Reauthorization Act), Congress directed the Office of the Inspector
General {OIG) to conduct *a comprehensive audit of the effectiveness and
use, inchading improper or illegal use® of the Federal Bureau of
Investigation’s {FBI} use of Section 215 of the Patriot Act.! See Pub. L. No.
109-177, §108A. SBection 215 of the Puatriot Act allows the FBI to seek
orders from the Forsign Intelligence Surveillance Court for “any tangible
things,” including books, records, and other items from any business,
prganization, or entity provided the item or items ave for an authorized
investigation to protect against international terrorizsm or clandestine
intelligence activities.? Congress directed the OIG to review the use of
Section 215 for two time periods ~ valendar yvears {CY] 2002 through 2004
and CY 2005 through 2006, The first report is dus to Congress on March 9,
2007; the second is due on December 31, 20075 (1)

In our first report, we describe the results of the first QIG review of
the use of Bection 218, Although we were only required to review calendar
years 2002 through 2004 in this ficst review, we elected to include data from
calendar vear 2005, (U}

This Executive Sunmmary summarizes the report, including its mamn
findings. (L)

Methodology of the OIG Review (U)

In this review, the OIG conducted over 80 intsrviews of PRI and
Department of Justice officials. During the field work phase of the review,
OIG teams traveled to FBI field officex in New York, Chicago, Philadelphia,
and San Francisco, where we interviewed over 50 FBI emplovess. We also

U The term “USA PATRIOT 3et” is an acromym for the Uniting and Strengthening
Ameriex by Providing Appropriate Tools Reguired tn Intarcept and Obstruct Terrorism Sct of
2001, Pub, L, No. 107-28, 113 Stat. 272 (2001}, It is commuenly referred to as “the Patrist
Aot (U]

2 Section 218 was wriginally suheduled to minset on December 31, 2008, The
Reauthnrization Act extended Ssotion 215 wntll December 31, 2000, {1

3 The Reaunthorization Act adse divected the GG to donduet revicws for the same two
thme periods on the use and effectiveness of the FBUs use of national security letters {NSL),
another investigative authority that was expandsd by the Patrist Act. The (UG's first report
o the use and effectiveness of national seourity letter suthority is contained in a separate
epurt. {1}
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conducted telephone interviews of 258 FBI agents in ether field offices. In
Washington, D.C,, the QIG interviewed senior FBI and Departraent of
Justice officials whc» pm"ti(:ipated in implementing procedures and
processing requests for Section 215 orders. (U}

The OIG also examined documents ebtained fram the Department’s
Office of Intelligence Policy and Review [QIPR} and the FBI relating to each
instance of the FBI's use or attempted wse of Section 215 authority during
calendar years ’3002 through 20054 {U}

II.  Background on Section 218 {U)
A. Legal Background {U}

Pursuant to Section 218 of the Patriot Act, the FBI may obtain “any
tangible things,” including books, records, and other items, from any
business, organization, or entity, provided the item or items are for an
authorized investigation to protect against international terrorism or
clandestine intelligence activities. Section 215 did not create any new
investigative authority but instead expanded existing authority found in the
Foreign Intelligence Surveillance Act {FISA} of 1978, 50 U, S.C. § 1801 et
seg. {U)

FISA requuires the FBI to obtain an order from the Foreign Intelligence
Surveillance Cowrt (FISA Court) in erder to conduct alectronic surveillance
to collsct foreign intelligence information,® In 18898, Congress amended
FIBA to authorize the FBI to apply to the PISA Court for orders compelling
four kinds of businesses to “release records in its possession” to the FBIL:
common carrers, public accommeodation facilities, physical storage
facilities, or vehicle rentsl facilities. The ammendment did not further define
“records.” This provision, which was codified at 50 U.S.C. § 1862, became
known as the “business records™ provision and was the provision expanded
by Section 215 of the Patriot Act.® {U)

¥ Uil the fall 008, the Officn of Intelliganos Folicy and Review was a separate
gomponent of thy Department. In March 2008, the Reauthorization Act authovized the
creation of a National Security Division {NSD} within the Department. In Sspiembey 3008,
Kenneth L. Walnsteln was confivmed as the first Assigtant Attortiey General for hay ST
Shortly after that, QIFR’s functionyg wers wsigved to the NSD. {1

> Applications for FISA orders are prepared and presexted to the FISA Court by OIPR.
{U
§ 50 U.B.C. § 1862{D{){B) (19098), as amended, 50 U.8.C. § 1861 (2001). {1)
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The 1998 business records amendment required the FISA application
to specify that the records were sought for an inve stigatioﬂ to gather foreign
ntelligerion information or an mvmi&g&*\mr& concerning international
terrorism, and that there were “specific and articulable facts giving reason
to beligve that the person to whom the records pertain is a foreign power ov
an agent of & foreign power” &0 U.S.C. § 1862 {3000 ed.j This langusge
meant that the FBI was limited to obtaining information regarding a specific
person or entity the FBI was investigating and about whom the FBI had
individualized suspicion. In addition, the amendment prohibited the entity
complying with the order from disclosing either the sxtistencs of the order or
any information produced in response to the order. {U}

Subsequent to the 1998 FIRA amendment creating this investigative
authority and prior to the passage of the Patriot Act in Qotober 2001, the
FBI obtained only one FISA order for business records. This order was
obtained m 3000, (U}

Section 215 of the Pairiot Act significantly expanded the scope of the
FBUs investigative authority pursuant to the business records provision of
FISA and lowsered the standard of proof required to obtain this type of
business record. The pertinent part of Section 218 provides: {U)

The Director of the Federal Bureau of lnvestigation or a
designee of the Director {(whose rank shall be no lower than
A&si*«iamt Speciql Agem in Qharge) mav malge an applicatign for
{mciudmg baeks, rs,cards, p&pars} du::’(:mm\\ear:{css an::i_ ather Hems)
for an inveqtigatian to obtain foreign intelligence information
not concerning a United States person or to protect against
international terrorism or clandestine intelligence ac mrmes,
provided that such investigation of a United States person is not
conducted soledy upon the basis of activities protected by the
first amendment to the Constitution. 50 U.S.C, § 18&1{a){1}.
{U

While the 1998 langusge limited the reach of this type of investigative
authority to four types of entities, the new language does not explicitly Hmit
the type of entity or business that can be compelled by an order. Bection
215 of the Patriot Act alse expanded the categories of donuments that the
FBI can obtain under the business records provision of FISA, because it is
not limited to “records” and provides that the FBI may obfain an order for
“the production of any tamgi‘bie things fincluding books, records, papers,
documents, and other items]” ()
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Section 215 also lowered the evidentiary threshold to obtain such an
arder, As a result, the mumber of people whose information could be
obtained was expanded because the FBI is ne longer required to show that
the items being sought pertain to a person whom the FRBI is investigating,
Instead, the ttems sought need only be reguested *for an authorized
investigation conducted in accordance with lapplicabls law and guidelines|
to obtain foreign intelligence information not concerning a United States
person or o protect against ‘imemationai terrorism or clandestine
mtelligence aptivities” 50 U.8.C. § 1861{b}{1}). This standard, referred to as
the relevance standard, permgxts the FBI to seck information congerning
persons not neeessardly under investigation but who are connected in some
way t¢ a person or entity under investigation.? (1)

B.  Public Concerns sbout Section 218 (U)

After enactment of the Patriot Act, controversy focused an the scope of
Section 215, Public concerns about the scope of the new Section 215
authority centered on the ability of the FRI to obtain library records,
inchading books loaned to library patrons. Many puhhc commentators
began to refer to Bection 215 as the "library provision,” Librarians, their
professional associations, and others voiced concerns about the potential
First and Fourth Amendment implications of compelled production of library
records.® These concerns related to the broad reach of Bection 215 and also
to the so-called “gag provision,” which existed under the previous version of
FISA and which forbids recipients of S8ection 215 orders from disclosing the
existence of the arder or aniy information ohtained pursuant to an order. (U)

C.  The Process for S8eeking Section 215 Orders {U)
We determined that prior to passage of the Patriot Act in late 2001, no

written policies, procedures, or templates for requests or applications for
business records sxisted in the FBL ar OIPR. After passage of the Patriot

bl
¥

The Reauthorization Act revised the language of Section 188 1{b}{2} by providing that
tangible things are presumptively relevant when they pertain to entities or individuals that
are forsign powers, agents of foreign powses, subjects of authorized counterterrorism or
counterintelligence investigations, or individuals known to associate with subjects of such
investigations,. (U}

8 For example, the Ametican Library Association (ALA) adopted a resolution declaring
that the ALA “considers sections of the U8A PATRIOT &ct . . . a presant danger to the
constitutional vights and privacy rights of hhmry wsers” axul neged the Congresy to provide
additional sversight and amend or change portinns of the Act.” Resolution on the USa
PATRIOT Act and Related Measures That Infringe on the Rights of Library Users {Jan. 29,
2OOAY, n]

w
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Act, between 2002 and 2005 a general process for requesting Section 218
orders was developed and refined, as were templates {or the field offices’
requests for Section 215 orders and for applications te the FISA Court. The
process to obtain a Section 215 order generally involves five phases: FBI
field office initiation and review, FBI Headguarters review, QIPR review, the
FISA Court review, and FBI service of the order, {U)

The process begins when an FBI case agent in a field office prepares a
business records request form, which must be approved by the squad’s
Supervisory Special Agent and other managers in the FBI field office. The
reguest is sent to FBI Headquarters, Including the Gffice of General
Counsel’s National Seeurity Law Branch {NSLBJ, for further review and
approval. f the request is approved, an NSLB attorney drafts the
application package, forwards the draft application package to OIPR, and
the request is assigned to an OIPR attorney, The QIPR attorney works with
the NSLB attorney, case agents, and occasionally FBI intelligence analysts
to finalize the draft application package. The draft application package is
then reviewed by an OIFR supervisor, The final applivation package is
returned to the FBI for an accuracy review and any additional edits are
made based on the FBI’s review of the final package. Upon completion of
the final version, signatures of designated senjor FBI personnel are obtained
and the package is prepared for presentation to the FISA Court by an OIPR
attorney. (U}

OIPR schedules the case on the FISA Court’s docket for & hearing and
provides the FISA Court with a copy of the application and order in advance.
The application package is then formally presented to the FISA Court for its
review and approval at the scheduled hearing. If the FISA Court judge
approves the application, the judge signs the order approving the
application. At the hearing, the judge may make handwritten changes to
the order, such as the length of time for the recipient to produce the ftems,
and, if so, will sign the order with the handwritten modifications. The order
is returned to the requesting FBI field office for service on the entity in
possession of the ftems. The order sets forth the time period allowed for
producing the items. (U}

D. Different Types of Section 215 Requests {U}

During the period covered by sur review, calendar years 2002 through
2005, the FBI and OIPR submitted to the FISA Court applications for two
different kinds of Section 218 authority: “pure” Section 215 applications and
combination or “combo” Section 215 applications, {U)

A “pure” SBection 213 application is a term used by OIFR to refer to s
Section 215 application for any tangible item that is not assoctated with
¥
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applications for any other FISA authority. For example, & Section 218
request for driver license records from state departments of motor vehicles
would constituite a pure Section 215 request. {U)

& combo” application is & term used by QIPR to refer to & Section 215
request that was added to or combined with a FISBA application for pen
register/trap and trace orders. Pen register and trap and trace devices
identify incoming and cutgoing telephone numbers on a particular
telephone line but do not allow the FBI to listen to the content of the
telephone call. The use of the combination request evolved from QIPR's
determination that FISA pen register/{rap and trace orders did not reguire
providers to tuen over subseriber information associated with telephone
mumbers obtained through the orders. Unlike criminal investigation pen
register/trap and trace orders, which routinely included a clause requiring
the provision of subsariber information, FISA pen register/trap and tracse
orders did not contain such provisions. FBI agents had to employ other
investigative tools, such as national secyrity letters, to obtain the subseriber
information. Inorder to streamline the process for obtaining subscriber
information, beginning in early 2005 OIPR began to append a rexguest for
Section 215 orders to applications for FISA pen register/trap and trace
authority.® {U) |

E.  Other Investigative Authority Available to the FBI for Third
Party Information (U)

In addition to Section 215 orders, the FBI has several other
investigative tuols that allow 1t to obtain information from thivd parties in
national security investigations. ¥ For example, as noted above, FISA pen
register/ trap and trace orders permit the FBI to identify incoming and
outgoing telephone numbers on a partiowlar telephone ling. {U)

Jome investigative authority rests divectly with the field offices and
does not regquire FBI Headguarters or FISA Cowrt approval. For example,
national security letters (NSL) are written commands from the FBI to
communications providers, such as telephone comparnies, financial
institutions, and credit agencies to produce limited categories of customer

® As of March 2008, Section 215 combination reguests were no longer nevessary
Because the Reanthorisation Aet authorized the disclosure of subseriber information in
connection with EISA pen registerfirap-and {race onders, {4

¥ Fur this report, nathnal sepiuity investigations refer to tnyestigations involving
courtterterrorism or counterinteiligence components, {14

i
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and consumer ransaction information. In the field, the FBI Special Agents
in Charge are authorized to approve NSLs, {U}

In national seourity investigations with a criminal nexus, the FBI can
also ask the United States Attorney's Office to obtain grand jury subpoenas
for thivd party information. A grand jury subpoena s the wriminal
fnvestigative tool that mostly closely resembles a Section 215 order,
Generally speaking, a grand jury may obtain non-privileged evidence,
including any records and tangible items, relevant to the grand jury’s
investigation, FBI agents conducting a national security investigation with
a criminal nexus do not have to seek FBI Headquarters or NSLB approval to
obtain a grand jury subpeena. Grand jury subpoenas are issusd under the
stgnature of the prosecutor supervising the grand jury investigation. {8}

HI. Examination of Bection 218 Orders Sought and Obtained in
Calendar Years 2002 through 2005 {U)

As part of the QIG's review of the use and effectiveness of Section 215
authority, Congross directed the OIG to examine; (U}

« Every business record application submitted to the FIBA Court
including whether: {a) the FBI requested that the Department
af Justice submit a business record application to the FISA
Conrt and the application was not submitted, and (b} whether

record application; (U

« The justification for the failure of the Department of Justice
Attorney {General to fssue implementing procedures governing
requests for business records applications and whether such
delay harmed national security; (U}

« Whether bureaucratic or procedural impediments prevented the
FBI from “taking full advantage™ of the PISA business record
provistons; {U}

«  Any noteworthy facts or circumstances concerning the business
record requests, including any illegal or improper use of the
authority; and, {U)

s The effectiveness of the business record requests as an
“investigative tool,” including: {a) what types of records are
obtained and the importance of those records in the intelligence

¥t
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gctivities of the FBI and the DOJ; (b} the manner in which the
information obtained through business regord requests is
vollected, retained, analyzed, and disseminated by the FBY;

{¢} whether and how often the FBI used information obtained
from business record requests to produce an “analytical
mtelligence product™ for distribution to, among others, the
intelligence community or federal, state, and loeal governments;
and {d} whether and how often the FBI provided information
obtaired from business record reguests to law enforcement
authorities for yse in criminal proceedings. {U)

A:  Pure Section 215 Requests and Orders for Calendar Years
2002 through 2005 (1)

Qur review exsomined sll Secfion 218 applications and orders. We
found that in calendar years 2002 through 2008, OIPR submitied a total of
21 pure Section 215 applications for FISA Court approval. All of these
applications were approved by the FISA Court. {1

The first pure Section 2185 order was approved by the FISA Court in
May 2004, more than two years after the Palriot Act was passed. The FISA
Court approved six more Section 215 applications in CY 2004, for a total of
sevens. The FISA Court approved 14 Section 215 applications in CY 2005.
Although a total of 21 Bection 215 orders were approved, they contained
anly 18 unigque requests. ¥ (L)

Examples of the types of business records that were obtained through
these Bection 2158 orders include driver’s license records, pubh(:
accommodations records, apartment records, oredit card records, and
telecommunications subscriber information for telephone numbers., We also
locked at the types of investigations from which the 18 pure approved

U Two requests approved during the period of our review were for the same provider
and the targety ~ Targsts A and B - were conmented in the same investigation. Alter the
applications were approved by the FISA Court and belore the orders were served, the FBI
learned that there was a mistake in the application concerning Target A that nesdad to be
corrected ina new application. The FBI decided o wail to serve the owder for Targst B
when the new arder for Target & was obtained. In garly 2008, the FBI obtained & new order
for Target A. Before the grders could be served, the FBI learned that a subeontractor of the
peiler was i possession of the records for both targets. The FBI then subniitted new
applications for the same records for both targets. Thus the FBY submitted two cormscted
applications for Targer A and one for Target B; and we du not congider these corvected
applicutions s unigue, )
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applications were submitted: 9 were from counterintellipence {Cl) cases, &
were from counterterrorism (CT) cases, and 1 was from a oyber case. (U]

in reviewing OIPR and FBI dovuments, we determined that there were
31 instances in which FBI agents sought Section 215 orders during this
timeframe but did not obtain them, These requests were prepared by the
FBI but were never finalized, either by the FBI's NBLE for submission {o
OIPR or by OIPR for presentation to the FISA Court. ¥ {13

We reviewed the decuments concerning the 31 withdrawn requests
and applications and interviewed FBI, NSLB, and OIPR personnel to
determine why these Section 215 requests were not submitted to OIPR or to
the FISA Court. Weidentified five categories of reasons that apply to the
majarity of the withdrawn requests and applications: {1} the investigation
was closed or changed course; (2) an alternative investigative toal was used,;
{3} statutory limitations; {(4) insufficient information to support the request;
and {8) unkoown., {U)

We identified several requests or applications that were withdrawn
because the field office clogsed the investigation or the investigation changed
course and the information was no longer needed. We determined that most
of these requests had been pending for several months, and in one case aver
a year, at FBI Headguarters or OIPR at the time the feld office clossd the
investigation or determined the items were no longer needed. In one case,
at the time of the withdrawal an FBl Headquarters supervisor notified NSLB
that the FBI was goiog to interview the target and wrote in an e-madl, “An
interview is fortheoming and the records, although material six months age,
are moot at this peint.” {U)

We also identified several cases in which the FBI obtained the items
seught in the Section 215 request through other investigative means. One
of these requests was for information from a library. We found that an
NBLB supervisor would not permit the request to go forward because of the
controversy surrounding Section 215 requests for Information from
libraries, Once the field office was advised that NSLB would not send the
application to QIPR, the field office obtained the information through other
investigative means. {U)

2 For esse of reference, we dascribe all of these instances as “withdrawn®™ requests or
apphcations, although in several cases we were unable to determine the reason the request
or application did not make it to the nest level and there did not appesr ¢ he an affirmative
deciddon by anyone within the FBI not to procsed fur o substantive reason. {U)
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We determined that several of the FBI's Section 215 requests that
were later withdrawn, including the first request submitted in April 2002,
were affected by OIPR’s interpretation of the Family Education Rights and
Privacy Act of 1974 (FERPA}, commonly referred to as “the Buckley
Amendment.” The Buckley Amendment applies to all educational agencies
and institutions and governs the vights and privacy of students and parents
in relation to access to and release of educational records.’? See 30 UR.CL§
1232g. {U)

QIPR was concerned that the Buckley Amendment might limit the
reach of Section 215 with respeet to educalional records because Section
215 did not contain the proviso found in other parts of FIBA stating that
“notwithstanding any other provision of law,"™ the govermment may obtain
certain types of information. According to OIPR officials, because Section
213 did not contain this language, it could be construed to be superseded
by the Buckley Amendment and disclosure of the records request to the
student and parents would be required. OQIPR officials told the OIG that
other statutes that also state or tmply that they provide the exchusive means
of obigining certain types of records, such as tax or medical records, could
be similarly construed. Although some NSLB attorneys disagreed with
OIPR’s interpretation of the law, NSLB did not ask OIPR to finalize any of
the applications concerning educational records, (U)

We also identified some cases in which a determination was made
that a Section 215 reguest lacked sufficient or ddequatc information to go
forward. Finally, we identified several instances in which we were unable to
determine ~ from documaenits or interviews with NSLB or OIPR personnel -~
the reason that the request or application did not proceed to the next level
pr when the requests were withdrawn, 14 (U}

13 FERPA ix called “the Bucklsy Amendment” aftar its principal sponsor, Senator James
Buskley of New York. With raspect to releass of educational records, the Buckley
Antendoent provides that educativnal entities will not meceive federal funds il they relesse
educational records to thivd parties without writtsn consent from the student's parents
except in limited circumstances, such as in connection with a student’s application for
financial ald. 20 U.S.C. § 1238 (@1}, The Buckley Amendmeant also provides that an
sducational sntity does not have (o olitain written consent o relense educational records
“in cothplance with judicial srder, or pursuant o any lawdfully issued stbpoena” however,
the entily nrust notify the student and parents of the order or subpoena in advanve of
complying with it undess the vourt srders the institution st to disclose the existente or
canttent of the \ubymena or the institution’s responss. 20 U.8.C. § 1232g (M{1HA) and (i)
and (DHRIBL 20 U.B.C, § 1238 {2 (U}

¥ We discuss the lngthy dedayy in processing Section 215 reguests in Chapter Four of
the report. {4
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We found that the FBI has not obtained a FISA Court nrder for the
preduction of lbrary records. Howsver, FBI field offices submitied regquests
to FBI Headquarters 1o seek to obiain information from a Hbrary on a few
gcrasions, one of which we discussed above., These requests were later
withdrawn before any application was filed with the FISA Court. {U)

B. Combination Ssction 215 Applications and Orders for
Calendar Years 2002 through 2005 {U)

In addition to the pure Section 215 requests, we found that a total of
141 combination business record applications were submitted and approved
by the FISA Court in calendar year 2005, The first combination order was
issued by the FIBA Court in February 23005, However, with the enactment
of Sectiont 128 of the Reauthorization Act, which provides that FISA pen
register orders now inclade the subscriber information, the number of
combination applications should significantly decrease in CYF 2006, {Uj

€.  Modified Section 215 Orders {U)

We also reviewed, as required by the congressional dirsetive, how
many times the FISA Court modified any Section 215 order. We found that
two Section 215 orders were modified in 2004 and two were modified in
20035, for a total of four Section 215 orders modified by the FISA Court. The
arders modified in 2004 were pure Section 215 orders, and the orders
modified i 2008 were combination 318 orders. According to QIPR,
modifications generally consist of handwritten changes to orders that are
made by FISA Court judges at the hearing inn which the order is mgneﬁ
Howsver, OIPR officials stated that OIPR does not usually consider revisions
1o Apphcauons and orders that OIPR makes based on feedback from the
FISA Court’s review of advance copies of FIBA applications to be
modifications. {U)

With respect to the orders modified in 2004, the first madified Rcction
218 order related to the time frame to produce the requested records to the
FBI. The PISA Court modified the order by extending the Hime frame from
10 days o 60 days.’s With respect to the other pure Section 215 modified
m‘der, the modification related to the records being requested, The FISA
Counrt clarified the records to be produced by describing the recards more
precisely than the language in the order as presented to the Court. {U)

B The thneframe that recipients of Section 218 orders are glven to praduce the Hems is
not deterntined by statgbe gr regidadion. Dewtend the FRI determiness the mutnber of days #t

Deligves ix reasonable based on thur type and volume of information that must be produced.
L
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With respect to the orders modified in 2005, both modifisd
combination orders contained the same modification. In these gpplications,
OQIPR sought orders for a specialized type of telephone information. CIPR
notified the FISA Court that federsl ﬁicigf:s in criminal cases had denied
requests for this kind of information in certain instances, Although the
FISA Court agreed to approve the applications, the Court directed the
government to file a supplemental brief on this issue, Prior to the hearing
on the applications, OIPR revised the applications and included s footnote
setting forth a summary of the crimminal case law with respect to this kind of
information and revised the order to include a direction for the government
to provide the FISA Court with & supplemental briefing on this subject. {U)

D, Improper Use of S8ection 215 Authority {U)

As part of this review, Congress dirseted the OIG to identify “any
noteworthy facts or circumstances concerning the business records
requests, including any illegal or improper use of the authority.” Qur review
noted two instances of improper use of Section 215 authority, both of which
involved the pen register/trap and trace portion of combination Section 215
orders. We did not identify any instances involving improper or illegal use
in connection with pure Section 215 orders or authority. {U)

In the first instance of improper use, the field office had obtained an
order for a pen register/trap and trace device on & feleyhune that wax no
langer used by the subject. This resulted in the FBI receiving unauthorized
information, which is called *over collection,” between March 20085 and
October 2008, According to the FBI, the case agent for this investigation
inadvertently overlooked documents in the file mdmatmg that the telephone
number no i{mwcr belonged to the target of the investigation. A new case
agent dxscm*ﬂ*ed the problem, reported the over collection, and sequestered
and destroyed the improperly collected data. {U)

In the second instance of improper use, the FBI inadvertently
collected certain telephone numbers pursuant to a pen register/trap and
trace order hecause the telephone company did not advise the FBI that the
target had discontinued using the telephone line until several weeks after
the fact. For a short period of time, the telephone number had been issued
i someone else. The FBI identified the improperly collected information,
removed it from its databases, snd provided it to OIPR, {U)
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¢ We determined that the FBI had discovered both incidents and
reported them, as required, to the Intelligence Oversight Board or IOB.® In
addition, both incidents were reported o the FISA Court by OIPRIY (U]

We also wdentified a situation that we believe constitutes a

“noteworthy faet” concerning a Section 218 combination order and several
interrelated FISA electronic surveillance orders. In J anuary 2006, QIPR
filed a notice to the FISA Court stating that in connection with several
cases, QIPR had learned in December 2008, that a source who had
previously provided significant information about the targets reported that
he did not believe that one of the targets, who was associated with all of the
ather targets, was a supporter of a particular ferrorist organization.’® {3}

GIPR reported to the FISA Court that the FBI had learned of this

information in April 2008 {rom another mteﬁigenee agenecy but had
“inadvertently failed to provide it at the time they received it The FISA Court
issued an order directing the government to explain the delay in reporting
this information to the Court. In March 2006, QIPR filed an explanation
stating that the case agents who were responsible for verifving the accuracy of
the FISA renewal application submitted in April 2005 mistakenly believed
that the preblematic souree information had already been provided to QIPR.
Although the case agents had provided QIFR with several intelligence reports
about the same source, these intelligence reports did not includs the
intelligence report containing the problematic information. According to the
court filing, the FBI did not believe the omission was intentional because sl
other information obtaingd from the spuree, some of which was not favorable
to the FRI’s investigation, had been re;amred to QIPR, {U)

¥ The Intelligenice Guersight Boaad, oreated by Exsvutive Order in 1978, is charged
with reviswing aotivities of the L8, m‘*e}hgnm:ﬂ comanunity and forming the Presideat of
any activities that the IOB belleves “may be unlawlul or contréry to executive order or
Presidential Directives.” See Executive Order 12863, The Executive Order alse requires the
genemal counsads of the intelligence comanunity, including the FEPs Gennral Counssl; to
report to the (OB on at least & quarterly basis huelligence activities they “have reason to
heliove nway be witlawiul or vontrary to Executive tevder or Prasjdential directive” which are
referssd to as IOB vielttiosn™ (U}

¥ OQIPR s required to veport FISA compliance incidents to the FISA Court pursuaiit 1o
Rule I1¥c} of the FISA Court’s Bules of Procedures that hecaine effective February 17, 2006.
{1

¥ The GIPR notice also stated the reasons the government vontinued to belizve that
there was sufficient information 1o support FISA applications for ail of the largets despite
this ssared’s informativn, {5
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IV. Delays in Implementing Section 215 Authority and Other
Impediments to Use (U)

A. Delay in Implementing Procedures and Policies (U}

The Reauthorization Act direcied us to examine “the justification for
the failure of the Attorney General to issue implementing procedures
governing requests for the production of tangible things . . . in a timely
fashion, including whether such delay harmed national security.” To
respond to this directive, we first attempied to determine whether the
Attorney Genersd was required by statute, regulation or other directive to
issue implementing procedures. In our review of documents and interviews
with witnesses, we found no such requirement. However, we also found no
evidence that the Attorney General or any Department official directed QIPR
or the FBI to implement Section 215 procedures. (U)

Our review determined that after passage of the Patriot Act in 2001,
neither the Department nor the FBI issued implementing procedures or
guidance with respect to Section 215 authority, OIPR and the FBI
eventually developed standard forms and applications for obtaining Section
213 orders. NSLB distributed a standard request form to field offices in
Qctober 2003, and NSLB and OIFR completed a standard application and
order in the spring 2004. We determined that the delay securred because
the Department, including OIPR and the FBI, were focused on processing
full content FISA requests, training, and hiring personnel to address the
increased FISA workload and did not focus on the need for templates and
procedures for Section 215 orders. {U)

B. Section 218 Processing Delays (U}

When FBI field offices began requesting Section 215 orders in April
2002, they encounterad processing problems. For example, in many
instances no one from NS8LB responded to Section 218 requests for several
months, if at all. In addition, in some cases NSLB sent draft applications to
OIPR, but the applications were not finalized by OIPR for several months, In
other cases in which a draft application was prepared, the field office did not
receive any response from NSLB or OIPR. As & result of these delays, in
some cases the information was no longer needed by the time the field office
received g response from NSLB or OIPR, and the request was withdrawn.

L)

We sought to caleulate how long requests remained pending in NSLB
and in OIPR. However, the FBI's and OIPR’s recordkeeping systems in place
at the time had limited capabilities, and there was no system for tracking
Section 218 requests either within the FBI or OIPR. Therefore, we have
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mcomplete information with respect to many of the requests. From the
available data, we determined that the average processing time for approved
reqguests was 275 days in 2003, 279 days in 2004, and 149 days in 20059

For 2004 and 2005 we were able fo caleulate the average processing time for

approved requests in both NSLB and OIPR. In 2004, the regussts were
pending in NSLB for 162 days and i OIPR for 180 days. In 2008, the
average processing time at NSLB was 60 days and 88 days at OIPR. We
determined that the average processing time for withdrawn regussts was 330
days in 2002, 234 days in 20038, 226 days in 2004, and 109 days in 2008,
{t)

The chart below reflects the average processing Hme of withdrawn
requests and approved reguests,®0 (1)

Average Processing Time (I}

Humbar.of Mozavsing Days

Yosr Sutenitad

Bource:  OIFR and FBU {0
. Impediments to Processing Section 218 Requests (U)

We found several impediments that hindered the FBIs ability to
obtain Seetion 210 orders. SBection 2 1S reguests were delayed becauss
NSLB and OIPR disagreed over interprefations of the law, and NSLB and
QIPR lacked sufficient rescurces for handling Section 215 requests. The

¥ AH of the requests stthndtted in 2002 were withdrawn. {U)

B Por sach year listed on the chart, we calenlated processing thnes based on how long
it topk to process the reguests submitted inthat year, whether they were approved fn that
sanee calendar yoar o were eventualy approved An the next calendaryear, Pt the
requests submitted in 2002, we were suly-aldedo cxdeulate processing Hoer at OIPR wnd not
alyo at thee FIL so this number reflects only QIFR grocessing times.  Simdlardy, in 2003 for
approved requests, we had data only for GIPR processing times. (L)
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mulii-layered process for obtaining Section 315 orders also contributed to
the processing delays, In addition, we found a lack of knowledge in the field
about Section 215 autherity. (14}

1. Statutory Interpretation {U)

We found that the processing of Section 218 requests was slowsd by
the uncertainty in interpreting the Patriot Act, One of the legal issues that
affected several of the first requests generated in 2002 and 2003 was the
intersection of Section 215 with anvther statute that provides for the
production of educational records, QIPR's interpretation of the statute was
that Section 218 did not trump existing laws because, unlike other
provisions of FI8A, Section 215 did not include in the business records
provision the phrase "notwithstanding any other provision of law.™ As
discussed above, while same NELB altorneys disagreed with this
interpretation, NSLB was not willing to push the issue with the FISA Court,
and as a result no request for educational records was presented to the
FISA Court between calendar vears 3002 and 2005, {U)

According to NSLB and OIFR attorneys, this impediment to obtaining
educational records has since been addressed. The Reauthorization Act
amended FISA by adding 50 U.B.C. § 1861{a}(3}, which specifically

addresaes sducational and other sensitive categories of business records,

According to several NSLB and QIPR attorneys we interviewed, begause this
provision clarifies that educational records are obtainable through the use
of a Section 215 order, the non-disclosure provisions of Section 215 apply
rather than the notification provisions of the Buckley Amendment. {3}

Another cause for the delay in processing Section 215 reguests was
relevance standard and how much information had to be included in
Section 215 applications about the items requested and their connection to
the FBI's investigation. NSLEB attorneys believed that the level of detail
required by OIPR about the investigations in the applications was far
bevond that needed to satisy the relevance thresheold. OIPR attorneys
believed the information was necessary to persuade the FISA Court to
approve the applications. NSLB and OIPR eventually agreed upon the
content and form of a standard application after several months of back and
forth about the fssue. However, even after a standard application form was
agreed upon, NSLB attorneys continued to have disagresments with OIPR

attorneys in individual cases about the level of detail required. {1
3w
CRE
m
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2. Insufficient Resonrees {U)

Another impediment to obigining Section 315 was the insufficient
resources devoted to this process. Neither NSLE nor OIPR had adequate
resowrces to dedicate to the implementation of Bection 215 reguests after
passage of the Patriot Act. The workload of both entities increased
dramatically after the September 11 terrorist attacks and passage of the
Patriot Act, and substantial resources were needed to process full content
FISA applications. Both entities were authorized to hire large ruumbers of
employses, and by 2004 both NESLB and QIPR grew substantially, However,
by spring 2004 a significant backlog of full content FISA applications had
developed, and the Attorney General directed OIPR and NBLB to create a
task force to address the FISA backlog, NSLB was reguired o detail
approximately 10 attorneys to QIFR {o work on the backlogged full content
FISA applications, {3}

As a resull, NSLB did not focus on Section 215 requests or make
oltaining a Section 215 crder a priority until late 2003, when NSLB
submitted four Section 215 applications to QIPR. In addition, around this
same time an NSLEB attorney was designated the point of contact within
NBLE for Section 215 requests. (U)

Alsw in July 2004 OIPR attempted to address NSLB concerns abowt
the processing of Section 215 requests by assigning a detailed NSLB
attorney to handle SBection 215 requests. This detailed aitorney, however,
was also assigned to handle full content FISA applications. In early 20058,
two OIPR atlorneys were assigned to handle Section 215 reguests — a line
attorney snd & supervisor. According to QOIPR and NSLB attorneys, the
assignment of these two attorneys 10 Section 215 requests improved the
process significantly. (L))

3.  Multi-Layered Review Process (U)

The mudtiple layers of review for Section 215 applications also delayed
their issuance. The process for obtaining a Section 215 order involves
review in the FBI field office, in FBI Headguarters and NSLB, and in QIPR.
To obtain & 215 order, a field agent must first obtain his supervisor's
approval, then the field office’s Special Agent in Charge and the Chief
Division Counsel approval, before the request is forwarded to FBI
Headqguarters and NSLB. In NSLB, a line attorney drafts the application
package, which is then reviewed by a superviser before it is pr{)mded o
QIPR, In OIPR, a line attorney prepares the package, and the work is
reviewed by a supervisor before it is ready to be finalizsed for signature. Alter
OIPR returns the “fnal” version to NBLB for signature, the application and

XVl
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order are reviewed by NSLR personnel and changes may be requested as a
result of this review, (L1

This review process can be lengthy. Without close management, an
application can be delayed for weeks or months at any stage. Even with
close management of the provess, the process from beginning to end would
likely take several weelts with respect to a simple or problem-free Section
218 request. {U)

4. Lack of Knowledge about Section 215 Authority {U)

Based upon our interviews in the field, we alse determined that FBI
field offices still do not fully understand Section 215 orders. Several agents
told the OIG that they were only vaguely aware of Seetion 215 authority,
and many agents stated that they did not know what the process was for
obtaining 3 Section 215 order, {U)

D, Effect of Impediments (U}

The impediments discussed above contributed to the FBI not
obtaining its first Section 2135 order until spring 2004, Another effect of the
impediments was that, in some instances, field offices were not contacted
about Section 215 requests until several months after the requests had
heen submitted to NSLB. In varicus cases, once the agents were contacted
the information was no longer needed because of developments in the case.
In several instances agents were aware that NSLB had received their
requests, but their requests remainsd pending for months dus to
disagresments between NSLB and OIPR about whether a particular request
should go forward. In other instances, the requesting agents lold the QIG
that they never received a response back from NSLB or OIPR. {U)

We found that the processing delays and the lack of response to field
office applications contributed to a perception among FBI field agents that
the process was too slow and not worth the effort. We interviewed several
agents who had never sought to obtain a Section 215 order, but they
reported to the OIG that they had “heard” about the provess taking far too
long. Several agents also told us that if they could obtain the Section 215
arder in a shorter time, they would be more encouraged to use Section 315
requests. Agents stated that if they were to identify an item that they
nesded quickly, they would seek o determine whether the item could be
obtained through a national security letter, a grand jury subpoena, or other
process that w faster than the Section 215 process. (U}

We asked FBI and OIPR employees whether they believed the
problems in implementing Section 2135 and the delays in obtaining Section
xyiil
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215 orders harmed their cases or national security. None of the FBI and
GIPR officials we interviewed said that they were aware of any harm to
national security caused by the delay in thmmng Section 215 orders. None
of the sgents who initiated the requests for Section 215 orders told the OIG
that their cases were negatively affected by the inability to obisin the
information seoner. The FBI's Deputy General Counsel of NSLB told us that
the failure to obtain a business record order or to obtain it expeditiously
may have negatively impacted the pace of national security investigations,
but that she did not believe that this meant that there was harm to national
security. (U}

We were provided no evidenge of harm to national secwrity in &
specific case that was caused by the delay in obtaining Section 215 orders
ar by the FBUs inability to obtain information that was requested in &
Section 215 request. However, we were concerned by the number of
instances where the FBI identified a need for information in a national
security investigation but was unable to obtain that information because of
a provessing delay in obtaining an order. (13}

V. Use and Effectiveness of Information Obtained from Section 215
Qrders (U)

Congress also directed the OIG o include in its review an examination
of the types of records obtained by Section 218 orders and the importance of
those records; the manner in which the information is collected, retained,
analyzed, and disseminated by the FBI, whether and how often the FBI used
information obtained from Section 215 orders to produce an “analytival
intelligence product” for distribution to, among others, the intelligence
cormmunity; and whether snd how often the FBI provided information
obtained from Section 215 orders to law enforcement authorities for use in
criminal proceedings. {U)

A, Collection, Analysis, and Retention {U}

Before items subject to a Bection 215 order can be obtained, the order
must be served upon the sntity that has custody of the records, Personal
delivery or service of the order is typically accomplished by the requesting or
“originating” FBI field office, unless the recipient of the order is cutside the
district, In thai instance, the PBI field office where the recipient is located is
asked by the originating field office to serve the order, {U}

The manner in which information from Section 215 orders is collected
depengds on the category of information sought. For pure Section 215
arders, the recipient produces the documents in hard copy or electronic

xix
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format. If after reviewing the information the case agent determines 1o
further trrvestigation is warranted, the agent stores the information with the
rest of the investigative case file. The agent may prepare a document
surnmarizing the information obtained for purposes of docwmenting the
existenice of the records, If the information warrants dissemination within
the FBI, the agent prepares a writters communication to the relevant field
office or offices. If the information warrants dissemination putside of the
FBI, such as to an intelligence agency, the agent prepares the appropriate
form of communication. {4

For “combination” orders, FBI personnel told us that if the recipient
and the FBI have technological compatibility, the recipient will transfer the
requested subscriber information electronically directly into the FBI
computer system called “Telephone »‘\pphcanana *21 [f the FBI and vempwm
systems ars not compatible, the information is provided to the FBI in
another format, such as a computer diskette or hard copy. This information
is then electronically uplosded or manually inputted into Telephone
Applications and then searched by the case agent. (1)

Information stored in Trlephons Applications and other FBI databases
may be accessible by personnel from other law enforcement or intelligence
agencies who are assigned on detail to the FBI in some capacity, such as a
task force addressing terrovisim matters. Access depends on the clearsoce
level of the non-FBI personnel and whether the information is “restricted” in
the computer svstems, {U}

B. How the Information Obtained Has Been Used in
Investigations {U}

We found that pure Section 218 orders were used primarily to
exhaust investigative leads, sithough in some instances the FBI obtained
information useful to the deveiopmem of the case. We found that the FBI
disseminated information obtained from pure Section 215 orders o another
intelligence agency in three instances, However, the FBI did not create any
analytical intelligence products based on the information obtained in
response to Section 215 orders. We also ebiained limited information about
the dissemination of information produced in response to combination
Section 215 orders. Because there were 141 combination orders, we were
unable to intorview all of the case agents associated with these arders.
However, in our field office visits, we interviewed four agents who had

S Teleptume Applications is auy investigative tedl that adso serves as the contral
repository for all elephone data collected during the course of FRI nvestigations, (U}

EX
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obtained combination orders. None of these agents reported disseminating
information sbtained in response to the combination orders. (U}

We also sought to determine whether any of the information obtained
from any Section 215 order was used in any criminal proceeding. We did
not identify any instance in which information obtained from a pure Section
218 order was used in g criminal proceeding. We identified only one
instance in which use authority approval was sought for information from a
combination Section 215 order. The field office sought and obtained
Attorney (General approval to use the FISA electronic surveillance and
combination order infermation in s grand jury investigation and in grand
jury subpoenas for one case. The FBI case agents told the OIG that
although use authority was obtained for the FiSA-derived information, no
grand jury subpoenas were ever issued in this case and no FISA-derived
information was used in the grand jury investigation or subsequent
proceedings, {U}

We also interviewed the agents who obtained records from the S8ection
215 orders. The agents suggested that the records obtained were important
and useful in two wavse {1} the records provided substantive information
that was relevant to the investigation and either confirmed prior
investigative leads or contributed to the development of additional
investigative information; or (2) even if the records did not contribute to the
development of additional investigative information, they were still valuable
as “necessary steps to cover a lead.” Most of the agents we interviewed said
the records obtained under Section 215 orders fell in the zecond category
because the records typically did not provide additional investigative
information, slthough they helped the agents exhaust every lead. They also
stated that the impoertance of the information is sometimes not known until
much later inan lovestigation when the information is linked to some other
piece of intelligence that is obtained, (U]

Vi, OIG Conclusions (U}

In evaluating the effectiveness of Section 215 authoerity, we first
considered the number of pure Section 215 orders sbtained during CY 2002
through CY 2005, The FBI obtained only 18 unigue Section 215 orders in
the B calendar years following passage of the Patriot Act. {U)

However, we found that a significant number of Section 215 orders
were not sought or obtained because of legal, bureanicratic or other
impediments, The question concerning the spplicability of the Buckley
Amendment to Section 215 requests for educational records played a role in.
the FBI not obtaining Section 215 orders in several instances, Other
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impediments, such as the disagreements between NSLB and OIPR about the
amount of information sufficient to satisfy the relevance standard,
insuflicient resources to process Scetion 215 requests, and the mult-
layered review process, resulted in many Section 215 requests not being
processed for lengthy periods of timme, We determined that with respect to
several Section 215 requests that were withdrawn, the requests had been
peading with NSLB or OIPR for several moaths, and in one instance over a
yvear, ai the time the field office notified NSLB that it was withdrawing the
reguest because the investigation had changed course or was being vlosed.
In addition, we dentified several reguests for Section 215 orders that were
never responded to by NSLB or OIPR, and neither NSLB nor OIPR employees
were able to explain what happened to those requests. ()

These processing problems not only resulted in far fewer Section 215
orders being vbtained thaa were requested, but also contributed to a
perception within the FBI that Section 215 orders took too long to obtain o
be worthwhile in the investigation. Agents told the OIG that the kength of
the process to obtain a Section 215 erder is a significant impeditaent to its
use and that agents will typically attempt all other investigative tools before
resarting to a Section 215 request. This negative perception about the
Section 215 process may also have gffected the number of Section 215
orders sought by the field offices. {U)

We examined the type of information that has been obtained through
the use of pure Section 215 vrders and how that information has been used
and disseminated in national securily investigations, We found no instance
where the information obtained from a Section 213 order resulted in g major
case development, such as the disruption of a terrorist plot. We also found
that very little of the information obtained in response o Section 215 orders
has been disseminated to other intelligence agencies, However, we found
that Section 215 orders have been tsed to obtain useful investigative
information. ()

Agents told us they believe that the kind of intelligence gathering from
Section 215 orders was essential to national security investigations. They
also stated that the importance of the information is sometimes not known
until much later in an investigation, when the information is linkesd to some
gther piece of intelligence that is obtained. {1}

The fleld sgents we interviewed described Section 215 authority as a
“tool of last resort” that may be “critical® when other investigative authority
or investigative metheds do not permit the FBI {o obtain the information. In
many national security investigations, there is no eriminal investigation snd
therefore the FBI is unable to seek grand jury subpoensas. In addition,
national security letters are lmited in scope and do not cover large
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categories of third party information. Agents alse told us that, in some
instances, they bad in fact used other investigative technigques, but these
efforts were unsuccessiud, {U)

We also interviewed other FBI officials and aitorneys at the FBI and
QIPR concerning the effectiveness of Section 315 orders. They stated that
they believe Section 218 authority is useful because it is the only
compulsory process for certain kinds of records that cannot be obtained
through alternative means, such as grand jury subpoenas or national
security letters. The head of OIPR dmcmhed Section 215 authority sas &
*specialized tool that has its purpese.™ {13}

At the same Ume, however, the evidence showed that the FBI has not
used this specialized tool as effectively as it could have because of the
impediments to its use that we described above. Some of these
impediments have since been addressed. For example, NSLB and OIPR
cited the Reauthorization Act provision specifically sllowing the FBI o
gbtain educational and other sensitive records through Section 218 orders.
The FBI hasg also distributed a Section 215 reguest form to all feld offices;
and NSLB and OIPR have developed a template application form that is
used in all Section 215 applications, {U)

We also evaluated the use of Section 215 authority to ebtain
subscriber information for telephone numbers that were the subject of pen
register/trap and trace orders, OIPR obtained the first “combination” order
in February 2005, A total of 141 combination applications were submitted
and approved by the FIBA Court in calendar year 2005, Several FBI and
QIPR attorneys we interviewed, including OIPR Cowsel, told us that this
information was very important in FBI investigations. The Deputy General
Counsel of NSLB agreed, stating that the addition of Bection 215s to FISA
pen register/ trap and trace applications was a “huge boon beecauss without
the 213s, the FBI would have had to issue pumerous [national security
letters] to get the subscriber information ™2 {13

We conducted this review mindful of the controversy concerning the
possible chilling effect on the exercise of First Amendment rights posed by
the FBI’s ability to use Section 215 authorities, particularly the potential
use of Bection 215 orders to obtain records held by libraries. Qur review

found that the FBI did not obtain Section 215 orders for any lbrary records

2 Congress has alse recognized the importance of subscriber information fin FISA pen
registers, Awn part of the Reauthorization Act, Congress amended the FISA pen register
provision o include subscriber ivformation, (U}
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from 002 through 2005, in part because the few applications for such
orders were withdrawn while undergoing the review process within NSLB
and QIPR, (L

Finally, we are aware that the FBI began using Section 215 autharity
mare widely in 2006, We will be assessing the effectiveness of this hroader
use in our next review. As directed by the Reauthorizgation Act, the OIG will
continue to assess the FBI's uze and effectiveness of Section 215 authority.
(U}
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CHAPTER ONE
INTRODUCTION (U}

In the USA PATRIOT Improvement and Reauthorization Act of 2008
{Reauthorization Act), Congress directed the Qffice of the Inspector General
{OIG) to-conduct “a comprehensive audit of the effectivencss and use,
including improper or illegal use” of the Federal Burean of Investigation's
{(FBI) investigative authority that was expanded by Section 215 of the Patriot
Act,! See Pub. L. No. 109-177, §106A. Scction 218 of the Patriot Act allows
the FBI to seek orders from the Foreign Intelligence Surveillance Court for
“any tangible things,” inchuding books, records, and other items from any
business, organization, or entity provided the item or items are for an
authorized investigation o protect sgainst international terrorism ar
clandestine intelligence activities. Congress directed the QIG to review the
use of Section 215 for two time periods - calendar years (CY) 2002 through
2004 and CY 2005 through 2006, The first report is due to Congress on
March 9, 2007, the second is due on December 31, 20072 {U)

This report describes the results of the first QIG review of the use of
Section 215, Although we were only required to review calendar years 2002
through 2004 in this first review, we elected to include data from calendar
year 2005, {U)

L The USA PATRIOT Improvement and Reauthorization Act of 2005
{u)

Enacted in the wake of the S8eptember 11, 2001, terrorist attacks, the
Patriot Act states that it seeks to provide federal authorities *with the
appropriate tools required to intercept and gbstruct terrorism.™ Several

£ The term “USA PATRIOT Act® is an acrenym for the Uniting and Strengthening
America by Providing Approprisie Tools Required to Intercept and Obstruct Terrorism Act of
2001, Pub. L, Neo. 107-56, 115 Stat. 272 2001} Itis commoenly referred o as “the Patedy
&ot.” {18

? The Reauthorization Act also directed the OIG to vonduct reviews for the same tep
time periods on the useand effertivenzss of the FBI's use of national security letters,
another investigative authority that was expanded by the Patriot Act. The (IG's fivst repurt
an the use and effectiveness of national sevurity letter authority is eontaihed in a separate
repurt, {U)
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Patriot Act provisions, inchading Section 215, were originally scheduled to
sunset on Decamber 31, 3005, ()

On March 9, 2006, the President signed into law the USA PATRIOT
Improvement and Reauih(}rrzatzon Act of 2008, which, amang other things,
made permansnt or extended several Patriot Act pmv&&mns 3 Section 215
was not made permanent but was extended for another four years, until
Decarnber 31, 2009, The Reauthorization Act also resulted in some
substantive changes to Section 215, which we discuss in Chapter Two, {U)

II.  Methodology of the OIG Review (U)

In this review, the OIG examined documents obtained from the
Department of Justice's {(Department or DOJ} Office of Intelligence Policy
and Review {QIPR] and the FBI relafing to sach instance of the FBI's use or
atteopted use of Section 215 authority during calendar years 2003 - 20059
I addition, we reviewed Department reports concerning the FBIs use of
Section 215 authorities. We also reviewed a classified report prepared by
the stafl of the Senate Select Committes on Intelligence (88CH) in 2005 on
the electronie surveillance process in counterterrorism and
counterintelligence cases that included a discussion of the FBIPs use of
Bection 218.% We also examined ¥FBI, OIPR, and other DOJ documents
regarding the implementation of procedures for obtaining Section 215
ardery, including documents reflecting the obstacles encountered by FBI
and OIPR personnel during the 1mplementatxf3n process, improvements
made to the process, and other issues. {U)

The OIG conducted approximately 81 interviews of FBI and
Departmem offivials as part of the review. During the fisld work phase of
the review, QIG teams traveled to FBI field offices in New York, Chicsgo,
Philadelphia, and San Francisco to review investigative case files from which

¥ The provisions that had bren scheduled to expies on Decsmber 31, 2008, were
tamporarily extended while UCongress was attempting to finalize the reauthorization bitl &)

& Untdl the fadl 2006, the Office of Intelligenes Policy andd Review was § separate
ceanponsnt of the Departinent. I March 20086, the Reauthorization Act authorized the
creation of a National Security Division (NSD] within the Department. In September 2008,
Kmmem L W‘ai:m‘stf:in was mnﬁrmed a8 i}w ﬁref Aqsitstavxt »’%’t’mmﬁy General for the NED.

......

& Senate Select Commitize nn Inteﬁ-zgence, Commitice Stalf Audit and Bvalunton of the
Foreign Intelligence Surveillanes Act Process (SSCTStaff Andif), 88CT report number 2005-
4702, July 32, 2005, {U)
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requests for Section 213 orders were initiated. While visiting these ficld
offices, OIG personmnel interviewed approximately 52 FBI employees,
including FBI Assistant Directors inn Charge, Special Agents in Charge,
Assistant Special Agents in Charge, Chief Division Counsel, Supervisory
Special Agents, case agents, mtelligence analysts, and support personnel®
We slso conducted telephone interviews of 25 FBI agents in other field
offices who were responsible for sseking Section 215 orders. {U}

In Washington, D.C,, OlG personnel interviewed 14 senior FBI and
GIPR officials who participated in implementing procedures and processing
requests for Section 215 orders, including the Counsel to OIPR, a former
and the current Deputy General Counsel of the FBI Office of General
Counsel's National Security Law Branch (NSLB), and other attorneys and
persennel from NSLB and QGIPR. {19

Ill. Organization of the Report ()

This report is divided into six chapters. Following this Introduction,
we describe in Chapter Two the legal background related to Section 215
authority, the internal procsss in the FBI and in the Department for seeking
Section 215 orders, and a comparisen of Bection 215 orders to other
investigative tools, including criminal fwols, which the FBI uses in
counterterrorism and counterintelligence investigations., {U)

In Chapter Three, we provide a detailed examination of the instances
int which the FBI obtained Sections 215 orders from 2002 through 2008,
including the number of orders obtained, the types of information ebtained
pursuant to the orderg, and the nwmber of applications submitted but for
which orders were not obtained. At the end of Chapter Three, we discuss
whether we identified any improper use of Section 215 authority. (U}

In Chapter Four, we describe our analysis of the implementation of
procedures for obtaining Section 215 orders, the delays in provessing
Section 215 requests, and other problems that affected the FBI's ability to
obtain Section 215 orders. {11} '

In Chapter Five, we present our findings on the use and effectivensss
of Section 215 orders, including our evaluation of methods and processes
used to collect, retain, analyze, and disseminate information derived from

5 FRY 8ald offices are algo referred tngs ‘divisions.” The Chiel Division Counsel or CHE

in the legal officer for the field offics. (1

3
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these orders, and how the orders were used in counterterronism and
counterintelligence vasss, Chapter Six contams our conclusions. {13}

The Appendix contalns the comunents of the Attorney General and the
Director of National Intelligence in response to the report, {U)
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CHAPTER TWO
BACKGROUND (U)

L Introduction (U}

This chapter provides a description of the legal background related to
Section 215 authority, the internal process in the FBI and in the
Departmernt for obtaining Section 215 orders, and a description of and
comparison to other investigative tools, including criminal tools, available to
the FBI at certain stages of its counterterrorism and counterintelligence
investigations. {U)

II. Legal Background {U}

Pursuant to Section 218 of the Patriot Act, the FBI may obtain “any
tangible things,” including beoks, records, and other items, from any
business, organization, or entity, provided the item or tems are for an
authorized investigation to protect against international terrorism or
clandestine intelligence activities. Scetion 215 did not create any new
investigative authority but instead sxpanded existing authority found in the
Foreign Intelligence Surveillance Act {FI8A} of 1978, 50 U.S.C. § 1801 et
seq, Pirst we describe the authority as it existed in FISA prior to the Patriot
Act. Next we describe the changes to the authority brought about by
Section 215. Thereafter we briefly describe the controversy concerning
Section 215 that argse after passage of the Patriot Act. {U)

A, Foreign Intelligence Surveillance Act of 1978 and the
Businegss BEecords Provision {U)

FISA requires the FBY to obtain an order from the Foreign Intelligence
Surveillance Court {(FISA Court} to conduct electronic surveillance to collect
foreigm intelligence information.” Generally, to obtain a FISA order, the FBI
must show that there is probable cause to believe that the target of the

¥ FIRA applivations and ovders are classified, and intelligence developed under FISA is
adsn classified, generally at the Sevrat level. Foreign intalligencs is defined ay infrmstion
that redatey to the ability of the United States to protest against: {1} actusl or potential
attacks of a foreign power or an agent of a foreign power; (3} sabotage or international
terrovismy or {3} clandesting intalligencs activities; or information that relates to the
natnal defenes; sedurity of conduct of the Krelgn affairs of the United States. S U888
§ 1801 (U}

sEeRet_ 1



surveillance is a foreign power or an agent of a forelgn power, o term defined
by FISA that includes terrovist organizations.® Applications for FISA orders
are prepared and presented to the FISA Court by the Department’s Office of
Intelligence Policy and Review {OQIPR)? {U)

Congress provided the FBI with additional investigative authorities
pursuant to FIBA in the mid-1990s. In 1994, FISA was amended to permit
the FISA Cownt to approve applications for warrantiess physical searches.
50 U.8.C. § 1822 et seq. In 1898, Congress amended FISA again to
authorize the FBI to apply to the FISA Court for orders mmpfﬁ}inrx‘ certain
kinds of businesses to “relesse records in its possession”™ to the FRLY
Howeyer, this amendment Bmited the scope of the authority to obtain
business records from four types of entities ~ common carriers, public
accormodation facilities, physical storage facilities, or vehicle rental
facilities. The smendment did not further define “records.™ Thix provision,
which was originally codified at S0 U.8.C. § 1862, became known as the
“busingss records” providon and was the provision expanded by Section
215 of the Patriot Act, 50 U.B.C. § 18&82(LI{2){B} {1998}, as amended, 50
U.S.C. § 1861 (2001). {U)

The 1998 business records amendment also required the FISA
*&ppiic atien tes spmif’y that rhe recoxri» were sought fo:* an i'rwsfstiga;timn to
mtematmnai tEreorism dﬂd L}mt thua, were spcuﬁa anﬁ amcuiablc facts
giving reason te believe that the person to whom the records pertain s a
foreign power or an agent of a foreign power.” 50 U.8.C. § 1862 (2000 ed )
This iangua_be meant that the FBI was limited to obtaining informsation
regarding a spectfic person or antity the FBI was Investigating about whom
the FBI had individualized suspicion. In addition, the amendment
prohibited the entity complying with the orvder from disclosing sither the

& For a descriptinn of the requirainents of FIBA and how they ‘were interpreted by the
Department and the courts prior to the Patrint Act, see the Ols report, “Review of the
FBl's Hendling of Intelligence Information Redated to the September 11 Attacks”, pages 34+«
53 {June 2006 ~ unredacted and unclassilied version). Por a description of how the Patriot
Act expanded certain authorities uiider FISA, see the QIG™s report titled “& Ravisw of the
FR's Handling of the Brandon Mayiield Cage”, pages 221224 {(March 26808). AR}

? We discusy the provess for obtaining a FISA order and OIPR rola in the process in
more detall in Section I € below, (U}

¥ The 998 amendment also allowed the FBE {o obtain FISA arders 1o use pen register
or trap and trace devices, which allow the FBI t» olnain the telephons numbers disded to

amd from a partionlar telephoms number. 50 UBC. § 1842 ot 9oy, We discuss pen register
and trap and trace devices in Ssction IV brdow and in Chapter Three, )
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existence of the order or any information produced in response to the order.
(V)

Subsequent to the 1998 FISA amendment creating this investigative
authority and prior to the passage of the Patriot Act on Qetoher 26, 2001,
the FBI obtained only one FISA order for business records. This order was
obtained in 2000 and related to the preduction of business records from an

X810 ) b7E

B.  Expansion of Business Records Authority by Section 218
U

Bection 218 of the Patriot Act significantly expanded the scope of the
FBI's investigative authority pursuant fo the business records provision of
FISA and lowered the standard of proof required. The pertinent part of
Section 215 provides; {U)

The Director of the Federal Bureau of Investigation or a
designee of the Director {whose rank shall be no lower than
Assistant Special Agent in Charge) may make an application for
an order requiring the production of any tangible things
{including books, records, papers, documents, and other items)
for an investigation to obtain foreign intelligence information
not concerning a United States person or to protect against
international terrorism or clandestine intelligence activities,
provided that such investigation of a United States person is not
comnducted solely upon the basis of activities protected by the
first amendment to the Constitution. 30 U.8.C. § 18861{a){1}.1
(U}

While the old language limited the reach of this type of investigative

authority to common carriers, public accommodation facilities, physical

storage facilities, or vehicle rental facilities, the new language dees not

explicitly Hmit the type of entity or business that can be compelled by &

Section 215 order. So, for example)] | b7E

[could be compelled to

produce information under Section 215, (X1

I Tited States prrsun” o defined wya pitizen, legal permanent resident, or
unincorperated association in which a “substantial number® of members are citizens ar
legal permanent residents, and corporations incorporated in the United States as long as
such associations or corporativns are not themseless “foreign powerg™ S50 U.SLC. § 1801
{CO08)




Sevond, Section 218 of the Patrict Act expanded the categoriss of
documents that the FBI can obtain under the business records proviston of
FISA, The FISA business records provision was Hmited to *records,” while
Section 218 provides that the FBI may obtain an order for “the production of
any tangible things {including books, vennrds, papers, documents, and other
xtmm,} This means the FBIL mayv obtain pursuant to Section 318, for

sxampls,| . | 75 m b7E

Section 2185 also lowered the evidentiary threshold to obtain an wrder

and expanded the number of people whose information could be obtained
through such an erder. The pre-Patriot Act language requirsd that the

records sought pertain to 8 person about whom the FBI could show “specific
and articulable facts”™ demonstrating that the person was a foreign power or
an agent of a forpign powsr and that the information was for an
mkugq&on to gather foreign intelligence information or an investigation
concerning international terrorism. Section 215 no icmger requires that the
itermns being sought pertain to 8 person whom the FBI is investigating.
Instead, the items sought need only be requested “for an suthorized
investigation conducted in accordance with [applicable law and guidelines]
to obtain foreign intelligence information not concerning a United States
person or to protect against international terrorism or clandestine
int&ﬂig&me af.,tivitits_” 50 'L'LS (‘ %1%1(13)(2} This btaﬂdarci refetrrc:‘d to as

pcrsens nat naceswamy under mvesmg_atmn but th:« are mmuected in some
way to a person or entity under investigation 2 {Uj)

€. Public Concerns about Section 215 {(U)

Almost immediately after the Patriot Act was enacted, public
mntz OVETSY fm,used on the %mpe (}f ‘uer:ti@n 2 15 W’e 'briefh dt:swibe thiq
rmp&t to Bectmn C‘*ia authm*ztx t}etween ‘)OGZ and “005 whxc.h we Cit:"ai rzbe
inn detail in Chapter Three, (L)

Put}h’c concerns abaut t‘he *;ccpe n‘f Septinn 215 authcsrit} quin kjy

munmﬁarmn&m OF CRY mwnnwihgmme xmea’czgaiiom, or mdmduai& %mc;wn to asmmat&
with subests of such investigations, We discuss additional changes to Seetion 315 hy the
Reagthurisstion At in Sectiort # B, {U}
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refer to Section 215 as the “library provision.” Librarians, their professional
assoclations, and others voiced concerns about the potential First and
Fourth Amendment implications of compelled production of library
records.'? The First Amendment concerns related to the broad reach of
Section 215 and also to the so-called “gag provision,” which existed under
the previous version of FISA and which forbids recipients of Bection 215
orders from disclosing the existence of the order or any information
obtained pursuant te an order, thus prohibiting recipients from challenging
the order, {U) |

According to Department officials and our examination of all 21§
applications submitted to the Department through 2005, the FBI has never
obtained a FISA Court order for the production of library records. However,
we discuss in Chapter Thredequgsts from FBI ficld offices asking FBI bIE
Headguarters to seek to obtain information from a library. One of the
requests was forwarded to OIPR, but this request was never presented to
the FISA Court. Another request was not presented to OIPR after review by

D.  Reauthorization Legislation Results in Additional Changes
to Section 215 {U)

The Reauthorization Act included some substantive amendments to
Section 215 in addition to extending it for four years until December 31,
2009. For example, the Reauthorization Act provided that Section 215
orders must, among other things, contain a particularized description of the
items sought and provide for a reasonable time to assemble them. In
addition, the Act established a detailed judicial review process for recipients
of Section 215 orders to challenge their legality before a FISA Court judge.
(U}

Additional changes to Section 215 were adopted with the passage of
the USA PATRIOT Act Additional Reauthorizing Amendments Act of 2006,

8 For example, the American Library Association (ALA} adopted a resehution declaring
that the ALA “considers sections of the USA PATRIOT Act . . . a present danger to the
constitutional rights and privacy rights of library users® and urged the Congress to provide
aulditional oversight and arnend or change portions of the Act.™ Resolition on the USA

PATRIOT Act and Related Measures That Infringe on the Rights of Library Users (Jan. 29,

2003). (U)

14 Both the 2005 Reautheorization Act and the 2006 Reguthorizing Amendments Act
were signed into law on March 9, 3006. Although the conference committes had approved
the 2008 Reauthorigation Act ot Decgmber 15, 2005, the full Congress was unable to vote

on the bill hecause of an 11-week filibuster iny the Senate. During this 11 week period,

feonty)
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For example, the 2006 amendments provided that a recipient of 8 Scetion
218 order may petition the FISA Court to modily or set aside the
nendisclosure requirement after une year from the issuance of the order if
certain findings are made 13 {U}

HI. The Process for Seeking Section 218 Orders (U)

The FBI had obtained only one FISA order for business records prior
to passage of the Patrict Act in late 2001, and no written policies,
procedursy, or templates for requests or applications for Section 318 orders
existed in the FBI or OIPR. The general process deseribed below was
developed and refined between 2002 and 2008, as were templates for the
field offices’ requests for Section 215 authority and for applications to the
FISA Court for Section 215 orders. 18 {U)

As described below, the process to obtain a Section 215 order
generally involves five phases: FBI field office initiation and review, FBI
Headguarters review, QIPR review, the FISA Court review, and FBI servics of
the order. Each phase is discussed in the following sections. {U}

A.  FBI Field Office Initiation and Review (U)
The process begins when an FBI case agent in a field office determines

that in a counterterrorism or counterintslligence investigation thete 18 8
need for business records or other items for which the appropriate

investigative authority is Section 215,17 For example, b7E

Congresy twice tomporarily exterided thee provisions of the Patrict Act that were scheduled
to axpdre o December 31, 2008 ~ thie first time untll February 3, 2006, and the sseond
time untid March 18, 2006, Congress reached a compromise in early March 3006, As part
of the compromise, Congress agreed to make some substantive chanpss to Section 218 tha
were included in 2 separats hill - the USA PATRIQT Act Additinnal Reauthorizing
Amensdments Act of 2006, (U}

¥ UBA PATRIOT Act Additions] Reauthorizing Amendments Act of 3006, Pubx. L No.
108-173. Becauxse these amendments were not in effect until 2006, we will discuss tham in
greater detadl in our report concerning Section 213 orders obtained by the FBI in Y 2006,
which is due to Congress by December 31, 2007, U}

5 W describe in detail in Chapter Py the facts concerning the developnient of this
process and the FBI and OIPR sangdates. {1

¥ The FBI and OIPR still refer 1o requests for investigative authoeity pursuant to
Bection 218 as “Dusiness redurds reguests” nr “business records spplications.” Ws
primoarily use the terms "Section 215 authority™ or “Section 215 orders,” but we may use
the term “business records” interchangsaldy in this report. {U}

10
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First, the agent must prepare a business records request form that
requires the agent to provide, among other things, the following information:
a brief stummary of the investigation, a specific description of the items
requested, an explanation of the manner in which the requested items are
expected to provide foreign intelligence information, and the identity of the
custodian or pwner of the requested items. The request is reviewed and
approved by the squad’s Supervisory Special Agent, the Chief Division
Counsel, and the Special Agent in Charge at the FBI field office. The
request is then sent to FBI Headguarters for further review and
processing. 19 (U}

B. FBI Headquarters Review {U)

The field office request is forwarded to FBI Headquarters to both the
*substantive desk” {in the Counterterrorism Division or Counterintelligence
Division} and the Office of General Counsel’s National Security Law Branch
(NSLB}. Both review the request and determine whether it merits further
processing, The field case agent may be contacted for additional
information or clarification. If a request is rejected, no additional work is
dane by the substantive desk or NSLB. (Jj

If the request is approved, an NSLB attorney drafts the application
package that will be forwarded to OIPR, The application includes a specific
description of the itemns requested, a description of the undetlying
investigation, a description of how the FBI expects the requested items to
further the investigation, and the custodian of records. The NSLB attorney
also drafts the order for the FISA Court judge’s signature, which specifies
the items to be produced and the time period within which the items must

18 The Attorney Geugral's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection prescribe the investigative technigues available at cach stage
of an investigation. (1)

¥ The business records request form was not finalized and distributed with guidance
to the field by the FBI's Office af General Counssl until October 29, 2003, Prior to that
tiine, FBI field offices submitted an Electronic Communication or EC, the standard form of
rommunication within the FBI, to FBI Headguarters setting forth the field office’s reguest
for Section 215 authority. ECs are *upleoaded” into a computer system called Automated
Case Support or ACS, which has been the FBI's centralized case management system since
19935, (U}

1d
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be produced. The NSLB attorney works with the case ag,‘en‘f; and other FBI
to include in the application. The draft application pa_cikage is revzewed by
NSLB supervisors and forwarded to OIPR after any additional revisions are
made as a result of the NSLB supervisors' review. {U)

. OIPR Review (U}

The NBLB attorney forwards the draft application package to OIFR,
and the request is assigned to an OIPR attorney.?® The OIPR attorney works
with the NSLB attorney, case agents, and occasionally FBI intelligence
analvsts to finalize the draft application package. The OIPR attorriey may
asle for additional information about the iterns reguested or about the
underlying investigation and may include additional information in the
application. The draft application package is then reviewed by an OIPR
supervisor, called an Associate Counsel, wha may also have concerns or
questions that must be resolved. ¥ Upon completion of the final version, the
sagnatums of designated senior FBI personnel are obtained and the package
iz prepared for presentation to the FISA Court by an QIPR attorney. {U)

D.  FISBA Court Review {lj}

OIPR schedules the case on the FISA Court’s docket for a hearing and
provides the FISA Court with a copy of the application and order, which is
called a “read” copy. The FISA Court, through a FISA Court legal advisor,
may contact (HPR prior to the hearing with additional questions or for
clarification after reviewing the read copy of the application and order. QIPR
and the FBI then address any of the Court’s guestions or concerns and
make any necessary revisions to the application or order prior to the
hearing. The application package is then formally presented to the FIRA
Court for its review and approval at the scheduled hearing. If the FISA
Court judge approves the application, the judge signs the order approving
the application. At the hearing, the judge may request additional
information from the government. In addition, the judge may make
handwritten changes to the order, such as the length of time for the
recipient to produce the items, and, if so, will sign the order with the
handwritten modificationg.2® (L)

2 NSLB and QIFR did not agres on a form or template Section 215 application until
mitd- to late-2004 . [}

2 At the time of our revisw, {iadiition to Assoclate Counsels, QIPR also had thres
Deputy Counsels and was headed by the Counsel for Intelligencs Policy, {1

2 We disuisy modification of FIS& orders in shore detall in Chapter Three. {U)
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E. FBI Field Office Service of the Order (U}

The order is returned to the requesting FBI field uffice or the field
office closest to the recipient of the order for service an the recipient. A copy
of the order is also maintained at OIPR for its records. The order is served
on the provider designated in the order. The order sets forth the time peripd
for producing the items. The provider must produse the items requested in
the order to the FBI field office which served the order. (U)

IV. Other Investigative Authority Available to the FBI &;r Third-Party
Information (U}

In addition to Bection 215 orders, the FBI has several other
investigative tools that allow 1t to obtain information from third parties in
nationsal security investigations. = For example, FISA permits the FBI to use
pen register and trap and trace devices to identify incoming and culgoing
telephone numbers on & particular telephone line, Pen register and trap
and trace devices do not allow the FBI to listen to the content of the
frlephone call.#* (U}

Some investigative authority rests directly with the field offices and
does not require FBI Headguarters or FISA Court approval. For example,
national security letters {NSL) are written commands from the FBI to entities
such as telephone companies, inancial institutions, and credit agencies to
produce limited categories of customer and consumer transaction
wnformation. In the field, B3ACs arg authorized {o approve NSLs., Field
offices may also send voluntary letters asking a third party to provide
information that falls cutside the scope of the NSL statutes. These letters
are typically signed by the field office SAC, {U}

In national security investigations with a criminal nexus, the FBI can
ask the United States Aftorney's Office to obtain grand jury subpoenas for
third-party information. The grand jury subpoena is the criminal
imfesti;;gatiw mel that mmﬂy rmsely wqemhies a Smtion :21 8 Drd&x

2 Por this report, nationad secarity imvestigations refer to investigations involving
sounterterrorism or counterintelligence componests. {U

¥ PIQA permits the FISA Count to anthovize vollection of this information for up s one
year it cases of non-U.B. persons and 80 dayy in cases of U8, persons. Orders for non-
U.S. persons may be renewed for one yoar, and orders for U.S, persons toay be riduseed for
an suiditional R0 days. S0 U8.C. § 18%3%&}. {t}




sperer

evidence, including any records and tangible items, relevant to the grand
jury's investigation. Agents conducting a national seeurity investigation
with a eriminal nexus, however, do not have to seek FBl Headquarters or
NSLB approval to obtain a grand jury subpeena. Grand jury subpoenas are
issued under the signature of the prosccutor supervising the grand jury

14
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CHAPTER THREE

EXAMINATION OF SECTION 215 ORDERS OBTAINED IN

CALENDAR YEARS 2002 THROUGH 2008 (U}

1. Introduction {U)

As part of the OUF s review of the use and effectiveness of Begtion 215
authority, Congress divected the OIG to include an examination of the
following: (U}

®

Every business record application submitted to the FISA Court
inclhuding whether: {a) the FBI requested that the Department of
Justice submit a business record application to the FISA Court
and the apphication was ot submitted, and {b} whether the
FISA Court granted, modified, or denied any business record
application; {4

The justification for the failure of the Department of Justice
Attorney General to issue mmplementing procedures governing
requests for business records applications and whether such
delay harmed national security; (Uj

Whether bureaucratic or procedural impediments prevented the
FBI from “taking full advantage” of the FISA businsss record
provisions; {1

Any noteworthy facts or ciroumstances concerning the business
record requests, including any illegal or improper use of the
authority; and, (U

The effectiveness of the business record requests as an
“investigative tool,” including: {a) what types of records are
obtained and the importance of those records in the intelligence
activities of the FBI and the DOJ; (b} the manner in which the
information obtained through business record requests is
collected, retained, analyzed, and disseminated by the FBI;

{c} whether and how often the FBI used information obtained

from business record requests to produce an “analytical
intelligence product” for distribution to, among others, the
intelligence community or federal, state, and local governments;
and {d} whether and how often the FBI provided information
obtained from business record requests to law snforcement
authorities for use in criminal proceedings, {U)
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In the next three chapters — Chapters Three, Four, and Five - we set
forth the information we obtained in connection with these directives, and
our analysis of this information. We begin in Chapter Three with a detailed
examination of the Section 215 orders obtained in CY 2002 through
CY 2005. We discuss the number of orders obtained, the types of
information obtained pursuant to the orders, the number of applications
submitted to FBI Headquarters or to OIPR that were later withdrawn, and
the number of Section 215 orders that were modified, At the end of the
chapter, we discuss whether we identified any improper use of Scetion 215
orders. (U}

II. 7Two Uses of Section 215 Authority Between CY 2002 and
CY 2005 (U)

During the period covered by our review, CY 2002 through CY 2008,
the FBI and OIPR submitted to the FISA Court applications for two different
kinds of Section 215 authority: “pure” Section 215 applications and
combination or “combo” Section 215 applications. (U}

A “pure” Section 215 application is a term used by OIPR to refer to a
Section 215 application for any tangible item that iz not associated with
applications for any other FISA authority. For example, a Section 215
request for driver’s license records from state departments of motor vehicles
would constitute a pure Section 215 request. (U}

A “combo” application is a term used by OIPR to refer to a Section 215
reguest that was added to or combined with a FISA application for pen
register/trap and trace orders. The use of the combination request evolved
from OIPR’s determination that FISA pen register/trap and trace orders did
not require providers to turn over subseriber information associated with
telephone numbers obtained through the orders.?® Unlike criminal
investigation pen register/trap and trace orders, which routinely included a
clause requiring the provision of subscriber information, FISA pen
register/trap and trace orders did not contain such provisions. Thus, while
the FBI could obtain the numbers dialed to and from the target number
through FISA orders, FBI agents had to employ other investigative tools,
such as national security letters, to obtain the subscriber information. In
order to streamline the process for obtaining subscriber information,
beginning in sarly 2005 OIPR began to append a request for Section 215

¥ As discussed above, the FRI did not obtain authority to use pen register and trap
and trace devices in national security investigations until FISA was amended in 1998. (U)
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orders to applications for FISA pen register/trap and trace authority. The
result was that informaation obtained in a FISA pen register/trap and trace
order was squivalent to the information obtained in & criminal pen
register/trap and trace order.® As of March 2006, Bection 215 combination
requests were 1o longer necessary because the Reauthorization Act
authorized the disclosure of subscriber information in connection with FIRA
pen register/ trap and frace orders, {U)

2002 'rhmngh 2005 (Uj

We describe in this section the number of pure Section 215
applications submitted to the FISA Court during calendar years 2002
through 20035; how many of these applications were approved; the number
of U.8. persons and non-U.8. persons referenced in these applications; the
types of records obtained; and the FBI field offices that obtained Section 215
orders from the FISA Court. We then report the Section 215 reguests for
which srders were not obtained, which we call “withdrawn” applications,
and the reasons for the withdrawal of the applications.® (U}

A, Number of Pure Section 218 Oxders (1))

For calendar years 2002 through 2005, OIPR submitted a total of 21
pure Bection 215 applications for FISA Court approval. All of these
gpplications were approved, The first pure Bection 215 order was approved
by the FISA Court an May 21, 2004, more than two years after the Patriot
Act was enacted.?® The FISA Lourt approved six more Section 215
applications in CY 2004, for a total of seven. The FISA Court approved 14
Section 215 applications in QY 20085, K hif

% W interviewed severnl PRI sgonts who told us they were not awars of the adilition of
the Section 215 reguests to pen ragister/ trap said tracs requests, Rome agents we
ntgrviewsd were not aware that the pen register orders had been modified to inelude
subscriber information, and the agents told the OIG they wars still using nationad security
fetters & obitadty the subsetiber information. {4}

 In Reation VW, we distuss they ixsue of npuadified orders in detadl, aftsr we examnine the
purs and combination orders, because buth pure and combination orders wers modified,

)

¥ The FBI began submilting Section 215 reguests to OIPR in spring 2002, but nume of

the requests indtiated in CF 2000 were presented o the FISA Guaurt. The fiest reguest for

which o Sertion 215 ovder wan obtatned wan subinitted by the FBI to QIPR in Ootober

003, Wy disonsy the delays o obdsining Section 218 orders in Chapter Four, (U}
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Although a total of 21 Section 215 orders were approved, they
concerned only 18 unigue requests. Two of the requests were for the same
pravider, angd the targets - Target A and Target B = were connected in the
same investigation. After the applications were approved by the FIBA Court
and before the orders were served, NSLR learned that there was a mistaks
in the application concerning Target A that needed to be corrected.® In
early 2008, OIPR submitted a corrected application and ohtained an order
in the spring 2005 for the same records for Target A. Before the orders were
served, the FBI learned that a subcontractor, and not the provider listed in
the orders, was m possessicn of the records for both Target A and Target B,
The FBI then submitted new applications for both Target A and Target B for
the same records but a different provider, and these applications were
approved in summer 2005, Thus, the FRI submitted two corrected
applications for Target A and one corrected application for Target B, and we
de not consider these corrected applications as unique. (U)

One of the 18 unigue requests was for telephone subscriber
information. With respect to this request, the ficld office had prepared an
application for a FISA pen register/trap and trace order and wanted to
obtain the subseriber information without using national security letters.
The field office supervisor dealt directly with OIPR’s Counsel for Intelligence
Policy, and they discussed the case with a FISA Court judge in person. Asa
result of these discussions, QIPR submitted an application for a Section 215
arder fr the subscriber information, The FISA Court approved two orders -
one for the pen register and trap and trace devices and s Section 215 order
for the related subscriber information. This order was signed on October
237, 2004, Thercafter OIPR began appending requests for Section 215 orders
for subscriber information to FISA pen register/trap and trace applications.

XL

2 The FBI decided to wail to serve the order for Target B until the new order for Target
A haud been obtained. {1}

]
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TABLE 3.1 {I)
Pure Section 218 Qrders Issued by the
Foreign Intelligence Surveillance Court (U}

Total number of applivations (U G {L} 740 1 U} 21 {1

1 suhimitied to the BIBA Court (U] 1l ‘ ‘
Unigue number of applivations O (U} oLy 7 1 {y 18 (U
submitted 0 the FISA Court {11

Bource: Office of Intelligencs Polloy and Revvew (U}

We also identified the number of U.S. persons and non-U.8. persons
referenced in the pure Section 215 applications that were submitted and
approved by the FISA Court.3 The following table shows the results for
calendar years 2002 through 2005, {U)

) TABLE 3.2 (U}
Number of 1.8, Persons and Non-U.S. Persons Referenced In
Section 215 Orders {U)

.8, Person (W
Non-UL.S. Person (U} o {0 1 ;
Totad {U} 0 {1 (3 (L) |

Swarce; OIPR {1

Az the above table shows, in the first calendar year in which pure
applications were submitted| fon-U.8. persons were the
subject of the applications. In the second yvear, applications presented to
the FISA Court reﬂ{:{:tezi pf U8, persons

)]

and non-ULS. personsd
i8]

W The (G used the information that appeared in the Section 215 applications to
determine if Yhe subject was a U.S. person or non-U.S. person. &s previously noted, for
purposes of this reporta B8, persen is defined g a U8, citizen or Lwiul permisnsnt
rextitent, (U}
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B.  Types of Records Reguested in Section 215 Applications
Presented to the FISA Court (U)

We also identified the tvpe of business records that were sought in the
Section 215 applications submitted o the FISA Court during our review
period 22 Table 3.3 shows the nine types of records that were requested and
the number of times those types of records were sought during calendar
vears 2002200533 Exaraples of the types of records obtained include
driver’s license records, public accommodations, apartment records, credit
card records, snd telecorumunications subscriber information for telephone
numbers, {1

bl

[
o
)

Jix the first case, the FRI planned ta Gt

submit a FISA pén register/trap and trace request but for investigative reagons did not
want to use an NSL for the subseriber information. The Counsel for Intelligence Policy
suggested that the FBI append a Sgction 218 request to the pen register/ trap and trace
applicatiots. The FISA Court approved the applications in tew separste arders, Thersalter,
OIPR began v regulacly append Section 215 applicetions to FISA pen register frap and
trace applications |

A The totals in Table 3.3 match the number of unigue applications approved by the
FISA Cort, not the total number of orders approved, (U}
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TABLE 3.3 {)

Types of Records Requested in Pure Section 215 Orders (U)

l'_@( yeb! \A:l”‘} s | $}\
i o Im “T‘,r‘i I-‘}\
i X :i““"HX — e J S \
,Im_lo W 18 Uy

Sowree: QPR {U)

L 48 FBI Field Offices That Submitted Sgction 215 Reguests
Approved by the FISA Court (1))

The QIG also analyzed how many FBI field offices submitted pure
applications for Section 215 orders that were presented to and approved by

the FISA Court. Atotal o

s the FBDy 58 field offices

for the 18 unigue pure Section 218 arders approved in ¢

I mercent} applied
slendar years 2004

and 2005, Table 3.4 illustrates the number of orders associated with each
field office over the two calendar years in which pure applications were

approved. () )

21
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SR R AR N X 3 EIEERR
1 (U o O {1y 3 Gy i 9 {)
CT (U] 1T oW 0 (U] 41U 4 {u T
Cyber (U] ¢ Uy 0 (U} e D i 1 (U)
{ Total {1 o 0 () 7 {Uj 11 (U} i)

TABLE 3.4 {U)
FBI Field Offices That Submitted Pure Section 215 Requests
Approved by the FISA Court {(U)

bl
A8) b3
b7E

Totals (U] T TI{G] IV O]

Rource: DIPR and the FBL {U)

We also looked at the types of investigations from which pure
applications were submitted and orders were issued. The 18 unique pure
applications were grouped inte three categories: counterintelligence {Ci},
counterterrorism {CT), and cyber investigations.® The following table shows
the types of Investigations that used pure Section 218 orders. (U} ;

TABLE 3.5 {U)

Types of Investigations that Generated Pure Section 215
Regunests Approved by the FISA Court (U}

RN N : \%

3 The FBIs Qvber Division fs responsible for oversesing traglitionad criminal
tnvestigations involving use of computers or the Internet, such ay sexual predators who uss
the Internet to explott children, The Cyber Division is also responsibie for coordinating and
supervising frvestigations of infrusions fnlo government compuier sysiems or netwarks
that may be sponsared by foreign governments. Section 215 authority i not available in
syber oriminal invvestigations but can be used in netienal security cvber investigations, {4

22
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D. Withdrawn Section 215 Applications (U)

In reviewing QIPR and FBI documents for calendar years 2002
through 2008, we also determuined that there were 31 instances in which the
FBI sought SELUQQ 218 orders but did not obtain them. These requests

were prepared by the FBI but were never finalized either by NSLB for

submission to OIPR or by OIPR for presentation to the FISA Court. For ease
of reference, we describe all of these instances as “withdrawn” requests or
apphcamons although in six cases we were unable to determine the reason
the request or application did not make it to the next level and there did not
appear to be an affirmative decision by anyone within the FBI not to proceed
for a substantive reason.®® We describe this category of withdrawn cases in
more detail below in Section D 2 e. (¢ 1 |

First, we provide degeriptive information about the withdrawn
requests and applications, such as the types of records or other items
sought in these withdrawn requests and applications and the field offices
that sought these Section 215 orders.% We then describe in detail the

reasons that Section 218 orders were not obtained for these requests and

gpplications, (U)

1.  Descriptive Data Concerning Withdrawn Section 215
Requests and Applications (U)

According to OIPR and FBI records, 13 FBI applications for Section
2158 orders were subnuitted to OIPR but were never submitted to the FISA
Court. Fifteen Sectionn 215 requests from FBI field offices were submitted to
FBI Headquarters but were never presented to OIPR for further processing.
For three requests, we lacked sufficient information to determine whether
the request was withdrawn while the request was pending at NSLB or
whether the request was submitted to OIPR and was withdrawn while the
request was pending at OIPR. Therefore, a total of 31 requests and
applications were submitted during calendar years 2002 thmugh 20085 for
which no Section 215 order was obtained. I8 1

35 The FBIl's and OIPR's recordkeeping systems at the time had limited capabilities, and
there was no system for tracking Section 218 requests gither within the FBIL or OIPR. We
determined the number of requests and how they were processed based on documents and
interyiews, (1)

¥ Section 215 requests that were submitted to NSLB but were never presented to QIFR
are referred to as “withdrawwn reguests® Section 218 reguests thatwere presented to OIPR
as-<draft applications but that were never presented to the FISA Court are referred o as
“withdrawn applications.™ (U}
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B Types of Htems Sought {U)

We also examined the types of “langtble things” that were sought in
the withdrawn requests and applications, The OIG identified 13 categories
of ems requested in these requests and applications, which included;
library, educationall | ()

[ [A0lE 3.0 Sshows Dow Ollen £ach type 01 TecDia
was regquested in the withdrawn applications. %"U"

Types of Records Requested in Withdrawn
Applications for Pure Section 215 Orders {1}

N

)

32
S

\S‘\% :&\.\\mn 3 \\ X

SR RN R aveate Yooty

3

[dw]

k]
ask,
en
aaad

f el

Yotal (U} 31 {0}

Sowrze: DIPR and the FRI (1}

FRI field offices sought but did not obtain Section 215 orders for
library records on two ocoasions. In one of those instances, an FBI field
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office sought a librare'd |y, (8

CINCUSS TNOSE reQUERTY 1IN aetall i Seohtion & DEIOW, J}& I

b, Figld Offices Originating the Withdrawn
Requests and Applications (U)

We identified the FBI field offices that initially submitted the
withdrawn Section 215 requests. Table 3.7 lists the field offices that
submitted these requests, (U)

TABLE 3.7 (U)
Breakdown by FBI Field Office of Withdrawn Pure Section 215 Requests
and Applications (U)

IR

R R

| Bield Oitiee \&; . W stomRm Tatad |
il (= S 048} | o (5 -
SR 28 olg) (U] 3N
1igy 18] o{g) 2 {S)
28 1R 018y amy
1) LS a9 2 (8]
O (3 2 () 0 {3} 2 (8]
1(8) 18 08 28]
Q {& 148y 1 2 (%
0 (S 18 0 (B 143
O (=) 08y 1{$ 18
18} 0 (8} Q {8} 1
oS 1Sy 0 {$) 1
18] 0 (8 0 () 1
148 0 (8 Q {15} 13
0 {g) 1 {)] 0 (H) 18
1 (3] 0 (%] 0 (B} LB)
oyl 0 (51| 18 1 (5)]
1 ()] 0(8) | 0 (5) 1 {5}
0 (8]] 18 | 9 148} |
F‘utazs. o) 15 (3} | 13 {§) | 3 (15’ 31Uy
Souree: QIPR and the EBL (L
Ay 'g)
f the FBI's 56 field offices {o percent) and ] (g

originated the Section 215 requests and applications

Tor thh Section 215 orders were never obtained. (8 )

bl
b3
b7E

bl
b3
b7E

bl
b3
b7E




R Reasons for Withdrawn Requests and Applications (U)

We reviewed the documents concerning the 31 withdrawn requests
and applications and interviewed FBI, N8LB, and OIPR personnel to
determine why the Section 215 orders were withdrawn. Table 3.8 below
shows the number of withdrawn applications associated with each reason.
{U)

TABLE 3.8 (U)
Reasons for Withdrawn Applications
for Pure Bection 215 Orders (U)

: [
Other investigative tool was used (U} ' S48y J
Statutory interpretation {Uj) 4 (8]
Imsufficient information to support reguest (U} 2B
Request hecame a full FISA (U) 2 (81
Provider told FBI agent it did not have the record (U) 1 (%)
¥FBI could not resslve OIPR's concern about appropriate 1 (ﬁ
storage of information (U
' Objection by another agency {U) S
Unknown {1} 6 {84
Total (U) 31U}

Source: OIPR and the FBI {U)

We identified five categories of reasons that apply to the majority of
the requests and applications: (1) investigation was closed or changed
course; (2) alternative investigative tool was used; (3) statutory limitations;
{4} insufficient information to support the request; and {5) unknown. Below
we discuss each of these categories and provide descriptive examples. (U)

a. Closed case or investigation changed‘.course {U)

The first category were cases in which the request was withdrawn
because the field office closed the investigation or the investigation changed
course and the Information was no longer needed. We identified nine
requests or applications that were withdrawn for this reason. Based on the

information we were provided, we determined that most of these requests

had been pending for several months, and in one case over a vear, at FBI
Headquarters or OIPR at the time the field office closed the investigation or
determined the ttems were no longer needed. We discuss a few examples

below. 3‘5&( )
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In one case the fieldoffics sent the Section 213 . : i oy
around-July 2004 seeking records fron nd NSLB - (8] Ba
provided a dralt application to OIPR on August 4, 2004, In January 2008, b7E
an NSLB attorney sent an e-mail to OIPR asking tha.t the request be given
“spme priovity” beeause it had “been in the pipeline forever,” The s-mail also
refers to a dispgreement between NSLR and OIPR about the level of detail
about the investigation that QIPR had reguested for the application. On
March 3, 2005, the OIPR attorney seni an e~mail to an FBI Headqguarters
supervisor in which she informed him that she was meeting with one of her
managers about the request the next day and in preparation for ts
meeting asked the FBI Headguarters supervisor gbout the status of the
investigation. "The next day the supervisor replied, *I believe I have vented to
you enough about this process and what a *hindrance’ it has been to our
investigative efforts. That being said, 1 request that we withdraw our reg
[sic] for business records as {the case 18] to the point now where the records
are moot.” The NSLB attorney who was copied on this e-mail exchange
forwarded it to the FBI Deputy General Counsel on May 26, 3005, and the
Deputy General Counsel reaponded, ¥l can understand the frustration. i
will let JOIPR Deputy Counsel] know it is] withdrawn.” M il

In another case, the {ield office sent the request to NSLB on July 14,
2004, and NSLB forwardcd a draft apphcatzon to CHPK on September 27,

2004 The reniies pelling o produce 15 :;
[On January 12, 2005, an FBI LIE

Headguarters supervisor notified NSLE that the .ixx.iarm&tion was no longer

needed because the FBI was going to interview the target. The supervisor
wrote in an e-mail, "An interview is forthcoming and the records, although
material six months ago, are moot at this point.," (8} )

in another case, the fleld office submitted to NSLB around August

D004t v msr_ﬁn.ultl fecords concerning the ], - B
: (SLB submitted a draft application to OIPR on = M

investigation, the field office reported thas La

September 27, 2004, Records show that an OIPR attorney had drafted an i
application and provided it to her managsment on November 5, 2004. In
January and March 2008, e-mail traflic indicates that NSLB was addressing
some issues in the application raised by OIPR. In June 2005, an NSLB
attorney tnguired about the status of the request with OIPR and was
informed that g Deputy Counsel in OIPR was reviewing the draft
application. In an e-mail dated October 31, 2005, the NSLB attorney
notified the field agent that OIPR had asked for more information about the
request and inquired whether the ficld office still needed the Section 215
order. Qn November 3, 2005, the ficld office responded that the Section 2158
order should be withdrawn., In an EC sexplaining the status of the

]
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In a fourth caze, the Section 215 request fuy frgcords
was sent to FBI Headguarters on June 6, 2005, NSLB did not n@cewe*%&’w
request until July 14, 2005, Ia ﬁuc*mxt 2008, an NBLB atiorney began bl
requesting information from the case agent about the underivms; case. The i?E
questions required the case agent to communicate with another intelligence
agency, and the case agent experienced some delays in obtaining
information from that agency. In late August, September, October, and
November, the N8LB attema\f s&nt €~ mazlw e} the case agent asking for a
statas on the reque Dieps - 15, 20085, the field office

I notified NSLB thai iy and the field office no
longer considered)| [The field olfice asked to withdraw the
Section 215 request. At the time of the withdrawal, NSLB had not yet
forwarded & draft application to OIPR. (8} m

b.  Use of alternative investigative tool {U)

a} We identifie Fases i which the FBI obtained the items sought in ::13
the Section 215 request through other investigative means. We describe b7E
some examples of those requests below, %) m

bl
Lihmt# (8 b3
b7E
On November 35, 2003, a field office mbxmt’ceci to '\ISLB a beat:um 2} 5
request fof 1 _ £  the fleld of o
believed thal e
| [According to PBI employees 1t the Held
office, an NSLB supervisor would not permit the request to go forward
because of the political controversy surrounding Section 218 requests for
information from libraries. The NSLB attorney who reviewed the reguest
told the OIG that she atterapted to get approval for the request but that her bl
supervisar denied it because it involved a library. The Deputy General ba
Counsel for NSLB told the OIG that he believed OIPR and the Department it
would disapprove of the FBI seeking information from a library, especially
since the FBI had not yet obtained its first Ssction 215 order, He said he
inquired whether the field office could obtain the mfsrmatmn thr augh some
other means. Onee the fisld office was advised that NSLB wigl =
an apphication to OIPR, the field office sought 5

Bnd eventually obtaine
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On December 18, 2003, a fisld office submitted a Section 215 request

on a farget business that we eall Tarcet 2 Tresar T beed hivod o snenzossy .

we call Company X to providy for- /5] p3

Target E. The Section 218 request was for Company X to provide records b7E
il S (5)

brovided to Target . On

Febryare & D004 NRER adwised the g office that ‘beaauwl L-n

the most apprepriate tool for '

obtadning the records was a national security letter. The field office later
issued an N8L for the information.s® %}*U"
=y

. OIPR’'s statutory interpretation (U}

- We determined thia{ — pf the FBI's Section 215 requests that were 2:14,
Jater withdrawn, including the first request, were affected by OIPR’s b7E

inferpretation of the Family Education Rights and Privacy Act of 1974
{(FERPA}, commonly referved fo as “the Bu«;kiey Amendment.,” The Buckley
Amendment applies to all educationsl agencies and institutions, including
colleges and universities, and governs the rights and privacy of students
and parents in relation te access to and release of educational records. ¥
20 US.C. § 12328, With respect to release of educational records, the
Buckley Amendment provides that sducational entities will niot receive
federal funds if they release sducational records to third parties without
written consent from the student’s parents except in Hmited cicumstances,
such as in connection with s student’s application for financial aid.

QO UB.CE 1230 {a){1}). The Buckley Amendment also provides that an
sducational entity does not have to obtain written consent to release
educational records “in complance with judicial order, or pursuant to any
lawiully issued subpoena®; however, the entity must notify the student and
parents of the order or subpoena in advance of complying with it unless the
court orders the institution not to disclose the existence or content of the
subpoena or the institution’s response. 20 U.S.C. § 1232g (LN and (1)
and (bY)(B). I8

B The feld sfice did not notify NBLB that it was withdrawing s yeguest untl July 1,
23004, {U)

HOFERPA ix culled “the Buckly Amendmeni after its rincipsl spovisor, then Senstor
Jamex Buckley of New York, i)
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The Buckley Amendment became an issue in the FBI's first Section
215 request. In a Letterhead Memorandum {LHM] dated April 33, 2002, o
OIPR, the FBI's Assistant Director {or Counterterrorism requested
educational records, including

g university for Target D PO TID SeCnon 219, 1ThE UIFR 2ROy

wrronandled this request told the {)Kx that she prepared a draft application
and that it was approved by her supervisor in June 2002 and then provided
to the Counsel for Intelligence Policy for his review. {3

The Counsel for Intelligence Policy told the OIG that he was concerned
that the Buckley Amendment might limit the reach of Section 218 with
respect to educational records: He said that he was concerned because
Bection 215 did noet contain the provise contained in other parts of FISA
stating that “notwithstanding any other provision of law,” the government
may oblain certain types of infornmation. According to the Counsel for
Intelligence Policy, because Section 2185 did not contain this language, it
could be sug&emeﬂed by the Buckley Amendment and disclosure of the
records request to the student and parents would be required. ! The
Counsel for Intelligence Policy told the OIG that he believed that other
statutes that also state or imply that they provide the exclusive means of
obtaining certain types of records, such as tax or medical records, could be
simitarly construed. According to the staff audit report of FISA prepared hy
JBCL, this conecern was shared by some of the lawyers at NSLB and
elsewhere in the Department.*2 {1}

However, according to the Counsel for Intelligence Palicy, OIPR did
not refuse to seek Section 215 orders for educational records. He said that
GIPR wounld have been willing to present an application to the FIBA Court
for educational records if the FBI considered the information important
spiough and wanted to press the issue with the FISA Court. {U)

According to OIPR records, the FBI's Bection 215 request with respect
to Target D was withdrawn on November 26, 2002, We were unable to

3 The Patriot Act asdded a new subssetinm i the Buckley Amendment, This subssction
provides that the Attorhiey Gemeral may spply to & court of competant 3uﬂmimt fon foran ex

‘parte avder requiring sdusstional westifutions @ provide educstiong] records “relevant to an

anthoriaad investigation of prosecution of [oartain defined fedem) tervovisin affensey) or an
act of domestic arinternationa] terrarisne,” B0 WS.CUE 1238, According tv NSLR
documents, (HPR took the position that this provision dxd not apply to FISA Court orders,

The Counsel for Intelligence Policy told the UG that, without the npportunity to review

documents sn this issus; he i not reoall what, if sny, position he took ot this provision of
the Patriot Act. {0}

¥ RRCE Riaff Audit, supm note 4, at 140 186, {U)
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determine who within the FBI made this decision, None of the NSLB
attorneys we interviewed recalled this request or whoe handled it. The
Counsel for Intelligence Policy told the OIG that the FBI may have decided
not to pursie the Section 215 order because this request could be
problematic with the FISA iﬂleurt and because it was the FBI's first request
for a Section 215 order# (U]

[

QIPR’s concerns about the Buckley Amendment affected }nﬁher
Section 215 requests ™ (& i

{1) University library’s records (3

In February 2003 the FBI sent a Section 218 request to OIPR for a

[_kmmm librarv's records concernin [I.,S,[

In an e-mail dated April 28, 2003, to the Counsel for

5]

mremgener romsy and others, an QIPR attoraney wrote that she had spoken
to an FBI Headquarters supervisor about the request and advised him that
she was concerned that “the request would not be allowed under the

12 The OQIFR attornsy who worked on this cass told the OKS that the Offics of the
Deputy Attorney Ganeral reviswed the application and determined that the application
should not go forward and suggested that the Gffive of Legal Counsel {OLC} revisw the
application. UIFR submitied the application to QLC with a request for an opinion in sarly
Jdudy 2002, Howevar, OLU never issued a written opinion in response o the request, The
Counsel for Intelligence Policy told the OIG that he did not recall discussing this partisular
application with anyons from the Offive of the Deputy Attorney General or whether anyone
advised OIPR not o subnsit the appditation. In addition; he tndd the CEG that he did
recall subnitting the application to GLO forreview, U}

W In |:Ihe FBI requesied educational records, but it was not directly sifected
by OIPR’a i erpremtmn of the Buckley amemlnmn {n ﬂm xzase, N‘»‘.LB ad\?‘{&i‘d the ﬁeid
office tha < . ; , _ :

d below.

¥ We conmted this request s & reguest for library records rathey than a request for
edyoational records, The Hedil office sent ity reguest to FBL Headguarters inan EC dated
February 11, 2003, We were unable to determine when this request sas provided to OIPR
i
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Buckley Amendment.” She wrote that she wanted to meet with the Counsel
for Intelligence Policy to discuss the application. ?é) 17

Neither the Counsel for Intelligence Policy nor the OIPR attorney could
recall what happened with the request and whether any additional
information about the status of the request was communicated to the FBL
No one from NSLB we interviewed recalled this reguest. FBI documents _
show tha _|<and OIPR 18]
decuments show that the Assistant Direclor for the FBI's
Counterintelligence Division sent & memorandum to OIPR dated
November 14, 2003, rescinding its request for a Section 215 order. ¥} m

(2)  University records {8} 1y (3]

On April 22, 2003, a field office sent an EC to FBI Headqua SIS

I_gm_]_m_q o St g 73 C: Aigdinge nrvnaila £ e

In an EC to FBI

Headquarters dated January 16, 2004, the field office reported that there
had been *months of discussion and debate” about the request between the
field office, NSLB, and DIFPR because of the Buckley Amendment. The NSLE
attorney who was involved in this case told the QIG that in late 2003 and
early 2004 the FBI had not yet obtained its first Section 215 order and did
not want to use an educational records request as its test case because of
the legal issucs involved. Conseguently, NSLB did not provide QIPR with an
application for this request. 34 U‘

(3) ' rsitﬂ
g | ther educational records [8]

o

n mid-2005, a ficld office submitted a request for educational
records. OIPR records show that this request was received by OIPR on
June 14, 2005.%¢ FBI documents show that the ficld office and NSLB again
discussed the issue of the Buckley Amendment and the problems the FBI
might encounter with attempting to use Section 215 to obtain educational
records. OIPR records show that the FBI withdrew the request on
Qctober 7, 2005, (U}

461t is possibls that the field office submitted the request directly to OIFR and to NSLB
ab the same titne,. We werg unabde to-determine from FBI records whan the fisld office
submitted the request. (U)

32 i
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Agcording to NELB and OIPR attorneys, this statutory interpretation
issue has been addressed by Section 106{a){2) of the Reauthorization Act,
which amended Sectionn 215, Bection 106{s}{2) provides that applications
for production of educationsl, medical, tax, library, and other sensitive
categoriex of records must be gaerwnaiiv approved by the FBI Director, the
Deputy DHrector, or the Exeoutive Assistant Director for National Security.
See 80 UB.C. § 1861{a}{3}). The Counsel for Intelligence Policy told the OIG
he had proposed more explicit language to clarify that Section 215 trumped
existing laws concerning the production of these sensitive categories of
records, but the };}egarmwm did not approve this language. According to
the Counsel for Intelligence Folicy, this provision has not yet been
challenged. NSLB and OIPR attorneys told the OIG, however, that they
believe Section 218 as amended cantrols the production of educational
records and, therefore, the Section 215 non-disclosure provisions apply. not
the Buckley Amendment notification provisions. {U)

d.  Insufficient information to support reguest (U)
We identified two cases it which a deternmination was made that the

request lacked sufficient or adequate information to go forward. We
describe these cases below. [ o

{1} _EBducationsal recordy 8 ;’:13

, (3]
b b7E

A field office sent a request to NSLB for educational records, including

o bl
5% ¥ o ; = |
_ F" o iis su A

oliice wrote thai

In addition, the document stated
That e ]

s
exp}anatmn mf tha reason far mquesﬂnw the: cducational records, the field
4 T R T T T 15}
The request did not further explain how the] |

educalional records would be used to further the investigation
&

¥ We corald not detsrmins the date this reguest was submdited to NSLE, )
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The NSLB attorney who h’mdiu:i ihm ‘“cqueqt taki the QIL—: that she
considered the request to hen ' WAS i

: > | ‘ ward :
I_s::em:._ﬁmm.—manal_m_mk - - ‘ b3
(5) She stated that she recalied discussing the (8] b7E

problems with this request with the field office. On April 13, 20035, the
NBLB attorney sent an e~-mail to several field office cmplavew about the
reguest and wrote, *Can [ consider this request withdrawn, in light of the
wsues we've discussed?” The field office confirmed that it was withdrawing

the request. C s
(8-

bl

@) » information fsi {0) 23
i E

in July 2004, a field office submitted 8 reguest to FBI Headguarters
for 4 ecords that would indicatd , bl
& One of' ¥’ b
b7E

. . zTIT o : —=rgel was

nﬁm‘matian obtamad it om & human murce In T&bpﬂl‘i&){f to a rcqmst for

information from the QIG, the ficld office reported that some time after the

Bection 215 reguest was submitted to FBI Headguarters, the field office
determined that the source provided false information and was unreliable.

The field office reported this develepment to FBI Headquarters and decided

to withdraw the regquest for a S8ection 215 order. B s

R’ v
Lo

€. Unknown {U}

We identified six instances in which we were unable to determing -
from documents or interviews with NSLB or OIPR personnel ~ the reason
that the request or application did not proceed to the next level or when the
requests were withdrawrn., We were able to determine that five of those six
requests were never sent to OIPR. 8}

We sent regquests for information to the field offices that had prepared
these requests. In response, most of the field offices reported to the OIG
that their reguests were never responded to by NSLB, OIPR, or FBI
Headquarters #® One of the case ageats reported to the OIG that at some
point after he submitted the regquest, he inquired about its status with the
substantive desk at FBI Headguarters and was advised by a supervisor that

1 LY ARl bl
8 This information is called | We discuss | b3

ny 'S,I
further in Section V., ¥ 2U ta) tk b7E

# Avcording to OIPR Guaamiits, voe of the requests involved two FBI feld offives. W
contacted both Held offices, snd hoth reported that they did not have a record of having
made & Section 3318 reguent i connection with this target. {U}
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because of a backlog concerning Section 215 reguests, his request “would
not likely see the light of day.™¥® Anocther ficld office reported o the OIG that
it was sssumed by the field office that the request had *died on the ving,”

(L)

IV, Combination S8ection 215 Applications and Orders for Calendar
Years 2002 Through 2005 (U)

Iry this section, we describe the number of applivations for
“combination” orders that were submitisd to the FISA Court during calendsar
were approved; the number of U8, persons and non-U.8. persons
referenced in the applications; and the number and identity of FBI field
offices that obtained the approved orders. {U)

A,  Number of Applications Submitted to the FISA Court for
Combination Orders {U)

A total of 141 combination business record applications were
submitted and approved by the FISA Court in calendar year 2005, The first
comnbination order was issued by the FISA Couwrt on February 10, 2005, (R i

With the enactment of Section 128 of the Reauthorization Act, which
provides that FISA pen register orders now include the subseriber
information, the number of combination applications should significantly
decreass in CY 2006, (U

B. Number of U.S. Persons and Non-U.8. Persons Referenced in
Combination Qrders {U)

We next identified the number of U8, persons and non-U.8, persons
referenced in the “combination” applications,S 1) ‘;;
b7E
¥ We disciss the lengthy delays In procssing Sectiony 215 reguests iny Chapter Fony,
8]
bl
5 s
i b7E
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Al combination orderg that were
gy nsusd in 2003, For 3 : .8, persons® mxﬁ}‘n&m@;& &l
‘ persons” for & total ¢ 0 referenced in the 141 combination

applications that were appmvea By the FISA Court, ¥

€. Type of Records Requested in the Combination Qrders {U}

Qur review of all the “combination” applications presented to the FISA
Court in 2005 indicated that the business record portion of the application
was routine and was used to obtain telecommunications subscriber
information for the telephone numbers that were captured by the pen
register/trap and trace order. (U) '

FBI agents and the Counsel for Intelligence Policy told us that that the
subscriber information is limited to customers of the commumicaiions
provider that is the recipient of the order. For example,

D.  FBI Field Offices that Initiated Reguests for Combination
Queders {U)

The (MG also deterained how many PFBI field offices were assvciated

with the “combination” applications that were presented to and approved by
the FISA Court in 2005, Table 3.8 illustrates the results, {U)
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TABLE 3.9 (U)
FBI Field Offices That Initiated Reguests for
Combination Section 215 Orders (U}

bl
H b3
' b7E
IS AT YR A WA 8 5 SR Y ST4 SRR ¥ LI 2 5o W R WY
5] | JQf the 56 field offices ercent) andg g E;
e L) “combination” orders in calendir year 2005, 191 . 1 b7E
i } 3 | I ‘]
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V. Modified Section 215 Orders {U)

We also reviewed, as required by the congressional directive, how
many times the FISA Court modified any Section 315 order. We examined
inforreation about the number and types of modifications of both pure and
combination Section 215 wrders by the FISA Court, However, the Counsel
for Intelligence Policy told the OIG that determining what iz a “modification”
is “more of an art than a scienee.” He said that generally modifications are
handwritten changes to grders that are made by FISA Court judges at the
hearing in which the order is signed. QIPR witnesses stated that OIPR does
not usually consider revisions to applications and orders based on feedback
from the FISA Court’s review of “read” or advance copies to be modifications,
The Counsel for Intelligence Policy told the OIG thay, for the most part,
when OIPR makes changes to the applications in advance of the hearing,
QIPR has agreed with the FISA Court’s concern and the manner in which
the Court suggests that the issue be addressed in the revision. The Counsel
for Intelligence Policy statad that in these instances OIPR would not
consider the revisions to be modifications. ()

We attempted to identify the nmumber of modifications by reviewing the
Diepartment’s semi-annual reports to Congress in which the Department
reports, among other things, the number of Section 215 orders obtained and
any modifications to those orders. We also reviewed all of the Section 215
pure and combination orders for handwritten changes to the orders signed
by the FISA Court judge, and we asked OIPR officials about the number of
modified orders. We identified s total of four moedified orders. Two pure
Section 215 applications were modified by the Court, both in 2004, Two
combination Bection 215 applications were also modified, both in 2005, We
first discuss the 2004 pure Section 215 orders that weres medified and then
the 2005 combination Sgction 218 wrders that were modified. (U}

A, 2004 Section 215 Modified Orders (1)

The ﬁrsx‘, modification of a Section 215 order in 2004 related to the

time frame to produce the requested records to the FRI. The FISA Court
ordere| o produce four categories of items related to two different
timetr e order submitted by OIPR to the FISA Court dirscted all 4

“\amgmxm m‘ items to be produced within 10 business days. The FISA Court
madified the order by limiting the 10-day timeframe to the first 3 categories
of items and extending the timeframe to 60 days for the fourth category of

tems. IR )

The timeframe that recipients of Section 215 orders are given to
praduce the ifems is not determined by statute or regulation. Instesd, the
FBI determines the number of days it believes is reasonable based on the

38
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fype and volume of indormation that must be produced. This timeframe is.
then specified in the order that is provided to the FISA Court with the
application. FBI witnesses told the OIG that they recetved feedback from
the FISA Court through OIPR about what the FISA Court belisved
reasonable timeframes were regarding compliance with Section 215 orders
and that changes were made to orders in Hght of this feedback. )

With respect to the other pure S8sction 215 modified order, the
madification related to the records being requested. The FISA Court
clarified the records to be produced by describing the records more precisely
than the language in the order aspeecented to the Oaner Thiv satification

Hmited the scope of the records 19 Jzy

B. 2005 Section 215 Modified Orders {U]

With respect to the modified combination m‘ciem in 2003, ‘a@{h m*der*\
contained the same modification. Tn the i :
directing] fo produce

Although the FISA Court agresd to

Hpprove Ihe applcanons, the Court arected the government to file a
supplemental brief on this issue, Prior to the hearing on the applications,
OIPR revised the applications and included a foptnote setting forth a
summare of the relevant criminal case law regarding| |- (8)

nd revised the order o include g direction for the government

to provide the FISA Cowrt with a supplemental briefing on this subject. %

VI. Improper or egal Use of Section 215 Authority {U)

As part of this review, Congress also directed the OIG to identify Yany
notsworthy facts or clrcumstances congerning the business records
regquests, including any illegal or improper use of the authority.” We found
two tnstances of improper use of Ssction 215 authority, both of which
involved combination Section 215 orders and arpse vut of the pen
register/trap and trace authority contained in the orders. We did not
identify any tnstances mvolving improper or tllegal use in connection with
pure Section 215 orders or authority. We also identified a situation that we

38
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believe constitutes a “noteworthy fact” concerning & Section 218
combination arder and several FISA electronic surveillance orders that were
interrelated, S {U)

Because the FBI is required to report illegal or improper use of Section
215 authority to the Intelligence Oversight Board (I0B), we first briefly
describe the HOB, Next, we describe in detail the two instances of impraoper
use of Section 215 authority. Finally, we bricfly discuss the noteworthy
item we identified. (U]

A.  Intelligence Oversight Board (U}

The Intelligence Oversight Board, created by Executive Order in 1976,
is charged with reviewing activities of the U.S, intelligence community and
informing the President of any activities that the [OB believes “may be
unlawil or contrary to executive order or Presidential Directives.” See
Executive Order 12863.%5 The Executive Order alse requires the general
counsels of the intelligence community, including the FBI's General
Counsel, to report to the IOB on at least a quarterly basis intelligence
activities they “have reason to believe may be unlawful or contrary o
Executive order or Presidential directive,” which are referred o ag “IQOB
violations.” Examples of I0B viclations include conducting electronic
surveillance on telephones beyond the time period allowed by the PISA
order, {U)

Internal PBI policies and procedures reguire FBI employees to report
potential I0B violations within 14 days of discovery to both NSLB and the
Internal Investigations Section of the FBI Inspection Division. In addition,
cach FBI field office and FBI Headquarters’ division is required to submit
guarterly reports to NSLB certifying that all employees were contacted
concerning the requirements to report possible 1OB matters. NSLEB reviews

52 After reviewing the draft report, OIPR officdals told the OIG that because the
instances of improper use and the noteworthy iterm arose outiof the pent register/ trap and
trace authority of combination orders, they bellsve the GIG shonid not inglude these
instances in this report. While we understand this argument, we believe that these
nstances should be inchuded in this veport because Section 215 authority was implicated.
For example, with respect to the two instances of imiproper use, we found thwat subscriber
information aysociated with the dmproperiy coliscted teluphone numbers was ohtaived, The -
QIO therefore inchuded these instances in the report, while making clear that we found no
instances of intentional misconduct or improper use of & pure Section 215 order. {U)

# For more information about the 108, see the Olt’s report titled “Repurt to Congress
on Implementation of Section 1001 of the USA FATRIOT Act,” pages 20-23 {(Marsh 2006}
)
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the incoming report describing the possible 10B violation and prepares a
written opinion as to whether the matter should be reported to the OB, If
NSLB determines that the matter should be reported to the 10B, NSLB
prepares porrespondence to the I0B setting forth the basis for the
natification. (L)

B. Improper Use of Section 2158 Orders {U}

Through our review of FBl and OIPR documents, we identified two
instances of improper use of Section 215 authonty. Both instances
concerned combination orders in which the FBI obtsined pen register/teap
and trace authority in 2005, To examine this issue, we obtained documents
about these Section 215 orders as well as documents about reporting of IOB
violations related to them. {U)

Ruased on our review of the Section 215 documents and our review of
documents in four field offices, we found no other examples of improper use
of Section 215 orders. In addition, we asked OIPR and FBI personnel if they
were aware of any improper use of business record requests or orders. The
Counsel for Intelligence Policy was the only FBI or OIPR employee we
interviewed who told the OIG he recalled any [0B viclation with respect to
Section 215 orders. He recalled the I0RB violation we describe in Section B 2
below. U}

Wi determined that the FBI had discovered both incidents and
reported them to the I0B. In addition; both incidents were reported to the
FISA Court by OIPR® (1)

1. First instance of improper use (U}

The QIG became aware of the first instance of improper use during
gur review of FBI case files at one of the field offices we visited., We learned
that the field office had obtained an order for a pen register and trap and
trace device on a telephone that was no longer used by the subject. This
resulted in the FBI receiving unauthorized information, which is called “over
collection,” between March 2008 and October 2005. (W)

According to PBI documents, in January 2008 the case agent

obtained the subscriber information for the telephone number in question

= QIPR is reijuired to report FISA compliance incidents to the FISA Court pursuant to
Rule 10{c} of the PISA Court’s Rules of Proceduwres that became affsctive Febrnary 17, 2008,
{
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through a national security letter. The response to the national security
letter stated that while the telephone number had previously belonged to the
target, it ne longer did as of | 2004, Despite this reporting, on
iﬂ?‘e.brumyi:l_ 2005, an application for a FISA pen register/trap and trace
order for this telephone number that no longer belonged to the target was
submitted to QIPR. Subsequent to filing the application, in an EC from
another field office dated February| [2005, the case agent was again
notified that the telephone number did not be}fi nﬁ fo f.he target. However,

the agent did not withdraw the request, and or 2005, the order
was approved. Sy

The order was scheduled to expire in spring 2005, and before it
expired the FBI obtained a full-content FISA order for the same telephone
number and two others. In September 2005, the case agent transferred to
another squad and a new case agent was assigned to the case. In early
October 2008, the new case agent was advised by a translator, who had
been assigned to the case for only two days, that the language being spoken
on the telephone calls was not the language the FBI believed it to be. The
new case agent became concerned and requested that the FISA coverage be
terminated immediately. In addition, on that same day, he notified his
sguad supervisor and an attorney from OIPR about the pcrssxbla over
collection of information. (U)

Upon further investigation, including a review of the response to the
NSL about the subscriber information, the new case agent learned on
Qctober 11, 20085, that the telephone number did not belong to the target.
The FBI field office notified the Counterterrorism Division at FBI
Headquarters of the possible over collection of information in an EC dated
November 29, 2005, While reviewing the case file for another reason in
March 2006, the new case gent saw for the first time the EC from another
field office dated Pebruary| | 2008, stating that the telephone number no
longer belonged to the target. The new case agent discussed the matter with
his supervisors and prepared an EC to report a possible I0B violation. This
EC was sent to FBI Headquarters on April 3, 2006.55 ()1,

On June 29, 2006, NSLB reported the matter to the IOB. In its
explanation to the OB about the incident, the FBI reported, “It appears that
[the case agent) overlooked the text in the N8SL and EC." No other

55 At the time of the OIG s visit to the field office {June 2006), FBI personnel were in the
process of gathering the data obtained from the unauthorized over collection for
sequestration with the FISA Court and were awaiting further instruction on how to process
this matter. As of January 2007, the data had been purged and destrayed. (U)

SECRET ()
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information about the reason for the violation was reported, On July 7,
2006, the FBI informed QIPR of the IOB matter. On July 23, 2006, QIPR
reperted the matter to the FISA Court. {U)

2. Sscond instance of improper use (U}

The OIG became aware of the second instange of improper use during
our review of the Section 215 combination applications that were provided
to the O1G by OIPR. We lsarned that the PBI inadvertently collected certain
telephone numbers pursuant to a pen "fS‘,lbtt’I‘ /trap and trace order because
the telephone compaty didd not advise the FBI that the target had
fimmmmucs:i using the telephone line unti recks after the fact at (8

whi the FBI discontinuwed collecting miormation. Fogy Huring !;
“thid sriod, the telephone number had been issued t6 someone slse.
By

The FBI obtained its first combination order for this telephone
number on Februan[_ 2005, and i was renewed in June 2005 and again
in September 2005, On November 30, 2005, the telephone company
reprasentative gdvised the FBI that the telephone number was disconnected
on 2005, The telephone company representative advised the
FBI that the target had obtained a new telephone number on| |
2005, The telephone company representative also advised the FBI that the
old telephone number had not been reissued to anyone else. (§

On December 1, 2008, Ty
However '

[As a result, dunng thiy |

period the FRI inadvertently collected telephone numbers from calls to and
frang | }g{hicfh wasg not covered by a FISA
order, 5% ()‘%} ) o

Oy February I:l?,i)i}ﬁ the FBRI field office agent queried the FBI
database that is the repository of telephone numbers obtained from pen
register/trap and trace devices to determine what information the FBI had

% The FISA order for this old telephone number was set to expire on December 2,
2008, In the renewal application, the FISA Court was advissd of the reason for thse chatge
in telgphoiie mumbers, that the FBI had inadvartantly alrmady enllectied data concarning
this n&wtﬁleg@hfmm atmber, and the reason forthis over vollection. The FISA Court
approved the renewal application for the new telephone number on December ¥, 2005, (§ i
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intercepted on the target between Octobet 2005, and December
2005.57 According to the database, the FBI had in fact intercepts
telephone numbers on the target for[___ Jbetween Nnvemfberi_l 2008,
and November[ | 2005.58 I8C

On March 9, 2006, the field office reported to FBI Headguarters and
NSLB that a possible I0B violation had ocourred and around this time
provided te OIPR a compact disc containing the over-collected data. On
April 7, 2006, QIPR nutified the FISA Court of the over collection and
provided to the FISA Court the disk containing the data that had been
deleted from FBI databases, On July 17, 2006, NSLB reported the viclation
to the IOB. (13

C.  Noteworthy Item (U}

We alse identified an tssue concerning the acouracy of information
provided to the FISA Court regarding several glectromie surveillance FISA
orders and a combination order based in part on one source’s information.
{u

On January 6, 2006, OIPR filed & notice to the FISA Court stating that
in connection with several cazes, OIPR had lesrned on December 22 and 23,
20035, that the scurce who had previously provided significant information

about the targets reported that he did not believe that one of the targets,

who was associated with all of the other targets, was a supporter of a
particular terrerist organization. The OIFR notice also stated the reasons
the government continued to believe that there was sufficient information to
suppart FISA applications for all of the targets despite this source’s
information. {8}

S

OIPR reported to the FISA Court that the FBI had learned of this
information in April 2005 from another intelligence agency but had
‘inadvertently failed to provide it at the time they received it." On
January{ 2006, the FISA Court isstued an order ciimcting| - bl

~ I‘a" b3
b7E

On March| 2006, OIPR Ied an

¥ Accpniling to another FBI docwment, this guery of the databmse vocurved on
December [ 2008, IR i

35 According to the datapase, the data collected was on the ald telephone number,
According to FBI documents, this was a mistake in the database due to g gliteh in the
intereeption software and the dejaawas i fact collevted on the new telephone number the
target began using tn Nevember 008, B i i b7E
19§
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11-page declaration of a Deputy Assistant Director from the FBI's
Counterterrorism Division providing an explanation from the case agents
whao were responsible for the FISA application on the primary target about
which this spurce information was reported and case agents who were
responsibly for FIBA applications that incorporated infermation from the
primary target’s FISA spplication. Apcarding to the declaration, the primary
target case agents reviewed the April 2005, intelligence report containing
the source information on April [_]2005. On April_]2005, the case
agents had finalized the FISA renewal application on the primary target. On
April|__|2003, the case agents had provided OIPR with several intelligence
reports about the same source., According to the declaration, when the case
agents verified the acouracy of the renew ral applicadion on April they
mistakenly believed that the problematic source information had already
heen reported to OIFR, The declaration also stated that the FBI belicved
that the omigsion was not intentional because all other information
obtained from the spurce, some of which was not favorable to the FBl's
investigation, had been reported to QIPR. According to the declaration, case
agents responsible for FISA applications that were related to the primary
target’s FISA application incorporated information from the primary target’s
F’ES«% i&ppkn cxtmn mm ohci m:t vemv mdegendemiy s:hai the, Apml

F”ISA a\pp;_watmn Fﬁi d T.TJ

VI, Summary (U}

As discussed in this Chapter, from 2002 through 2008, QIPR
submitted 21 pure Section 215 applications for FISA Court approval, all of
which were approw The first pure Bection 218 order was approved by the
FISA Court on May| 2004, These 21 Section 13 orders concerned 18
unigue requests. Seven unique orders were obtained in CY 2004 and 11
unique orders were obtained in CY 20085, @( m

We also identified 31 Section 215 requests that were withdrawn, We
identified five categories of reasons for the withdrawn that applied to the
majority of the requests and applications: {1} investigation was closed or
changsd course; (2] alizrnative Iinvestigative tool was used; {3} statutory
limitations; {4) insufficient information to suppert the request; and
{5} unkaown, (U}

We identifie requests or applications that were withdrawn

! because the mveamgduun changed course or was closed. Most of these

requests had been pending for several months at FBI Headquarters or QIPR
at the time the field office closed the investigation or determined the iterns
were no longer needed. We icientiﬁec:ca&es in which the FBI obtained

b7E
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the items sought in the Section 218 request through some other

investigative means, such as a voluntary disclosure letter or a national
security letter. We also found that OIPR’s interpretation & Buckley
Amendment was raised as a concern in connection with vithdrawn )
requests for educational records, although one of those requests was
sventually withdrawn becauss| | We identifie i8)
cases in which a determination was made that the request lacked sufficient
or adequate information to go forward. We identified stances in which . g,
we were unable to determing ~ from documents or interviews with NSLB or
QIPR personnel - the reason that the request or application did not proceed

to the next levell {3 m

We also identified the total number of combination Section 215 orders
sought and obtained. The FBI did not begin obtaining combination orders
until February 10, 3003, Throughout the remainder of CY 20083, the FBI
obtained a total of 141 combination orders, Q;Sa;_;,U._I

We found that four Section 218 orders ~ two pure orders in 2004 and
two combination orders in 2008 ~ were modified by the FIBA Court. We
determined that in addition to these reported instances of modifications,
OIPR sometimes makes changes to applications or orders based on
conversations with FISA Court judges and/or PISA Court legal advisors
befare the final application s filed with the FISA Court, and these changes
are not generally considered to be modifications. {U)

Pinally, we identified two instances of improper use of Ssction 215
orders. Both instances concerned combination orders in which the FBI
obtained pen register/trap and trace authority in 2005, We did not find any
instance of improper use of pure Section 218 authority. In both instances
the FBI identified the improper use and reported it to the IOB. (U)
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CHAPTER FOUR
DELAYS IN IMPLEMENTING SECTION 215 AUTHORITY AND
QTHER IMPEDIMENTS TO USE (U)

1. Introduction {U)

Before passage of the Patriot Act, the FBI had obtained only one FISA
order for husiness records. FISA had been amended in 1998 to allow for
such orders, but no written policies, procedures, or forms had been issued
by the FBI or OIPR with respect to FISA business records applications.
After passage of the Patriot Act in 2001, neither the Attorney General nor
QIPR issued implementing procedures or guidance with regpect to Section
218 authority, {U)

In the Patriot Act reauthorization legislation, Congress directed the
OIG to include the following in its review: {U}

« The justification for the faiture of the Department of Justice
Attorney Ceneral to issue innplementing procedures governing
requests for business records applications and whether such
delay harmed national security; {U)

»  Whether buresucratic or procedural impediments prevented the
FBI from “taking full advantage™ of the FISA business record
provisions. (U}

in this chapter, we first set forth the facts concerning the
implementation of policies and procedures concerning Section 218
authority, the delays in processing Section 218 requests, and other
problems that have affected the FBI field offices’ ability to obtain Section
215 orders. We then analyze the reasons why the Department did not issue
implementing procedures concerning Section 215 authority, We also set
forth our analysis concerning the bursaucratic and other impediments that
affected the FBI's ability to obtain Section 315 arders. At the end of the
chapter, we discuss what effect the processing delays and other
impediments have had on the FBI's ability to obtain Section 215 orders. (U}




M*Wf‘

A.  Attorney General’s Implementation of Section 218
Procedures (V)

II.  Factusl Background {U}

On October 35, 2001, the same day the President signed the Patriot
Act, the Department issued detsiled guidance describing the changes

implement procedures for obtaining Section 213 orders. (U}

In Qctaber 2003, the FBI disseminated an internal standard reqguest
form for field offices fo request Section 215 orders, along with guidance
about how {o use the form. In the spring of 23004, OIPR and the FBI issued
a temiplate for Section 218 applications and orders, {U)

B. Section 215 Processing Delays {U}

As noted above, the first Section 218 order was obtained in spring
2004, We found that when FBI field offices began requesting Scotion 215
orders, they encountered processing problems. For example, as described
in Chapter Three, in several instances no one from NSLB responded to
Section 215 requests for several months or did not respond at all, In
addition, in some cases NSLB sent draft applications t» OIPR, but the
applications were not finalized for several months. In some cases, FBI
Headguarters sent Section 218 requests directly to QIFR without notifying
NSLB and never received a responge from OIPR. In other cases in which &
draft application was prepared, the field office did not receive any response
from NSLB or OIPR. As a result of these delays, iy somie cases the
information was no longer needed by the time the field office received a
response from NSLB or OIPR, and the request was subsequently withdrawn,
{U

We sought to determine how long requests were pending in NSLB and
in QIPR in order to caleulate average processing times for requests for which
orders were obtained and for withdrawn requests for Section 215 orders,
Howsver, the FBUs and OIPR’s recordkeeping systems in place at the time
had Hmited capabilities, and there was po system for tracking Ssction 215
reguests either within the FBI or OIPR. Therefore, the information we
provide below contains incomplete information with respect to many of the
reguests. The dats below provides the average processing times we were
able to caleulate, with certain gualifications about the data. Thereafter, we
describe in detail the difficuities the FBI and OIPR encountered in
processing the first Section 215 requests submitted in 2002, NSLB's efforts
to push for its first Section 218 order in 2003, the disagreements that arose
between NSLB and OIPR about what was required in the template for
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Section 2158 applications, and other probilems that affected the Section 215
process. {U)

The chart below reflects the average processing time of withdrawn
requests and approved requests. ¥ {1

1.  Average processing times (Uj

DIAGRAM 4.1 {Uj
Average Processing Time {Uj

S Acproved

Wby of Processing Days

100
s B B
202 003 04 2008
Yeae Submitted

Sourze:  OIPR and FBI (U]

+ CY 2002 {U)

From decumernts obtsined from OIPR and the FBI, we were able to
determineg that the FBI generated five S8ection 215 reguests in CY 2002, No
Section 215 orders were obtained for these requests because all five
requests were subsequently withdrawn, As a result, we cannot calculate an
average processing time for approved requests submitted in 2002, {3 g,

# Poreweh vear lsted on the chart, we calonlated privessing timas for nugivests
subhmsitted i that year, whether they were approved or withdrawn in that same calerdar
vearar i the nest calendar year, For the requests submitted in 3002, wewere only able to
calowiate processing tHmes ai OIFR and not the total processing thwes. Bimilarky, in 2003
for appraved requests, we had data only for GIPR provessing times and net tofal processing
timws, (U
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Of the five withdrawn requests submitted in 2002, one of the requests
was pending at NSLB when it was withdrawn, but we were unable to
determine when it was withdrawn so we cannot calculate its processing time
up to that point. The other four requests were pending at OIPR when they
were withdmwn We were able t‘{; dcter‘mfme i“ar three G‘f ilhf.’&»{; fs;}'ur rf:quebts
Bt,cause W Were unahie m ﬁetcrmmc whcn these requests were submltt{,{i
to NSLB, we cannot calculate the total processing time for these requests, S0
The average processing time in OIPR {or these three requests was 330

days ! Sk )
+ CY 2003 (U}

We were able to determing that the FBI generated four Section 2185
requests in 2003 which were eventually approved in 2004. We were unable
to determine when these requests were prepared by the fisld offices or
submitted to NSLB; therefore we gannot calonlate the total average
processing tinae, However, we were able to determine when all four requests
were submitted to OIPR and when Section 215 orders were obtained. Thus
we are able to caloulate only the QIPR pmcemmg time and ot the total
processing tma he average OIPR processing time for these four requests
was 275 days. il

The FBI generated ten Section 215 requests in CY 2003 that werg
later withdrawn., We have submission and withdrawal dates for only four of
the ten requests. Of these four requests, three of the regquests ware
submitted to NSLB and were withdrawn without any application being sent
to OIPR and one was withdrawn after the request was submitted by the FBI
field office directly to OIPR. The total average processing times for these
four withdrawn requests was 234 days. 81 m

5 Proen the documents, it appears that these reguests may have been submitted
directly to OIFR and may not have beon provided to NSLB, (W)

8 With respect to one of these thres requests, the FBI was unable ty provide any
informsation or documentation. OIFR records showed that the reguest was submitted on
Qotaber 16, 2003, and was withdrawn on July 80, 2004, for a totel o' 633 days pending A
Deputy Counssl m OIPE told the OIG that the request was withdrawn beeause a il
content FISA arler was obtainsd; however, we do not have any information about when the
full content FIBA order was obtedned. The full content FISA arder could have been. ahtained.
several months before the reguest was actually withdrawn, The field offics !‘hat handled the
investigation of the target veported to the OIG that it never made a Ssction 215 requast for

this target. };{ (m
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» CY 2004 {U)

The FBI generated at léas
which (mié“:s wm‘u thain&d 5%

ection 215 requests in Y 2004 for
3 _'m:xw W h{:n thn ﬁcid offices submitted the

, :ff*;:;ue»;t@& iﬁhng}vﬁ are a.b}e ‘m (:ai(:xx}ate thﬁ avcmgc tm.m.ummg_ pEEason

The average total processing times for %:},"i{’:bt‘i ' b&qgwsts was 379 days. For
: » leulate how long the requests were

quiests we were able to cale

. 326 days. Qfth{
" withdrawn, we had sulficient data fo f the requests to track how long
the requests were pending at NSLB and at OIPR. Thess egqussts were

%5.,[] i

penaing m NeLe and in OIPR. The requests were pending in NSLB for 162

lays and in OIPR for 180 days. 8.

The FBI gensrated Section 218 requests in CY 2004 that were
Jater withdrawn, We habesuomidision and withdrawal dates for all

requests. Of these - ﬁquLsDWt‘e submitted to NSLR and
withdrawn while the TeqUests were still pending at NSLB
at OIPR when they were withdrawn, For one of these regTEES, we were
unable to determine whether it was pencimg at NSLB or OIPR when it wa

3
were pending

withdrawn, The total average processing time for these requests wa& i

equests that were pending at OIFR when they were

pending at NSLB for an aversge of 80 days before they $roroknt to QIPR.
They were pending at GIPR for an average of 141 days before they wers
withdrawn, 3. (1

+ CY 2005 (U)

The FBI generated Bection 215 reguests in QY 2008 that wers
approved. We know when the field offices submitied the requests to NSLB

. and when the orders were obtained for of the requests. The average

total processing time for thesl  pquests was 149 days. For these
- lequests, we were also able to determine the average time the

“Tequests were pending at NSLRB and at OIPR. The average processing time
at NSLB was 60 days. The average processing time at OIPR was 88 days

B

i

54 pﬁ&éﬁi‘:&k{ - feguest was generated in 2004 and subintitted to OIPR on

Janwary 4, 2008, We do not have any data on when the field office submitted the request

to NSLE. >< )

& For purposes of discussing processing times, we ncluded all 31 Baction 215
requests for which orders were f}bmmed instead of only the I8 unique raguests. ()
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i8] The FBI g{}neiéted:lrequehts for Section 215 orders in 2005 that :;

gy were later withdrawn, We have submission and withdrawal dates for b7E

N equests, Fol bquests, howsver, we wers unable o 2

determme whether they were wsthdrawn at NSLB or QIPR. Of th ;
remaining reguests, ane was pending at NSLB when it was withdrawn poit]

: ,I:lvere pending at Oi?ﬂim:l they were withdrawn. The avergus

fal processing time for these gguests was 109 days.® For th (5]
requests that were pending at OIPR when they were withdrawn, we wmfi
unable to determine how long the reguests were pending in NSLB compared

to OIPR. (&)

2. Processing delays with initial Section 215 requests in
2002 and 2003 (U}

We interviewed OIPR and FBI officials regarding the delay in obtaining
Section 215 orders and the delay in developing guidance for obtaining
[ection 215 orders. The Counsel for Intelligence Policy told the QIG that
after the September 11 attacks and passage of the Patriot Act, the number
of requests for FISA electronic surveillance or “full content® FISA requests
increased dramatically and that OIPR struggled to keep up with this
demand. According to the Counsel for Intelligence Policy, OIPR responds to
the priorities set by the Attorney General and by the Intelligence
Commumity, inghuding the FBL He said that one of those priorities was the
Attorney General's new procedures on intelligence information sharing,
issued in March 20032, that resulted in significant changes in how
intelligence mfmmatmn was handled. The Counsel for Intelligence Policy
told the OIG that he discusssd with the Office of the Deputy Attorney
General the need for training on these new procedures, and that the
Counsel for Intelligence Policy agreed to develop the training. In sddition, in
December 2002 the Deputy Attorney General issued a divective instructing
OIPR, the FBI, and the DOJ Criminal Division, in consultation with the
Intelligence Community, to implement a comprehensive training curriculum
on the Patriot Act changes to the Foreign Intelligenee Swrveillance Act and
related matters for all DOJ attorneys and FBI agents assigned to national
scourity investigations, 85 QIPR develeped a curriculum that addressed the

{5 B It A possible that 4:'@(}11*“5{ was ganarated in 2008, 1t was withdrawn in :;

April 2008, but we were unable to determine whan R g;enerawd andd for this reasun we

didd viot include it fn this section. With respent - e withdrawn requests, we were b7E
unakle to determine when they weve submitted tWNSLE or when they were withdrawn, We

(8} alse did not ing inda.maw-&quesm i our calculations in this sectiors, (&

55 Qee Memorandum from the Deputy Attorney General, Training on FISA at:di Related
Matters December 88, 2002, {8
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FISA process and information sharing procedures. The Counsel for
Intelligence Policy told the OIG that training was provided to approximately
4,000 agents and attorneys in May and June 2003, The OIPR attorney
responsible for developing the training told us that the new Scotion 215
authority was a minor cemponent of the training # The Counsed for
Intelligence Policy said that another priority OIPR was dirgeted to focus on
was a task force to address FISA applications related to the “ramp up” to the
war in Iraq. {U)

With respect to the FBI's ability to obtain Section 215 orders, the

© Counsel for Intelligence Policy told the OIG that the FBI “knowfs] how to get

what [it] want|s]” and that he regularly receives telephane calls from FBI
executives, including the Director, when a particular application or type of
application is a priority. He said that during this time period the FBI “was
not beating down [OIPRs] door” for Section 218 orders. NSLB attorneys told
the QIG that during this time, NSLB attorneys discussed on mumernus
accasions with DIPR officials the FBIs displeasure with the pace of
processing Section 215 requests by GIPR. (U}

FBI employees also told the OIG that Section 218 requests were not a
priority initially because the number of requests for full content FISA orders
increased significantly after Sgptember 11, 2001, and NSLB attorneys were
focused on addressing these cases. In addition, in 2002 NSLB did not have
an attorney designated as a point of contact for Section 218 requests, NSLRB
was attempting to hire more attorneys to handle the increased workload. A
former supervisor of NSLB told the QIG that when he became the supervisor
i April 2002, the unit had approximately 10 attorneys and when he left in
Septernber 2008, NSLB had grown to approximately 30 attorneys. 87 {1}

In early 23003, an NSLB attorney volunteered to work on Section 218
requests. She began developing a standard request form for the field offices
to use for submitting Ssction 215 reguests to NSLB. Around the same time,
the Chief Division Counsel for a large field office drafted a standard request
form for his field office to use tv make Scction 215 requests, The Chief
Division Counsel communicated with the NSLB attorney about the form,
and she provided recommendations and suggestions, In addition, in an e-
mail dated April 24, 2003, she recommended that once he obtained
approval from his management fo use the request form, his fisld office

% The OIPR attorney responsible for developing the training told us that it focused on
obtatning “full vosstent”™ FISA onders, which the attorney termed & “more aggressive
techmigue™ thary Section 31T ordees. {4

5T AL thie time, NSLE was called the National Sscurity Law Unit, 4
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should use the form until the FBlwwide standard request form she had
developed was approved at FBI Headquarters. (U) g

I 2003, the FBI generated a total o] Bection 215 requests that
were withdrawn, Through August 2003 when N8LB began to focus on

obtaining a Section 215 order, which we dizscuss below, the FBI generated

raquiests for Section 215 orders, One of the requests was sent from

The &OLmtemntelhgenw Dmen to OIPR it Fcbraar*}r 2003885 This was the

o

records coneerning
‘his request was

determined by QIPR to be problematic because of issues arising out of the
Bucikley Ammdmem arndd was withdrawp 8 M m

requiests were sent to NSLB but were never forwarded

to OIPR. One of the requests was for a university’s scords and was

stubmitted in April 2003, As previously mentioned, the NSLR attorney who
handled this reguest told the OIG that because of the issues with the
Buckley Amendment, the FBI did not want to push this case forward as its
Bection 215 test case with the FIBA Court. Another reguest was submitted
to NSLB in March 2003, but was later withdrawn. We were unable to
determine the reason thiz request was withdrawn. (3 i

3. NSLR’s efforts in the summer 2003 to push for a
Section 218 arder {U)

I the summer 2003, NSLB began o forus more resources on Section
215 requests, In May 2003, a new Deputy General Counsel for NSLB was
appeinted. He told the OIG that at the time he was aware that the FBI had
aftempted to obtain a small number of Section 215 orders but had been
unsuccessial. He said there was 8 sense within NSLR that the FBI needed
to “break threugh and get [a Section 215 order]™ In addition, he said that
there was a recognition that the FBI needed to begin obtaining Section 215
orders because Section 215 was one of the Patriot Act provisions that was
scheduled to sunset at the end of 2005 and Congress would be scrutinizing

2003

& Recause thees was o internal process in place directing feld offices to submit
Section 215 reguests to NSLB in addition to the Counterterronism Division or the
Counterintelligence Division, field offices sometimes sent reguests ondy to the FEI
Headguarters operativnal divisions, and the FBI Headguarters opevational division
sutnnitted the reguests directly to OIFR. {U)

; Jogy that thig regiiest was withdrawn by the FB in November

.,J.'S-l
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the FBI's use of the authority in determining whether to renew the
authority. {U)
; ‘S[
In an effsrt o push the issue of obtainin;’c&an 2 lo order, in mid-
23

section 215 applications
w GIPR,. Im acidﬁzon} on Uf‘mher 2?*_, 2003, NS stributed o all field
offices the standard Section 215 request form that was developed by NSLB.
Along with the standard request form, NSLB distributed detailed gmdanw
concerning Section 215 requests that specified who within the FBI field
office was required to approve the Section 215 request and divected the ficld
offices to submit request forms to NSLB. {8j” o

4. Processing delays continue in OIPR and NSLE {U)

Accarding to NELEB and OIPR attorneys we interviewed, NSLB and
OIPR had several disasgresments about the content and form of the Section
215 applications NSLB submitted to OIPR in mid-October 2003, Pirst,
NSLB attomevs told us that they behe:veé tﬁe ":e(. tmn 21:: apphcatzons
When d&%r.:u,samn. w.zth OIPR pemm“mel bcgan on the d&veiopment 01 a
template, OIPR wanted the application to include more information than
N‘%LB gamp(}»ed 0 Disagreemmt revoived m*oun‘d diﬁering intf:rprt,tatiﬂns of
mekagc m meet th‘at atandard {.}.I?R pﬁmmme} mid_ us th&t .rhey behewd.
the applications needed more detail to satisfy the scrutiny of the FISA
Court. {U) |

NSLB and OIPR personnel worked for several months to develop a
template for Section 215 applications submitted by NSLB to DIPR. Among
other things, the application inchades a specific description of the ikems
requested, a description of the underlying investigation, and a description of
how the FBI expects the requested ftems to further the investigation.”t ()

7 An OIRR attorney who was involved in these discussions about the Section 215
applications said that she had prepared 2 template spplication for Section 218§ requests in
2003 that was reviewed by an NSLB attorney, Howevsr, this template applivation was w
used by the NSLB attornoys who prepared the applications that were submitted to OIPR in
late B0Q3. {11

I addition tosddressing lesues that arose out of stetittory interpretation, NSLE
attorneys were also discusaing the practival issues associsted with serving classifiad
Section 21§ crders on individuals who did not have sequrity clearancss and businsssss
thatlid not Bave approved storags containers. NBLE conaidered many pptions, such as
determining on & case-byscase basis whether the information listed in a Section 215 order
s clansified, NELEB syentually determined thatall Section 218ovders were 1o b treated as
classified, although uncleared personnel sowdd be shown the weder for purposes of
{conthly
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NELB attornevs told the QIG that even after a standard application
form was agreed upon, they continued to believe that the amount of detail
that OIPR required in the description of the investigation and the items
reguested in Bection 215 applications was more than the law required to
establish relevance. Qne NSLB attorney told the OIG that OIPR attorneys
warnted “an inordinate amount of detail® in the applications. (U)

Ancther initial problem that arose with the applications submifted in
mid-Oetober 2003 concerned whether the FBI could present Section 218
t*f*::;uest‘q to the Fi‘x& Lcs&zrt ciirectlv 'NSLB atmmws 'had ti;*afted the
qtmmey NbLB atteme)s ts)ki us that they beheveci FBI atmmcys wuiﬁ
present the FBUs applications directly to the FISA Court without QIPR
approval because Section 215 states that the FBI Director or his d’L signee
can make applications to the FISA Court for S8ection 215 orders.’? Bee 50
U.S.C. § 1861, {U)

OIPR attorneys disagresd, stating that the FISA Court Rules of
Procedurss provide that the Attorney General determines who is permitted
0 appear before the FISA Court, and FBI atterneys had not been authorized
by the Attorney General to practics befare the FISA Court.  Eventually,
NELB agreed to draft applications for the signature of an OIPR attorney, and
OIPR attorneys would present the applications to the FISA Court, {U}

(5 ".&ﬂl:lnf the initial applications submitted by NSLB to OIPR in E;
Ontober 2003 were eventuslly presented to and approved by the FISA Court b7E

but not untl rouch later in 2004, At some peint after the applications were
first submitted, NSLB decided to facus on tha app};ca’mon it beheved wWas

I-_na_mmf N seone and presented was fora
This application was

fAinalized by OIPR 1n spring 8004 and was approved by the FISA Court on
May[_] 2004 ]

&

collecting irdornsation In response to the svder but could not maintam & sopy of the ovder,
In November 2004, NELE revised the FBRUs standard Sgetion 218 request form and included
authorizating for service on persons withouy sequrity clegrances. {4

¥ O Ogtobey 10, 2003, the Divector of the FBI designated the General Qounsel of the
FRI tomeke Section 215 apphcations to the FISA Courts Other officials who have been
delsgated this authority inclode the FBU's Deputy Director, the Executive Assistant Divector
for National Recurity, the Assistant Directors and Deputy Assistant Directors of the
Connderterrarism, (Z‘oxmremﬁem&enﬁe} saud Gyl Divisions, the Deputly General Counsed
for National Security Affairs, and the Senior Counsel for National Security Affairs. {4}
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Both QIPR and FBI personnel told the QIG that in addition to
processing delays caused by disagreements concerning the content and
form of the Section 315 apphaauoﬁs, some delay oocurred because the
processing of business record reguests was not a priority by either the FBI
or OIPR at this time.™? Instead, OIPR and the FBI were focusing on the “full
content” FISA applications that had bscome backlogged ¥ Pursuant to an
Attorniey General directive issued in April 2004, OIPR was in the process of
forming a FISA task {orce to address the backlog of full content FISA
requests. S (U}

Section 215 requests continued to take several months o be
provessed in the remainder of 23004 and 2005, For sxample, i s
applications were submitted by NSLB to OIPR on August 4, 2008, On 2/
RKeptember 23, 2004, and again on Qctober §, 2004, the NSLB attorney who
handled Bection 215 requests wrote an e-mail to her supervisors stating
that NSLB had not beard anything about the applications from OIPR.
Rimilarly, on November 9, 2004, the same NSLB attorpey wrote an e-mail to

& CDO stating tha |mre applications had been submitted to OIPR in
2

September but NSIE had not received any response from OIPR, NSLB
attorneys were alse frustrated by the sdits recommended by OIPR attorneys
and the smount of information and follow- -up work that was being

requested. i

In the fall of 2004, the new Deputy General Counsel of NSLE and
OIPR Deputy Counsel for Operations met to discuss the problems with the
processing of Section 218 requests. The NSLB Deputy General Counsel and
the QIFR Deputy Counsel told us that they agreed to attempt to resolve their
differences about the content of the FISA applications in order to address
t‘he banklng C}’IPR and F‘BI manaacmeﬂt alsn impk&mentﬁd a 48 hour” rule

rccmpt of A buﬁmgw remrd ap;;shganan regarcimg an;y sxgmimant CONCErns

W Whean v gsked QIFR parsonnel abiout the delayed processing times, two attormeys
todd the OIG that & “moratarium” was placed in the spring of 2004 on the further
provessing of Bection 218 applicationy and that the moraterium may have been connecied
to litigation, The Counsel for Intelligence Policy told the OIG he did not recall & morstoriam
on the proveasing of Section 213 applicstions from the FBL {1

74 The Connsel for Intelligence Policy told the QIG that although DIPR was given
authority to hive & significant number of employees, the majority of these smployees did nut
begin working for GIPR uniil 2004, As s result, GIPR did not have sufficient personnel to
handle the workload. {4

75 Memorandam from the Attorney General to the FBI Director and Counsgel to the
Office of Intelligence Policy and Reddew, Changes in Procedures for Implanenting the
Foreign Inteligenice Surveillance Act (April U, 2004} (U)
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OIPR had with the request. However, N3LB personnel told us they did not
observe any changes or improvements to the process as a result of the
implementation of this rule. {U)

Processing delays were alse experienced within NSLB, both with
respect to requests for which orders were eventually obtained and with
respect to requiests that were withdrawn. For example we found that with
respect to a request that was submitted to NSLB by a field office on
February 12, 2004, NSLB did not send an application to OIPR until
January 14, 2005’., almost a full year later.?® {U)

8. OIPR and NSLB take steps to improve Section 215
process (U)

By early 2005, the Department faced the “sunset provision™ of Section
215, pursuant to which the authority would lapse or “sunset” unless
Congress affirmatively renewed the provision. In April 2005 FBI officials
testified before Congress about the FBI's use of the authorities provided by
the Pamot Act This gcnemted a renewf:d ernphasm thhm the FBl's ()ﬁl(,e

s.amﬁ tlma_, the I}apvuty Genaral _Cmm&»al _fi:)r N‘*?:LB collerted mformatmn on
the status of the FBIs pending Section 215 requests and a summary of the
history of the problems between NSLB and OIPR regarding Section 215
requests. {U) ‘

Around this same time, the NSLB Deputy General Counsel met with a
Deputy Counsel of OIPR and discussed the issue of the pending Section 215
requests, At this meeting, the OIPR Deputy Counsel informed the NSLB
Deputy General Counsel that OIPR had recently assigned two experienced
OIPR attorneys to address Section 215 requests. (U)

7% In addition, after the first Section 215 order was ghtained in spring 2004, the NSLB
attorney who was handling Section 218 reguests'wrote an e<mail dated June 1, 2004, to
gents stating, 1 have received from each of you a businiess record request at some
point 11 the past ~ somie of these reguests are guite old. I nsed ti know fram each of you
whethier you still nded the infurmation that you sought in the reguest that y de
feel fres to send me additional requests now that we have the ball rolling.®

requests had been submitted in 2003, ong had been submitted in January Zowsr T
another in February 2004, of the agents responded that the requests should be
withdrawn for different reasons. Forexample, in one case the custodian of records had
reported to the FBI that it did not have the information and in another case| |
| hat would have breny the recipient of the order Iﬁo provide the records.
SLTION

equests, (§< m

‘ o
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According to the OIPR Deputy Counsel for Operations, since these two
OIPR attorneys have been assigned to handle Section 215 requests, she has
received very few complainis abput Section 215 requests. She said that
ideally QIPR would like to process Section 215 requests in 60 days. NSLB
attorneys also told the OIG that the process improved after the two new
OIPR attorneys were assigned to handle Section 215 requests. %) T
iy

In fact, as the diagram below demonstrates, the time it took OIPR and
NSLB to process withdrawn and approved Section 218 applications
improved considerably comparing applications submitted in 2004 and
applications submitted in 2005, {U)

DIAGRAM 4.2 {U)
Comparison of NSLB and OIPR Processing Time
for Calendar Years 3004 and 2005 (U)

Tiran (n Days

Average Processing

\\\'

Teal NELR QPR

Source:  OIPR and FBI Uy

IIl. QIG Analysis (U}

Congress directed the OIG to examtine “the justification for the failure
of the Attorney General to issue implementing provedures governing
requests for the production of tangible things . . . in a timely fashion,
including whether such delay harmed national security.,” To respond to this
directive, we first attempted to determine whether the Attorney General wag
required by statute, regulation or other directive to issue implementing
procedures, In our review of documents and interviews with witnesses, we
found no such requirement. However, we also found no evidence that the
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Attorney General or any Department official directed OIPR or the FBl o
implement Bection 215 provedures. We found that OIPR and the FBI
eventually developed standard forms and applications for obtaining Section
215 orders. WSLB distributed a standard request form to field offices in
Octaber 2003, and NSLB and QIPR completed a standard application and
order in the spring 2004, As discussed above, we determined that the
Department, including OIPR, and the FBI were focused on processing full
content FISA requests, training, and hiving personnel to address the
increased workload and <id not focus on the need for templates and

procedures for Bection 218 orders. {U)

A, Bureaucratic or Procedural Impediments (U}

Congress also directed the OIG to identify bureaucratic or procedursd
impediments that negatively affected the FBI's ability to obtain Section 215
orders. We found several impediments that hindered the FBUs ability to
obtain Section 215 orders. Pirst, we discuss these impediments in detail,
including the legal disagreement concerning statitory interpretation, the
tack of respurces, the multi-layered process for obtaining Section 215
orders, and the lack of knowledge in the field about Bection 218 authority.
Thereafter we discuss the effects of these impediments on the
implementation and use of Section 218, (U)

1.  Statutory interpretation (U}

The @irst impediment was the uncertainty in interpreting the law. One
of the legal issues that affected several of the first requests generated in
2002 and 2003 was the intersection of Section 215 with the Buckley
Amendment that provides for the production of sducational records. OIPR’s
interpretation of the statute was that Section 218 did not trump existing
laws because, unlike other pmvis:i{m*z of FISA, Section 215 did not include
in the business records provision the phrase “notwithstanding any other
provision of law.” As discussed above, while some NSLB attorneys disagreed
with this interpretation, NSLB was not willing to push the issue with the
FISA Court, and as a result no request for educational records was
presented to the FIBA Court between CY 2008 and 2005, (1)

According to NSLB and OIPR attorneys, this legal impediment to

abtaining edue ational records has been addressed. Section 106{a}{2) of the

Reauthorization Act amended FISA by adding 50 U.8.C, § 1861(.3, {3}, which
specifically addresses educational, medical, tax, and other sensitive
pategories of business records. The amendment provided that when the FBI
s requesting such items, the request must be personally approved by the

FBI Director, the FBI Deputy Director, or the Executive Assistant Director

for National Sscurity. According to several NSLB and QIPR attorneys we

WU;
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interviewed, because this provision clarifies that educational records are
obtainable through the use of a Bection 215 order, the non-disclosurs
provisions of Bection 215 apply rather than the notification provisions of the
Buckley Amendment. (1)

NSLB and OIPR attorneys alzo disagreed over the mtfsrpmmtmn of the
relevance standard amd how much information had to be included in
Section 215 applications about the items requested and their connection to
art FBI investigation. NSLB attorneys belisved that the level of detail
required by OIPR about the investigations in the applications was far
beyond that needed to satisly the relevance threshold, On the other hand,
OIPR attorneys believed the information was necessary in order to persuade
the FISA Cowrt to approve the applications, NSLB and OIPR eventually
agreed upon the content and form of & standard application after several
months of back and forth about the issue. Even once a standard
application form was agreed upon, NSLB attorneys continued to have
d:sagreﬁmmta with QIPR attorneys in individual cases about the level of
detail requiired. However, once the two OIPR attorneys who were assigned to
bectmn Ziﬁ rﬁquwtb in eariv ‘30(}5 fmk nw;r, au,arrimg to NSLB and OIPR

&gmﬁaanﬁy *md the a.rtw&» are \&'Qrm}g an tGgﬁ‘thtI _{_L,}
2. Insufficient resources {U)

The sscond impediment to obtadning Section 218 was the lack of
resaurces devoted to this process. Neither NSLB nor OIPR had adequate
resources to dedicate to the implementation of S8sction 215 requests after
passage of the Patriot Act. The workload of both entities increased
dramatically after the S8eptember 11 attacks and passage of the Patriot Act,
and substantial resources were needed to process full content FISA
applications. Both entities were authorized to hire large numbers of
employees, and by 2004 both NSLB and GIPR had grown substantially.
However, by spring 2004 a significant backlog of full content FISA
applications had developed, and the Attorney General ordered OIPR and
NSLB 1o creste a task force specifically to address the FISA backlog. NSLB
was required to detaill appreximately 10 attorneys to QIPR to work on the
backlogged hull content FISA applications. (U}

As a result, NSLB did not focus on Seetion 215 requests or make
abtaining a Section 218 order a priority until late 2003 when NSLB
submitted a group of Section 218 applications to OIFR in Dotober 3003, In
addition, arpund this same time an NSLB attorney was finally designated as
the point of contact within NSLB for Section 215 requests, (U}
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In July 2004 OIPR attempted to address NSLB’s concerns about the
processing of Section 2185 requests by assigning a detailed NSLB attorney to
handle Section 215 requests. This detailed NSLB attorney, however, was
also assigned to handle full content FISA applications, and NSLB attorneys
told the OIG that this decision did not address the processing delays
assoctated with Section 218 applications. In spring 20035, the Deputy
Counsel for OIPR assigned two OIPR attorneys to handle Section 218
requests ~a line attorney and a supervisor,”? According to OIPR and NSLB
attorneys, the dedication of these two attorneys to Section 2135 requests has
improved the process significantly, (U}

3. Multiple layers of review (U}

The multiple layers of review for Section 215 applications also delayed
their issuance. The process for obtaining a Section 215 order involves
multiple layvers of review in the FBI field office, in FBI Headquarters and
NSLB, and in OIPR. An agent must obtain his supewisor“ approval, then
the SAC and the CDC spproval, before the request is forwarded to FBI
Headguarters and NSLB. In NSLB, a line attorney drafts the application
package, which is then reviewed by a supervisor before it is provided to
QIPR. In OIPR, a line attorney prepares the package, and the work is also
reviewed by a supervisor before it is ready to be finalized for signature. After
OIPR returns the “final” version to NSLB for signature, the application and

order are revipwed by NSLB personnel and changes may be requested as a

result of thiy review. {U)

At each step the reviewers at the FBI or OIPR often have guestions,
which may require additional information from the originating field agent. If
an OIFR atiorney has & guestion, he or she usually communicates with the
NSLB attorney, whoe contacts the agent for the information and then
communicates the response back to QIPR. Supervisors at FBI Headquartsrs
or-in the ficld or CDCs in the ficld offices may alse be involved in these
communications if there are disagreements about the adequacy of the
information provided or questions about the basis of the FBPs assertions in
its applications, {U)

Beeause of the number of levels of review and the multitude of entities
imvolved in preparing s Section 215 application, the review process can he
lengthy. In addition, without close manasgement an application can be
delayed for weeks or months at any stage. Even with close management of
the process, the process from beginning to end would likely take several

7 Arourtd thiy samse tinig, the NSLB attorney detailed to DIPR returned Yo thie FBL ()




weeks with respect to a simple or problem-free Section 218 request. An
OIPR Deputy Counsel told the O1G that QIPR would like to complete its part
of the process in 60 days. However, as detailed above, the OIPR process in
2008 for approved applications took much longer ~ on average 88 days. In
addition, the Counsel for Intelligence Policy told us that for agents the
process can seem unnecessarily complicated because the agents see “the
layers of review [involved in obtaining a FISA business record order] as
opposed to [the simpler process] to obtain a criminal grand jury
subpc)ena.””?* [%K dif

4. Field office knowledge about Section 215 orders {U)

Finally, based upon our interviews in the field, we also determined
that FBI field offices still do not fully understand Section 218 orders.
Several agents told the OIG that they were only vaguely aware of Section
218 authority, and many agents stated that they did not know what the
process was for obtaining a Section 215 order. (U)

B. Effect of Impediments (U)

The bureaucratic, legal, and other impediments discussed above
contributed to the FBI not obtaining its first Section 215 order until May
2004 despite the field generating its first request in April 2002, Another
effect of the impediments was that in some instances field offices were not
contacted about Section 215 requests until several months after the
requests had been submitted to NSLB. In various cascs, once the agents
were contacted the information was no longer needed because of
developments in the case, such a Irt several
instances agents were aware that NGLB received thelr requests, but their
requests remained pending for months due to disagreements between NSLB
and OIPR about whether a particular request should go forward. In other
instances, the requesting agents told the QIG that they never received a
response back from NSLB or OIPR. &}

office applications contributed to a perception among FBI field agents that

"¢ The Reauthorization Act also requires that minimization requirements be developsd
for all dopnments abtained pursuant to a FISA business record order. The Counsel for
Intalligence Policy predivied that sgents will likely be more reluctant to use the FISA
business records provision because of the additional level of complexity to the process
involved in minimization in the use of FISA business records. We will assess the effect, if
any, of mindmization procedures on the use of Section 215 authority in our review of
Section 215 orders inx £Y 2006. (U}
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the process is too slow and not worth the effert. We interviewed several
agents who had never sought a Section 218 order, but they reported to the
QIG that they had “heard” about the process taking far too long. Several
agents told us that if they could obtain the SQection 215 order in a shorter
time, such as 30 days or &0 days, they would be more enconraged o use
Section 218 requests. Agents also stated that if they were to identify an
item that they needed quickly, they would seek to determine whether the
itern could be obtained through a national security letter, a grand jury

subpoena, or other process that is faster than the Section 215 process. 8 )

We also asked FRI and OIPR emplovees whether they believed the
problems in implementing Section 218 and the delays in obtaining Section
215 orders harmed their cases or national security. None of the FBI and
OIPR officialy we interviewed said that they were aware of any harm to
national security caused by the delay in obtaining Section 215 orders, None
of the agents who initiated the requests for Section 215 orders told the QIG
that their cases were negatively affected by the inability to obtain the
information sooner. The FBU's Deputy General Counsel of NSLB told us that
the failure to obtain a business record order or to obtain it expeditiously
may have negatively impacted the pace of national security investigations,
buit that she did not believe that this meant that there was harm to national
security, (U

We were provided no evidence of harm to national security in any
specific cases caused by the delay in obtaining Section 215 orders or by the
FBI's inability to obtain information that was reguested in a Section 215
request. However, we were concernied by the number of instances in CY
2002 through CY 2005 that the FBI identified a need for information in a
national security investigation but was unable to obtain that information
because of a processing delay or other impediment to obtaining an order.
{8}
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CHAPTER FIVE
USE AND EFFECTIVENESS OF INFORMATION OBTAINED
FROM SECTION 215 ORDERS (U)

1. Introduction {U)

Congress also directed the OIG to include in its review an examination
of the types of records obtained under Section 215 orders and the
importance of those records; the manner in which the iInformation is
collected, retained, analyzed, and disseminated by the FBIL; whether and
how often the FBI used information obtained from Section 215 orders to
produce an “analytical intelligence product” for distribution to, among
others, the intelligence comaunity; and whether and how often the FBI
provided information obtained from Section 215 arders to law enforcement
authorities for use in criminal proceedings. (U)

In this chapter, we first discuss the collection, analysis, and retention
process with respect to Section 215 orders. Next, we describe in detail the
types of information that have been obtained and how this information has
been used in investigations, including whether any information has been
disseminated to the intelligence community or used in any criminal
proceeding. Finally, we evaluate the effectiveness of the FBUs use of Section
215 authority. (U)

II. How Section 215 Information is Collected, Analyzed, Retained,
and Disseminated (U)

A. Collection, Analysis, and Retention {U)

Befoure items subject to a Section 218 order can be obtained, the order
must be served upon the entity that has custody of the records. Personal
delivery or service of the order iz typically accomplished by the requesting or
“originating” FBI field office, unless the recipient of the order is outside that
district. In that instance, the FBI field office where the recipient is located is
asked by the originating field office to serve the order. The manner in which
information from Section 215 orders is collected depends on the category of
information sought. (U)
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For pure Section 215 orders, the recards are typically obtained by the
requesting FBI field office directly from the recipient, which either produces
the documents in hard copy or electronic format.” The records obtained
are reviewed and analyzed either by the initiating case agent or an FBI
intelligence analyst. If after reviewing the information the case agent
determines noe furtherinvestigation is warranted, the agent stores the
information with the rest of the investigative case file. The agent may write
an Electronic Communication (EC) summarizing the information shtained
for purposes of documenting the existence of the records electronically in
AC 3, ihe FBI* 5 dcctmm‘e case ﬁké systern. If {‘hﬁ informatian ¥ *‘am"ants
(}fﬁce ar Gfﬁcm If the mformatzon w&rmnts dwsemmatlon outs1de af the
FBI, such as to an intelligence agency, the ugent prepares a Letterhead
Memuorandum or other appropriate form of communication, {U)

For “combination” Section 215 orders, FBI personnel told us that if
the recipient and the FBI have technological compatibility, the recipient will
transfer the requested subseriber information electronically directly into the
FBI computer system called *Telephons Applications. *® If the FBI and
recipient’s systems are not compatible, the information is provided to the
FBI in another format, such as a computer diskette or hard copy. This
information is then electronically uploaded or manually inputted inte
Telephone Applications. The information may also be included in an BC
and uploaded into ACS if the agent detormines it has some relevarce or
significance that should be decumented in the case file. {U)

In some nstances, subscriber information is not automatically
provided with the teiephrone toll information. In thess instances, the agents
g0 back o the communication provider to request the addximnal information
for specific telephone numbers that thay obtained from the order and have
identified te be of interest.® This information is then either electronically
uploaded or manually entered inte Telephone Applications. {U)

7 In those instances where the requesting FEI fleld office is lotsted in & different
district than the recipient of the order, the FBI Held officr which serves the order isasked t
personally retrieve the requested revords and forward them to the requesting oifice. {U}

¥ Telephone Apphications iz an investigative ton that also serves as the central
wegaeitary for all tdephone dats oollvgted during thevourss of FRY investigations. {1}

31 The subscriber information obtsined by a “combination” order is ouly for records
that ars madntadned by the communication provider tpon whom the arder was serwsd. If
the phene nausber of interest belongs te another provider, other investigative tooly such as

national security letters are used to vbtain the subseriber information related to that phong

number. {U)
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With respect fo combination orders, the subscriber information is
reviewed by the case agent by querying Telephong Applications and
determining what links there are betweern the information obtained and
existing names, telephone numbers, and other xdcnufvmg information, An
intelligenee analyst may assist the casge agent in reviewing the information
obtained and perfannmg additional analyses of the data, (U)

Information stored in ACS and Telephone Applications may be
accessible by personnel from other law enforcement or intelligence agencies
who are assigned to the FBI in some capacity, such as a task force
addressing terrorism matters. Access depends on the clearance level of the
non-FBI personne! and whether the information is “restricted” in the
computer systemas. (U}

B. How the Information Obtained Has Been Used in
Investigations {U)

As described in Chapter Threg, the types of records FBI agents
obtained through pure Section 215 orders included driver's license records,
public accommodations, apartment records, credit card records, and
telecommunications subscriber information for telephone numbers records,
The FBI was able to obtain records inonls b ases, 82 §)<UI

We interviewed the agents whe obtained records that were the subject
of 8ection 215 orders. The agents stated the records obtained were
important and useful in two ways: {1} the records provided substantive
information that was relevant to the investigation and sither confirmed prioy
investigative leads or contributed to the development of additional
investigative information; or (2} even if the records did not contribute to the
development of additional investigative information, they were still valuable
s “necessary steps to cover & lead.™ Most of the agents we interviewed said
the records obtained fell in the second category, because the records
typically did not provide additional investigative information, but they
helped the agents exhaust every lead. They also stated that the importance
of the mformation iy somaetimes aot known wntil much later in an

- |revords. The FBI agent told the OIG that the 33 ab i
i not have the recoré*« tha{ were the subject of the SR T12 OI40

ne of the canes it which s records were abtained, the FRI field ofﬁcr: Imd seught' i

the Section 215 orders e Thos FIRT fald offine soupht

related foehadite

- |The casez & prder was defayed beeauseof

legal issues raised by th | He &md he dxd not serve the arder becayse he
was alile to obtain Inform ¢ reans, N j
(3]
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investigation when the information is nked to some sther picce of
intelligence that iz obtained. We discuss four ilustrative cases in detail
hetow, {U)

1. Case No.1 {U)
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Case No. 3 (1)
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4, Case No. 4 {U)
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€.  Dissemination {U)
We found that the FBI disseminated information obtained from pure
Section 215 orders to another intelligence agency in three instances.
However, the FBI did not create any analytical intsligence products based
on the imformation obtained in response to Section 215 orders, In one
counterterrorism case, the FBI agent obtained| | . bl
il b3
i b7E

| The agent received the

- I

The wgant srmt tht* mfmmatwn o an outside
: ' agency oould provide more "y
information about ir1 response to the Section 12!
215 order. The agSTTTOR f T TIOL receive a vesponse back
from the agency to his requeqt Fe or tiw mher Two In‘vim‘lf:t:s, che e.arzigra», WE
sought by the FBI on behalf of ang ; - 14T
ﬁgﬁﬁfjﬁr‘ had determined that

intelligence agency

i agaiion, e
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s intellisence soency had determined thad (8] :;
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The two

orders DAl wWere oveniually Served were uhtamed m July 2005, The FBI
obtained the information from the custodian of the information in November
2003, and the information was provided to the intelligence agency that
requested the orders ® 3&) i

£
i

We algo obtained Hmited information about the dissemination of
information produced in response to combination Section 15 orders.
Because there were 141 combination orders, we were unable to interview all
of the case agents associated with these orders, However, in our field office
visits we interviewsd four agents who had obtained combination orders.
None of these agents reported dissemingting taformation obtained in
response to the combination orders. However, as previously discussed,
information obtained in response to combination orders is upleaded into
Telephone Applications. We determined that personnel from other law
enforcement and intelligence agencies who are assigned on detail to the FBI
in some capacity, such as on a task foree addressing terrorism matiers, may
have access o Telephone Applications. (U}

D.  Use in Criminal Proceedings (U)

We alze sought to determine whether any of the information obtained
from any Section 215 order was used in any criminal proceeding. If a case
agent wants Section 215 information to be used in a eriminal proceeding,
approval from the Attorney General must be obtained in certain instances.
With respect to electronic surveillance, physical searches, and pen
register/trap and frace devices, FISA provides that the Attorniey General
must approve use of the information in subseguent law enforcement
proceedings. 50 U.S.C. §§ 1806 (bj{electronic surveillance}, 1825{c){physical
searches), and 1845{bj{pen register/trap and trace devices).® However,
FISA does not explicitly require Attorney General “use suthority” for
information obtained from Section 215 orders. With respect to use of
information obtained from “combination” orders, “use authority” is required
because these orders produce information derived from FIBA pen

& The vecipdent of the order had in ity possession iformation for andy one of the twa
targets of the orders - Target &, (% m '

3% These sections of FIBA provide tnat information roguired may ot be disclesed for
law enforcement purposes unless the disclosure “is accompanied by a statement that such
information, o any fermation derived thergfrom, way poly be used in & ovindual
progeeding with the advance authorization of the Attorney Goteral.” {U)
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register/trapand trace devices which is subject to the *use autherity”
reguirement. According to the Counsel for Intelligence Policy, whether the
FBU would be required to obtain Attorney Genersl approval to use
information ohtained from a pure Section 215 order 1s an open question
because the FBI has not yet sought to use information from a pure Section
does not believe that the FBI is required to obtain Attorney General approval
to use Section 2185 information in 8 criminal proceeding because the statute
doess not contain any such requirement. {19

With respect to use authority of other types of FISA-derived
information, sach reguest for uss authority must be submitted to the
Attorney Genaral through QIPR. OIPR maintains a log book recording each
request for use authority. 38 m

We did net identify any instance in which information obtained from a
pure Section 215 order was used in & criminal proceeding. We identified
only one instance in which use authority approval was sought for

information from a cambination Section 215 order. In this vase, the field

office had developed information of possible| 5 2;
s )
b7E

The field office sought and obtained Attorney General

approval (o use the FISA electronic surveillance and combination order
information in a grand jury investigation and in grand jury subpoenas. The
target of the combination order was tiot among the targets of the eriminal
investigation., The FBI case agents told the OIG that although use suthosity
was obtained for the PISA-derived information, no grand jury subpoenas
were issued in this case and no FISA-derived information was used in the
grand jury investigation or subssquent proceedings. (§< i

Hi. OIG Analysis (U}

In evaluating the effectiveness of Section 218 authority, we first
considered the number of pure Section 218 orders obtained during QY 2002
through CY 2005.8¢ The FBI obtained only 18 unique Section 215 orders in
the 3 calendar vears following passage of the Palriot Act™ {)

35 We sealiuate the wee of Section 215 suthority with FISA pen register/trap and tracs
orders separately helow. (1)
& Unlike FISA slecironic surveillance authority, which had been used by the FBI since
1978, the business records authority was relatively new and had not been widely used ayven
{contd)
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We found that a significant number of Section 215 orders wers not
sought or obtained because of the legal and bureaucratic impediments
discussed in Chapter Four, The gquestion concerning the applicability of the
Bmkley Amendment to Section 215 requests for educational records played

a role in the FBI not obtaining Section 215 orders in fourinstances. The
ﬁsther impediments we discussed, such as the disagreements between NSLB
and QIPR about the amount of information sufficient to 's«ati&fy the relevance
standard, insufficient resources, and the multi-layered review process,
resulted in many Section 215 requests not being processed for many
months, We were able to determine that with respect to seven Section 215
requests that were withdrawn, the requests had been pending with NSLB or
OIPR for several months, and in one instance over a year, at the timg the
ficld office notified NSLB that it was withdrawing the request because the
investigation had changed course or was being closed 58 In addition, we
identified five field office requests for Bection 215 orders that were never
responded to by NSLB or QIPR, and neither NSLB nor QIFR emaployees wers
able to explain what happened to those requests.® [ o

These processing problems not only resulted in far fewer Section 218
orders b&irxg obtamed than were reguested but also contributed to a
perception within the FBI that Section 218§ orders took too long to obtain to
he worthwhile, Agents told the OIG that the length of the process to ohtain
a Section 218 order is a significant impediment to its use and that agsnts
will typically attempt all other investigative tools before resorting to a
Section 215 request. This negative perception about the Section 215
process may also have affected the number of Section 215 orders sought by
the field offices. {U}

Next, we considersd the type of information that has been obtained
through the use of pure Section 215 orders and how that information has
been used and disseminated in national security investigations, We found
noinstance where the information obtained from a Section 215 order

resulted in 8 major case development such as the disruption of a terrorist

before passage of the Patriot Act. Thie FBI did e obtain business records atthority ungl
1998 and had used it only oncs befors passage of the Patriot Act. ()

8 We identified a total of ning instances in which mquests wersowithdrawn Lecause the,
investigation changed course or was closed. Hewevar, in two of thess cages we were unable
to determing when the request was withdrawn. & )

¥ We identified & total of xix mq‘ue%s for which we were unable to deferming the
veason the request wag withdrawn. We do not have sufficient information with respect to
two of the requests to determine whether the field effice recetved 8 response from NSLB or
DIPR about the reguest. (%) i
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plot. We also found that very little of the information obtained in response
to Section 215 orders has been disseminated o other mtt,lhgenm, agt:nuc:s.
Nm\’evw, we fmmd that qﬁuti()ﬁ 215 Qrderzs have besn used {o obta

about the In addmm, the. Ffﬁi
used information from a Section 218 order to try to identify| |

B QT

FBI agents told us they believe that the kind of intelligence gathering
from Section: 215 orders was essential to national security investigations,
They also stated that the importance of the information is sometimes not
kryown until mach later in an investigation wher the information is lHnked
to some other picce of intelligence that is obtained. (U)

The field agents we interviewed deseribed Section 215 authority as a
“tool of last resort” that may be “critical” when other investigative authority
or tnvestigative methods do not permit the FBI to obtain the information, In
many national security investigations, there is no criminal investigation and
therefore the FBL is unable to seek grand jury subpoenas. In addition,
national seourity letters arve limited in scope and do not cover large
sgtegories of third party information. Agents also told us that in some
instances they had in fact used other investigative techniques, but these
cfforts wers unsuccessful, {U)

We also interviewed other FBI officials and attorneys at the FBI and
QIPR concerning the effectiveness of Section 215 orders. These witnesses,
including the Deputy General Counsel of NSLB, the Counsel of OIPR, and
the NSLB Assistant General Counsel who serves as the point of contact for
all Section 218 requests, told the OIG that they believe Section 218
authority iy useful because it is the only compulsory process for certain
kinds of records that cannot be obtained through alternative mesans, such
as grand jury subpoenas or national security letters.® The Counsel for
Intelligence Policy also described Section 215 authority as a “specialized tool
that has its purpose.” {U)

M One GIPR attorney told us that the attormey believed “nothing would be lost” if the
Section 215 provision was repealed. While agreeing that the use of the provision for the
subseritier information was wsiful, the OIPR attorney stated that “only tme will tell” if the
“pure” reguvsts will he nseful, The QIPR attorney was of the opinion that with the passage

uf the Reauthorization Act allowing for challenges by recipiorts of thy oodhr, (s PR wise of

Beetion 315 might decling. {1}
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The evidence showed that Section 218 authorities provide a
specialized tool to obtain information in national security investigations that
cannot be obtained by other means. At the same time, however, the
evidence showed that the FBI did not use this specialized todd effectively
because of the impediments {o its use that we deseribed above. Some of

OIPR told the OIG that the Reauthorization Act provision specifically

allowing the FBI to obtain educational and other sensitive records through
Bection 215 orders will allow the FBI to obtain these records; the FBI has a

Section 218 request form that has been distributed to and is used by all
field offices; and NSLB and QIPR have developed a template application form
that is used in all Section 215 applications. In addition, NSLB and QIPR
witnesses told the UIG that the altorneys assigned to Section 215
processing in both offices work well together. Because these impediments
have been resolved, the FBI and QIPR should be able to process more
Section 215 orders in the future. The most significant remaining
impediment is the lengthy process for obtaining a Section 215 order. {U}

We recognize that the multiple layers of review to obtain Section 215
crders stems in part from the fact that business records in
counterintelligence and counterterrorism cases can only be obtained
through the FISA process. We also recognize that the multiple levels of
review within the field office, NSLB and GIPR help to ensure that the field
an adequate basis for the request. However, the multiple levels of review
necessarily make the process slow and cumbersome, In order to ensure
that extensive delays do not oceur, the process must be closely managed
from beginning to end, {L))

- We also evaluated the use of Section 215 authority to obtain
subscriber information for telephone numbers that were the subject of pen
register/trap and trace orders. QIPR obtained the first “combination®
Section 218 order on February [ [2005, A total of 141 combination

applications were submitted and approved by the FISA Court in calendar

year 2005, Several PBI and OIPR attorneys we interviewed, including the

Counsel for Intelligence Policy, told us that this information was very
fmportant in FBI investigations., The Deputy General Counsel of NSLB
agreed, stating that the addition of Section 218s to FISA pen register/trap

and trace applications was a “huge boon because without the 315s, the FBI

M (m)
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Cwould have had to issue numerous [national security letters] to get the

subscriber information.™?! 38 o
iy

Finally, we are aware that the FBI began using Section 215 authority
more widely in 2006, We will be assessing the effectiveness of this broader
use in our next review. {U)

8 As previously discussed, Qongress his also recognized the impertance of subsoriber
indormation in FISA pen registers. As part of the Reauthorization Act, Congress aypanded
the FISA pen register provision to include subscriber information. {3
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CHAPTER SIX
CONCLUSIONS (U)

As required by the Patriot Act reauthorization legislation, the OIG
conducted this review of the FBI's use of the authority to ohiain business
records as expanded by Scetion 218 of the Patriot Act, The Act required the
OIG to examine how many requests were prepared by the FBI; how many
appixcatxon% were approved, denied, or modified by the FISA Court; any
improper use of 8ection 215 suthority; and any noteworthy facts or
czmumstancxw wxzmmmg Secmm 2 1a reqm‘sts ﬁ‘angw% aiw cixret‘tcd t}‘xe

gowymng Neutmn 21a requests whethm' thm faﬁure haxrned nanonai
security, and whether bureaucratic or other impediments hindered the FBI's
use of Section 213, Fmaﬁv. Congreas directed the QGIG to review the
effectiveness of the FBI's use of Bection 215, including the types and
importance of mmmmtmn obtained, whether information has been
disseminated or used in analytical products, and whether the information
has been used in any ceriminal proceedings. Our review covered calendar
vears 2002 through 2005, As required by the Reauthorization Act, we will

report in late 2007 on the use of Scction 215 in 2006, (1)

Our review found that the FBI did not obtain its first Section 215
order until May 2004, From then until the end of 3005, the period of our
review, the FBI obtained a total of 21 pure Section 215 orders. However, in
February 20053, the FBI also began attaching Section 215 requests to pen

-resgxsterj trap and trace applications to obtain subscriber information for the

telephone numbers captured through the pen register and trap and trace
devices, These Section 215 requests were called *combination” or “combg”
requests. Throughout the remainder of 2008, the FBI obtained a total of
141 combination orders. We found that all 162 Section 218 applications {21
pure requests and 141 combination requests) submitted to the FISA Court
were approved. (U}

We also identified 31 Section 215 requests that were withdrawn,
cither while they were pending approval at the FBI's National Security Law
Branch or at GIPR. We identified five categories of reasons for the
withdrawn requests: {1} the investigation was closed or changed course;
{2} an alternative investigative tool was used; (3) statutory lmitations;

{1} insufficient information to support the request; and {3) unknown, {U)

Only four Section 215 orders ~ two pure orders in 2004 and two
combination orders in 2005 ~ were modified by the FISA Court, and we
found the modifications were not significant, [U)

T
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We identified two instances of improper use of Bection 218 orders,
Both tastances concerned combination orders in which the FBI obtained
pen register/trap and trace authority in 2005, We did not find any instance
of tmproper use of pure Section 215 authority, In one instance, the case
agent overlooked documents in the file mdxcatmg that the teiephﬁnf: nuraber
o longer was being used by the target of the investigation. This error was
not noticed until several months later when a new case agent took aver the
investigation. In the second instance, the FBI collected data for several
weeks on a telephone number that did not belong to the target because the
tei?p}mne company belatedly notified the FBI that the target had stopped
using the telephone mumber. In both instances, the FBI sequestered and
destroyed the hmpropsrly collected data. The FBI also reported bath
instances of improper use  the President’s Intelligence Oversight Board
{OB), as required. In addition, beth incidents were reported o the FISA
Court by OIPR. (U}

The Reauthorization Act also directed the OIG to examine the
justification for the failure of the Departzm.nt of Justice Attorney General to
issue implementing procedures governing Section 215 requests for business
record applications and whether such delay harmed national security. We
found that the Patriot Act did not specifically require implementing
pracedures, and no ong in the Department directed OIPR or the FBI {o
develop such implementing procedures. However, our review determined
that such guidance would have been useful. Eventually, OIPR and the FBI
developed standard forms and applications for obtaining Section 215 orders.
We found that the reason for this delay was that the Department, including
QIPR and the FBI were focused on processing full content FISA reguests,
fraining, and hiving personnel to address the increased FISA workload and
therefore did not focus on the nesd for templates and procedures for Section
215 orders, {U)

We also found that when FBI Sield offices began requesting Ssction
218 orders, they sncountered processing problems and their ahdlity to
obtain Segtion 215 orders was affected by several impediments. These
impediments included disagreements between the FBI and OIPR concerning
statutory interpretation, insufficient resources to address Section 215
requests expeditiously, the multi-layered process for obtaining Section 218
orders, and the lack of &nmviedgc throughout FBI field offices sbout Section
215 authority. These processing problems and impediments not only
resulted in far fewer S8ection 2135 orders being obtained than were requested,
but also contributed to 8 perception within the FBI that Section 215 arders
took too long to obiain to be worthwhile. Bome, but not all, of these
impediments have since been resolved, {U)
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We uncovered no evidence of harm to national security in any specific
cases caused by the delay in obtaining Section 215 orders or by the FBI's
inability to obtain information that was requested in Section 213 requests.
However, we found that the multi-layered review process, combined with the
cther impediments described above, resulted in long delays in obtaining
Section 215 orders. As a result, in many instances the FBI did not receive
approval to obtain the Section 215 information until many months after the
original request was made, {U}

We also noted the number of instances in which the FBI identified s
need for information in & nationsd security mxvesug& ion but was unable to
ohtain that information because of 8 processing delay or other impediment
to obtaining a Section 218 order. {U)

With respect to the effectiveness of the FBI’s use of Section 218
authority, the evidence showed that Section 215 authority provides the FBI
with a specialized tool to obtain certain information in national security
investigations that cannot be obtained by other means. We found that the
FBI obtained a wide variety of records using Section 218 orders, such as
driver's icense records; apartiment leasing records; credit card records;

We examined how the FBI has used this information in national
security investigations. We found that Secetion 215 orders have been used
primarily to exhaubt investigative leads, although in some instances the FBI
obtained identifying information about suspected agents of a foreign power
not previously known to the FBL. However, the evidence showed no instande
where the information obtained from a Section 218 order resulted in a major
case development, such as the disruption of a terrorist plot. In addition, we
fvund that the FBI disseminated information obtained from pure Section
215 orders to another intelligence agency in only three instances, and the
FBI did not create any analytical intelligence products based on the
information obtained in response to pure Section 215 orders, We identified
only one instance in which the FBI sought to use information from a Section
218 order in a criminsl proceeding. This infermation was derived from a
combination Section 218 order, Although the FBI oltained De;mrtme.nt
gpproval to obtain grand jury subpoenas using this Section 218
information, no grand jury subpoenas were issued in this case and no FISA-
derived information was used in the grand jury investigation or subsequent
praceedings. {U)

We conducted this review mindful of the controversy concerning the
possible chilling effect on the exercise of First Amendment rights posed by
the FBPs ability to use Section 218 authorities, particularly the pmemmi
use of Section 218 orders to obtain records held by libraries. Qur review
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found that the FBI did not in fact obtain Section 218 orders for any Lbrary
records from 2003 through 2008, in part because the few applications for
such orders did not survive the review process within NSLB and OIPR. (U}

Finally, we are aware that the FBI began using Section 218 authority
mare widely in 2006, We will be assessing the effectiveness of this broader
use n our next review, As directed by the Patrist Reauthorization Adt, the
QIG will continue o assess the FBUs use and cifcctiveness of Section 215
sutherity.. {U)

80
TR







Washington, D.C.
March b, 20Q7

The Honomble Glenn AL Fine
Inspector General

Office of the Inspector General
United States Department of Justice
950 Pennsylvania Avenue, N W,
Washington, DO 20530

Dear My, Fine:

I welopme the opportunity to comment on your report entitled, A Review of the
Federal Bureay of Investigstion's Use of Section 2135 Qrders for Business Records.”

Your report demonstrates that the Department of Justice, including the FBI, has
been responsible in using the authority gramted by Congress 1o obtain business records
under Reetion 215 of the USA PATRIOT Act. You offered no recommendations for
improvements or other modifigations to Departmient procedures and practiess for the use
of this authority,

Consistent with your Bodings, 1 believe that the initial delays in using this
nvestigative tool, though wundortunate, have been largely if not entirely resolved and that
1o haro tenational security tesubted from those delays.

Your teview found only two instances of “improper use™ of the business records
authority, and 1 respectfully subnuit that characterization is not apt. In both cases, ervors
which you deseribe as “inadvertent{]” {one by a case agent and the second by a third
party) resulted in the FBI receiving information that was got authorized by the terms of
the relevant order of the Foreign Intelligence Surveilance Cowt. You found that, in bath
pases, the FRI identified the mistakes, sequestered or destroved the eollecied datg, and
reported the errar to the Intelligence Oversight Board and to the Cowt, Therefore, these
examples show that the aversight process is working as it should to identify and address
inadverient mistakes when they oceur,

{ appreciate the diligent sffort by vou and your staff to complete this repert, aad
we lock forwand wo working with vou closely on the 2006 report. The Department must
continually work to mprove ity use of these specialized investigative ool

Sincersty,
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Albenia R, Gongzales




- Maguire can be contacted at (703) 4824985,

UNCLASSIFIED

DIRSCTOR OF NATUINAL INTELLIGENCE
WasHINOTUN, DO 20511

E/S 00153

- MEMORANDUM FOR: Glenn A, Fine

Inspector General, Departent of Ju&tme

SUBIECT: Review of the Departinent of Justice™s Use of Section 213
Authority
REFERENCE: DO CIG Memorandum, Review of the Department of Justice’s

Use of Section 215 Authority 8 February 2007,

The Qffice of the Divector of National Tntelligence (ODNI) has reviewsd your draft
report entitied, “A Review of the Federal Burcau of Investigation's Use of Section 218 Ovders
for Business Repords.™

As you noted in your report, Section 218 orders are @ specializad tool the Federal Bureay
of lnvestigation (FBI) can use to obtain certain information in national security investigations
that cannot be obtained by any other means. I commend your efforts in performing &
compreheasive review and analysis of this critical national security investigative tool,

Your review highlighted several concerns regarding the dmeliness and processing of

- Section 215 orders, and 1 believe that not only the FBI and Departmeast of Justice, but also the

Imelligence Conmunity as a whole, would beaefit from receiving your recommendations for
improvements ia this regard. 1 understand that those recommendations ruay be provided in vour
second report on this matter and I ook forward 1o receiving them.

H you have any questions or require further assistance my Inspector General Edward

- L. M. McConnell Date
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